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A B S T R A C T   

Sensitive information can have its security compromised by unintentional electromagnetic emissions from the 
information technology equipment (ITE) being used to process it. It is important to assess the likelihood of a 
potential compromise, and this requires radio frequency (RF) engineering expertise to predict the likelihood of 
the vulnerability occurring. This paper describes the development of a fuzzy inference system that can be used to 
assess the radiated and conducted vulnerability likelihood of unintentional electromagnetic emanations. The 
system has the potential to be a valuable tool for cybersecurity practitioners without RF expertise. The system has 
been tested on office-based ITE devices, and it is effective in predicting the likelihood of radiated and conducted 
vulnerabilities occurring. Areas of future work include extending the fuzzy inference system to use RF propa-
gation models and enabling it to make vulnerability likelihood predictions after countermeasures have been 
applied.   

1. Introduction 

Electromagnetic compatibility (EMC) standards [1] ensure that 
electronic products do not create unacceptable levels of electromagnetic 
interference and are immune to interference from other electronic de-
vices. This helps to protect the security objectives of integrity and 
availability. However, it does not necessarily protect the security 
objective of confidentiality. The electromagnetic fields generated by 
information technology equipment (ITE) when it is operated can give 
rise to unintentional emanations. These emanations can radiate into 
space or conduct along power and signal lines. If these emanations are 
related to the information being processed, they can be captured and 
reconstituted, leading to a loss of confidentiality. This vulnerability is 
known as TEMPEST [2]. 

In 1985, [3] demonstrated, for the first time publicly, how to 
eavesdrop on a computer monitor’s display. This showed that office- 
based electronic equipment can emit electromagnetic radiation that 
can be used to steal sensitive information. By identifying the two main 
types of radiated signals as clocks and video emissions it also demon-
strated that EMC standards are not enough to protect against TEMPEST 
attacks. Research studies that have followed continue to show that 
TEMPEST vulnerabilities persist. For example, computer monitors [4], 
wired and wireless keyboards [5], and touch screens [6] have all been 

shown to be vulnerable to TEMPEST attacks. Research has also shown 
that radiated emissions from TEMPEST attacks can be recovered up to 
300 m away and that conducted emissions can travel still greater dis-
tances [7]. This indicates that TEMPEST vulnerabilities are still a serious 
threat to the confidentiality of sensitive information. 

Research has also enhanced our understanding of the mechanisms 
that produce TEMPEST vulnerabilities and how to mitigate them. This 
research has shown that electronic components and circuit boards can 
act as antennas and that by careful redesign of component layout, and 
the use of decoupling, filtering and shielding it is possible to reduce their 
effects [8]. An outcome of this research is the recognition that TEMPEST 
vulnerabilities need to be considered throughout the entire lifecycle of a 
system, from design and manufacture to testing and quality assurance. 
This is because even minor differences in manufacturing quality can lead 
to unintentional emanations that could be exploited by attackers. One 
way to mitigate TEMPEST vulnerabilities is to certify equipment against 
international standards [9]. This ensures that the equipment has been 
manufactured to a high quality and meets certain security requirements. 
However, this can increase the cost of the equipment, which can drive 
project procurement decisions towards commercial off-the-shelf (COTS) 
equipment. As a result, it is important to carefully consider the security 
implications of using COTS equipment in sensitive environments. 

The focus of research into TEMPEST has traditionally been on office- 
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based ITE. However, the Internet of Things (IoT) is a rapidly growing 
technology sector with ~15 billion networked IoT devices by the year 
2023 [10]. This brings new challenges, primarily around scale, as many 
of these devices will use the same Internet protocols to connect, and will 
therefore be open to new and established system and network attacks. 
Authentication of IoT endpoint devices (sensors and actuators) into the 
wider network, may introduce opportunities for TEMPEST attacks. 
Wireless sensor networks, vehicle communications, medical devices 
[11], and cyber-physical human systems employ authentication mech-
anisms with different levels of sophistication depending on the resources 
at their disposal. For example, a sensor to measure a physical quantity 

may have limited resources in terms of electronics and power [12]. This 
has implications in terms of attack vectors. For example, it may be easier 
to attack certain IoT devices because they are easier to gain physical 
access to. As a result, it is also important to carefully consider the se-
curity implications of using IoT devices along with office-based ITE in 
sensitive environments. 

The increased use of technology and continuing technical in-
novations though beneficial also have the drawback of creating more 
vulnerabilities and also providing would-be attackers with greater ac-
cess to technologies previously not available to them. It is now possible 
with a modest budget to procure software-defined radios, signal pro-
cessing software and RF test equipment to launch TEMPEST attacks. This 
means, TEMPEST vulnerabilities, like other cyber vulnerabilities, need 
to be risk-managed [13]. This requires knowledge of the threats and 
their capabilities, as well as the vulnerabilities of the organization’s 

Fig. 1. Methodology.  

Fig. 2. FIS development stages.  

Table 1 
Vulnerability Factors.  

ID Factor Description 

V1 ITE Geolocation Level of challenge in ITE operating 
environment. 

V2 Physical Security Physical security access controls. 
V3 Inspectable Space Distance between attacker and ITE. 
V4 Countermeasures Radiated and conducted emanation 

countermeasures. 
V5 Ambient Interference and 

Radio Noise 
Ambient interference and radio noise. 

V6 ITE Radiation Profile Distance ITE radiates. 
V7 ITE Interfaces ITE interfaces. 
V8 ITE Interface Cable 

Connections 
Using the correct interface cable 
connections. 

V9 Cable Distribution Facilities Cable layout and separation distances. 
V10 Application of Installation 

Standards 
Applying installation standards 

V11 Facility Power Consumption Power consumed by the facility. 
V12 Building Construction RF Attenuation from building materials. 
V13 Transmitters Transmitter effects on ITE operating 

environment. 
V14 Policy / Standards / Guidelines Adhering to policy/standards/guidelines. 
V15 ITE Type Selecting appropriate ITE. 
V16 Configuration and Control Managing and controlling change. 
V17 Size of ITE Installation Number of ITE deployed. 
V18 ITE Supply Chain Using a trusted ITE supply chain. 
V19 Radio Frequency Monitoring Monitoring the RF environment.  

Table 2 
Vulnerability factors used as inputs to the FIS.  

ID Input Related 
Vulnerability 
Factor 

Description 

I1 ITE Physical and 
Supply Chain 
Security 

V2 Facility 
Physical Security 

Assessment of how secure the 
ITE is, both physically and from 
a supply chain perspective. V18 ITE Supply 

Chain 
I2 ITE Radiation 

Distance 
V8 ITE Cable 
Connections 

Assessment of the distance the 
ITE will radiate based on its type 
and connections (i.e., whether 
they are shielded, mixed or 
unshielded). 

V15 ITE Type 

I3 Distance from ITE 
to the secure 
perimeter 

V3 Inspectable 
Space (IS) 

Assessment of the nearest 
distance from which emanations 
could be captured. 

I4 Size of Installation V17 Size of 
Installation 

Assessment of the number of 
ITEs used in the installation. 

I5 Utility Lines 
leaving the Secure 
Perimeter 

V9 Cable 
Distribution 
Facilities 

Assessment of whether any 
utility lines (power or signal) 
connected to the ITE installation 
leave the secure perimeter.  
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people, processes, and technology. It also requires an understanding of 
the detrimental impacts on an organisation’s business should the orga-
nization’s information or systems be compromised. It can be difficult for 
cybersecurity practitioners without appropriate and relevant radio fre-
quency (RF) engineering experience to assess the severity of these vul-
nerabilities within the wider cyber vulnerability context. In practice, 
this means there is a reliance on RF expertise to quantify the likelihood 
of exploitation [14]. 

The assertion that the dependency on RF engineers must be removed 
or at least minimised because RF engineers with TEMPEST expertise are 
in short supply is difficult to prove. For example in the United Kingdom, 
the classification of engineering professions does not identify RF engi-
neering specifically, and as a profession, it is likely to fall under the 

groupings of electronic and telecommunication engineering. However, 
there are some indicators, such as current RF engineering vacancies 
[15], the small number of companies that are certified to carry out 
TEMPEST-related work [16] and the general state of supply and demand 
in the engineering profession [17], that support this assertion. There-
fore, to minimise this dependency it would be useful if security practi-
tioners without RF expertise could assess the level of radiated and 
conducted vulnerability before engaging with external RF consultancy 
services. This would potentially save time and money, especially where 

Fig. 3. Stages of a fuzzy inference process.  

Fig. 4. Membership functions.  

Table 3 
FIS input and output fuzzy membership sets.  

ID Input Fuzzy Membership Set Range 

I1 ITE Physical and Supply 
Chain Security 

Secure / Partially Secure / Insecure 0–5 

I2 ITE Radiation Distance Short / Medium / Far 0–150 
I3 Distance from ITE to the 

secure perimeter 
Short / Medium / Far 0–150 

I4 Size of Installation Small / Medium / Large 1–150 
I5 Utility Lines leaving the 

Secure Perimeter 
None / Some / All 0–5    

Output Fuzzy Membership Set Range 
O1 Radiated Vulnerability 

Likelihood Level 
Very Unlikely / Unlikely / Possible 
/ Likely / Very Likely 

0–1 

O2 Conducted Vulnerability 
Likelihood Level 

Very Unlikely / Unlikely / Possible 
/ Likely / Very Likely 

0–1  

Fig. 5. Implementation of the Fuzzy Inference System.  
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an organisation was establishing an information security management 
system such as ISO27001 [18] and wanted to determine appropriate 
mitigation to manage its risk from electromagnetic leakage of 
information. 

Although there has been considerable research on software vulner-
ability prediction models in the context of ITE and information and 
cyber security [19]. There is a lack of research on using prediction 
models for determining the likelihood of ITE exhibiting electromagnetic 
radiated and conducted vulnerabilities. Whether the prediction model is 
used for software development or electromagnetic vulnerabilities, con-
fidence in the model’s ability to make reliable predictions is a funda-
mental precondition of its acceptance and use [20]. A range of statistical 

and soft computing techniques have been used to predict software 
reliability [21]. Some of these techniques, particularly the computa-
tional ones using neural networks and fuzzy logic are more amenable to 
conditions of uncertainty. Hybrid approaches such as neural-fuzzy net-
works have also been tried when attempting to predict software reli-
ability [22]. In the case of electromagnetic radiation, there is 
considerable uncertainty in predicting the distance an emission will 
travel without access to ITE test results. This means an RF expert asked 
to predict the vulnerability likelihood will need to draw on their expe-
rience and expertise to consider the equipment in the context of its 
deployment. Given the dependence on RF experts and the use of their 
knowledge when assessing the vulnerability likelihood, any approach 

Fig. 6. FIS membership sets.  
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Fig. 6. (continued). 
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selected to enable a prediction would need to be able to cope with the 
vagueness and imprecision present when eliciting and expressing expert 
knowledge [23]. Thus, allowing expert reasoning to be expressed in 
terms that are understandable to non-experts. Therefore, this paper 
proposes a TEMPEST radiated and conducted vulnerability likelihood 
prediction using a fuzzy logic approach. 

Fuzzy logic or fuzzy set theory as originally described by Latfi Zadeh 
in 1965 [24], accommodates the cases where sharp criteria cannot be 
used to classify the membership of an object within a specific set. In the 
real-world objects have graduations of membership of specific sets, 
fuzzy logic enables this graduation to be handled, such as when trying to 
assess the likelihood of events occurring. Since its introduction fuzzy 
logic has been used extensively in engineering-led applications, partic-
ularly related to control of industrial processes, medical instrumentation 
such as blood pressure monitors and consumer products from flow 
control in showers to car braking systems. More recently there has been 
a broadening of the fuzzy systems developed to include non-engineering 
applications where decisions and predictions need to be reached [25]. 
Some of these systems are safety critical and need to make decisions in 
real-time [262728]. The temporal aspects bring additional challenges, 
such as how to structure systems that incorporate fuzzy logic rule bases 
to enable them to deal with input variable changes in real-time e.g. from 
sensors, such that the system can respond appropriately when needed. 
Additionally, some scenarios for real-time systems will require the fuzzy 
logic rule base to be modified. This means learning algorithms [29] will 
also need to be incorporated, increasing the complexity of any system 
developed. 

The prediction approach developed using fuzzy logic in this study, 

determined the radiated and conducted vulnerability likelihood from 
unintentional emanations before any mitigation was applied. It achieved 
this by using vulnerability factors as inputs. Earlier research had iden-
tified and modelled the causal factors that RF engineers consider when 
assessing these types of vulnerabilities from office-based ITE, i.e., thin 
client workstations [30]. A subset of these factors was used as the input 
in this study. 

The remaining sections of this paper are structured as follows. Sec-
tion 2 details the research methodology, using RF experts to identify the 
relevant vulnerability factors and to define the fuzzy membership sets 
and rule bases that underpin the prediction approach. Section 3 contains 
the results, showing how the model performed against the real-world 
test cases provided by the RF experts. Section 4 discusses the results 
obtained. The paper concludes and suggests areas of future work in 
Section 5. 

2. Methodology 

This study uses a fuzzy logic approach to predict the TEMPEST 
vulnerability likelihood. The model is implemented using a fuzzy 
inference system (FIS) that can predict the likelihood of radiated and 
conducted vulnerabilities occurring in office-based information tech-
nology equipment (ITE). 

When considering vulnerability likelihood, we can define a set of 
classes (e.g., very unlikely, unlikely, possible, likely, and very likely) and 
measure or assess outcomes so that we can attribute them to a particular 
set. If we let PL be the universe of all possible likelihoods and denote the 
elements belonging to this universe as pl. Then in classical set theory, a 

Fig. 7. Fuzzification of input values.  
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crisp set VL = {very likely outcome} within PL, is defined by a function 
fVL(pl). We can then define the membership of fVL(pl), such that if the 
likelihood of an event is considered very likely it belongs in the set 
fVL(pl) = 1, otherwise it doesn’t belong and fVL(pl) = 0. The problem 
with this is that we need to define some crisp threshold for an outcome to 
be designated very likely, as shown by equation (1). 

fVL(pl) =
{

1, if pl ∈ VL
0, if pl ∕∈ VL ⋯⋯⋯ (1) 

However, in fuzzy logic, a fuzzy set VL = {very likely outcome}
within PL, is defined by a membership function μVL(pl), which allows for 
graduations of membership between 0 and 1, as shown by equation (2). 
Unlike the classical crisp set where something belongs, or it does not. 

μVL(pl) =

⎧
⎨

⎩

1, if pl is totally in VL
0, if pl is not in VL

> 0 and < 1, if pl is partly in VL
⋯⋯⋯ (2) 

If we use fuzzy sets, we can create overlapping functions to describe 
the membership sets to which an object can belong. In the case of 

vulnerability likelihood, we could use five membership sets (or classes) 
and then overlap very unlikely with unlikely, unlikely with possible, 
possible with likely and likely with very likely. The degree of member-
ship of a particular object to a particular class will be defined by the 
mathematical function that describes the membership sets. The selection 
of an appropriate membership function is dependent on several factors, 
including appropriateness for the problem domain, ease of imple-
mentation and computational efficiency [31]. The use of overlapping 
sets enables fuzzy logic to deal with imprecision and subjectivity in a 
way that traditional set theory cannot. This makes it suited to problems 
where the expression of expertise can be imprecise and expressed in 
graduations, such as in a qualitative vulnerability prediction likelihood 
scale. 

The methodology adopted followed three stages as described in 
Fig. 1. The first stage involved selecting the relevant vulnerability fac-
tors for use as system inputs and defining the system’s outputs. The 
second stage followed the typical workflow of FIS development using the 
MATLAB fuzzy logic toolbox [32]. The final stage, once the operation of 
the prototype was confirmed as correct was the implementation of a 
software application that provided the functionality of the FIS for use by 
cybersecurity practitioners. 

Fig. 2 provides greater detail of the stages undertaken, particularly 
concerning the development of the FIS. The expertise and supporting 
data used in this study were provided by two radio frequency (RF) en-
gineer team leaders, from two independent organizations. Using the 
expertise from two different organisations provided improved coverage 
of the use case requirements needed to design and develop the FIS. The 
RF experts had a combined level of experience of more than 30 years, 
during which they applied their RF engineering skills to TEMPEST- 
related problems. 

2.1. Fuzzy inference system input factors 

Previous research had identified and modelled nineteen causal fac-
tors that RF engineers consider when assessing unintentional electro-
magnetic emanation vulnerabilities from office-based (thin client 
workstations) ITE [30]. Table 1 lists the identified vulnerability factors. 

The FIS developed in this paper predicts the vulnerability likelihood 
before any mitigations are applied and therefore only requires a subset 
of these factors as input. The RF experts identified five categories: 
physical and supply chain security, ITE radiation distance, distance from 
the ITE and the secure perimeter, size of the installation, and utility lines 
leaving the secure perimeter. The relevant vulnerability factors from the 
original study were mapped into these categories as shown in Table 2. 

The FIS aims to use these input measures to provide two qualitative 
output vulnerability likelihood levels (before any countermeasures are 
applied). One for the radiated vulnerability likelihood level and the 
other for the conducted vulnerability likelihood level. 

2.2. Fuzzy inference system development 

Developing a FIS is a three-stage process, consisting of fuzzification, 
inference and defuzzification as shown in Fig. 3. 

2.2.1. Fuzzification 
Each of the five inputs and two outputs of the FIS was fuzzified by 

being divided into attributes (termed linguistic variables). Linguistic 
variables enable the articulation of qualitative quantities that are 
meaningful to humans when they describe things. In this model, each of 
the inputs has three linguistic variables, each described by a fuzzy 
membership function. The membership function describes the distri-
bution of the linguistic variable μA(x) across the input range of values 
(x). The triangular and trapezoidal functions shown in Fig. 4 and 
described by Eqs. (3) and (4) were selected to describe set membership, 
as they are simple to implement and computationally fast [31]. 

Triangular membership function 

Table 4 
Radiated vulnerability FIS outcome conditions.  

Input condition Output 
condition  

I1 I2 I3 I4 O1 Rule 

Secure Short Short Small Likely 10 
Medium Possible 5  
Large Possible 

Medium Small Possible 6 
Medium Unlikely 2 
Large Unlikely 

Far Small Unlikely 3 
Medium Very Unlikely 1  
Large Very Unlikely 

Medium Short Small Very Likely 17 
Medium Likely 11 
Large Likely 

Medium Small Likely 12 
Medium Possible 7  
Large Possible 

Far Small Possible 8 
Medium Unlikely 4 
Large Unlikely 

Far Short Small Very Likely 18 
Medium Likely 13 
Large Likely 

Medium Small Very Likely 19 
Medium Likely 14 
Large Likely 

Far Small Likely 15 
Medium Possible 9  
Large Possible 

Partially 
Secure 

Don’t care 
(X) 

X X Likely 16 

Insecure X X X Very Likely 20  

Table 5 
Conducted vulnerability FIS outcome conditions.  

Input condition Output condition  

I1 I5 O2 Rule 

Secure None Very Unlikely 1 
Some Possible 3 
All Possible 

Partially Secure None Unlikely 2 
Some Likely 5 
All Likely 

Insecure None Possible 4 
Some Very Likely 6 
All Very Likely  
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μA(x; a, b, c) =

⎧
⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎩

0, x ≤ a
x − a
b − a

, a ≤ x ≤ b

c − x
c − b

, b ≤ x ≤ c

0, c ≤ x

⋯⋯⋯ (3) 

Trapezoidal membership function 

μA(x; a, b, c, d) =

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

0, x ≤ a
x − a
b − a

, a ≤ x ≤ b

1, b ≤ x ≤ c
d − x
d − c

, c ≤ x ≤ d

0, d ≤ x

⋯⋯⋯ (4) 

The range and fuzzy membership set for each of the FIS inputs and 
outputs are given in Table 3. As all five inputs have three membership 
sets, these combine to produce 35 = 243 outcomes. These outcomes need 
to be accommodated by the fuzzy rules so that the correct output can be 

inferred from the presented inputs as part of the inference stage of the 
process. 

It proved possible to reduce the number of outcomes by considering 
the relationship of the inputs to the outputs. In the case of I1, the lack of 
physical and supply chain security impacts both the radiated and con-
ducted vulnerability outputs, as the equipment could be tampered with 
to create either of these vulnerabilities. How far equipment radiates (I2) 
is related to the radiated vulnerability likelihood. When a radiated 
emanation is fortuitously conducted onto a signal or power cable, a 
conducted vulnerability could occur. However, it would only be 
exploited if the utility cable were to leave the secure perimeter. There-
fore, the distance between the ITE and the cable that could be used to 
conduct the transmission is less important from a conducted vulnera-
bility perspective than whether the cable left the secure perimeter (I5) 
when the vulnerability could be exposed to attack. How close an 
attacker can get to the installation (I3) is very significant from a radiated 
vulnerability perspective. Radiated emissions are significantly attenu-
ated as the distance increases due to path losses and local signal-to-noise 
conditions [33]. This means an attacker needs to get as close as possible 
to maximise their chance of successfully capturing any emanations. 
Conducted vulnerabilities can be exploited over considerable distances 

Fig. 8. FIS rulesets.  

Fig. 9. Defuzzified output derived from the centroid function for the conducted vulnerability likelihood.  
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[7]. However, this is dependent on whether cables that could be 
exhibiting these vulnerabilities are leaving the secure perimeter or not 
(I5). The size of the installation (I4) has significance for both radiated 
and conducted vulnerabilities. The larger the installation the greater the 
power consumption which will add to the facility’s total power con-
sumption affecting whether countermeasures post the vulnerability 
assessment will be necessary. As an installation will typically have its 
cable connections aggregated before interfacing with other networks 
and services e.g., through routers for internet access and through on-site 
transformers and sub-stations for power, the size of the installation is 
less significant than whether the aggregated cable connections are 
leaving the secure perimeter. Therefore, in terms of an initial vulnera-
bility likelihood assessment, I4 will have more significance for radiated 
vulnerabilities than for conducted ones, as a large installation may 
create a noisy RF environment, making it difficult for attackers to target 
specific ITE and capture radiated emissions. 

From these deliberations, it was possible to split the FIS into two 
separate systems, shown in Fig. 5, one to predict the radiated vulnera-
bility likelihood using inputs I1 to I4, and the other to predict the con-
ducted vulnerability likelihood using inputs I1 and I5. This in turn 
reduced the number of outcomes to 34 + 32 = 90. 

The RF experts were engaged to establish the membership sets for the 
inputs and outputs of both the radiated and conducted vulnerability FIS. 
E.g., for the ITE radiation distance input they agreed that a short dis-
tance was less than 20 m, a medium distance lay between 10 m and 100 
m, and a far distance was greater than 90 m. Armed with this infor-
mation it was possible to establish three membership sets (short, me-
dium, and far) for this input using a trapezoidal shape. This approach 
was repeated for all inputs and outputs that were entered into the 
MATLAB fuzzy logic toolbox as shown in Fig. 6. 

The process of fuzzification of the I1 and I5 input variables when the 
user is wanting a prediction of conducted vulnerability likelihood, is 
shown in Fig. 7. The input values are mapped onto the fuzzy member-
ship sets for each of the linguistic variables to indicate the degree of 

membership. These values are the fuzzified input values which are used 
in the inference stage of the process. 

In the case of I1, a value of 1.1 is shown mapped to 0.8 of the ‘secure’ 
membership set, 0.2 of the ‘partially secure’ membership set and 0 of the 
‘insecure’ membership set. This produces a fuzzy variable for this input 
as [0.8,0.2,0]. In the case of I5, an input value of 0.75 is shown mapped 
to 0.25 of the ‘none’ membership set, 0.75 of the ‘some’ membership set 
and 0 of the ‘all’ membership set. Therefore, the fuzzy variable for this 
input is [0.25,0.75,0]. 

2.2.2. Fuzzy inference 
Inference is the stage of the process where the fuzzified input vari-

ables are applied to a set of fuzzy IF-THEN rules that codify the RF ex-
pert’s knowledge. Mamdani modelling was used to derive the output 
membership functions for each rule to enable fuzzy decisions to be 
made. The Mamdani model was chosen as it is well suited to problems of 
this type where a decision or prediction must be made [21]. 

In the case of the radiated vulnerability FIS, it has 81 outcomes that 
were captured by a set of 20 rules developed with the RF experts. These 
are shown in Table 4. 

The conducted vulnerability FIS has nine outcomes captured by six 
rules, shown in Table 5. 

The rules for the radiated and conducted FIS’ were then entered into 
the MATLAB fuzzy logic toolbox as shown in Fig. 8. 

The inference process using the radiated and conducted vulnerability 
rulesets, along with the fuzzy variables for I1 to I5 will determine how 
much each rule affects the final outputs. Where the rule contains the 
AND function, the minimum value of the fuzzy variables will be used 
and where the rule contains the OR function the maximum value will be 
used. In the case of the conducted vulnerability likelihood prediction 
using the I1 and I5 fuzzy variables of [0.8, 0.2, 0] and [0.25, 0.75, 0] 
respectively, we can see that rule three affects the output prediction the 
most. 

Fig. 10. MATLAB Program GUI.  
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Rule 1: Very Unlikely = Min(I1 = secure, I5 = none) = Min(0.8, 
0.25) = 0.25 
Rule 2: Unlikely = Min(I1 = partially secure, I5 = none) = Min(0.2, 
0.25) = 0.2 
Rule 3: Possible = Min(I1 = secure, I5 = not none) = Min(0.8, 0.75) 
= 0.75 
Rule 4: Possible = Min(I1 = insecure, I5 = none) = Min(0, 0.25) = 0 
Rule 5: Likely = Min(I1 = partially secure, I5 = not none) = Min 
(0.2,0.75) = 0.2 
Rule 6: Very Likely = Min(I1 = insecure, I5 = not none) = Min 
(0,0.75) = 0 

2.2.3. Defuzzification 
The fuzzy outputs of the radiated and conducted vulnerability FIS’ 

must be defuzzified. Each fuzzy output variable is applied to its output 
membership sets and aggregated to derive the likelihood predictions for 
the radiated and conducted vulnerabilities. The centroid function, given 
by Eq. (5), is commonly used in applications of this type to find the 
centre of gravity (COG) of the aggregated shape. The COG for the two- 
dimensional shape will have an (x,y) coordinate. The x coordinate di-
vides the aggregated shape into two equal masses. 

xCentroid =

∑
iμ(xi)xi

∑
iμ(xi)

⋯⋯⋯ (5) 

Fig. 9 shows graphically how the conducted vulnerability likelihood 
prediction is derived from this aggregation, with the centre of the 
resulting shape (along the x-axis) giving a crisp output value of 0.48 for 
the conducted vulnerability likelihood prediction. 

2.3. Implementing the Fuzzy Inference System 

As described in Sections 2.1 and 2.2 the combination of FIS inputs 
leads to 90 expected outcomes, as articulated by the RF experts. The FIS’ 
radiated and conducted vulnerability likelihood predictions were tabu-
lated and tested against these outcomes. Additionally, the RF experts 
presented input values with vulnerability predictions for 15 real-world 
use cases based on their experience in the field. These covered a range 
of scenarios from small to large installations occupying single buildings 
and sites, to shared occupancy buildings and sites, with different oper-
ational challenges such as reduced perimeter distances. These were also 
tabulated along with the FIS’ predictions of vulnerability likelihood for 
each of the use case scenarios. 

Fig. 11. FIS performance analysis.  
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2.3.1. MATLAB application 
The MATLAB fuzzy logic toolbox was used to prototype the radiated 

and conducted FIS’ separately. As the overall FIS needs to integrate 
these, a program was written using MATLAB application designer which 
enabled a graphical user interface (GUI) to be added. This made working 
with the RF experts easier when optimising the functionality of the 
program and when assessing its performance. The GUI version would 
also be released to cyber security practitioners to enable them to assess 

the vulnerability likelihood. Fig. 10 shows the GUI of the MATLAB 
program. 

To provide an assessment of the radiated vulnerability likelihood 
level for the scenario being addressed, the user is asked to provide a 
judgement on their perception of the physical and supply chain security 
of the ITE. They enter a value of between zero to five, representing their 
assessment from secure to insecure, using the slider control provided. 
They are then asked to provide a value for the ITE radiation distance, 

Fig. 12. Surface view of FIS performance analysis.  
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using the slider control. This value is dependent on the ITE type and its 
installation. Typically, if the ITE and its connections are shielded then 
the radiation distance is less than 20 m. If the ITE and its connections are 
unshielded, then distances more than 100 m are possible. Where the 
installation has a mixture of shielded and unshielded ITE and connec-
tions then the distance will typically lie within the range 20 m to 100 m. 
The user then provides a measure of the distance from the ITE to the 
secure perimeter boundary, using the slider control provided. The 
relationship between the ITE radiation distance and the distance from 
the ITE to the secure boundary governs the radiated vulnerability like-
lihood, in that if the ITE radiates within the secure boundary but no 
further, then provided physical and supply chain security is robust there 
is less likelihood of a radiated vulnerability occurring. The user then 
enters a value for the number of ITEs ranging from 1 unit to 150 units, 
covering the range from a small installation to a large one. This input, 
along with the previous three are used to evaluate the radiated vulner-
ability likelihood level. This is displayed as a number in the range zero to 
one by a semi-circular gauge covering the range of very unlikely to very 
likely. 

To provide an assessment of the conducted vulnerability likelihood 
level, the user is asked to confirm whether any utility i.e., signal or 
power lines are leaving the secure perimeter, by entering a value of 
between zero and five using the slider control provided. The answer will 
be used with their response to the physical and supply chain security 
input, to evaluate the conducted vulnerability likelihood level. This is 
displayed in the same manner for the radiated vulnerability likelihood 
level, as a number in the range zero to one, shown on a semi-circular 
gauge covering the range very unlikely to very likely. 

3. Results 

The performance of the fuzzy inference system (FIS) to predict the 
vulnerability likelihood levels were obtained from the defuzzified 

output values of the radiated and conducted FIS’ as shown in Fig. 11. 
The input values are shown in yellow and the output values are in blue. 

Fig. 12 shows the surface view of the performance analysis, where 
the input values are mapped against the output values. In the case of the 
radiated vulnerability likelihood (Fig. 12a) we can see that the likeli-
hood increases as expected when the physical and supply chain security 
degrades or when the ITE radiates over greater distances. Similarly, for 
the conducted vulnerability likelihood (Fig. 12b), we see an increase in 
likelihood when the physical and supply chain security degrades, and 
utility lines are leaving the secure perimeter. 

The FIS outputs for the prediction of the radiated and conducted 
vulnerability occupy the range of zero to one. This range was subdivided 
into five bands (shown in Table 6) to enable the crisp output prediction 
to be compared with the qualitative assessment made by the radio fre-
quency (RF) experts. 

The FIS was optimised against the 90 outcomes and its results 
compared to those expected by the RF experts. Where the outputs 
deviated from the expert’s view the membership and rule sets were 
modified until the FIS outputs aligned with the RF experts’ predictions. 
A sample of the optimisation matrix is shown in Table 7. 

The FIS was then tested against a set of real-world use cases devel-
oped by the RF experts. The results are given in Table 8 and show that 
the FIS outcomes completely align with the experts’ predictions showing 
a 100% success rate. 

4. Discussion 

This study has shown how a TEMPEST vulnerability prediction 
model was developed with the assistance of radio frequency (RF) engi-
neering expertise, from two different organisations, using a fuzzy logic 
approach. The resulting fuzzy inference system (FIS) can be used by 
cyber security practitioners without RF expertise to make a vulnerability 
likelihood prediction. This has the potential of saving time and money, 
by enabling early decisions around the level of potential mitigations 
required. Fuzzy logic was chosen because it enables ambiguity and 
imprecision to be dealt with when accommodating the elicitation of 
expertise from humans. It is the authors’ belief, that this is the first 
attempt at producing a prediction model for these types of vulnerabil-
ities that could be used by non-RF experts. 

Cyber security risk managers and associated professionals are tasked 
with assessing and managing cyber and information-related risks, 
including those from unintentional emanations. Managing risks of this 

Table 6 
FIS output thresholds.  

Output Value Threshold 

Very Unlikely <=0.125 
Unlikely >0.125 - <=0.375 
Possible >0.375 - <=0.625 
Likely >0.625 - <=0.875 
Very Likely >0.875  

Table 7 
Sample of the optimisation Test Matrix.  

Input Conditions Output Conditions 

Outcome I1 I2 I3 I4 I5 O1 Expected O1 
Actual 

O2 
Expected 

O2 
Actual 

8 Secure (1.0) Short (10 m) Far (120 
m) 

Medium 
(75) 

– Very Unlikely (<=0.125)  0.08 –  – 

17 Secure (1.0) Medium (60 
m) 

Far (120 
m) 

Medium 
(75) 

– Unlikely (>0.125 - 
<=0.375)  

0.25 –  – 

27 Secure (1.0) Far (120 m) Far (120 
m) 

Large (125) – Possible (>0.375 - 
<=0.625)  

0.5 –  – 

28 Partially 
Secure (3.0) 

Short (10 m) Short (10 
m) 

Small (5) – Likely (>0.625 - 
<=0.875)  

0.75 –  – 

55 Insecure (4.0) Short (10 m) Short (10 
m) 

Small (5) – Very Likely (>0.875)  0.92 –  – 

82 Secure (1.0) – – – None (0) –  – Very Unlikely (<=0.125)  0.08 
83 Secure (1.0) – – – Some 

(3.0) 
–  – Possible (>0.375 – 

<=0.625)  
0.5 

85 Partially Secure 
(3.0) 

– – – None (0) –  – Unlikely (>0.125 - 
<=0.375)  

0.25 

86 Partially Secure 
(3.0) 

– – – Some 
(3.0) 

–  – Likely (>0.625 - 
<=0.875)  

0.75 

90 Insecure (5.0) – – – All (5.0) –  – Very Likely (>0.875)  0.92  
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type requires specialist knowledge provided by RF engineering consul-
tancy services [14] which can be resource intensive, requiring assistance 
with risk assessment, site visits, equipment evaluation, and testing. 
TEMPEST and unintentional emanation risks are now included in se-
curity management frameworks such as those advocated by the ISO 
27000 series of standards and specifically ISO 27005 [13]. The detail 
that explains these vulnerabilities and mitigation measures is not always 
sufficient and requires cyber security practitioners to either examine the 
research papers or available TEMPEST documentation and/or use RF 
consultancy services. Additionally, experts and novices with different 
levels of prior knowledge relating to a specific domain will tend to use 
different approaches when processing information [34]. This may 
extend to cyber security practitioners without prior knowledge of 
electromagnetic-related vulnerabilities who may not give the same 
consideration to the risk that can result from these types of vulnerabil-
ities. Therefore, by enabling non-RF experts to predict the likelihood of 
unintentional emanations occurring, using a prediction model and 
associated tool that encapsulates the RF expertise, makes risk manage-
ment timelier and more cost-effective. This is achieved by reducing the 
dependency on potentially expensive and scarce RF consultancy 
services. 

The prediction model developed in this study used five inputs, four to 
predict the radiated vulnerability likelihood and two to predict the 
conducted vulnerability likelihood. The radiated likelihood prediction 
relies on a user of the model being able to assess physical and supply 
chain security, the distance the information technology equipment (ITE) 
will radiate, the distance from the ITE to the secure perimeter and the 
number of ITEs in the installation. Physical security and distance of ITE 
to the secure perimeter can be assessed from a physical inspection, 
checking out the guard and access control arrangements e.g., guards 
with swipe access to rooms etc. and measuring distances. Supply chain 
integrity can be confirmed by checking that appropriate manufacturing, 
procurement and maintenance arrangements are in place. The number 
of ITE in an installation can be counted. The input that is most difficult to 
assess is how far will an ITE radiate. A definite answer to this question is 
only possible through testing, which when making the initial vulnera-
bility assessment is not practicable. Therefore, the question arises how 
best to estimate this distance. Typically, there are two aspects to 
consider. What type of equipment is the ITE making up the installation 
and how is it connected? E.g., if the equipment is shielded (that is, has a 
TEMPEST certification) and is installed using the appropriate fibre or 
shielded cables then the distance will be possible to specify according to 
the certification. Where the installation is made from uncertified 
TEMPEST ITE with unshielded cables then the estimation of greater 
than 100m may be appropriate. If the installation uses a mix of shielded 
and unshielded ITE and cable connections, then a radiation distance of 
between 20m and 100m could be assumed. Alternatively, the practi-
tioner using the prediction model may decide on a distance based on 
prior knowledge of a particular ITE manufacturer or use a prediction 
based on the maximum radiation distance taking the electromagnetic 
compatibility results into account [35]. 

It is worth noting that the prediction model’s rules are based on the 
ranges of the fuzzy membership sets. When the ITE radiation distance is 
compared with the distance of the ITE to the secure perimeter, what 
matters is whether the radiation distances specified for these two inputs 
lie in the same range, and not the difference between them. E.g., if the 
ITE radiation distance is 70m (lying in the range of 20m to 100m) and 
the distance from the ITE to the secure perimeter is 50m (also in the 
same range) the fuzzy model will predict a vulnerability likelihood on 
the basis they both covering the same medium distance. Given that 
estimating the ITE radiation distance is based on the ITE type and 
connection, there is the potential to improve the model by asking the 
user to enter these details from which the model makes the distance 
estimate, rather than asking for a specific distance. Though some flexi-
bility would be lost if the user had some prior knowledge of the ITE and 
its radiation profile. Ta
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In the case of the conducted vulnerability likelihood prediction, the 
user is asked to assess physical and supply chain security as for the 
radiated vulnerability case. They are also asked if any of the utility 
(signal and power) connections leave the secure perimeter. The mem-
bership sets agreed for this input declared no lines, some lines or all lines 
leave the secure perimeter. In practice, the level of assessed conducted 
vulnerability as specified by the expert fuzzy rules, does not make any 
distinction between some or all lines leaving the secure perimeter. This 
offers a potential improvement of the model where only two member-
ships are required for this input with the potential to make this a binary 
yes/no decision. 

Considerable time was spent with the experts to optimise the per-
formance of the system for all 90 outcomes of the five input FIS. By 
ensuring that these results were correct, the expectation that the real- 
world test case predictions would also be correct was proven, with all 
fifteen case predictions aligning with those of the RF experts. Future 
work will extend the model to include propagation effects and coun-
termeasures. This will enable the prediction model to present both a pre- 
mitigation and post-mitigation vulnerability likelihood level. 

5. Conclusions 

The output from this study demonstrates that fuzzy logic can be used 
to build a fuzzy inference system (FIS) capable of providing a TEMPEST 
radiated and conducted vulnerability likelihood prediction for office- 
based information technology equipment. The study has employed 
radio frequency (RF) expertise from two independent organisations to 
develop the fuzzy membership sets and associated fuzzy rule base. The 
FIS has successfully predicted the correct level of radiated and con-
ducted vulnerability likelihood for the most prevalent scenarios dealt 
with by the RF experts. This enables the FIS to be used by cybersecurity 
practitioners who do not possess RF expertise but are tasked with 
assessing risks from TEMPEST vulnerabilities. The model and associated 
tool have the potential to save time and money by removing the 
dependence on RF consultancy services, particularly at the initial stages 
of a project before mitigation measures have been decided. Future work 
will include extending the FIS to include RF propagation models and a 
vulnerability likelihood prediction after countermeasures have been 
applied. 
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