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Abstract

The emergence of 6G networks initiates significant transformations in the communi-
cation technology landscape. Yet, the melding of quantum computing (QC) with 6G
networks although promising an array of benefits, particularly in secure communica-
tion. Adapting QC into 6G requires a rigorous focus on numerous critical variables.
This study aims to identify key variables in secure quantum communication (SQC)
in 6G and develop a model for predicting the success probability of 6G-SQC pro-
jects. We identified key 6G-SQC variables from existing literature to achieve these
objectives and collected training data by conducting a questionnaire survey. We then
analyzed these variables using an optimization model, i.e., Genetic Algorithm (GA),
with two different prediction methods the Naive Bayes Classifier (NBC) and Logis-
tic Regression (LR). The results of success probability prediction models indicate
that as the 6G-SQC matures, project success probability significantly increases, and
costs are notably reduced. Furthermore, the best fitness rankings for each 6G-SQC
project variable determined using NBC and LR indicated a strong positive correla-
tion (rs=0.895). The t-test results (t=0.752, p=0.502> 0.05) show no significant
differences between the rankings calculated using both prediction models (NBC
and LR). The results reveal that the developed success probability prediction model,
based on 15 identified 6G-SQC project variables, highlights the areas where practi-
tioners need to focus more to facilitate the cost-effective and successful implementa-
tion of 6G-SQC projects.

Keywords 6G Technology - Quantum computing - Secure communication -
Prediction model

1 Introduction

The dawn of the sixth generation of wireless technology, or 6G, is poised to bring

transformative changes to the field of communication technology, laying the founda-
tion for an even more interconnected and digitized world (Alraih et al. 2022). These
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advances, while promising, come with their own set of complex considerations,
notably the integration of quantum computing (QC) within these 6G networks (Vista
et al. 2021).

Quantum computing operates with the capability to navigate through convoluted
problems at a speed exponentially surpassing that of classical computers (Linke
et al. 2017). This vast computational advantage heralds groundbreaking benefits
for 6G networks (Nawaz et al. 2019). Among these potential benefits, secure quan-
tum communication (SQC) emerges as a particularly exciting prospect (Chen et al.
2020). SQC leverages the immense computational power of QC to devise advanced
encryption methods (Chen et al. 2020). The result is a significant enhancement in
the security measures of communications within the 6G networks (Chen et al. 2020;
Bassoli et al. 2023). This could redefine the secure data exchange standard, offering
security and encryption far exceeding anything currently available in our communi-
cations infrastructure (Bassoli et al. 2023).

Nevertheless, the journey toward seamlessly integrating QC into 6G is riddled
with intricate challenges; it is far from a straightforward endeavor (Wang and Rah-
man 2022), as it demands a comprehensive understanding and meticulous evaluation
of an array of pivotal variables. The 6G-SQC encompasses a spectrum of elements,
from precise technical specifications and extensive infrastructural adaptations to
an in-depth grasp of the rudimentary principles of quantum physics (Prateek et al.
2023). These complexities accentuate the multidimensional and strenuous nature of
incorporating SQC into 6G networks, making it a formidable task requiring expert
navigation through a labyrinth of intricate factors (Prateek et al. 2023).

The promising potential of 6G-SQC networks, coupled with the intricate chal-
lenges it presents, has captivated the attention of the academic and research commu-
nities (Abdel Hakeem et al. 1969). Numerous scholars and researchers have explored
this dynamic and emerging field (Wang and Rahman 2022; Abdel Hakeem et al.
1969; Ulitzsch et al. 2022). Consequently, abundant research has been generated,
and multiple predictive models have been proposed, each aiming to quantify and
anticipate the successful marriage of these novel technologies (Zaman et al. 2023;
Okey et al. 2022). Yet, despite the extensive efforts and the multitude of proposed
models, a comprehensive predictive model that hones in on secure quantum com-
munication within the 6G networks remains elusive (Okey et al. 2022). The devel-
opment of such a model would mark a significant stride in our understanding and
practical application of these transformative technologies.

In this uncharted terrain of research, the successful incorporation of 6G -SQC
networks remains a complex set of variables yet to be solved. The intricate balance
of technical, infrastructural, and quantum physics principles presents a daunting var-
iable and an exciting opportunity for research and innovation (Zhang et al. 2019a;
Porambage et al. 2021a). Indeed, resolving these variables could hold the key to a
new era of secure, high-speed, and efficient communication networks.

To the best of our knowledge, no existing empirical study has identified the varia-
bles that potentially influence the success of the 6G-SQC project. Therefore, we have
been motivated to develop a successful probability prediction model for the 6G-SQC
project. To address the study objective, firstly, we explore the potential variables that
could impact the success of the 6G-SQC project reported in the literature. Next, we

@ Springer



Automated Software Engineering (2024) 31:31 Page30f40 31

collected the experts’ insights on the identified variables using a survey question-
naire for developing a training dataset. Finally, we applied the Genetic Algorithm to
Naive Bayes Classifier (NBC) and Logistic Regression (LR) to develop the success
probability prediction model for 6G-SQC projects by analyzing the data collected
from experts. This model will enable practitioners to assess the success probability
of the 6G-SQC project, and we believe these findings will significantly contribute to
developing effective strategies for addressing critical aspects of the 6G-SQC project.

2 Background

The advent of the sixth generation of wireless technology, known as 6G, is poised to
revolutionize communication technology, paving the way for a more interconnected
and digitized world (Saad et al. 2019; Lu and Zheng 2020). However, integrating
quantum computing (QC) into these 6G networks poses a set of complex considera-
tions (Wang and Rahman 2022).

Quantum computing operates exponentially faster than classical computers, offer-
ing a remarkable computational advantage (Briegel et al. 2009). This breakthrough
capability holds tremendous potential for 6G networks, manifesting in groundbreak-
ing benefits. Of particular interest is the prospect of secure quantum communication
(SQC) (Lu et al. 2019). Leveraging the immense computational power of QC, SQC
enables the development of advanced encryption methods (Lu et al. 2019; Shi et al.
2012). Therefore, it brings about a significant enhancement in the security measures
employed within the 6G networks. This has the potential to redefine the standards
of secure data exchange, surpassing the capabilities of the current communications
infrastructure (Wang and Rahman 2021).

Nevertheless, the journey toward seamless integration of QC into 6G networks is
fraught with intricate challenges and far from straightforward as it requires a com-
prehensive understanding and meticulous evaluation of a diverse set of pivotal vari-
ables (Wang and Rahman 2022). These variables encompass a wide spectrum of
elements, including precise technical specifications, extensive infrastructural adap-
tations, and an in-depth grasp of the fundamental principles of quantum physics
(Wang and Rahman 2022; Porambage et al. 2021a; Failed 2022a). The multidimen-
sional and demanding nature of incorporating 6G-SQC networks underscores the
formidable task, requiring expert navigation through a labyrinth of intricate factors
(Chen et al. 2020; Failed 2023a).

The promising potential of 6G-SQC, alongside the complex challenges it pre-
sents, has captivated the attention of the academic and research communities(Failed
2022a). Several studies have explored this dynamic and emerging field (Wang and
Rahman 2022; Failed 2022a; Duong et al. 2022; Porambage et al. 2021b; Nayak and
Patgiri 2004). Consequently, a significant body of research has been generated, and
several predictive models have been proposed, each striving to quantify and antici-
pate the successful convergence of these transformative technologies.

For instance, in their study, Lui et al. (Liu et al. 2022) examined the feasibility
of implementing quantum key distribution protocols in 6G networks and evaluated
their effectiveness in achieving secure communication. Their research highlighted
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the significance of robust key distribution methods to overcome security vulnerabili-
ties and mitigate potential threats in 6G-SQC projects. Another study conducted by
Porambage et al. (Porambage et al. 2021a) investigated the impact of quantum noise
on the performance of SQC in 6G networks. They shed light on the critical role of
error correction techniques in mitigating quantum noise effects and ensuring reliable
and secure quantum communication within 6G infrastructure. Additionally, Mumtaz
et al. (Mumtaz et al. 2022) proposed a novel optimization framework for resource
allocation in 6G-SQC projects. They focused on optimizing the allocation of com-
putational, communication, and quantum resources to enhance the overall efficiency
and effectiveness of 6G-SQC networks. Furthermore, Ray (Ray 2021) conducted a
comprehensive study on integrating QC into 6G networks from a regulatory per-
spective. They explored the legal and policy challenges of implementing QC tech-
nology in 6G-SQC projects and proposed recommendations for addressing regula-
tory barriers.

Despite these notable research contributions and many proposed models, a com-
prehensive predictive model focusing on secure quantum communication within 6G
networks remains elusive (Wang et al. 2020a; Kota and Giambene 2021; Lin et al.
2111). The development of such a model would signify a significant stride in our
understanding and practical application of these transformative technologies.

In recent years, the prediction of software project success has emerged as a sig-
nificant research area, aiming to identify critical features and develop models that
enable real-world practitioners to manage complex development activities and miti-
gate risk factors cost-effectively and effectively. Various engineering industries have
seen the development of project success prediction models (PSPMs) that utilize dif-
ferent risk factors (Li et al. 2016; Ko and Cheng 2007; Verner et al. 2007).

For example, Abe et al. (Abe et al. 2006) collected 29 factors across five catego-
ries, including development process, project management, company organization,
human factors, and external factors, to build a PSPM using a Bayesian classifier and
(k)-means clustering algorithm. In another study, Cheng and Wu (Cheng et al. 2010)
proposed an evolutionary support vector machine inference model that dynamically
predicts project success based on a hybrid approach incorporating a support vector
machine and a fast messy genetic algorithm. Reyes et al. (Reyes et al. 2011) con-
ducted an empirical study investigating various software features and developed a
model to evaluate project success/failure using a genetic algorithm. Shameem et al.
(Shameem et al. 2023) developed a cost and success probability prediction model
for agile methodology success factors in the context of global software development
using genetic algorithms. These studies demonstrate the usefulness of predictive
modeling in software project management, as it enables effective tracking and man-
agement of the development process towards successful project completion.

Despite the increasing prominence of 6G-SQC, it has been a lack of research
on the prediction models that can predict the success or failure of the considering
the quantum for secure communication of 6G. To bridge this gap, our study uses a
genetic algorithm to introduce an innovative, cost-effective 6G-SQC project success
prediction model based on the various features of the 6G-SQC projects. The model
posits that the probability of success for a 6G-SQC project is strongly tied to specific
features, which are briefly discussed in a later section.
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The primary aim of our model is to help organizations gauge the influence
of these identified variables on the effective consideration of 6G-SQC variables.
In order to construct the success probability prediction model, we adhered to a
series of generalized steps illustrated in Fig. 1. This research makes a valuable
contribution to the field by presenting a groundbreaking approach for forecasting
the success or failure of 6G-SQC projects and pinpointing the key variables that
substantially impact the 6G-SQC project’s success.

3 Research setting

To address this study’s objectives discussed in Sects. 1 and 2, we have used a
hybrid approach presented in Fig. 1. The research has been divided into four
phases, and they have been briefly discussed in the following sections.

Phase-1 To explore variables that could impact the success probability of
6G-SQC.

Phase-2 To collect training data for evaluating the success probability of
6G-SQC.

Phase-3 Determine the optimal fitness of variables for 6G-SQC.

Phase—4 Develop a success probabilistic prediction model for cost-effective
6G-SQC.

Phase 1: Identification of Variables Phase 3: Model Training
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Fig. 1 Research Setting
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3.1 Literature survey approach

To discern the variables influencing 6G-SQC, we conducted an extensive lit-
erature review by examining journal articles, conference proceedings, and other
pertinent literature (Akbar et al. 2020, 2021a, 2021b; Shameem et al. 2020).
We used Google Scholar as our search engine because of its user-friendly inter-
face and comprehensive access to scholarly articles from various digital librar-
ies, such as Springer Link, IEEE Xplore, and ACM Digital Library. This broad-
based approach ensured that we didn’t overlook any relevant digital libraries. We
employed pertinent keywords to pinpoint suitable published articles. Moreover,
we used snowballing data sampling to gather potential literature related to our
research objective. This involved scrutinizing reference sections of relevant pub-
lications (backward snowballing) and exploring studies citing our selected litera-
ture (forward snowballing) (Wohlin 2014). This strategy resulted in a continu-
ously expanding sample size as we delved deeper into references and citations
(Wohlin 2014).

The survey incorporated literature studies that deliberated on the variables
influencing quantum communication. We also considered studies that did not
explicitly discuss these variables (Niazi 2012, 2015) as long as they offered per-
tinent lessons learned and experience reports related to quantum communica-
tion for smart cities. Extracting variables from such reports was challenging and
necessitated meticulous, in-depth reviews (Niazi 2015; Khan et al. 2021). The
study selection process was primarily undertaken by the first and second authors,
with disagreements resolved through discourse and collaborative input from all
authors. In total, through forward and back snowballing, we shortlisted 65 studies.

These shortlisted studies informed the structure of this article and contributed
to phase-1: the identification of 6G-SQC variables (Fig. 1). The first and second
authors examined the chosen studies to recognize pivotal themes, concepts, or varia-
bles related to 6G-SQC. The third and fourth authors conducted a secondary review
to refine initial findings and report any omitted information. Following Kitchenham
and Charters’ guidelines (Kitchenham and Charters 2007), we applied a quantitative
approach to analyze the extracted themes and concepts. A coding scheme (Hsieh
and Shannon 2005) was utilized to evaluate the obtained data quantitatively. Imple-
menting the steps of the coding scheme, i.e., ‘code’, ‘sub-categories’, and ‘catego-
ries and theory’, we mapped and paraphrased the identified concepts, culminating in
a final roster of 6G-SQC variables. Upon completing the data extraction process, we
reworded the identified themes and concepts, yielding a list of 15 essential variables
for adopting and enhancing 6G-SQC.

3.2 Training data collection
To assess the prediction of success and the associated costs for the successful

execution of a 6G-SQC project, we collected data to train the model. The process
used for data collection is elaborated upon below.
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3.2.1 Designing the questionnaire

We conducted unstructured interviews with 11 professionals in quantum communi-
cation and IoT to collect the training data. Utilizing video conferencing platforms
such as Google Meet and Zoom, these face-to-face interactions lasted approximately
30 min per session. We designed a comprehensive, closed-ended survey question-
naire for data collection purposes based on insights gleaned from the interviews and
relevant variables identified in the 6G-SQC literature. This method was selected as
it is a widely-accepted approach for efficiently acquiring information from a sizable
and diverse population.

The questionnaire was divided into two categories, with the first focusing on
demographic questions and the second consisting of closed-ended questions based
on project attributes. We employed a 9-point rating scale, ranging from extremely
low (EL) to extremely high (EH), to evaluate the participant’s responses. The ques-
tionnaire survey approach has been widely acknowledged as a useful method for
obtaining information that is challenging to acquire using observational methods, as
reported in various studies (Khan et al. 2017).

3.2.2 Pilot assessment of the questionnaire

To ensure the reliability and consistency of our survey instrument, we conducted
a pilot evaluation following the questionnaire’s design. Pre-testing the survey, as
highlighted in prior research, is crucial for improving the questionnaire’s quality and
obtaining pertinent responses from the target population (Khan et al. 2021; Failed
2023b). For the pilot testing, we invited ten experts, including six from the initial
unstructured interviews and four new participants. These experts represented institu-
tions such as King Saud University in Saudi Arabia, the University of Oulu Finland,
Nanjing University in China, and Aligarh Muslim University in India.

After incorporating the experts’ suggestions, we finalized the questionnaire into
three sections: demographic information, closed-ended questions regarding attrib-
utes, and cost-related data for implementing specific attributes. We rephrased the
questionnaire items to enhance readability, and one expert recommended present-
ing the survey questions in a tabular format. Additionally, another expert suggested
that a project’s alteration or termination should be considered a failure. The updated
questionnaire instrument is given at: https://tinyurl.com/26ux5Smse. This study
examined Naive Bayes and Logistic Regression-based predictive models to generate
success probabilities for given input sets.

3.3 Development of a predictive model for 6G-SQC
The proposed work tries to find the significance of the identified variables by deter-
mining the scale for which the project may achieve the highest probability of suc-

cess. This will help the software practitioners to focus more on the important aspects
of the 6G-SQC project for its effective execution. We have used Genetic Algorithms
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(GA) to maximize the project success probability while minimizing the associated
cost to achieve this objective. (GA will generate states of factors and calculate suc-
cess probability with the help of predictive models. It will also try to balance suc-
cess probability and cost to identify affordable scales of factors. The performance
of GA will primarily rely on the following three components: (1) Naive-Bayes and
logistic regression-based predictive models tell GA the success probability corre-
sponding to given risk factor values; (2) the cost associated with each scale value
of a risk factor. 3- A success probability and cost-based function that tells GA the
goodness of a given set of feature values. Here, the predictive models will give GA
the required probability once they are trained properly, and we have used Naive
Bayes algorithms. The cost of process areas has already been gathered from experts
and is mentioned in Table 1. An efficacy function is defined to fulfill the require-
ment of a third component based on success probability and cost.

3.3.1 Predictive models

In this study, we have utilized predictive models based on Naive Bayes and Logistic
Regression. These models generate the probability of a class variable attaining a
specific value, which signifies either success or failure in our case.

3.3.2 Naive bayes classifier (NBC)

The NBC model calculates the likelihood of a particular outcome for a class vari-
able, such as success or failure. Bayesian Networks provide a variety of probability-
based classifiers (Kotsiantis et al. 2006). Among these, the Naive Bayes Classifier
(NBC) stands out due to its simplicity and effectiveness (Berrar 2018).

The NBC operates under the assumption that the predictors or features are inde-
pendent given the class. In this model, each independent variable has a singular par-
ent—the class or target variable. Owing to its solid mathematical foundation, the
NBC algorithm is recognized for its speed, ease of implementation, and suitability
for handling high-dimensional datasets. This efficiency is primarily due to NBC’s

Table 1 Features at different scales, along with associated costs

Scale VI V2 V3 V4 V5 V6 V7 V8 V9 VIO VII VI2 VI3 V14 VIS5
EL 2 2 2 2 1 1 1 1 3 1 1 2 2 4 3
VL 3 2 2 2 2 2 1 1 3 2 2 3 3 3 3
L 3 2 3 3 2 2 2 2 4 2 3 3 3 2 4
SL 4 4 4 4 2 3 3 3 4 2 4 4 4 4 4
Neutral 5 5 4 4 4 4 5 4 5 5 5 5 5 4 5
SH 6 6 5 6 6 6 6 4 5 6 6 6 6 6 5
MH 6 6 6 6 6 6 6 5 6 6 7 7 7 7 6
VH 7 7 7 7 7 7 6 6 7 6 7 8 8 7 7
EH 8 8 8 8 7 7 7 8 8 7 8 9 9 8 8
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methodology of estimating the probability of each feature independently. (Berrar
2018; Cerpa et al. 2016).

Equation 1 represents the calculation of target variable T’s highest posterior prob-
ability concerning the observation’s attributes F based on Bayes’ rules:

Prob(T) * Prob(F|T)
Prob(F) M

Prob(T|F) =

NBC considers that all the elements of F={f}, f,,...,f,}, given T, are condition-
ally independent, and therefore, the probability described in Eq. 1 can be computed
according to Eq. 2

Prob(T) [1}_, Prob(f;|T)

Prob(T|F) = Prob(F) 2)

Equation 2 can be rewritten as Eq. 3 in its expanded form:

Prob(T) s Prob(f,|T) = Prob(f,|T)--- % Prob(f,|T)
Prob(T|f\.fos ... f,) = U )Prob(F)( =

3)

For classification tasks, Eq. 3 is typically sufficient to identify the most probable
state of the target variable given a specific set of factors. However, in our research,
we leverage the Naive Bayes approach, which uses input values of various factors to
predict the probability of project success. Once trained, this model can estimate the
likelihood of a successful outcome.

3.3.3 Logistic regression (LR)

In this research, we also employ logistic regression (LR) as a predictive algorithm,
primarily to estimate the probability of a binary class (Cerpa et al. 2016). It’s viewed
as an enhancement of regression techniques designed for estimating continuous
target variables. A limitation of traditional regression methods is their potential to
yield predicted values of the target variable beyond the range (0,1), where O denotes
a negative state (Failure, False, or No) and 1 signifies a positive state (Success, True,
or Yes) (Wolpert and Macready 1997). To circumvent this problem, logistic regres-
sion uses a logistic function, as delineated in Eq. (4):

1

Sx) =
) 14+e

“)
Initially, a function is defined based on independent variables as follows:
Junc(F) = o+ pif, + ... + b1, 3)

In Eq. (5), B; represents the weight of attribute fi, and the primary objective of
the Logistic Regression (LR) algorithm is to ascertain the optimal values for each
B;. Leveraging Eq. (6), LR generates probabilistic predictions, classifying the binary
target variable T as 1 or 0.
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1
Prob(T =1) = —1 o) (6)

Equation (7) can be used to calculate the probability (7= =0):
Prob(T = 0) = 1— Prob(T = 1) @)

The LR algorithm carries out a sequence of steps to update the values of p; based
on Egs. (5) and (6) until the algorithm reaches a point of relative stability, where
the values of Pis do not significantly fluctuate. At this juncture, the LR algorithm
amalgamates the attributes to maximize the probability of determining the state of T
in probabilistic terms. For our study, we deployed two models, NBC and LR, which
ingest the input values of various factors and use them to predict the probability of
project success. After training, these models can estimate the probability of a suc-
cessful outcome.

3.3.4 Optimization problem

This section elaborates on the mathematical formulation of the optimization prob-
lem that facilitates the application of the Genetic Algorithm (GA). The predictive
models will be trained to calculate probability values based on the provided data.
Both probability and cost will be defined, and an efficacy function will be subse-
quently derived from these values.

3.3.5 Probability of success

Based on a given set of attributes, a project’s probability of success can be expressed
as follows:

Prob(S) = p 8)

Prob (S) accepts a potential solution S and computes the likelihood of its success
p, which falls from O to 1. The set S can be expressed in the following manner:

S = {sl, Sy, ...,si!...,sn} ©)]

In Eq. 9, the variable s, signifies the magnitude of the ith factor, and n denotes
the total number of factors under consideration. In this context, si can assume values
within the range of 1 to 9, and n corresponds to the number of factors. Equation 10
illustrates a specific instance of the solution set S, represented as S (n=15).

S" = {6,5,4,2,3,7,1,3,8,2,6,1,9,6,8} (10)

In this instance, S’ depicts a solution set where the first factor possesses a scale
value of 6, the second factor carries a value of 5, and so forth. When S’ is fed into
the model as input, it yields the corresponding probability since the predictive mod-
els have already undergone training.
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3.3.6 Cost calculation

A key component of problem formulation is pinpointing the costs associated with
each factor’s magnitude. Domain experts have manually assigned these costs. The
goal is to augment the probability of project success while keeping the total costs to
a minimum. The variable cij signifies the cost for a scale value j of variable i. The
total cost of solution S can be computed using Eq. 11.

n

) =Y ¢ (11)

i=1

Table 4 specifies the costs associated with various magnitudes of factors. When
a new instance of S is generated, the total project cost is determined according to
Table 4 and Eq. (11).

3.3.7 Efficacy

The efficacy of a project is ascertained by examining its success probability in tan-
dem with the cost. This issue can also be viewed as a bi-objective optimization
problem aiming to amplify the project success probability while concurrently min-
imizing operational costs. An efficacy function was developed to consolidate this
dual-faceted challenge into a single optimization problem as described below:

E = Prob—C (12)

A plausible method to establish the efficacy of a specific instance S is by calcu-
lating "the difference between the success probability and its cost." This simplis-
tic approach amalgamates both criteria into one function. However, as depicted in
Eq. 8, the cost C tends to overshadow since the probability Prob always falls within
the range of [0,1], while C could reach a maximum value of max(C) when all attrib-
utes have a scale of 9. To mitigate this issue, we can employ the normalized cost
provided in Eq. 13.

C — min(C)
norm(C) = max(C) — min(C) (13)

In Eq. 13, C represents the cost to be normalized, while min(C) and max(C) cor-
respond to a project’s minimum and maximum costs, respectively. For our problem,
the number of factors is 14 (i.e., n=14). Therefore, max (C) will be 126, and min
(C) will be 14 (when all factors have a magnitude of 1). By applying Eq. 13, the
cost is constrained to (0,1), ensuring that it does not completely govern Eq. 12. The
resulting efficacy of S is computed using Eq. 14.

E(S) = Prob(S) — norm(C(S)) (14)

It’s worth noting that there are alternative methods to incorporate the cost into
the problem statement. One method is to consider cost and success probability as
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distinct objectives, thereby transforming the current problem into a multi-objective
optimization problem. Alternatively, we could view the cost as a constraint rather
than an element of the fitness function. This means the goal is to find a solution
with the highest success probability, provided the cost does not exceed a predefined
maximum affordable cost, denoted as C,,,,. Nevertheless, this study chose to employ
Eq. 14 as the objective function due to its simplicity and clarity.

3.3.8 Mathematical modeling of the optimization problem

Having outlined the problem’s crucial parts in preceding sections, the optimiza-
tion problem and its mathematical expression are mentioned next, which must be
maximized.

Maximize E(S) = Prob(S) — norm(C(S)) (15)
where S = {s;, 8, ....8; ...,8,}
Given : s, <=8 <= S

In the above Equation, the S_,, and S_; represent the respective maximum and
minimum scale values. It can be inferred from Eq. 15 that we are searching for an
instance S that produces the highest efficacy value, determined by a high probability
of success and a low normalized cost.

3.3.8.1 Optimization problem, genetic algorithm, and its significance Optimization
problems can be solved using traditional methods like exhaustive search, but this
approach becomes unfeasible when the search space is vast (Kumar et al. 2023). In
the current research scenario, there are fourteen features, and each feature can take
on any value between 1 and 9, resulting in more than 22.8 trillion possible solutions
(914>22.8 trillion). As a result, meta-heuristic-based approaches, such as GA, are
preferred because they can produce near-optimal solutions within reasonable time
limits. GA is a popular meta-heuristic approach for solving optimization problems,
and many researchers have widely used it in various domains, including combinatorial
optimization problems. Although there are other meta-heuristics available, according
to the No-Free-Lunch Theorem (Wolpert and Macready 1997), no metaheuristic is
superior to others, and they produce similar outcomes. GA has been used by many
researchers in different fields for combinatorial optimization problems with promis-
ing results, as evidenced by previous studies(Komaki and Kayvanfar 2015; Hu et al.
2020; Mirjalili et al. 2014). Therefore, this research employs GA.

3.3.8.2 Genetic algorithm Genetic Algorithm (GA) is an evolutionary algorithm
inspired by the theory of natural selection by Charles Darwin and developed by John
Holland in the 1970s (Mahmoodabadi et al. 2013). It adopts the concept of natural
selection to select potential parents from a population to produce better-quality off-
spring in future generations (Holland 1992). GA improves the population of solu-
tions iteratively, gradually approaching an optimal solution. It is particularly effec-
tive when the objective function is stochastic, non-differentiable, discontinuous, or
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highly non-linear. GA comprises three fundamental operators, selection, crossover,
and mutation, which determine how the optimal solution is generated after each itera-
tion (Mirjalili and Mirjalili 2019). The standard GA algorithm’s fundamental steps
are illustrated in Algorithm I and Phase 3 of Fig. 1.

The components of GA should be adjusted to the optimization problem to achieve
good performance. However, since GA is a well-known algorithm, we will not
explain its components extensively in this paper. For detailed information, the read-
ers can refer to existing studies (Mirjalili and Mirjalili 2019; Mitchell 1998). None-
theless, the algorithm must be adapted to fit the specific problem. The following sec-
tions will outline how we have adapted the standard GA for our particular scenario.

4 Results and analysis

The results and analysis of the study are discussed in this section. The identified key
variables of 6G-SQC are discussed in sub-Sect. 4.1, and the success probability pre-
diction model is detailed in Sect. 4.2.

4.1 Identified list of variables

Through a comprehensive review of the literature, we have pinpointed 15 significant
variables that may impact 6G-SQC projects. The variables identified are elaborated
upon in the following discussion.

V1 (Infrastructure implementation): Quantum communication networks
in a 6G environment demand a specialized infrastructure that differs from tra-
ditional communication networks (Akyildiz et al. 2020). Quantum repeaters are
crucial components needed to strengthen and transmit quantum signals over long
distances, ensuring the integrity and quality of quantum information(Awschalom
et al. 2021). However, implementing such a widespread infrastructure presents
significant challenges (Awschalom et al. 2021). Firstly, the cost of deploying
and maintaining quantum repeaters and associated equipment is high. Addition-
ally, the complexity of these systems, including the need for precise control and
synchronization, adds to the implementation challenges (Urgelles et al. 2022).
Moreover, the requirement for supercooling quantum systems to maintain their
delicate quantum states further complicates infrastructure deployment, espe-
cially in densely populated smart cities where space and logistics are constrained
(Brin 2022). Overcoming these complications requires substantial investments,

Algorithm 1 Standard Genetic Algorithm.

Step 1: Randomly generate the initial population of chromosomes, say P.

Step 2: Calculate fitness function f (x) for each chromosome x in P.

Step 3: Generate child population C by applying selection, crossover, and mutation operators
on P.

Step 4: P — C.

Step 5: Repeat Steps (2-4) until convergence.
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technical expertise, and careful planning to build a robust and efficient infrastruc-
ture for quantum communication in 6G networks.

V2 (Security in 6G quantum communication networks): Security has
become a paramount concern with the increased volume and sensitivity of data
from 6G networks. While quantum mechanics offers theoretically secure com-
munication methods, practical implementations face vulnerabilities(Zhang et al.
2019b). These vulnerabilities can arise from weaknesses in hardware com-
ponents, software systems, or even during the transition between quantum and
classical data formats (Ball et al. 2021). Addressing these vulnerabilities and
ensuring robust security in 6G quantum communication networks is crucial
(Siriwardhana et al. 2021). It requires comprehensive security protocols, rigor-
ous testing, and continuous monitoring to detect and mitigate potential risks and
threats(Siriwardhana et al. 2021). Moreover, advancements in secure hardware
design, software development, and encryption techniques are essential to safe-
guard the integrity and confidentiality of data in 6G networks(Siriwardhana et al.
2021).

V3 (Quantum computing resources): Quantum systems are notoriously sensi-
tive, with quantum states being easily disturbed and challenging to maintain over
time, especially when data processing needs are high, as expected in 6G networks
(Ralegankar et al. 2021). This issue escalates as the quantum data volume and pro-
cessing speed increase in the context of 6G, where a higher information transfer rate
is required(Ralegankar et al. 2021). Therefore, managing these quantum systems,
including maintaining the coherence of quantum states and precise control for effi-
cient information processing and transfer, represents a significant challenge (Cory
et al. 2000). This necessitates advanced quantum computing resources and tech-
niques, further driving the need for research and development (Cory et al. 2000;
Zoller et al. 2005).

V4 (Standardization): The push towards 6G heightens the need for standardized
protocols in quantum communication to ensure compatibility across various sys-
tems and prevent network fragmentation(Chaoub et al. 2023). However, the field of
quantum communication is still relatively new, and the development of universally
accepted standards is a complex task (Langer and Lenhart 2009). It involves com-
prehensive understanding, cooperation, and consensus among researchers, devel-
opers, and industry stakeholders worldwide (Lénger and Lenhart 2009; Acin et al.
2018). Achieving such global standardization in a rapidly evolving field presents a
significant challenge, yet it is crucial for the widespread adoption and efficient oper-
ation of quantum communication within 6G networks (Acin et al. 2018).

V5 (Quantum key distribution (QKD)): QKD is a method used in quan-
tum communication for secure communication, where two parties can generate a
secret key. However, deploying QKD on the scale required for 6G networks is
challenging(Wang and Rahman 2022). It presents significant hurdles, such as high
implementation costs, limited key distribution over long distances, and specialized
hardware requirements (Wang and Rahman 2022; Nguyen et al. 2021). This hard-
ware must operate at the high speeds and capacities expected of 6G networks while
maintaining the delicate quantum states, which is a difficult balance to achieve and
represents a significant technical challenge(Liu et al. 2022).
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V6 (Education and training): The emergence of quantum communication in the
6G landscape necessitates a skilled workforce, specifically quantum engineers and
technicians, who can develop, maintain, and improve these systems (Mourtzis et al.
2021; Chavhan 2022). However, there is a noticeable market gap for such trained
professionals(Li et al. 2018). Addressing this skills shortage requires substantial
investment in education and training programs focused on quantum technologies(Li
et al. 2018). This involves imparting technical knowledge and fostering an under-
standing of quantum communication’s unique challenges and opportunities within a
6G framework (Li 2022).

V7 (Integration with existing networks): As the shift towards 6G occurs, there
is crucial to integrate quantum communication networks with pre-existing 5G and
legacy networks. This complex integration involves merging fundamentally differ-
ent technologies while ensuring seamless performance and interoperability (Failed
2022b; Wang et al. 2020b). It requires thoughtful planning, innovative technical
solutions, and a high level of expertise in conventional and quantum communication
technologies to ensure a smooth and effective transition that doesn’t disrupt current
services or compromise network security (Saeed et al. 2021).

V8 (Cost management): Quantum technologies, being at the frontier of scien-
tific research and application, are inherently costly to build, maintain, and operate,
primarily due to their complexity and the need for specialized equipment (Aiello
et al. 2021). Implementing QC within the framework of 6G networks, with their
higher demands for speed, capacity, and extensive coverage, will likely drive these
costs even higher(Prateek et al. 2023). Balancing the financial implications of
adopting advanced quantum technologies to pursue superior network performance
under 6G is a significant challenge that developers, carriers, and governments must
address(Ahammed et al. 2023; Bhat et al. 2023).

V9 (Regulatory): The introduction of quantum communication with 6G tech-
nology represents a leap into largely uncharted territory. As these technologies are
still emerging, many countries and regions lack established regulations to govern
their use(Nguyen et al. 2021; Sandeepa et al. 2022; Soldani 2021). This leads to
uncertainty and risk for organizations adopting or developing these technologies.
It requires proactive collaboration between governments, regulatory bodies, and
technology developers to establish a clear and beneficial regulatory framework to
guide the evolution and application of quantum communication and 6G technology
(Yrjola et al. 2005).

V10 (Data privacy): As 6G networks are expected to handle massive data vol-
umes, and quantum encryption offers robust security, there’s a risk of misuse leading
to invasive surveillance(Porambage et al. 2021a). While strong encryption ensures
data security, it could also enable unauthorized access to sensitive information if
misused(Porambage et al. 2021b). The challenge lies in balancing: ensuring robust
security with quantum encryption and implementing safeguards to protect individual
privacy (Nguyen et al. 2021). This requires careful regulation and ethical practices
in designing and deploying 6G quantum networks (Yrtjola et al. 2005).

V11 (Energy consumption): Quantum systems operate under shallow temper-
atures, often close to absolute zero, to maintain the delicate quantum states, lead-
ing to substantial energy usage(Abe et al. 2021). The expected high data rates and
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broader coverage of 6G networks will further drive-up energy demands (Maraga
et al. 2020). Balancing this increasing energy consumption while maintaining
sustainability is a critical challenge (Failed 2022c; Khorsandi et al. 2022). Inno-
vative energy-efficient technologies and strategies will be necessary to ensure that
the advancement toward quantum communication within 6G networks aligns with
global environmental and sustainability goals (Matinmikko-Blue et al. 2004).

V12 (Error detection and correction): Within a 6G framework, the high
data rates coupled with the delicate nature of quantum states can lead to frequent
and potentially disruptive errors (Akyildiz et al. 2020). This is further compli-
cated because quantum information can’t be copied or amplified without altering
its state, making traditional error correction methods ineffective (Head-Marsden
et al. 2020). Therefore, creating effective quantum error correction methods suit-
able for 6G networks becomes paramount (Prateek et al. 2023). These methods
will need to efficiently detect and correct errors without disturbing the quantum
states, ensuring the integrity and reliability of quantum communication (Prateek
et al. 2023; Moser 2021).

V13 (Network management): In a 6G environment, quantum communica-
tion networks pose unique challenges. The volume of quantum data will be sig-
nificantly higher, requiring advanced methods for data management and error
correction(Chong et al. 2017). The stability of quantum systems, which are noto-
riously sensitive, will also be crucial, necessitating advanced monitoring and
maintenance protocols (Akhtar et al. 2020; Mahmoud et al. 2021). Additionally,
the seamless transition between quantum and classical data forms an essential
part of this network management, requiring sophisticated systems that can han-
dle this complex interchange without compromising speed, security, or reliability
(Zhao et al. 2023).

V14 (End-user devices): The advent of 6G and quantum communication
brings a new level of complexity to end-user devices (Tariq et al. 2020). These
devices must be designed to handle the increased speeds and capacities of 6G but
also the intricacies of quantum data(Monserrat et al. 2020). This means incorpo-
rating technology that can process and interpret quantum information effectively.
However, balancing the technical requirements with consumer factors like cost-
effectiveness and user-friendliness is a significant challenge (Failed 2022d). The
devices must be affordable for widespread use and user-friendly to promote adop-
tion among the general public, despite the complex technology they incorporate
(Failed 2022d).

V15 (Quantum resistance): As we move towards 6G, ensuring that commu-
nication remains secure even in the face of advancing decryption technologies,
including quantum computers, becomes crucial (Prateek et al. 2023). Developing
quantum-resistant algorithms for secure communication in a 6G setting is a sig-
nificant challenge (Wang and Rahman 2022). Quantum computers have the poten-
tial to break many current encryption methods, which could compromise the net-
work’s security(Partala 2021). This threat increases the need for new encryption
methods that can withstand attacks from quantum computers (Prateek et al. 2023;
Liu et al. 2021).
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4.2 Success probability model development

This section provides an overview of the participants’ demographics who were invited
and contributed to the training data collection (refer to Sect. 4.2.1). Additionally, it out-
lines the application procedure for Genetic Algorithms (GA) (see sub-Sect. 4.2.2), and
the results are discussed in Sect. 4.2.3.

4.2.1 Experts demographics

We used a frequency analysis strategy to scrutinize our descriptive data, an effective
technique for systematically evaluating multiple variables, encompassing numeric and
ordinal data sets. Our study incorporated a diverse pool of 78 participants from 13
nations spanning four continents, encapsulating a broad range of 12 professional roles
and a myriad of 12 distinct project experiences, as portrayed in Fig. 2a—c.

A substantial proportion of participants boast a significant experience level, falling
within the 11-15 years bracket in their respective fields (Fig. 2d). Moreover, the major-
ity of the research participants (34%) were associated with project teams consisting of
11-15 members (Fig. 2e).

Our research further extended to scrutinize gender balance within the industry. We
sought self-disclosed gender identities from the participants. The resulting data signifi-
cantly highlighted a male-dominated industry landscape, with men making up a major-
ity (69%) of the 78 respondents, as opposed to only 21% of females, and 10% chose not
to disclose their gender (Fig. 2f).

To gain deeper insights into the professional personas of our participants, we
employed thematic mapping, enabling us to categorize their roles across a spectrum
of 12 distinct categories, as illustrated in Fig. 2b. The roles of Quantum Security Ana-
lyst and Quantum Software Developer were found to be the most frequently reported,
with 12 and 10 participants, respectively, aligning with these categories. In addition,
we classified 12 core working domain categories for the participants’ organizations.
Quantum-safe 6G Infrastructure emerged as the leading domain, accommodating the
majority (11) of our study participants (Fig. 2c).

4.2.2 Genetic algorithm application process

This section formally presents the optimization problem of success probability maximi-
zation in the presence of cost. It is explained that the GA algorithm needs to be custom-
ized for this specific problem. Additionally, the necessary modifications to GA and its
components are also discussed. We have employed the GA in the following steps:

5 Step-1 Representation
In the current study, each potential solution, i.e., chromosome, comprises an ordered
set of values. The order of the values in the set corresponds to the order of attributes

described in Fig. 3. The first value in the set represents the first attribute scale, the
second value represents the second attribute level, and so on.
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6 Step- 2 Initialization

The study employed a population size of 50, with the initial population being
generated randomly. Specifically, 50 chromosomes were created at the algo-
rithm’s beginning, and each chromosome element was assigned a random integer
value between 1 and 9, inclusive.
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Fig.3 The structure used to represent a chromosome

7 Step-3 Fitness function

The effectiveness of a chromosome is calculated using Eq. 15, and it represents
the chromosome’s fitness value. A higher fitness value indicates a greater success
probability and lower associated costs.

8 Step -4 Constraint handling

Many real-world problems are constrained, implying the solution may not be fea-
sible. The new chromosomes created in GA may occasionally exist in an infea-
sible search space, meaning they do not satisfy the conditions stated in Eq. 15.
The chromosomes are constructed to comply with constraints to avoid violating
constraints, ensuring they do not breach any restrictions even after undergoing
modifications over generations. The factor range was limited to values between
Siax and S, and the GA parameters were written to create new chromosomes
within the feasible regions.

9 Step-5 Selection & reproduction

The current study utilized roulette-wheel selection from the available choices
because of its effectiveness and simplicity.

10 Step-6 Crossover

A pre-determined probability value of 0.8 is used for chromosome crossover, and
a single-point crossover method was selected due to its simplicity.
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11 Step-7 Mutation

We opted for the random mutation approach, which has a probability of 0,1. This
means there is a 10% chance for each chromosome to be substituted with a ran-

dom number ranging between S, and S,

12 Step-8 Stopping criteria

A maximum number of 100 generations was chosen as the stopping criterion for the
study. All of the key components and their respective values used in the current opti-
mization problem described in Eq. 15 are listed in Table 2.

Execution of GA-In the preceding sections, we have provided details on all the
components and parameter values necessary for implementing GA. Algorithm 2
summarizes all the steps of the algorithm comprehensively.

Once Algorithm 2 has been executed successfully, the chromosome Sy with the
highest fitness value is saved. By utilizing the scale values of each variable within
Sg. a favorable solution for project success can be generated.

Results and discussions

This section discussed the final results obtained by implementing the GA. The
determined results of using the Naive Bayes classifier are discussed in Sect. 5.1, and
the Logistic regression model results are explained in Sect. 5.2.

e Naive bayes classifier

Table 3 and Fig. 4 present Naive Bayes Classification (NBC) models for 6G-SQC
project success. The results demonstrate the performance of an NBC-based Genetic
Algorithm (GA) for implementing QC practices. Initially, the success probability
and cost were 45.17% and 0.499, respectively. After 100 generations, the best fitness

Table 2 The values of the GA

parameters used Parameter name Value
Max. iterations 100
Size of population 50
Total genes 40
Type of gene Integer
Max. gene value 9
Min. gene value 1
Selection method Roulette wheel
Crossover method Single point
Probability of crossover 0.8
Mutation method Random
Probability of mutation 0.1
Fitness function Efficacy (Eq. 15)
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Algorithm 2 Steps of Genetic Algorithm employed.

Step 1: Train a predictive model to produce success probability.

Step 2: Set the values of GA parameters.

Step 3: Randomly generate the initial population of chromosomes, says Pop.

Step 4: Calculate the success probability Prob(S) of each chromosome S in Pop using
Equation 8

with the help of the predictive model mentioned in Step 1.

Step 5: Calculate the normalized cost of each chromosome S in Pop using Equation 13.

Step 6: Calculate efficacy E(S) for each chromosome S in Pop using Equation 15, and it will
serve

as the fitness function f{\S) of S.

Step 7: Generate child population C by applying selection, crossover, and mutation operators
on Pop.

Step 8: Pop « C.

Step 9: Repeat Steps (4-8) until the stopping criteria are met.

value was determined to be 0.623. The optimal solution yielded a cost of 0.411 and
a success probability of 98.68%, signifying a 53.31% improvement in success prob-
ability and an 8.80% decrease in cost, as illustrated in Fig. 4.

The results from the NBC and GA analyses indicate the initial cost of implement-
ing a 6G-SQC project was relatively high.

This circumstance could be attributed to the limited Infrastructure Implementa-
tion, the lack of standardized 6G-SQC methodologies, and insufficient technologi-
cal infrastructure. Furthermore, a scarcity of skilled resources played a role in the
elevated initial cost. Nevertheless, as time progressed, 6G-SQC methodologies
matured, and the participation of highly skilled professionals enhanced the effec-
tive management and utilization of available resources. Consequently, this led to an
increased project success probability and reduced costs.

The analysis provided in Table 4 suggests that in the context of 6G-SQC, the
variable V6 (Education and Training) holds the most significant impact on the suc-
cess of these projects. It implies that the availability of skilled professionals directly
influences the success rate, making it the most critical variable. However, V10 (Data
Privacy) and V11 (Energy Consumption) follow closely, holding the position of the
second most critical variable for success. The former relates to safeguarding citi-
zens’ sensitive data, which is crucial for maintaining public trust and legal compli-
ance. The latter represents the project’s efficiency and sustainability in energy usage,
indicative of the city’s overall performance. Balancing these variables is key to opti-
mizing the success probability of 6G-SQC projects, thereby emphasizing their cen-
tral role within the 6G-SQC framework.

e Logistic regression models

A logistic regression (LR) model was employed to calculate the success prob-
ability of a 6G-SQC project. As detailed in Table 5 and Fig. 5, the performance
of LR, in conjunction with a genetic algorithm (GA), significantly influenced
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Fig.4 Best fitness achieved over generations with GA and NBC

Table 4 The best variables are obtained for all the stages from NBC
Model VI V2 V3 V4 V5 V6 V7 V8 V9 VIO VII VI2 VI3 VI4 VIS

Naive-bayes 7 7 2 5 4 9 2 6 6 8 8 4 6 5 3

the implementation of the 6G-SQC project. Initially, the probability of success
was 56.42%, with a corresponding cost of 0.492. After running the GA for 100
generations, the best fitness value achieved was 0.596. This evolution resulted
in an optimal solution with a success probability of 99.29% at a reduced cost of
0.418, signifying a 42.87% increase in the likelihood of success and a 7.4% cost
reduction, as depicted in Fig. 2. Therefore, utilizing the most impactful variables
can boost the success rate of a 6G-SQC project by 42.87% while concurrently
decreasing the costs.

Table 6 displays the optimal blend of variables for successful 6G-SQC project
implementation, as determined by applying linear regression and a genetic algo-
rithm. The analysis revealed that V1 (Infrastructure Implementation), V10 (Data
Privacy), and V11 (Energy Consumption) are of utmost importance in shaping the
project’s success. Thus, project managers should give these variables equal consid-
eration when planning for the 6G-SQC project. Moreover, V2 (Security in 6G Quan-
tum Communication Networks) and V6 (Education and Training) are identified as
the influential secondary variables for augmenting success and curtailing costs in
the 6G-SQC project.

e Comparison between NBC and LR based best fitness of variables

In this section, we evaluated the ranking of variables in the 6G-SQC project
based on their significance. We compared the outcomes of the Naive Bayes Classi-
fier (NBC) and Logistic Regression (LR) methods for a comprehensive understand-
ing of their performance.
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Fig.5 Best fitness achieved over generations with GA and LR

Table 6 The best variables are obtained for all the stages from the LR classifier

Model V1 V2 V3 V4 V5 V6 V7 V8 V9 VIO VII V12 VI3 V14 VIS

Logistic-regression 8 7 2 5 4 7 2 6 6 8 8 3 5 5 4

Variable best fitness order—Our proposed model for predicting the success
probability of 6G-SQC projects yields two primary advantages. First, it offers an
optimal cost distribution across various variables to maximize project success
probability. Second, it sheds light on the relative importance of these variables.

Table 3 outlines the variable costs needed to achieve close to 100% project
success. This indicates that certain variables might be less crucial, as high suc-
cess rates can be sustained even at lower cost values. For instance, variable
V7(Integration with Existing Networks) requires only 2 units to reach a success
probability of 98.68% with the Naive Bayes prediction model. However, variable
V6 (Education and Training) demands a cost of 9 units, suggesting a higher mon-
etary and effort investment for maximizing the 6G-SQC project’s success prob-
ability (Table 4).

Similar analyses used Logistic Regression to determine the cost-per-variable
needed to optimize project success probability. Table 5 shows that some variables
have minimal impact on success and maintain high success rates even with lower
allocated costs. For instance, variable V3(Quantum Computing Resources) demands
a cost of only 2 units, while variables V1(Infrastructure Implementation), V10 (Data
Privacy), and V11 (Energy Consumption) each require 8 units. As per these results,
prioritizing V1, V10, and V11 while limiting the budget for V3 allows for the high-
est success probability (99.29%).

Evaluating the correlation between each variable’s cost and the project success
probability allows us to rank the variables based on their cost-to-success ratio and
overall significance. Using the results from Naive Bayes Classifier (Table 4) and
Logistic Regression (Table 6), we assign rankings to each variable, with higher costs
suggesting higher rankings. Table 7 presents these rankings.
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For instance, V6(Education and Training), with a cost of 9 units in the NBC anal-
ysis and 7 units in the LR analysis, ranks first and second, respectively, indicating
its high significance. Employing a similar approach for all variables, we generate a
complete ranking (Table 7), aiding practitioners in prioritizing the critical variables
for 6G-SQC projects that significantly enhance the probability of project success.

Statistical analysis—We conducted a non-parametric statistical examination to
identify differences and parallels between the Naive Bayes Classifier (NBC), and
Logistic Regression (LR) results (Failed 2004; Winter et al. 2016). Numerous anal-
ogous studies have employed This non-parametric statistical approach (Khan et al.
2017; Akbar et al. 2022a; Khan and Akbar 2020). To develop a consistent metric,
we used the non-parametric Spearman’s Rank-Order Correlation Coefficient, rank-
ing each variable involved in the 6G-SQC project based on the optimal fitness values
produced by NBC and LR (Table 7). This correlation coefficient measures the linear
relationship between variables, with possible values ranging from+1 to —1. A value
of + 1 indicates a total linear dependence.

A statistically significant Spearman’s Rank-order correlation coefficient value
was obtained (rs=0.895, p=0.001), as indicated in Table 8. This elevated coeffi-
cient value, further substantiated by the scatter plot shown in Fig. 6, emphasizes a
robust correlation between the ranks generated from Naive Bayes Classifier (NBC)
and Logistic Regression (LR) analyses. This compelling concordance suggests that
professionals can employ either of these algorithms to identify the most impactful
variables for a 6G-SQC project.

Despite the substantial correlation, we observed subtle differences in the ranks
assigned to specific variables by NBC and LR. For instance, V1 (Infrastructure
Implementation) was ranked 3rd using NBC, but it climbed to 1st with LR, whereas
V2 (Security in 6G Quantum Communication Networks) and V4 (Standardization)
also exhibited minor variations (Table 8). These discrepancies suggest a degree of
divergence in the rank assignment between the two algorithms, which should be
considered when identifying the most influential variables for 6G-SQC projects.

In addition to Spearman’s Rank-order correlation, we used an independent t-test
to compare the mean rank differences produced by both algorithms (Table 9).
The result from Levene’s Test was non-significant (p=0.745>0.05), indicating
equal variances, and we continued with this assumption. The outcome of the t-test
(t=0.752, p=0.502>0.05) indicated no substantial differences between the ranks
generated by the two algorithms. This consistency affirms that practitioners can reli-
ably use either NBC or LR to determine variable rankings, facilitating resource allo-
cation efficiency and boosting the likelihood of 6G-SQC project success.

6G-SQC project success probability model—The ultimate aim of this study
was to create a predictive model to estimate the likelihood of success for 6G-SQC
projects, providing practitioners with an innovative strategy augmentation tool. The
model was built upon thoroughly examining critical variables for 6G-SQC projects,
using data gathered from industry professionals through a questionnaire survey.

In our methodology, we harnessed a genetic algorithm (GA) in conjunction with
the Naive-Bayes Classifier (NBC) and Logistic Regression (LR) to calculate the suc-
cess probability of 6G-SQC projects. This process factored in project costs, human
resources, financial investments, and other crucial resources. We also ascertained
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Table 8 Correlation between the ranking of NBC and LR

NBC_Ranking LR_Ranking

Spearman’s rtho NBC_Ranking Correlation Coefficient 1.000 0.895™
Sig. (2-tailed) 0.001
N 15 15
LR_Ranking Correlation Coefficient 0.895" 1.000
Sig. (2-tailed) 0.001
N 15 15

“Correlation is significant at the 0.01 level (2-tailed)

7,00 o

6,00 o

5,009 o}

4,009 O

NBC_Rankin

3001 O o

2004 O

0O

1,004

1 T 1 1
1,00 2,00 3,00 4,00 5,00 6,00 7,00

LR_Ranking

Fig.6 Scatterplot of ranks of both models

the optimal fitness rankings of the identified variables, emphasizing their role in
steering project success.

As illustrated in Fig. 7, our approach proved effective. With the employment
of GA and NBC, for instance, the 6G-SQC project’s success probability increased
from an initial 45.17 to 98.68% upon project maturity, concurrently reducing costs
from 0.499 to 0.411%. Similarly, utilizing GA alongside LR, the success probability
rose from 56.42 to 99.29%, with costs decreasing from 0.492 to 0.418% after 100
iterations.

Furthermore, we ranked the variables related to 6G-SQC projects using GA,
NBC, and LR. The findings demonstrated a strong positive correlation between both
analyses, thus supplying practitioners with a prioritization guide for impactful vari-
ables and formulating strategies based on their influence on project success. Sig-
nificant variables such as Education and Training, Data Privacy, Quantum Comput-
ing Resources, Integration with Existing Networks, Error Detection and Correction,
and Network Management were highlighted. Hence, practitioners can focus on these
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Fig.7 6G-SQC project success probability prediction model

areas, tailoring their approach to specific project demands. In conclusion, our study
offers a valuable instrument for practitioners aiming to amplify the success likeli-
hood of their 6G-SQC projects.

13 Study implications and threats to validity

We now summarize the implications of this study in Sect. 7.1. The potential threats
to the validity of study findings are presented in Sect. 7.2.

13.1 Implications

The implications of this research are multi-fold and can significantly contribute to
the practical, theoretical, and policy aspects of 6G-SQC projects:

13.1.1 Practical implications
This research has developed a robust prediction model for the success of 6G-SQC

projects, which is a crucial tool for industry professionals, decision-makers, and
stakeholders. This model can help practitioners identify and prioritize key variables
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impacting project success, enhancing strategic planning, resource allocation, and
overall project management. Using Naive-Bayes Classifier (NBC) and Logistic
Regression (LR) in the model adds flexibility, allowing practitioners to select an
approach that aligns best with their available resources and strategic goals.

13.1.2 Theoretical implications

This study advances our understanding of the role and significance of different vari-
ables in predicting 6G-SQC project success. It brings new insights into the dynam-
ics of these variables and how they interact, contributing valuable knowledge to the
Quantum Computing and Project Management field. The high correlation between
the rankings obtained from NBC and LR also validates the reliability of these meth-
odologies in this context.

13.1.3 Policy implications

This research underlines the need for policymakers to focus on variables such as
Infrastructure Implementation, Security in 6G Quantum Communication Networks,
Education and Training, and Data Privacy, among others, as they significantly influ-
ence the success probability of 6G-SQC projects. The prediction model and the vari-
able ranking can guide the development of effective policies and regulations to fos-
ter a conducive environment for successful 6G-SQC project implementation.

13.1.4 Cost implications

The research demonstrates a significant reduction in cost as 6G-SQC projects
mature, which has substantial implications for budget planning and financial man-
agement within these projects. The model could be an essential tool for cost optimi-
zation, helping organizations achieve higher success rates at reduced costs.

13.1.5 Implications for future research

The methodology adopted in this research, combining genetic algorithm with NBC
and LR, provides a novel approach that future research could leverage for predicting
project success in other fields or contexts. The minor discrepancies in variable rank-
ings between the two methodologies also open avenues for further investigation into
the underpinning computational processes of these algorithms.

13.2 Threats to validity

Various threats could impact the validity of this study. However, we adopted the
hybrid research methodology used by different existing studies (Akbar et al. 2022b,
2023). The potential threats are analyzed based on the core four types of validity
threats: internal validity, external validity, construct validity, and conclusion validity
(Wohlin et al. 2012; Zhou et al. 2016).
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13.2.1 Internal validity

Internal validity refers to the extent to which the observed effects can be attrib-
uted to the studied variables and not influenced by confounding factors. In this
research, potential threats to internal validity may arise from biases in the data
collection process, such as response biases or sample biases. To mitigate these
threats, we employed a comprehensive survey questionnaire and ensured the ano-
nymity of respondents to encourage honest and unbiased responses. Additionally,
statistical analysis techniques, such as Genetic Algorithm, Naive Bayes Classifier,
and Logistic Regression, help control for potential confounding variables.

13.2.2 External validity

External validity concerns the generalizability of the research findings to broader
populations and settings. Since our study focused on 6G-SQC projects, the exter-
nal validity of our findings may be limited to similar contexts. The sample size
and characteristics of the participants in the survey questionnaire also influ-
ence external validity. To enhance external validity, we used a diverse sample
of experts with varied backgrounds and experiences in the field. However, it is
important to acknowledge that the generalizability of our findings may be limited
to similar settings, and further validation with larger and more diverse samples is
recommended.

13.2.3 Construct validity

Construct validity refers to the extent to which the variables and measures used
in the study accurately capture the intended constructs. In our research, construct
validity could be threatened by potential measurement biases or limitations in
the operationalization of the variables. To address this, we conducted an exten-
sive literature review to identify key variables in 6G-SQC projects and utilized a
questionnaire survey to collect data on these variables. Using established meas-
urement scales and statistical analyses helps ensure the validity of the constructs
under investigation.

13.2.4 Conclusion validity

Conclusion validity pertains to the accuracy and reliability of the conclusions
drawn from the data analysis. In our study, threats to conclusion validity may
arise from potential errors in statistical analyses, interpretation of results, or limi-
tations in the sample size. We mitigated these threats by employing robust statis-
tical methods, including Genetic Algorithm, Naive Bayes Classifier, and Logistic
Regression, to analyze the data. Using statistical significance tests, such as t-tests,
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helped assess the reliability of the results. However, it is important to acknowl-
edge that there may be limitations inherent in any statistical analysis, and caution
should be exercised when drawing definitive conclusions.

14 Related work

Numerous scholars and researchers have explored the potential of quantum comput-
ing (QC) integration within 6G networks, and several studies have proposed pre-
dictive models to quantify the success of such integration. However, our research
presents distinctive advancements and improvements compared to existing studies
in the field. For instance, a study conducted by Minrui et al. (Xu et al. 2022) focused
on the feasibility of implementing quantum key distribution (QKD) protocols in 6G
networks to enhance secure communication. While their research shed light on the
importance of key distribution methods, our study goes beyond this by identifying
and analyzing a broader range of variables that influence the success of 6G-SQC
projects. By incorporating insights from experts and utilizing a predictive model,
our research provides a comprehensive framework to evaluate the overall success
probability of 6G-SQC projects.

Similarly, Ken and Futami (Tanizawa and Futami 2023) investigated the impact
of quantum noise on secure quantum communication in 6G networks. Their find-
ings emphasized the significance of error correction techniques to mitigate quantum
noise effects. While their research focused on one specific aspect of the 6G-SQC
project, our study encompasses a broader scope by examining multiple critical
variables in 6G-SQC projects. Our success probability prediction model considers
a comprehensive set of factors, enabling practitioners to assess the overall success
probability of 6G-SQC projects.

Furthermore, Khan et al. (Khan et al. 2020) proposed an optimization frame-
work for resource allocation in 6G-SQC projects to enhance the overall efficiency
of 6G-SQC networks. While their research primarily concentrated on resource
allocation, our study encompasses various variables, including technical specifica-
tions, infrastructural adaptations, and quantum physics principles. By employing the
Genetic Algorithm and utilizing two different prediction methods, our research pro-
vides a comprehensive success probability prediction model that considers the inter-
play of various factors crucial to 6G-SQC project success. Additionally, Hakeem
et al. (Abdel Hakeem et al. 1969) investigated the regulatory challenges and policy
considerations surrounding the integration of QC into 6G networks. While their
study focused on the legal and policy aspects, our research complements this work
by concentrating on the technical and practical variables influencing the success of
6G-SQC projects. By incorporating empirical data from experts, our study provides
a more comprehensive and practical understanding of the critical variables affecting
the successful implementation of 6G-SQC projects.

In summary, while existing studies have significantly contributed to quantum
computing integration in 6G networks, our research distinguishes itself by devel-
oping a comprehensive success probability prediction model for 6G-SQC pro-
jects. By considering a wide range of variables and utilizing an advanced analysis
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methodology, our study offers practitioners a valuable tool to assess and enhance
the success probability of 6G-SQC projects. This comprehensive approach bridges
the gap in existing research and contributes to developing effective strategies for
addressing critical aspects of 6G-SQC projects.

15 Conclusion and future directions

This study delivers an innovative prediction model for 6G-SQC, designed to esti-
mate project success probabilities. Leveraging the power of a Genetic Algorithm
(GA) and two machine learning techniques—the Naive-Bayes Classifier (NBC)
and Logistic Regression (LR), the model demonstrates a considerable boost in pro-
ject success probability and a simultaneous reduction in overall costs as the project
advances. It further outlines the importance of key variables involved in 6G-SQC,
offering a clear ranking that aids practitioners in prioritizing these variables based
on their influence on project success. While there were slight disparities between the
NBC and LR analyses, the strong general correlation signals that practitioners can
choose either methodology or a combination of both, depending on their resources
and strategic requirements. The research emphasizes variables such as Education
and Training, Data Privacy, Quantum Computing Resources, Integration with Exist-
ing Networks, Error Detection and Correction, and Network Management, indicat-
ing their pivotal role in enhancing the success of 6G-SQC projects.

In future research, we plan to expand this study by pinpointing further variables
that impact the 6G-SQC project and uncovering key motivators. We will also employ
empirical methods to determine the most effective practices that can enhance the
projects for the 6G Secure Quantum Computing project success probability.
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