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ARTICLE INFO ABSTRACT
Keywords: The increasing penetration of distributed energy resources and the growing electrification of end-use con-
Blockchain

sumption complicate energy management. Current strategies, which rely on centralized systems for peer-to-peer
interactions, face issues of scalability, security, traceability, single points of failure, and privacy. Blockchain, with

o its decentralized nature, offers immutability, transparency, automation, and scalability as potential solutions.
Distributed energy resource Lo . . . . . . . .
Peer-to-peer However, practical implementation remains challenging. This study systematically reviews 156 studies published
Systematic review since 2021 using the Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) method-
ology to explore these limitations. Results highlight that selecting the appropriate blockchain platform and
consensus mechanism is crucial. Observations show that 42% of studies proposing new consensus methods and
46% developing new platforms or using simulations struggle with practical implementation. In contrast,
leveraging existing standard blockchain platforms and consensus mechanisms enhances practicality and scal-
ability. Additionally, seamless interoperability with Internet of Things (IoT) remains a significant challenge due
to the high costs associated with the few platforms that offer this feature. Standardization of blockchain
methodology, interoperability, performance measurement, and governance remains a major issue despite several
parallel efforts by multiple stakeholders, including blockchain platform providers. Consolidation of these efforts
into a common framework, together with the utilization of existing blockchain components, is key to resolving
current limitations and fostering wider adoption. Among the various blockchain components suited for different
applications, this study provides key criteria for selection, guiding the development of practical and scalable
blockchain-based energy applications.

Consensus
Blockchain platform

RES Renewable Energy Source
TPS Transactions Per Second

List of abbreviations ZKP Zero Knowledge Proof

BFT Byzantine Fault Tolerance

CFT Crash Fault Tolerance Introduction

EU European Union

EV Electric Vehicle Growing challenges with centralized management
EVM Ethereum Virtual Machine

IoT Internet of Things

Advancements in Information and Communication Technology
(ICT), especially the growth of Internet of Things (IoT) technology in
smart grids, coupled with initiatives to mitigate climate change, have

PoA Proof of Authority
PoW Proof of Work

p2p Peer-to-Peer continued to stimulate energy distributed generation at the consumer

PoS Proof of Stake ) ) ) level using renewable energy sources (RES). As the number of active

PRISMA Preferred Reporting Items for Systematic Reviews and Meta- consumers participating in generation increases, the power system
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dynamics in terms of management and controls become more chal-
lenging. For example, the study presented in [1] reports that with con-
sumers participating in renewable generation, power and data
exchanges become bi-directional, which tremendously increases the
amount of data available to be processed. Moreover, according to [2],
some RES like wind and solar are non-dispatchable, meaning they
cannot be controlled or scheduled to generate energy on demand. Such
RES potentially increase the stress on the management and control of
networks, as they may cause complicated situations such as local grid
congestion.

Attempts to address the challenges of smart grids with high pene-
tration of generation using renewable sources are leading to several
research efforts exploring demand-side management techniques. One
such technique is demand flexibility management, which adapts de-
mand response operations of end-user appliances to patterns in renew-
able generation and energy storage. According to [3] and [4],
unfortunately, some of these techniques themselves pose challenges as
they involve processes that require substantial computing resources to
ensure secure data exchange for management and control purposes.
These challenges are exacerbated by scalability problems associated
with centralized coordination of dispersed and distributed resources.
The urgency to solve these scalability problems is currently driving the
exploration of decentralized architectures like blockchain in several
research studies [5,6].

Brief introduction to blockchain fundamentals

Blockchain is a decentralized technology of distributed data storage
ledgers across nodes with a peer-to-peer (P2P) system for data valida-
tion, integrity, and verification [7]. A distributed ledger is a system of
validated data of digital assets grouped into blocks and connected using
hashed pointers, making them difficult to alter [8]. Data validation is
performed on new data blocks through a consensus mechanism
involving a rigorous proof protocol, and then broadcasted to all nodes in
the network. Several consensus mechanisms exist, but Proof of Work
(PoW), which involves solving an expensive and energy-intensive
computational puzzle, is the most widely used [5]. Proof of Stake
(PoS) is another consensus mechanism that uses an algorithm to
randomly select validator nodes based on staked ownership [9]. The
Byzantine Fault Tolerant (BFT) consensus mechanism is maturing and
uses a leader-follower system to select a leader node that can add new
blocks, requiring validation from two-thirds of the follower nodes [5].

A blockchain network can be provisioned to be permissioned, where
actions can only be performed by authorized participant nodes, or per-
missionless, where no authorization is required. Additionally, the
distributed ledger of the blockchain can operate in a private mode,
where only designated nodes participate in consensus, or in a public
mode, where any node can participate.

Blockchain technology offers transparency through its system of
distributed ledgers and trust due to its immutable data blocks [10,11].
The immutability of blockchain transactions, combined with trans-
parency and a distributed ledger, are key features leveraged in many
applications and use-cases. While primitive blockchain focused on
transactions, the advent of Blockchain 2.0 introduced smart contracts,
which offer much more. A smart contract is an autonomous and
self-executing script deployed on the blockchain to automate trans-
actions [12]. It resides in the distributed ledger of every node in a
blockchain network, from where it can automatically disseminate,
verify, and execute transaction contracts in a sequential and informa-
tional manner. Smart contracts can automate complex transaction pro-
cesses using a series of simple rules. Their key attributes are autonomy,
self-execution, and decentralization [13]. These attributes enable
blockchain to automate systems at scale.
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Blockchain application and use-cases

Blockchain has found application in many sectors. In the health
sector, where privacy and security are top concerns, blockchain has been
employed in authenticating access to health records, securing IoT de-
vices used in remote monitoring of vulnerable people, and in the veri-
fication of prescriptions [14,15]. For example, blockchain can store
managed policies with encryption algorithms to grant authorization,
preventing unauthorised access and corruption of medical data. Addi-
tionally, blockchain provides a secure channel and storage for data
generated from IoT devices used for monitoring patients. For instance,
[14] reviewed the use of blockchain to secure IoT data for monitoring
the compliance of the elderly with prescriptions, monitoring the
behavioral patterns of people with specific needs to promptly detect
anomalies, and providing personalized healthcare from multiple sources
of expert advice.

Blockchain has also been applied in life-cycle analysis (LCA) of
various products, establishing a decentralized platform for tracking the
recycling and disposal of waste materials to ensure transparency and
compliance with regulations. The authors in [16] and [17] reviewed
various applications of blockchain for waste management, employing
different components of the technology. Blockchain-based tracking
systems in these applications can guarantee the origin of materials and
transparently record performance metrics. Blockchain also has appli-
cations in cybersecurity for secure device authentication using distrib-
uted and secured data exchanges, as described in [18]. Authors in [19]
also employed blockchain in logistics and supply chain management for
product certification and tracing the origin of materials. Government
bodies are adopting blockchain for security and transparency, such as
for identity management using cryptographic signatures and distributed
storage to reduce identity theft and privacy risks [20]. Other governance
applications include electronic voting transparency and enhancing
public trust in tender evaluations for projects [21].

In the energy sector, blockchain has found significant relevance.
Many use cases have been recorded in the last five years as companies
leverage the technology to drive innovation [22-24]. According to [22],
investment in blockchain and other energy sector digitization projects in
2017 was 40% higher than the overall investment in gas-fired genera-
tion in the same year. Initially, most blockchain use cases were for
peer-to-peer (P2P) energy trading [25]. However, the technology is now
being used in other areas such as managing energy assets (end-user
appliances, electric vehicles, RES) in smart grids, guaranteeing energy
origin, managing IoTs, carbon trading, waste management, LCA, and
energy project financing [11,15,17,25,26]. Blockchain applications
have the potential to increase transparency, reduce operational and
investment costs, secure data transmission, enhance privacy, increase
energy savings, reduce emissions, and improve trust.

Blockchain for energy management has been demonstrated for
grouping, monitoring, and control. For example, a blockchain-based
system named SynergyChain was developed to improve energy trading
among prosumers [27]. It uses smart contracts and reinforcement
learning (RL) to create geographically distributed virtual groups of
prosumers for efficient matching with consumers. Another system
developed in [28] ensures a secure and transparent energy trading
platform between agents (prosumers, consumers, and grid operators)
using a decentralized optimization algorithm for matching prosumers
and consumers, with a central control from the grid operator to track
available energy. The system employs a proof of location consensus al-
gorithm to group end users based on proximity and allows agents to
select trading partners.

In [29], a blockchain-based system was developed to facilitate
high-throughput energy transactions efficiently. It implements a bidding
system combining blockchain and off-chain optimization models using
Alternating Direction Method of Multipliers and Fast Iterative Shrinkage
Thresholding Algorithms, reducing the amount of private data trans-
ferred to the public blockchain to protect participants’ privacy. Authors
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in [30] developed a blockchain-based system for electric vehicle (EV)
energy trading in day-ahead and real-time markets using a double
auction mechanism for matching EVs and a charging token system for
value exchange. In [31], a framework using blockchain was proposed to
improve trust and cooperation among partner stakeholders participating
in the renewable energy supply chain. The system enabled data sharing
and decision-making under uncertainties using fuzzy logic techniques
and inter-criteria correlation. In [32], blockchain was employed in the
Internet of Energy with limited available computing resources for pro-
cessing sensor data. The architecture allowed for the implementation of
algorithms for the efficient scheduling of sensor data.

Several pilot projects have advanced significantly, exploring block-
chain for energy applications. Examples include PowerLedger on the
Solana blockchain, deployed in Australia for local trading of renewable
energy and now with partner clients across 12 countries [4,24]; the
Sunchain Hyperledger implemented in France for solar energy trading
[33]; and the Power-ID platform deployed in Switzerland for offsetting
carbon emissions [26,34]. Some blockchain projects are in the early
stages of market adoption, such as Quorum by Ethereum, an open-source
blockchain for security management [8]; Avalanche, with fast smart
contracts for developing distributed apps [35]; and Energy Web Chain
(EWC), which connects grid operators, energy consumers, and energy
assets [36,37]. Some other initiatives include EFFORCE, which provides
a blockchain-based platform for projects aimed at promoting energy
efficiency and mitigating climate change by making these projects
accessible to funding and creating business value [38,39]. Another
project is Block-Z, a blockchain platform for energy trading that in-
troduces a token system to facilitate transactions for carbon-free energy
matching [40].

Blockchain challenges overview

Despite extensive research and significant investments, the use of
blockchain for energy and other applications still faces several setbacks.
Many of these setbacks are related to technological concerns and regu-
latory policies [41,42]. On the technology side, there are numerous
concerns around the cost of implementation [11]. Many blockchain
networks still employ the Proof of Work (PoW) consensus mechanism.
Unfortunately, PoW relies on substantial computing power [5], which
increases with the number of transactions, driving up costs. Addition-
ally, the enormous data generated by IoT devices exponentially in-
creases the storage needs of the blockchain. This issue is further
complicated by the requirement for every blockchain node to maintain a
full copy of all transactions.

Scalability is another significant concern for many blockchain
implementations. The scalability of any implementation is typically
influenced by the consensus mechanisms utilized. For example, Bitcoin,
the largest blockchain network for cryptocurrency using PoW, can only
process between 7 and 10 transactions per second [43]. Another large
blockchain network, Ethereum, can process between 15 and 30 trans-
actions per second using PoW. Currently, with PoS, Ethereum supports
between 10 and 20 transactions per second, with the prospect of
reaching 100,000 transactions per second using a technique called
sharding, which is still under development. Until Ethereum and other
networks achieve the ability to process thousands of transactions per
second, their current capacities will remain major limitations for ap-
plications requiring the processing of several hundred transactions in a
short time. Standardization and interoperability with legacy systems are
also technical limitations that have been identified [15,44,45].

Even if technical challenges are resolved, the lack of substantial
governmental policies and frameworks will still pose a major hindrance.
In the area of policy, [22,42,46] and [47] emphasize the need for
enabling policy frameworks, local market structures, taxation, and other
regulatory actions by the government to foster blockchain technology
adoption. Governments of many countries are now beginning to address
this challenge. For example, in the health sector, the Russian
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government has officially signed into law the use of blockchain for
managing health records [15]. Similarly, the United States has consti-
tuted blockchain initiatives for authenticating and managing access to
patient records [15]. The Netherlands has also initiated a blockchain
project for the procurement of medical equipment. In the energy sector,
China has developed an inclusive 2025 strategic plan that encourages
the development of emerging technologies like blockchain [48]. In the
United States, there are numerous government fundings and policy
frameworks to foster the adoption of blockchain for energy applications
[48,49]. One such initiative is the blockchain project in the state of Il-
linois to create a marketplace for trading carbon credits [15].

Previous review works

The use of blockchain for energy applications is still an emerging
concept despite extensive research and numerous pilot projects. It has
not yet been scaled for larger use due to unresolved technical concerns
regarding scalability, efficiency, and standardization. Therefore, despite
the existence of several publications that broadly identify these chal-
lenges, a detailed review is necessary to concisely identify current pat-
terns, possible future trends, and limitations that have been stumbling
blocks to wider adoption and application. Table 1 presents an analysis of
some previous review studies.

In the review study by [50], the authors examined 783 publications
on energy and blockchain between 2014 and 2020. The objective of the
review was to understand blockchain evolution and areas of application.
It indicates that there is a growing interest in developing countries in the
application of blockchain for energy solutions and shows an increasing
trend in the use of blockchain for energy applications, especially for
catalyzing energy transition. However, the review is limited in scope as
the application areas were drawn from a few identified pilot projects.

In another review study [47], the authors presented an overview of
the fundamental principles of blockchain technology. Additionally, the
publication traces the evolution of blockchain solutions for energy ap-
plications through business cases. The authors also reviewed 140 in-
dustrial reports from companies and research organizations to identify
the potentials of blockchain, classifying them by use-cases, consensus
approaches, and platforms. From the business use-cases, the authors
concluded that despite the potential of blockchain and several business
use-cases, significant barriers still need to be resolved for market
adoption. Unfortunately, many of these potential business use-cases are
still not implemented or have failed to scale.

The authors in [51] applied co-citation, exploratory factor, and so-
cial network analysis to summarize the main characteristics of 166
studies published until 2019. By using these data analysis approaches,
the review identified broader research focus areas encountered in the
papers applying blockchain for energy solutions, including their in-
terdependencies. However, the scope of the review was limited to
macro-level pattern recognition of blockchain application areas. In [52],
the authors reviewed the potential of applying blockchain to solve
problems in the Internet of Energy (IoE) domain. This review primarily
focused on identifying the suitability of blockchain for the domain and
the possible implications of not leveraging blockchain technology. In
[53], the authors performed a review to identify causes of delayed
progress in the widespread adoption of blockchain-based energy solu-
tions from 89 academic publications between 2018 and 2022, 42 in-
dustrial reports, and 45 interviews with experts executing blockchain
projects. This review grouped these causes into organizational, regula-
tory, and technological categories but focused mainly on the first two
causes.

In [54], the review of studies published until 2021 focused specif-
ically on architectural patterns in the use of blockchain combined with
IoT for energy P2P trading enabled by smart contracts. In [55], the re-
view examined the prospects of combining blockchain and machine
learning for smart grids. The authors reviewed 100 publications focusing
on security, energy trading, and demand management to highlight
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Table 1

Comparison of previous review studies.
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Author  Database Start End Publications Methodology Scope Key Outcomes
[50] Scopus 2014 2020 783 Bibliometric Analysis Pilot projects Blockchain application areas
[47] - - - 140 - Business use-cases from Blockchain application from
industrial report projects business use-cases
[51] Web of Science - 2019 166 Data analyis (co-citation, Research publications Blockchain application pattern
exploratory factor and analysis
social network)
[52] - - - - - Pilot projects Blockchain suitability and
integration with Internet of Energy
(IoE)
[53] IEEE Xplore, Scopus, Science 2018 2022 131 (excluding Kitchenham’s five-step Research publications, Blockchain application areas and
Direct, Taylor & Francis, and interviews) approach, PRISMA Industrial report, Expert  challenges focusing on
SAGE Journals report organizational and regulatory issues
[54] IEEE Xplore, Scopus, - 2021 54 PRISMA Research publications Blockchain architectures with IoT
Ebscohost, Science Direct, for P2P energy trading
MDPI
[55] - - - 100 — Research publications Blockchain potentials with machine
learning for Energy applications
[45] Scopus, Web of Science, IEEE 1997 2024 2000 PRISMA Research Publications Potentials of blockchains and
Xplore, ScienceDirect, Google challenges of quantum and digital
Scholar twin
[38] Web of Science - - 33 PRISMA Review publications and  Blockchain application, general

application publications

evaluation guidelines, open issues

challenges in research and future directions regarding the integration of
both technologies. It emphasized the need for more detailed studies to
identify and resolve hindrances, including scalability issues, that are
preventing the wider adoption of blockchain for energy solutions.

In [45], the authors reviewed 2000 studies to identify the potential of
advanced technologies, including blockchain, Al, quantum computing,
and digital twin technology, in achieving a net-zero future. Using the
PRISMA protocol, the review highlights the need for more research to
promote the adoption of these advanced technologies. It specifically
focuses on identifying the challenges of implementing quantum
computing and digital twin technology in the energy sector. Addition-
ally, in the review study [38], the authors conducted a systematic review
of other review papers on blockchain applications in smart grids. This
review was guided by five questions to provide a high-level perspective
on: the applications of blockchain, the role of blockchain in smart grids,
guidelines for assessing the usefulness of blockchain solutions, the
maturity of blockchain applications, and issues in blockchain applica-
tion development.

Highlight of research relevance

Despite previous review papers, a research gap still exists in identi-
fying the current limitations inhibiting the wider adoption of blockchain
and suitable approaches for implementing blockchain-based energy
solutions to overcome these limitations. In this regard, this research
aims to carry out a systematic review of existing works applying
blockchain for energy applications, addressing the limitations of previ-
ous review studies. Unlike [47], which focuses on business use-cases;
[38] which performs and umbrella review of reviews; and [50,51] and
[53], which identify the evolution of application areas from a perspec-
tive of potential opportunities, this review performs a detailed analysis
of the methodologies of implementations of applications from research
works to identify barriers.

Furthermore, unlike [47,52] and [55], this review applies a sys-
tematic review approach using the Preferred Reporting Items for Sys-
tematic Reviews and Meta-Analyses (PRISMA) protocol to provide a
comprehensive overview of existing research publications. While [54]
focused on the interaction between blockchain and IoT, and [55] on the
interplay between blockchain and machine learning, this paper focuses
on the general use of blockchain applications for energy. This review
work identifies core technological barriers differently from [53], which
focused on organizational and regulatory barriers. Unlike many

previous review studies that draw main conclusions mainly from pilot
projects, this review tends to have a wider coverage as it considers
studies even in development stages but with actual implementations or
simulations.

Additionally, besides including more recent studies, this work con-
tributes a concise and detailed requirement checklist deduced from
learnings in existing studies for making critical decisions, especially in
the selection of appropriate components of the blockchain system and
suitable approaches for implementation to build scalable and innovative
solutions. The checklist will be an important component in developing a
standardization approach, which is currently lacking in blockchain so-
lution implementation for energy applications, hence bridging this
research gap. The output will provide a clear path to overcoming
existing barriers, useful for industry experts and future developments.

This paper is structured into four more sections. The second section
briefly presents the systematic review objective, criteria for data
extraction, and the process of data extraction following the PRISMA
protocol methodology. In the third section, the data extracted from
studies are presented and analyzed. In the fourth section, a checklist
useful for selecting blockchain components is discussed based on the
review outcome. In the fifth section, conclusions regarding the results
and limitations of the review are briefly presented.

Methodology
Systematic review objectives

The overall objective of this review is to identify why many
blockchain-based energy applications suffer from the lack of wider
adoption by analyzing how research works are exploring the use of
blockchain. The review uses key criteria to characterize research works
in a bid to precisely understand the blockchain components employed
and the rationale for their use, thereby identifying specific limitations.
Specifically, the key objectives of this review are to:

e Understand the purpose(s) for using blockchain in energy
applications.

e Extract the specification(s) of the blockchain employed in energy
applications.

e Deduce possible rationale for the use of various components of the
blockchain employed in energy applications from the alternatives
available.
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o Identify specific positive and negative trends in the development of
energy applications.
e Identify current technical challenges and limitations.

Criteria selection

In line with the key objectives of the systematic review, a list of
criteria was elicited as a common base point for data extraction. The
process of elicitation involved an initial proposal of the criteria by the
main reviewer (the first author), followed by deliberation with the entire
4-member review team. The final criteria selected upon reaching a
consensus are as follows:

e Interest and Acceptance Across Countries: Using the number of
studies from different countries as an indicator to identify countries
with enabling policies that promote blockchain adoption.

e Consensus Mechanisms: Examining the consensus mechanisms

employed in each study and the approach of usage to understand the

blockchain specifications.

Implementation Platform or Blockchain: Identifying the platforms or

blockchains where solutions proposed in studies are tested to deduce

the feasibility of such solutions.

Blockchain Application: Analyzing the areas of use of blockchain in

each study to provide pointers for the rationale behind the selection

of blockchain components.

Objective for Use of Blockchain: Understanding the primary specific

feature of the blockchain that each study aims to take advantage of

the most.

Records identified
from: Scopus Database
(n = 644)

Records screened (n = 623)

Reports sought for retrieval
(n =354)
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Selection methodology

For this review, the PRISMA 2020 protocol was employed [56,57].
This protocol provides guidance for reporting a review in a transparent
and systematic manner. It comprises a categorized 27-item checklist
with guidelines on steps to conduct the review, allowing for reproduc-
ibility. Full details about the protocol are described by [56]. The
PRISMA protocol was selected for this research because it has been re-
ported by a vast body of literature as being evidently viable, having a
comprehensive evaluation list, applicable to several domains of
research, endorsed by many journals, and enjoying continuous
improvement [53,57,58].

For the review, the Scopus database was selected due to its proven
efficacy in indexing and presenting research works from several high-
impact journals relevant to the subject matter under review [13,
59-61]. The initial query used for the search on the database consisted of
the keywords “Energy” and “Blockchain”. However, considering that
“Distributed Ledger” and “Digital Ledger” are synonymous terms often
used in place of “Blockchain”, these words were also included. Conse-
quently, the final query was “Energy” AND (“Blockchain” OR “Distrib-
uted Ledger” OR “Digital Ledger”).

The search on the Scopus database was conducted on October 15,
2023. Records considered were restricted to those published from 2021
onwards, as preliminary investigation indicated that viable publications
utilizing blockchain for other applications in energy began to emerge
following the introduction of smart contracts [13,22,62]. Furthermore,
Ethereum, the largest reference platform, launched the Beacon chain in
2020 in preparation for its official launch of Blockchain 2.0 and
migration to the PoS consensus [63]. This launch was a major catalyst

Records removed before screening:

Duplicate records removed (n = 10)

Records removed for other reasons
(n=11)

Records excluded (n = 269)

Reports not retrieved (n = 24)

Reports assessed for

Reports excluded:
No abstract (n = 16)

eligibility (n = 330)

Eligibility

Non-technical (n = 56)
No direct relevance (n = 102)

Studies included in review
(n = 156)

Fig. 1. Flowchart of systematic review process based on PRISMA protocol.
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for widespread research into viable solutions in the subsequent years.

In Fig. 1, the block diagram of the review process with the number of
publications (n) at each stage is presented. As shown in the figure, after
the search using the query string explained earlier, 644 records were
identified. From these records, 10 duplicate records were detected and
removed. Similarly, 11 records in languages other than English were
also removed, as English was the common language understood by the
reviewers.

Following the identification of suitable records, 623 records
remained and were screened. During the initial screening, 269 records
with less than two (2) citations were removed. The remaining 354 re-
cords were then sought for retrieval, out of which 24 records could not
be retrieved. These records were either inaccessible due to broken links,
had been retracted, or required additional subscriptions outside of
personal and institutional coverage.

The 330 reports retrieved were assessed for eligibility for inclusion in
the review, but only 156 were considered eligible. The high number of
174 ineligible records was due to the broad initial search query on the
database and few restrictions, which allowed for the inclusion of many
publications not directly relevant to the review. Records in this category
that were removed belonged to one or more of the following groups:

e Records focused only on improving the blockchain technology itself
and not on its application. For example, records on improving
encryption and consensus mechanisms of the blockchain.

e Records focusing mainly on non-technical implementation that are
not of interest for the review. For example, records mainly on
regulation, policy, business models, reviews, concepts, and surveys.
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e Records applying blockchain to some energy-related operations but
not of actual interest for the review. For example, records applying
blockchain to manage computing infrastructures.

e Records without an abstract.

Results of systematic review

At the end of the exclusion process, 156 studies were selected for
review. In the Appendix, the data extracted from each study using the
criteria presented earlier is shown. In the following subsections, the
results of the review are discussed in the same order of presentation.
Thereafter, a discussion about the results is provided.

Interest and acceptance across countries

The exploration of blockchain for energy applications is rapidly
gathering momentum across several continents. However, due to vary-
ing conditions, including government policies, energy situations, and
technology maturity, the level of adoption of blockchain technology
varies significantly across countries. In [47] and many other studies, the
relevance of government policies and frameworks to drive blockchain
adoption has been emphasized. Fig. 2 presents the distribution of
countries of the studies included in this review. For each study, countries
were categorized based on the institution of the first author.

As shown in Fig. 2, China has the highest number of studies, followed
by India, the United States, Canada, and Australia in decreasing order.
Due to its stable and favorable government policies, it is no surprise that
China tops the list, following its 2025 strategic plan with mandates that
clearly support innovation and experimentation using emerging
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Fig. 2. Record distribution by of studies by country.
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technologies like blockchain. Moreover, the country’s 13th five-year
plan for the electricity sector, which ended in 2020, encouraged
distributed generation and self-consumption, paving the way for
decentralized solutions like blockchain. In the case of India, even though
its government, like other countries, frowns upon cryptocurrency, it has
promoted blockchain technology for other uses. In Australia, the gov-
ernment developed a national roadmap for blockchain in 2021 and has
continued to invest heavily in blockchain innovations [64].

In Europe, though few studies were encountered from individual
member states, collectively as the European Union (EU), the records sum
up to a significant value. The EU council operates a global policy across
its member states, and most of the investments in blockchain research
are through central funding like Horizon 2020 [65]. Moreover, the EU
has had several policies since 2015 to support blockchain adoption [49].
It is striving to take the lead with its clear policies on blockchain strategy
for security, identity, and interoperability. This strategy was expected to
lead to the development of the European Blockchain Services Infra-
structure in 2021 to pioneer several blockchain solutions and services.

Aside from government funding, blockchain research has received
significant funding from venture capitalists at various levels. A report
from [66] shows that blockchain companies received over 2.75 billion
USD in investment funding in 2020, compared to 1.28 billion USD in
2017. North America, Asia, and Europe top the list of highest in-
vestments, which may account for the higher number of studies
encountered from countries in these continents. Since 2022, studies
from new countries absent in 2021 have emerged, possibly due to re-
covery from the COVID-19 pandemic. The pandemic period saw devel-
oping economies struggling to survive compared to developed
economies that were better positioned to cope [67]. With COVID-19
now largely under control, activities are returning to normal in these
countries, leading to higher participation in research and development.

However, compared to 2021, the number of studies in 2022
decreased, especially in developed countries, and declined further in
2023. Several reasons may account for this decline. One possible reason
is the reduction of online transactions in the post-COVID-19 period
compared to the surge during the pandemic, which recorded an increase
in online transactions and remote activities [68]. This surge burdened
existing cloud computing infrastructures, impacting the quality of some
services. Many believed that these services were impacted due to inad-
equate preparedness and because of their central architecture, which
failed to cope with the surge. Additionally, these centralized systems
raised significant security and privacy concerns [69]. The increased
research in vertical and horizontal scaling of cloud infrastructures using
decentralized technologies like blockchain during this period has
declined after the pandemic.

Another possible reason for the reduction in studies in 2022 is the
collapse of the cryptocurrency market in mid-2022 [70]. Though the
crypto market has always been volatile, the drastic drop in the valuation
of crypto assets in 2022 had a long-lasting impact. The reduction in the
value of Bitcoin from above 65,000 USD per BTC to less than 20,000
USD impacted the amount of investment funds available and reduced
the hype of cryptocurrency [70], which had been a major advertising
agent driving investments to blockchain-related research. The signifi-
cant cybercrime during this period, resulting in the hacking of many
cryptocurrency platforms, also caused a decline in investor confidence
[71]. This led to the collapse of many startups and huge losses for many
investors. Additionally, the forecasted recession of 2022 following the
pandemic led to a general reduction in economic activities and financial
investments [72].

Consensus mechanism

Several blockchain technology variants have continued to emerge
since the advent of blockchain 2.0. These variants usually introduce
their own consensus approaches with the promise of being better than
existing ones. For example, a commonly employed consensus approach,
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Byzantine Fault Tolerance (BFT), particularly uses a leader-follower
consensus rule that makes it adaptable to various use cases. Another
similar consensus approach, Crash Fault Tolerance (CFT), also uses a
leader-follower rule but with a simpler algorithm [73]. Newer consensus
mechanisms like Proof of Authority (PoA) employ a limited set of trusted
nodes to validate transactions in private blockchains. PoA uses a simple
algorithm to select a leader node from the trusted set that generates new
transaction blocks. As such, it can achieve high transaction throughput
with minimal computing resources [74]. Avalanche is another new
consensus mechanism that has begun to gain adoption following its
release in the last quarter of 2020 [75]. The consensus is said to be
highly scalable with high throughput. Unlike many other consensus
mechanisms, it leverages multi-core processing of computing infra-
structure to allow parallel processing of transactions [75].

Consensus is one of the core features of blockchain as it is the main
determinant for scalability [11]. The table of the distribution of the
consensus mechanisms employed by the studies reviewed is presented in
Table 2. Consensus determines the rate at which transactions can be
processed and hence is a fundamental requirement to guarantee effi-
ciency in any blockchain-based solution.

Almost 60% of the studies encountered in this review adopted widely
known consensus approaches, leveraging existing standards to bootstrap
their solutions. However, the remaining studies, classified as “Custom”,
developed custom consensus methodologies. This category, which is the
largest single group, accounts for over 40% of the total studies. Studies
in this class have at least one of the following attributes:

e Developed or applied entirely new consensus algorithms not widely
known.

e Utilized experimental setups to simulate consensus in a manner
different from standardized approaches.

e Had no identifiable consensus approach because it was not stated or
not deducible.

Developing a consensus approach is not an easy task as it involves
implementing a consensus algorithm. A consensus algorithm must
guarantee a solution that is timely, secure, and consumes minimal
computing resources [9]. These criteria are only ascertained through
rigorous processes, including demo simulations and real deployments.
The consensus approaches developed by studies in the “Custom” group
do not meet these criteria to guarantee the feasibility of scalable
implementation. For example, in [76], a consortium blockchain frame-
work with a custom proof-of-function consensus mechanism to audit the
data sharing process for secure data sharing in smart grid was proposed.
The framework, which utilizes four role-based entities, was simulated in
a MATLAB environment. The implementation involves a series of iter-
ations for authentication and an expensive audit process for verifying
data authenticity. Deploying such a system for real applications directly
is impractical or very costly.

Even worse are studies proposing frameworks but with inadequate
details of implementation for evaluating performance and reproduc-
ibility. In this category, the authors in [77] proposed a blockchain-based
system employing a mathematical model that uses quote prices and
power demands to execute energy contracts for matching energy pro-
sumers and consumers. However, the solution proposed was not
demonstrated, nor was there a mention of a suitable blockchain platform
for implementation.

Leveraging existing consensus standards is vital to improving the
chances of developing feasible application solutions, as it allows re-
searchers to focus on the application use-case. Unfortunately, the trend
followed by many researchers has been otherwise, as deduced from this
review. A chart representation of Table 2 is presented in Fig. 3. A year-
on-year comparison of studies employing custom consensus mechanisms
shows an increase from 39% in 2021 to 41% in 2022 and eventually to
59% in 2023, indicating a worsening situation. On the other hand,
among studies that employed standardized consensus approaches, Proof
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Table 2
Record distribution of studies by consensus mechanism.
Year/Consensus Avalanche BFT CFT Custom PoA PoS PoW Solo
2021 14 10 33 2 6 18 2
2022 1 7 6 22 1 1 16
2023 5 10 1
Total 1 26 17 65 3 8 34 2
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Fig. 3. Record distribution of studies by consensus mechanism.

of Work (PoW) accounts for over 37%, despite being identified as an
energy-intensive consensus approach [15,24]. While PoW offers high
security and decentralization, its application in the energy sector is
limited due to its intensive energy consumption and substantial envi-
ronmental impact. PoW is not suitable for energy applications in the era
of energy efficiency and better energy utilization. Byzantine Fault
Tolerance (BFT) and Crash Fault Tolerance (CFT), which account for
29% and 19% respectively, are better alternatives to PoOW. Besides being
less energy-intensive, these consensus approaches are at mature stages
of development, like PoW.

BFT’s adaptability to various use-cases was explored in some of the
studies encountered, where it was customized for their applications with
the promise of offering improved consensus. For example, in the work of
[78], where a reputation and fairness indicator system for matching
energy sellers and buyers was developed, a variant of BFT, named
delegated BFT, was proposed to overcome the complexity in message
broadcast problems faced in typical BFT. The result showed improved
performance and the ability to achieve consensus even with greater than
one-third faults, a known limitation of BFT. Some other studies
employed the Raft consensus, which is CFT-based. Though CFT is less
complicated than BFT, it is not able to withstand threats from malicious
nodes. As such, CFT consensus approaches were mostly employed by
studies where performance had higher priority than protection against
malicious attacks. This was observed in [79], where high performance
throughput had to be guaranteed on a unified platform that affords
transparent and secure asset tracing between prosumers, EV owners, and
energy storage providers. It achieved a performance of 448.3 trans-
actions per second (TPS) with minimal computing infrastructure.

Some newer consensus approaches, like Proof of Authority (PoA) and
Avalanche, that are now gaining maturity were also encountered in the
studies. PoA is a suitable consensus for applications with constraints on
computing resources and requirements for minimizing single points of
failure where central coordination may be required from time to time. It
allows assigning such roles to a participant from a pre-selected trusted
group instead of always assigning them to the same participant.
Avalanche is very important for applications that require fast settlement

following the delivery of services, as it guarantees the immutability of
transactions faster than most other consensuses. This is why the authors
in [35] employed this consensus approach in their proposed
blockchain-based system for trading energy across virtual power plants
in an open market system, with the objective of maximizing profit while
ensuring fast transaction completion.

Proof of Stake (PoS) is another slowly growing consensus mechanism
that has been researched since the last decade [5]. Some blockchain
platforms, like Solana and Cardano, have been using this consensus
mechanism since 2020 and 2017, respectively [24]. Despite this, only
about 5% of the studies encountered in this review employed the PoS
consensus approach, even though it has been widely researched but was
yet to be supported by larger blockchain platforms. However, it is
anticipated that following the official merger of Ethereum’s Beacon
chain with its Mainnet chain in the last quarter of 2022, allowing PoS as
the default consensus [80], many works utilizing Ethereum will begin to
take advantage of it, allowing for more energy-efficient blockchain so-
lutions. PoS has already begun to promote the acceptance of crypto-
currency among people with climate change concerns, being a better
alternative to PoW [11]. Employing this standardized consensus mech-
anism allowed studies like [81] to focus on proposing feasible solutions
that promote energy dispatch in smart building clusters using day-ahead
forecasts. The solution, which employs a reputation system to incen-
tivize participants, eliminates the need for an aggregator, which has
been a major bottleneck in profit maximization during local energy
trading. However, there are still concerns around transaction costs on
PoS-based blockchain platforms for scalable and profitable energy
applications.

Comparing 2021 to 2022, though studies employing new consensus
approaches like Avalanche emerged in 2022, the percentage of studies
employing each of the other consensus mechanisms remained relatively
constant with minor variations. However, no study employed the Solo
consensus in 2022, which coincidentally appears to have been officially
deprecated on the Hyperledger Fabric. Solo consensus uses only one
node and is suitable only for testing. In 2023, BFT was the most used
among the studies employing standard consensus mechanisms.
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Implementation platform of blockchain

While consensus is a determinant factor for the scalability of any
blockchain-based solution, it is only a component of the whole block-
chain ecosystem. The blockchain platforms where the solutions are
implemented or deployed are the main promoters of blockchain adop-
tion. Following the rise in the quest for decentralization, coupled with
several investment fundings, numerous blockchain platforms have
continued to emerge [82]. In Table 3, the distribution of implementation
platforms employed by the studies in this review is shown.

Every blockchain platform offers its own set of features and func-
tionalities that are crucial to the successful end-to-end implementation
of any blockchain solution [44]. As such, the choice of platform is a vital
decision in any blockchain project. The key factors for selecting a suit-
able platform for an application include [83]:

e Consensus Mechanisms: Type and maturity stage of consensus
mechanisms, with options supported.

e Performance: Frequency of transaction block creation and trans-
action volume.

e Development Suite: Programming language, support system, ease of
development and deployment.

e Smart Contract: Support, level of adaptation, ease of integration, and
interoperability with external systems and other blockchains.

e Security: Support for authentication, data encryption, and data
storage methods.

e Stage of Maturity: Stability and continuous improvement.

e Blockchain Class: Whether it is private, consortium, or public.

e Cost: Including development, deployment, and transaction fees

Developing a blockchain platform is not an easy feat, as different
blockchain platforms are in constant competition to improve on these
factors listed above. A chart of the distribution of implementation
platforms employed by the studies is presented in Fig. 4. Like the
consensus mechanisms discussed earlier, the “Custom” platform was
attributed to studies with one of the following attributes:

e Instantiated local computing environments to develop and test
implementations using scripts on standalone machines like Rasp-
berry Pi.

e Utilized experimental setups to simulate implementation in a
manner different from a standard blockchain. This includes studies
that employed IEEE bus experimental setups and MATLAB
environments.

e Had no identifiable platform because it was not stated or was not
deducible.

The Custom platform group accounts for over 46% of the platforms,
with many of the studies in this group utilizing experimental setups to
simulate implementation. The problem with this approach is that
experimental setups fail to consider cost implications, performance

Table 3

Record distribution of studies by blockchain platform.
Platform/Year 2021 2022 2023 Total
Avalanche 1 1 2
Cosmos 3 1 4
Custom 38 25 10 73
Ethereum 18 17 3 38
Hyperledger 19 7 3 29
Quorum 2 2
IOTA Tangle 1 1 2
Swarm 1 1
Binance 1 1
Energy Web Chain 1 1 2
Solar Coin 1 1
Monero 1 1
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problems, limitations of smart contracts, and interoperability, which are
key to achieving a feasible implementation. While simulations provide
valuable insights, they often lack the practical depth necessary for real-
world deployment. These types of studies focus on other aspects of their
proposed framework, such as algorithms, rather than the practicality of
the solution. For example, in [84], an efficient framework for energy
trading on an IEEE 906 Bus is simulated, with the ability to handle all
offers, bids, and settlements in large markets. The framework proposed
collects data directly from IoTs, considers preferences from all partici-
pants, applies a uniform clearing price, and distributes losses. Unfortu-
nately, deploying such a solution on an actual blockchain platform
presents significant challenges because I0Ts that integrate directly with
blockchain do not yet exist off-the-shelf, smart contracts have limita-
tions in the type of algorithms they can implement, and the system will
incur high costs from several transaction iterations in the market
clearing process.

The remaining studies, accounting for over 53%, employed standard
blockchain platforms that have achieved some level of maturity. Though
these platforms are at different stages of maturity and, depending on the
use-case, may require adaptation, they generally tend to offer better
security features, ease of implementation, and scalability. Studies uti-
lizing these established platforms showed better prospects for real-world
application due to the platforms’ maturity.

Among studies employing known blockchain platforms, Ethereum
accounts for over 45% of the platforms. Studies like [85] and [86] in this
group include those implementing the Ethereum Virtual Machine (EVM)
in test environments using the Truffle suite or Hardhat with Ganache
blockchain. Others, like [87] and [88], used the Remix platform, which
can be run on web browsers for quick prototyping. Some studies were
implemented on actual Ethereum testnets like Sepolia and Goerli. Using
these types of local setups and testnets allows for practical imple-
mentation and fast prototyping while avoiding actual transaction costs.
The authors in [89] took advantage of this by implementing a test
blockchain using Ganache to prototype their proposed system for energy
trading in community markets, which promotes prosumers and uses a
double auction mechanism for budget balancing of trades. The EVM also
allows the use of other consensus mechanisms besides PoW and PoS,
permitting researchers to adapt its development environment with other
suitable consensus mechanisms for the needed application. An example
of this was demonstrated by [90], who proposed a Practical BFT
consensus in an EVM to implement an energy trading system for demand
response. The BFT consensus was introduced as a suitable and fast
consensus to distribute account rights to participants. Ethereum block-
chain is likely to continue taking the highest share, especially now that
PoS is its default consensus mechanism.

Hyperledger is also a widely employed blockchain platform, ac-
counting for almost 35% of the studies employing standard blockchain
platforms. Hyperledger is a group name for blockchains developed as
open source under the Linux Foundation [91]. It has similar advantages
to Ethereum in terms of adaptability. However, unlike the EVM, it offers
different blockchains for different use cases. The most employed
Hyperledger blockchain encountered in the studies reviewed is Fabric
[92,93]. Hyperledger Fabric is a modular private blockchain that can be
integrated with several consensus mechanisms [94]. Other Hyperledger
blockchains, like Besu and Burrow, were also used by studies like [95]
and [96] in the review. Each of these blockchains offers functionalities
suited for different applications. In the Appendix, the specific Hyper-
ledger platforms encountered in the studies are presented under the
platform column.

Besides the blockchain, Hyperledger offers other systems. One such
system is Hyperledger Caliper, a modular tool for measuring the per-
formance of blockchain solutions [97,98]. Performance evaluation is
key to determining the feasibility of any blockchain solution. This tool
possibly influenced the choice of the Hyperledger platform for imple-
menting the system proposed for unifying energy trading to promote
efficient utilization of energy resources in [97]. In the study, several
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Fig. 4. Record distribution of studies by blockchain platform.

scenarios were presented, and performance evaluations were conducted.
The Hyperledger ecosystem offers a wide range of tools and has a large
community of support, making it the second most preferred platform.
However, setting up a local test instance of the Hyperledger blockchain
involves some technicalities. Additionally, the Hyperledger ecosystem
experiences frequent deprecation of components aimed at improvement,
which inadvertently causes uncertainty and poses risks of continuity for
businesses using such components for the development of their block-
chain solutions. For example, the deprecation of Hyperledger Composer
in 2019 increased the complexity of API integration of the blockchain
with business solutions [99,100]. The deprecation of Hyperledger Indy
in 2023, which provided tools for identity management, also had a
major impact on users [101,102]. Consequently, Hyperledger continues
to fall behind Ethereum, which benefits from a wider audience, having
been in existence for a longer time, a stable ecosystem, and being much
easier to deploy locally for testing.

There are also other platforms like Avalanche, IOTA Tangle, Solar
Coin, Cosmos, and Monero that are recently beginning to gain popu-
larity [5,82,103]. Many of these platforms, which employ components
from other existing larger platforms, are designed for more specific use
cases. For example, Monero focuses on enhancing privacy using
encryption techniques, while IOTA Tangle’s main goal is to improve

Table 4
Blockchain consensus mechanism vs platform.

transaction speed and eliminate the need for miners. The Cosmos plat-
form, launched in 2019, implements an Inter-Blockchain Communica-
tion Protocol (IBC) to facilitate interoperability among blockchain
technologies [36]. Some of the studies encountered in this review have
leveraged the specific features of these blockchains for their proposed
applications, hence enhancing performance.

The review also tried to study the influence of the platform choice by
the consensus mechanisms. In Table 4, the consensus mechanisms used
in the studies are shown against the platforms.

In Fig. 5, a chart of Table 4 is presented. From the figure, most of
studies employing custom consensus mechanisms mostly used custom
blockchains. Likewise, most studies employing PoW and PoS preferred
the Ethereum platform. Solo and CFT are only supported natively by
Hyperledger Fabric and hence are the default selection for studies
employing these consensus mechanisms. BFT has the highest spread of
platform usage but was mostly employed on Hyperledger.

Consequently, an energy application developing a new consensus
mechanism will most likely have to develop or simulate its own custom
blockchain platform. On the other hand, energy applications using BFT
as an existing consensus mechanism can take advantage of selecting a
blockchain platform from several existing options. Meanwhile, since
Ethereum, which constituted the highest count of platforms with PoW,

Consensus/Platform Avalanche BFT CFT

Custom PoA PoS PoW Solo

Avalanche 1
Binance

Cosmos 4
Custom 7
Energy Web Chain

Ethereum 4
Hyperledger 9
IOTA Tangle

Monero

Quorum 2
Solar Coin

Swarm

Total 1

17

26 17

1

59 2 5

28

65 3 7 35 2

10
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now employs PoS consensus, the number of studies employing Ethereum
is expected to rise.

Blockchain application

Blockchain, as an enabling technology, has found usage for different
purposes in energy applications. Consequently, several researchers are
exploring the use of blockchain to solve various problems in the energy
sector. Some studies, such as those presented in [42] and [47], have
identified some of these uses, including billing, marketing, trading, data
transfer, automation, energy tokens, and carbon trading, among others.
In this review, studies are classified according to the following cate-
gories of application or uses:

70
63

44

Record Count

20

11
10

Trading

e Trading: Involves energy generated from distributed sources and the
flexible operation of end-user appliances in the form of demand
response, including energy stored in batteries.

e Data: Encompasses storage, security, verification, authentication,
and tracking for energy records.

In Fig. 6, the distribution of studies across the two application cat-
egories is presented for each of the years considered. The use of block-
chain for trading energy accounts for the highest application among the
studies encountered. Currency trading is the first and most widely
known use of blockchain [104], and this has influenced the direction of
many blockchain innovations in the energy domain towards energy
trading. Moreover, blockchain continues to gain interest as a promoter
of peer-to-peer (P2P) trading of distributed renewable energy sources in
energy communities. Studies in the trading category have applied
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Fig. 6. Record distribution of studies by category of blockchain application purpose.
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blockchain to address various issues and achieve different objectives in
the energy trading process. For example, [78] deployed a reputation
scoring system on blockchain to guarantee trust in energy trading be-
tween sellers and buyers, while [74] applied blockchain as a decen-
tralized technology to address scalability problems during energy
trading.

On the other hand, studies in the data category have employed
blockchain for privacy protection, authentication, energy asset regis-
tration, energy origin tracking, and transaction verification. Unfortu-
nately, blockchain for this application has continued to become less
popular due to several limitations, including severe latency in data
transfer on many blockchain platforms and data storage constraints
[105]. Data storage constraints are particularly a serious concern in the
energy space as the amount of data generated becomes exponentially
larger in smart grids with the increasing number of connected [oT de-
vices. For perspective, the size of the full raw data of the Bitcoin
blockchain used for cryptocurrency trading surpassed 1.3 terabytes by
the end of 2022. With far more connected IoT devices in energy appli-
cations, this data volume will be surpassed in a single year, imposing
high demands on storage requirements [106].

Another limitation in the data application of blockchain, identified in
several studies like [107] and [108], is the architecture often proposed,
which introduces some form of central management with the possibility
of increasing the risk of a single point of failure and information mo-
nopoly. Such architecture not only defeats the objective of true decen-
tralization but also tends to be far more expensive to operate compared
to existing centralized management. For example, [109] proposed a
blockchain-based system for privacy protection for EVs in 5G networks
using an identity-based encryption technique to protect transactions and
users. However, it requires aggregator supervision to oversee the sys-
tem. The authors in [107] also proposed the use of blockchain for
sharing identification codes for verification purposes in energy trans-
actions, but the system still requires a centralized system for participant
registration.

Data exchange applications also suffer from integration bottlenecks
with existing devices. This is because many devices transmitting data to
the blockchain do not currently have the capacity to do so directly.
Studies encountered in this review requiring such integration often
implemented a custom approach that not only requires technical skills
but also lacks standardization. In [110], a blockchain-based application
was proposed to track the energy footprint of buildings. It uses a smart
meter running a blockchain node to record and transmit energy con-
sumption in buildings to a public distributed ledger. However, this type
of meter does not readily exist off-the-shelf. Nevertheless, platforms like
Chainlink now offer oracle connectors at a cost to provide integration
between blockchain and external systems [111]. Implementations using
such platforms can incur significant costs if not properly managed.
Unfortunately, the wider adoption of blockchain for energy applications
still greatly depends on leveraging its capabilities to drive innovations
through data management rather than its ability to merely power
transactions, but existing limitations must be resolved.

Objective for use of blockchain

Blockchain offers core features that drive its utilization to meet
various application objectives. These features include immutability from
rigorous validation processes and record chaining, transparency from
the visibility of transactions in public ledgers, decentralization through
the use of distributed ledgers and nodes, privacy through encryption,
and automation afforded by smart contracts, among others [112]. These
features form the premise for using blockchain as an enabling technol-
ogy for other applications [42]. Using these features, the objectives for
blockchain applications are grouped as follows in this review:

e Security: Enhancing data security using encryption to improve
secure data transfer and address privacy concerns.

12
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e Efficiency: Improving scalability in energy operations through
decentralized management or process automation afforded by smart
contracts.

e Trust: Ensuring record transparency, validation, and tracking to
guarantee correctness and prove authenticity.

In Fig. 7, the distribution of the studies according to this group of
objectives is presented. Over 55% of the studies employed blockchain to
enhance efficiency in energy applications. Many of these studies focused
on energy trading applications. Studies in this group aimed to increase
the speed of completing energy transactions, automate energy trading
while reducing the need for manual interventions, reduce the risk of
single points of failure by providing redundancy through decentraliza-
tion, eliminate bottlenecks in transactions due to middlemen, and
enhance localized trading. The use of blockchain to enhance efficiency
in this manner relies on the use of smart contracts and distributed nodes.

Smart contracts enable the deployment of various algorithms for
different operations on the blockchain. These algorithms are executed
automatically once preset conditions are met. Many studies have uti-
lized smart contracts in this manner for settlement operations in energy
trade contracts. For instance, [113] proposed using smart contracts to
establish and fulfill contracts between prosumers and consumers in
energy communities without the need for a middle agent. Such imple-
mentations have not only improved efficiency but also reduced trans-
action costs from fees that would otherwise have been imposed by
middle agents, thus maximizing the profit of prosumers. Other studies
have also employed smart contracts in this manner to match energy
buyers and sellers, including the scheduling of energy trades. In [114],
smart contracts were used to include prosumers’ offers in a virtual
power plant group once contract conditions were met. It also uses a
selection algorithm deployed on the smart contract to rank and select
prosumers that meet energy request conditions for the virtual power
plant.

However, smart contracts are limited to the execution of simple code
blocks with a known number of iterations. Unfortunately, many energy
operations require more complex algorithms and models that cannot be
executed on smart contracts. As such, studies in this situation, encoun-
tered in this review, often result in implementing an off-chain system
capable of executing complex algorithms. For example, in [115], an
efficient energy trading solution for future markets is proposed, which
anonymizes trading data activity. However, it implements a CPLEX
optimization algorithm on an off-chain system for matching trades. The
challenge with such a setup is managing the architectural complexity
and scaling the solution, especially as it introduces some central control
that increases the chances of single points of failure. A more suitable
approach would be to employ simple algorithms deployable on smart
contracts alone or run a federated system of off-chain nodes where
complex algorithms are unavoidable. Furthermore, when off-chain
nodes are implemented, they should be designed such that, as much as
possible, the operations executed on them are not critical to the overall
solution.

On the other hand, studies leveraging blockchain to enhance security
account for close to 28%, a value far less compared to those utilizing it to
enhance efficiency. Many of these studies employed blockchain for data
applications. Many of these studies focused on using cryptographic
encryption to resolve privacy issues and secure data transfer among
participants during energy trading. These studies either use the default
encryption technique or introduce custom encryption techniques to
improve the overall system security level. Zero Knowledge Proof (ZKP)
was one of the most common techniques used in this regard. This
technique allows participants to prove the validity of data without
revealing its actual details [116]. For instance, the authors in [117]
employed ZKP to design a blockchain-based roaming system for EV
charging, allowing authentication of users at public charging stations
while preserving their personal data. Generally, most of the studies in
the security group, like [108] and [117], took advantage of private and
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consortium blockchains to authenticate participants and ensure only
authorized participants could engage in energy trading.

Unfortunately, blockchain to enhance security suffers from several
limitations. This is because employing blockchain technology to achieve
this objective requires an expert knowledge about the underlying prin-
ciples of blockchain, cybersecurity, and cryptographic encryption.
Additionally, stronger cryptographic encryption processes require high
computing power, impact transaction throughput, and affect overall
system performance [116,118]. Systems involving large or frequent
volumes of data exchange, as is typical with IoT devices, are even more
susceptible to these performance problems.

Studies employing blockchain to directly guarantee trust account for
only about 17% of the total studies. These studies focused on purely
using the immutability and transparency features of the blockchain.
However, since the guarantee of trust usually comes with improving
efficiency and security, other studies are invariably increasing trust
levels in their solutions as a secondary objective. In this review, studies
employing blockchain for trust include those utilizing it to verify the
source of data, trace records or track chains of records, guarantee set-
tlement, reduce the risk of defaulting, and increase confidence. For
example, in [119], blockchain is employed to reduce the risk for in-
vestors financing RES projects. The proposed system increases confi-
dence levels and makes investment funds available to promote the
penetration of RES. On the other hand, in [120], blockchain is used for
energy performance management. The performance system verifies the
authenticity of energy certificates to assure participants in energy
communities of their authenticity. However, the use of blockchain to
guarantee trust may conflict with security objectives as it raises privacy
concerns. For instance, the system proposed by [121] to track the usage
of EVs could reveal private information directly linked to the EV user.

Caution must therefore be taken in the careful design of blockchain
applications for enhancing trust.

Though the selection of consensus mechanisms influences the choice
of blockchain platform, ultimately, the selection of the consensus
mechanisms is a direct result of the objective of the blockchain appli-
cation. In Table 5, the blockchain consensus mechanisms are categorized
against the objectives. In Fig. 8, this influence is evaluated using the
spread of the objectives across the consensus mechanisms. Blockchain
applications to improve efficiency are compatible with a wide range of
consensus mechanisms. Ironically, PoOW accounts for the highest number
of consensus mechanisms with this application objective. This result
casts some doubt on the feasibility of such solutions, especially since
PoW is not only energy-intensive but also suffers from low transaction
throughput. This could explain the rationale for the choice of a custom
consensus approach in many of the studies instead of PoW. Nonetheless,
other standardized alternative consensus mechanisms like BFT and PoS
would have been more beneficial to take advantage of instead of the
custom consensus approach. The application of blockchain to guarantee
trust is compatible with a wide range of consensus mechanisms, as the
default configuration of any blockchain system, irrespective of the
consensus mechanisms, affords this.

On the other hand, almost 47% of the studies employing blockchain
to enhance security resulted in using custom consensus approaches. This
is because blockchain for this objective usually implies modifications to
the consensus mechanisms, which is not easily achievable with the
existing standard consensus mechanisms.

Discussion

Blockchain, as an enabling technology, can enhance various tasks in

Table 5

Blockchain objectives vs consensus.
Objective/Consensus Avalanche BFT CFT Custom PoA PoS Pow Solo
Security 7 4 20 4 7 1
Trust 4 5 8 2 5
Efficiency 1 14 8 37 1 3 22 1
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Fig. 8. Record distribution of studies by consensus grouped by objectives.

energy operations. However, to gain adoption, blockchain solutions for
energy applications must be practical, cost-effective to implement,
secure, and highly performant. Meeting all these requirements in equal
measure is unlikely, and thus a compromise must be reached. This re-
quires prioritizing the requirements that must be met depending on the
specific application use case. Each of these requirements is fulfilled by
various components of the blockchain, with several options to choose
from. Identifying the key requirements and selecting appropriate com-
ponents of the blockchain are therefore crucial to developing any
feasible blockchain-based energy application. In Table 6, a comparison
is made of major blockchain platforms encountered against key features.

Following this, a discussion on some important requirement check-
lists that can help select the appropriate blockchain components, espe-
cially regarding platform and consensus mechanisms, is provided below
as synthesized from the table.

Identify the primary goal of the solution

The primary goal of any blockchain solution is the most critical de-
cision to make. The goal can be to improve efficiency, enhance security,
or ensure trust. For example, a blockchain solution for energy trading
might prioritize efficiency to handle large transaction volumes quickly,
whereas a solution for verifying renewable energy certificates might
prioritize trust and transparency. Once the primary goal is determined,

the next step is to classify the goal according to the application class. In
this review, two broad application classes were adopted: trade and data.
The interplay between the objective and the application will allow the
creation of a requirement list, which will guide the best decisions for the
choice of suitable platforms and consensus mechanisms.

Consensus mechanism

The choice of a consensus mechanism for any application is influ-
enced by the requirements for security, scalability, and performance. As
observed in studies like [78], applications requiring high security should
consider consensus mechanisms like Practical Byzantine Fault Tolerance
(PBFT) or Proof of Stake (PoS), which offer strong security features
without the high energy consumption of Proof of Work (PoW). For
instance, PBFT is used in Hyperledger Fabric to provide fault tolerance
and ensure that the system can operate correctly even if some nodes are
compromised. For high transaction volumes, mechanisms like PoS or
sharding (offered by platforms like Ethereum 2.0) are more suitable due
to their ability to handle larger throughput. Ethereum 2.0's PoS mech-
anism, combined with sharding, aims to process thousands of trans-
actions per second, significantly improving scalability compared to
Ethereum 1.0. If transaction speed is critical, consider newer mecha-
nisms like Avalanche or Raft, as employed in [35], which offer faster
processing times. Avalanche, for example, is known for its high

Table 6
Comparison of major blockchain platforms against key features.
Feature/Platform Ethereum Hyperledger Fabric Cosmos Avalanche Chainlink
Consensus PoW, PoS, Sharding PBFT, CFT Tendermint, BFT Avalanche Consensus
Mechanisms

Development Tools Truffle, Hardhart, Remix Frabric SDK, Composer

(depreacted)

Cosmos SDK, IBC Solidity, Other languages

Interoperability High, EVM Compatibility =~ Medium, Modular

Cost High transaction fees Customizable fees

Maturity and Stability High High

Smart Contract Robust (Solidity) Flexible (Chaincode)
Support

Data Management

On-chain, off-chain

On-chain, off-chain

Security High High
Privacy Medium High
Integration with IoTs Medium Medium
Peformance Tools Caliper (limited) Caliper
Country of Use Global Global
Application Class Trade, Data Trade, Data

Primary Objective

Efficiency, Security,
Trust

Efficiency, Security, Trust

High, IBC Medium, Customizable High, Oracles

Variable Variable Additonal cost for
oracles

Growing Growing Growing

Multiple languages

On-chain, off-chain

Multiple languages

On-chain, off-chain

Off-chain via oracles

High High High

High High High

Medium High High

Custom tools Custom tools

Global Global Global

Trade, Data Trade, Data Data

Efficiency, Security, Efficiency, Security, Efficiency, Security
Trust Trust
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throughput and low latency, making it suitable for applications
requiring quick finality.

Blockchain platform

The choice of blockchain platform plays one of the most critical roles
in the success of any blockchain solution. Platforms today offer multiple
consensus mechanisms and support tool options, making the selection
process more complex. Once the consensus mechanisms suitable for an
application have been selected, factors like development tools, inter-
operability, and cost should influence the choice of platform. Platforms
like Ethereum offer comprehensive development tools (e.g., Truffle,
Hardhat) that simplify the creation and deployment of smart contracts.
These tools provide a robust environment for testing and deploying
smart contracts, enabling developers to build and iterate quickly. The
Hyperledger platform also offers several tools within its ecosystem to
simplify the development process.

Platforms that support interoperability, such as Cosmos with its
Inter-Blockchain Communication Protocol (IBC), are ideal for applica-
tions requiring integration with other blockchains or external systems.
Evaluating the cost implications of different platforms is also crucial.
Ethereum, while widely used, may have higher transaction fees
compared to platforms like Hyperledger, which are designed for enter-
prise use and may offer more cost-effective solutions. For example,
Hyperledger Fabric allows businesses to set up private, permissioned
blockchains with customizable transaction fees. Cosmos similarly pro-
vides integration with other blockchains. Avalanche focuses on the
development of decentralized apps and boasts high adaptability for
various use cases.

Support for smart contract

Smart contracts deploy algorithms to automate tasks. The level of
automation and the complexity of algorithms vary from one use case to
another. Therefore, being aware that smart contracts typically have
limitations in supporting complex algorithms and that capabilities vary
across platforms, careful choices and architectural designs need to be
made. For applications requiring extensive automation, ensure the
platform supports robust smart contract capabilities. Ethereum’s EVM is
well-known for its smart contract support, allowing for the automation
of various processes in a trustless manner. For instance, smart contracts
can be used to automate energy trading and settlement processes in real-
time, as employed in [113,114]. If complex algorithms are needed,
consider whether these can be executed on-chain or if an off-chain so-
lution is required, as in [115]. Some platforms, like Hyperledger Fabric,
offer more flexibility for integrating off-chain computation. For
example, a complex energy optimization algorithm might be executed
off-chain, with the results recorded on-chain for transparency and
auditability.

Also, consider the ease of writing and deploying smart contracts. On
Ethereum, smart contracts are written in Solidity, which has a syntax
like JavaScript. Avalanche allows the development of smart contracts
using multiple programming languages, with better support for complex
algorithms. Cosmos allows the choice of consensus and smart contract
platforms, thus not only providing support for complex algorithms but
also affording future needs to integrate suitable smart contract platforms
in case the algorithm improvements result in even more complex
algorithms.

Data management

In energy systems, there are concerns about storage cost and capacity
due to the high volume of time-series data being exchanged. Addition-
ally, growing concerns about data privacy and security place higher
demands on some use cases more than others. As employed in [29],
blockchain-based energy applications should consider platforms that
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support off-chain storage solutions or have efficient data handling
mechanisms while ensuring data integrity. For applications requiring
high privacy, like [117], explore platforms that offer advanced crypto-
graphic techniques like Zero-Knowledge Proofs (ZKP). For instance,
ZKPs can be used to verify transactions without revealing sensitive in-
formation, enhancing privacy for participants in energy trading. In cases
where restricted access is required, consider private blockchain plat-
forms over public ones.

Maturity and stability

As more options for blockchain platforms and components continue
to emerge, they undergo different levels of product stability until
maturity. Some blockchain platforms that started off well no longer exist
today. Choosing such platforms can potentially impact business conti-
nuity. For example, TradeLens, a blockchain platform launched in 2018
to digitize the global supply chain using blockchain technology, failed to
attain commercial viability and was closed in 2023. Similarly, the
approach of developing custom platforms is not a good option. For
example, in this review, most of the studies that employed a custom
approach to achieving consensus designed solutions that are either not
feasible for practical implementation or very costly to implement. On
the other hand, those studies leveraging standard and mature consensus
mechanisms offered better solutions.

Regarding stability, care must be taken to study the development and
update patterns even for mature platforms. Deprecated components of a
platform heavily relied on by a business application or breaking changes
may impact the sustainability of such solutions. For example, the
deprecation of Hyperledger Composer, though intended for improve-
ment, impacted many business solutions built around it. The maturity
and stability of blockchain components in an application are major
factors investors watch out for. Choose platforms with a track record of
stability and continuous improvement. Ethereum and Hyperledger are
both mature platforms with large support communities and are
employed by many studies, such as [89,90,92,93]. Prefer platforms that
adhere to industry standards and have clear protocols for implementa-
tion and governance. Standardized platforms ensure better interopera-
bility and lower the risk of vendor lock-in.

Integration with IoTs

IoTs are the core of smart grids, and as such, energy applications
must integrate with them seamlessly. Unfortunately, integration prob-
lems with IoTs are a major limitation, as observed in some studies like
[841, which implemented solutions that connect IoTs directly to block-
chain but rely on technologies that do not yet exist off the shelf. Until
such technologies are available, consider platforms that provide con-
nectors or links to IoTs and other external systems, such as Chainlink
[111]. Chainlink’s oracles can securely connect smart contracts with
real-world data, enabling automated responses to external events.
However, be aware of the extra costs associated with these connectors
and aim for solution architectures that offer cost-effective integration.
Proper planning and cost management can prevent budget overruns and
ensure the economic viability of the blockchain solution.

Performance metric evaluation

The measure of performance of any blockchain-based solution is the
premise for evaluating its scalability and, consequently, its feasibility.
Select blockchain platforms that allow the ease of integration of tools for
measuring performance. Use tools like Hyperledger Caliper to measure
and evaluate the performance of blockchain solutions. Hyperledger
Caliper can benchmark the transaction throughput, latency, and
resource utilization of different blockchain implementations. Studies
like [97] employed Hyperledger Caliper to benchmark configurations to
optimize performance. Conduct scalability testing to ensure the chosen



0.0. Egunjobi et al.

platform can handle the expected transaction load and data volume.
Scalability testing helps identify potential bottlenecks and areas for
improvement, ensuring that the solution can grow with increasing
demand.

Conclusions and future directions

Blockchain, as a decentralized technology, offers significant poten-
tial for various applications. Despite extensive efforts and research
funding, its adoption in energy applications remains low. This system-
atic review of 156 studies analyzed the implementation methods,
examining use cases, blockchain components, and their evolution to
identify trends and bottlenecks.

The findings indicate that consensus mechanisms and blockchain
platforms are crucial for the feasibility of blockchain-based applications.
Scalability remains a primary challenge, with custom consensus mech-
anisms and platforms often being costly and impractical. In contrast,
standardized consensus mechanisms and platforms showed better out-
comes and scalability potential for business use cases.

To handle high transaction volumes and data sizes, some studies
employ sidechains and sharding. Integration with IoT devices is essen-
tial but challenging due to the lack of off-the-shelf solutions, necessi-
tating the use of connectors like Chainlink, which increase costs.
Standardization in implementation, testing, and governance remains a
significant issue, making it difficult for business owners and investors to
evaluate feasibility.

Selecting the right blockchain platform and components involves
understanding the application’s primary goal and requirements. Mature
platforms like Ethereum and Hyperledger Fabric offer robust support,
while emerging platforms like Cosmos and Avalanche provide innova-
tive solutions. Platforms like Chainlink enhance data security and IoT

Appendix: Tables of studies reviewed and data extracted

e-Prime - Advances in Electrical Engineering, Electronics and Energy 9 (2024) 100751

integration but come with additional costs. The insights from this review
guide researchers in selecting appropriate blockchain components,
enhancing the development of practical solutions. Industries can use
these findings to make informed technology choices, overcoming known
limitations.

This review employed the PRISMA protocol, acknowledging poten-
tial biases during inclusion and exclusion stages. The studies were
sourced from Scopus, which may have a time lag in indexing newer
publications. Despite these limitations, the review offers valuable
guidance for future blockchain implementations in the energy sector.
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Author Country Application Objective Consensus Platform

[122] China Trading Security Custom Custom

[78] China Trading Trust Byzantine Fault Tolerant (Delegated) Custom

[123] United States Trading Security Custom (Relaxed Innovation) Custom (IEEE 24-Bus)
[88] China Trading Efficiency Proof of Work Custom

[27] Turkey Trading Efficiency Proof of Work Ethereum (SynergyChain)
[124] China Trading Security Solo Hyperledger (Fabric)
[125] China Data Security Custom (Linear) Swarm

[126] China Trading Efficiency Proof of Stake (Delegated) Custom

[113] Saudi Arabia Trading Efficiency Proof of Stake SolarCoin

[127] China Data Security Byzantine Fault Tolerant (Istanbul) Hyperledger (Fabric)
[79] Norway Data Trust Crash Fault Tolerant (RAFT) Hyperledger (Fabric)
[128] United Kingdom Trading Efficiency Proof of Work Ethereum

[129] Romania Trading Efficiency Proof of Work Custom

[130] India Trading Trust Proof of Stake Ethereum

[971 Australia Trading Efficiency Crash Fault Tolerant (RAFT) Hyperledger (Fabric)
[131] Russia Trading Efficiency Custom Custom

[28] Australia Trading Trust Custom (Karush-Kuhn-Tucker Algorithm) Custom (IEEE 33-Bus)
[74] Italy Trading Efficiency Proof of Authority Energy Web Chain
[84] Egypt Trading Efficiency Custom Custom (IEEE 906-Bus)
[132] China Trading Security Byzantine Fault Tolerant Quorum

[133] India Data Security Custom (Time Based) Custom

[134] China Data Security Custom Custom

[135] China Trading Efficiency Custom Custom

[136] Australia Trading Efficiency Custom Custom

[137] China Trading Efficiency Custom Custom (IEEE 13-Bus)
[138] China Data Security Custom (Credibility Based Equity Proof) Custom

[139] China Data Security Custom Custom (Switch Board)
[140] China Trading Security Byzantine Fault Tolerant Custom

[86] United States Data Security Proof of Work (Zero Knowledge) Ethereum

[141] Netherlands Trading Efficiency Solo Hyperledger (Fabric)
[142] China Trading Security Custom Custom (MATLAB)
[143] China Data Security Proof of Work Ethereum

[144] Singapore Trading Efficiency Proof of Work (Dynamic) Custom

[33] South Korea Trading Efficiency Byzantine Fault Tolerant (Istanbul) Hyperledger (Fabric)
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(continued)
Author Country Application Objective Consensus Platform
[119] Taiwan Trading Trust Custom Custom (IEEE 30-Bus)
[145] China Trading Trust Custom Custom
[146] Korea Trading Efficiency Proof of Work Custom (Raspberry Pi)
[147] Italy Data Trust Crash Fault Tolerant (RAFT) Hyperledger (Fabric)
[148] South Korea Trading Efficiency Proof of Work Ethereum
[149] Columbia Trading Efficiency Custom Custom
[150] United States Data Efficiency Proof of Work Ethereum
[30] Switzerland Trading Trust Custom Custom (MATLAB)
[151] United States Trading Trust Byzantine Fault Tolerant (Istanbul) Hyperledger (Fabric)
[152] United Kingdom Trading Security Custom Custom
[29] China Trading Efficiency Proof of Work Ethereum
[90]1 China Trading Efficiency Byzantine Fault Tolerant Ethereum
[153] China Trading Efficiency Custom Custom
[154] Kazakhstan Trading Efficiency Custom Custom (IEEE 34-Bus)
[103] India Trading Efficiency Custom (Fast Probabilistic) IOTA Tangle
[96] Australia Trading Efficiency Byzantine Fault Tolerant (Istanbul) Hyperledger (Besu)
[114] Romania Trading Efficiency Proof of Work Ethereum
[6] India Trading Efficiency Proof of Work Ethereum
[155] China Trading Efficiency Custom Custom
[76] India Data Security Custom (Proof of Function) Custom (MATLAB)
[95] Netherlands Trading Efficiency Byzantine Fault Tolerant (Istanbul) Hyperledger (Burrow)
[156] China Trading Efficiency Crash Fault Tolerant (RAFT) Hyperledger (Fabric)
[157] Canada Trading Security Proof of Work Ethereum
[158] South Korea Trading Efficiency Crash Fault Tolerant (RAFT) Hyperledger (Fabric)
[159] South Korea Trading Efficiency Custom Custom
[160] China Data Efficiency Byzantine Fault Tolerant Ethereum
[161] China Data Security Custom Custom
[162] United States Trading Trust Crash Fault Tolerant Hyperledger (Fabric)
[163] China Trading Efficiency Proof of Work (Credit Based Custom) Custom
[164] China Data Security Proof of Stake Ethereum
[165] Switzerland Data Security Crash Fault Tolerant (RAFT) Hyperledger (Fabric)
[110] Switzerland Data Trust Custom Custom
[166] China Trading Efficiency Byzantine Fault Tolerant (Proof of Clearance) Custom
[117] Portugal Trading Security Byzantine Fault Tolerant (Zero Knowledge) Hyperledger (Indy)
[167] Canada Trading Efficiency Custom Custom (MATLAB)
[168] Canada Trading Efficiency Crash Fault Tolerant (RAFT) Hyperledger (Fabric)
[92] United States Trading Efficiency Byzantine Fault Tolerant (Istanbul) Hyperledger
[169] China Trading Security Byzantine Fault Tolerant (Modified) Quorum
[107] China Data Trust Custom Custom
[170] China Trading Efficiency Proof of Work Ethereum
[171] Portugal Trading Efficiency Custom Custom
[172] Pakistan Trading Trust Proof of Work Ethereum
[173] Bangladesh Trading Trust Proof of Authority (Staked) Binance
[174] Taiwan Trading Efficiency Custom Custom
[175] India Data Security Proof of Work Ethereum
[176] Australia Trading Efficiency Crash Fault Tolerant (RAFT) Hyperledger (Fabric)
[115] United States Trading Security Proof of Stake Ethereum
[177] Switzerland Data Security Custom Custom
[126] China Trading Security Proof of Stake Custom
[178] Morocco Data Efficiency Custom (Proof of Random Participation) Custom
[120] Ireland Data Trust Crash Fault Tolerant (RAFT) Hyperledger (Fabric)
[77] India Trading Trust Custom Custom
[89]1 China Trading Efficiency Proof of Work Ethereum
[85] Canada Trading Trust Proof of Work Ethereum
[179] United Arab Emirates Trading Trust Proof of Authority Energy Web Chain
[36] Switzerland Trading Efficiency Byzantine Fault Tolerant (Tendermint) Cosmos
[180] China Trading Trust Byzantine Fault Tolerant Custom
[181] China Trading Efficiency Custom Custom
[182] China Trading Efficiency Custom (Fast Probabilistic) IOTA Tangle
[183] Italy Trading Security Proof of Work Ethereum
[184] Pakistan Trading Efficiency Proof of Work Ethereum
[35] Turkey Trading Efficiency Avalanche (Snowball) Avalanche
[185] Pakistan Trading Security Custom (Proof of Computational Closeness) Custom
[186] Iran Trading Efficiency Custom Custom
[187] China Trading Efficiency Byzantine Fault Tolerant (Fast) Custom
[188] Canada Trading Efficiency Proof of Work Ethereum
[189] Spain Trading Efficiency Proof of Work (Zero Knowledge) Monero
[190] Brazil Trading Trust Crash Fault Tolerant (RAFT) Hyperledger (Fabric)
[191] India Trading Efficiency Custom (Distributed Consensus) Custom
[108] China Trading Trust Byzantine Fault Tolerant (Credit Delegated) Hyperledger (Fabric)
[192] India Trading Efficiency Custom Custom
[193] China Trading Security Custom Custom
[81] China Trading Efficiency Proof of Stake Ethereum
[109] Pakistan Data Security Proof of Work Ethereum
[194] Finland Trading Efficiency Custom (Proof of Concept) Custom
[195] Egypt Trading Security Custom (Zero Metric Weighted Average) Custom
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(continued)
Author Country Application Objective Consensus Platform

[196] China Trading Efficiency Custom Custom (MATLAB)

[87] China Trading Trust Proof of Work Ethereum

[197] China Trading Efficiency Byzantine Fault Tolerant (Credit Based Custom) Custom

[198] Netherlands Trading Efficiency Crash Fault Tolerant (RAFT) Hyperledger (Fabric)

[199] Pakistan Trading Trust Proof of Work Ethereum

[200] United Arab Emirates Data Security Custom Custom (Omnet++)

[201] China Trading Efficiency Custom Custom

[202] Estonia Trading Efficiency Custom (Profit Order) Custom

[203] India Trading Efficiency Custom Custom

[204] Morocco Trading Efficiency Custom Custom

[205] Quatar Trading Efficiency Proof of Work Ethereum

[206] Australia Trading Efficiency Byzantine Fault Tolerant Ethereum

[207] Taiwan Trading Efficiency Byzantine Fault Tolerant Custom

[208] India Trading Efficiency Proof of Work Ethereum

[209] Pakistan Trading Security Proof of Work Ethereum

[210] Canada Data Efficiency Custom Custom

[93] Italy Data Security Crash Fault Tolerant (RAFT) Hyperledger (Fabric)

[211] China Trading Trust Custom Custom

[212] China Data Security Crash Fault Tolerant (RAFT) Hyperledger (Fabric)

[213] China Trading Efficiency Proof of Work Ethereum

[214] China Data Security Custom (Byzantine Fault Tolerance) Custom (MATLAB)

[215] China Trading Efficiency Crash Fault Tolerant (RAFT) Hyperledger (Fabric)

[216] China Trading Efficiency Custom Custom (MATLAB)

[217] Australia Data Efficiency Crash Fault Tolerant (RAFT) Hyperledger (Fabric)

[218] India Trading Efficiency Proof of Work Ethereum

[219] China Data Security Custom Custom

[220] India Data Efficiency Proof of Work Ethereum

[221] United States Trading Efficiency Custom Custom

[121] India Data Trust Proof of Work Ethereum

[222] China Trading Security Crash Fault Tolerant (RAFT) Hyperledger (Fabric)

[223] Canada Trading Efficiency Custom Custom

[224] Saudi Arabia Trading Efficiency Custom Custom

[225] China Trading Efficiency Custom Custom

[226] China Trading Security Byzantine Fault Tolerant Custom

[227] USA Trading Efficiency Custom Custom

[98] China Trading Efficiency Byzantine Fault Tolerant Hyperledger (Fabric)

[228] China Data Trust Byzantine Fault Tolerant Ethereum

[229] Italy Data Security Proof of Stake Ethereum

[230] China Trading Efficiency Custom Custom

[231] China Trading Efficiency Custom (Power Utility Ration Function) Ethereum

[232] China Trading Efficiency Byzantine Fault Tolerant Custom

[233] China Trading Efficiency Custom (Blockchain Alliance Consensus) Hyperledger (Fabric)

[214] China Data Security Byzantine Fault Tolerant Custom (IEEE Bus)

[200] Canada Data Security Custom Custom (OMNET-++)

[234] Canada Data Security Custom (Proof of Energy Generation) Avalanche

[235] China Data Efficiency Custom (Proof of Energy Contribution) Custom
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