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Abstract

The healthcare industry faces huge losses due to the mismanagement of insurance transactions. Due to the development of
public and private healthcare programs, many citizens receive better medical care benefits. Still, there is a need for financial
transparency in these healthcare transactions, which has become a challenge. To ensure the delivery of more effective and
higher-quality healthcare services, introducing healthcare fraudulent transactions prevention and detection tools in hospitals
is necessary. In this paper, we propose how to inculcate a healthcare transaction monitoring system within an enterprise
or organisation. Using machine and deep learning techniques, this research proposes a novel framework for analyzing
health insurance data. Due to the complexity of medical information, detecting fraudulent transactions in the industry
requires effort. Typically, patients, services, and providers (doctors, hospitals, pharmacies) are the main key elements of
the healthcare ecosystem. As fraudsters continue to evolve their methods of conducting fraudulent transactions over time,
an evolving fraud detection framework needs to be developed. Therefore, we proposed a framework that can identify fraud
at the actor-level and further analyze the identified element (doctor, patient, and services) using an Anomaly transformer to
evaluate the behavior of that particular identified element. Actor-level frauds are detected, 50% are at the patient level, 12%
are at the service versus doctor level, 13% are at the service versus patient level, and 25% are at the physician level. Further,
sequences of these elements are analyzed by the Anomaly transformer. All patient sequences’ anomaly scores are generated
using a data-driven threshold, and fraudulent sequences are identified. Results of the Speciality-based Rule engine and the
Anomaly transformers are compared to identify the anomaly finally. Once the frauds are identified, the proposed architecture
enables the management to take disciplinary action against each involved element. The Accuracy of the proposed framework
is 97%, The experimental results are validated using the insurance data of local hospital employees, and the domain expert
has validated the detected fraud cases.

Keywords Anomaly detection - Fraud detection - Healthcare - Insurance management - Sequence mining - Anomaly score -
Anomaly rank
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matically. The manual processing of insurance claims is
time-consuming and degrades efficiency (Reis et al. 2022).
The existing insurance management systems are based on
predefined rules (Eling et al. 2022). The predefined rules
limit the system’s accuracy, as such systems cannot detect
the new type of fraud. Whenever a new kind of fraud
emerges, the rule engine is updated manually for the fraud.
The existing insurance management systems are not scalable
as they are based on manual processes (Baran 1987). The
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false positive rates of these systems are very high, as these
are based on predefined rules. There is a need to reduce the
false positives in such systems. To mitigate these issues,
business intelligence using machine learning algorithms is
needed to enhance the performance of the insurance process-
ing systems (Vinora et al. 2023).

Healthcare services are business processes or entities that
include prescription medications, diagnostic tests, and other
treatments for patients (Bieberstein 2006). Based on past
performance, business intelligence helps in decision-making
in the business world. Most countries are introducing medi-
cal support programs to help their populations. For example,
A healthcare practitioner was identified in 2018, who was
charged with Medicaid for dollar 25 million in fraudulent
claims, some of which included treatments that were never
provided. The provider submitted bills for needless treat-
ments while falsifying records (Palmer and Carter 2021).
These medical assistance programs offer relief to their citi-
zens. The primary anomaly in healthcare transactions and an
obstacle to optimizing medical benefits is healthcare fraud
(Wells 2019). It is an umbrella concept for three related
ideas: Fraud, Abuse, Waste, and the intentional obtaining
of illicit advantages. To increase a hospital’s revenue, a doc-
tor may prescribe pointless laboratory tests and medications;
this is an example of waste. Likewise, a pharmacist who bills
an insurance company and a patient for the same prescrip-
tion is committing fraud. Suppose the pharmacist receives
a prescription for a particular brand. In that case, the phar-
macist abused his position. The patient actually receives a
cheaper brand-name drug, and the insurer covers the cost of
expensive brand-name drugs. Many of these dishonest acts
count as healthcare fraud.

Healthcare fraud is a crime that affects many people and
results in significant financial burdens for individuals and
governments (Jr and Tobin 2020). It is necessary to detect
healthcare fraud to reduce costs and improve the efficiency
of healthcare services and insurance management systems.
Many systems, namely Epic systems (Corporation 2023b),
Cerner (Corporation 2023a), CommonWell Health Alli-
ance (Alliance 2023), MEDITECH (MEDITECH 2023),
etc, are proposed and implemented to improve the quality
of healthcare services. According to recent studies (Bara
et al. 2009; Ramalingam et al. 2024; Ivan 2014), soft-
ware engineering methodologies and frameworks based
on business intelligence using data analysis and machine
learning techniques are now being adapted to solve all
these healthcare problems efficiently. There is a need to
introduce a methodology that can reduce monetary losses
in the healthcare sector and improve the performance of
insurance systems.
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1.1 Research contributions
The following are the research contributions of our study:

e We propose a framework that uses an association rule
engine and an Anomaly transformer to detect fraudulent
transactions.

e The system can identify actor-level frauds using an adap-
tive learning approach. The Rule engine’s rules can be
updated and refined based on the new data and changes
in the environment.

e We introduce the architecture for incorporating fraud
detection and identification methodology in the insur-
ance claim processing system.

2 Literature survey

A detailed study of the current concepts, methods, and
approaches is mandatory to fully understand the benefits of
integrating fraud detection in healthcare insurance systems.

2.1 Outlier detection methods

It is important to understand outlier detection methods in the
context of fraud detection before proceeding with a formal
literature review. There are two classes of outlier identifi-
cation techniques. The first class of these algorithms finds
anomalies in individual data points. In contrast, the second
class of these algorithms builds the model while analyzing
the data as a sequence. Most algorithms used in beymani (a
collection of Hadoop, Spark, and Storm-based tools) fall into
the first group of outlier algorithms. However, the real-time
fraud detection algorithms must produce a model that can
work in real-time (Gupta et al. 2014).

2.2 Fraud detection in healthcare using machine
learning algorithms

Many research studies have recently been conducted to iden-
tify fraudulent activities in healthcare systems, as there is
an urgent need to monitor the clinical care and financial
utilization processes in the healthcare ecosystem. In health-
care, fraud can occur in three different ways. The first level
of fraud detection includes hospital procedures (services),
the second level includes disease diagnostics, and the third
level includes system actors. Recent studies show that using
applications based on statistical and machine learning tech-
niques to study healthcare systems is increasing. In Yang and
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Hwang (2006a), a strategy for automatically creating fraud
detection models based on clinical pathways was presented.
This data analysis was performed for Taiwan’s National
Health Insurance (BNHI). The proposed algorithm was
able to detect fraudulent acts with 69% accuracy, but was
unable to detect drug overdoses. Another model examined
in Liu et al. (2016) was based on graph theory, designed to
identify cases of waste and fraud in medical record entries.
Three entities, a doctor, a patient, and a pharmacy, were used
to generate a graph showing drug relationships. The same
paper also included the study of a reference network instance
where nodes were considered providers. The number of
referrals between two nodes is displayed on the edges. Heter-
ogeneous graphs can be used to understand the intricate con-
nections between nodes better. Such complex relationship-
based graphs are capable of detecting and helping to resolve
millions of anomaly situations. The study cited in Musal
(2010) uses clustering methods for geographic analysis to
identify fraud. This investigation looked for cases of fraud
by Medicare infusion treatment providers. Key clinical pro-
cedures are evaluated in Huang et al. (2012) for performance
improvement. Patient care diaries are created to examine
patterns in patient care and therapy. A density-based cluster-
ing method is then used to build anomaly detection models
based on these patterns. The disease-based outliers were
explored in Verma et al. (2017) to identify fraudulent activi-
ties, applying statistical rules to detect the disease-based and
period-based outliers. All outliers were considered fraud.
Healthcare projects often consider clinical processes for a
specific disease and apply prior knowledge to unsupervised
models (Okita et al. 2009; Van de Klundert et al. 2010).
Authors in Peng et al. (2018), Anbarasi and Dhivya (2017)
have developed frameworks to detect fraudulent activities by
focusing on the correlation of diseases, drugs, and patients.
Weights were assigned to the correlated data, and the frauds
were detected based on these weights. However, a lot of
research uses graph theory to describe different entities in
healthcare systems, i.e., diseases, patients, and medicines. A
correlation was found between the candidate set (extracted
information). The reference set (actual knowledge). Most of
this research was supported by previous information about
the drugs used to treat various diseases.

2.2.1 Actor-level fraud detection

In addition to the research based on different health system
entities, many studies have focused on fraud detection at the
actor-level. It is clear that provider-level fraud, as opposed
to patient-level fraud, has a greater negative impact on the
healthcare system (Savino and Turvey 2018). In Ekin et al.
(2019), unsupervised Bayesian hierarchical methods were

used to detect fraud in health insurance claims, or claims
that provide details about patients, physicians, and costs.
Bayesian hierarchical methods can detect fraud and anoma-
lies in medical bills. The authors of the study (Zafari and
Ekin 2019) examined providers’ prescribing patterns. This
research used topic modelling to identify irrelevant or
additional prescription patterns that resulted in unneces-
sary medications being prescribed. In Kose et al. (2015), a
machine learning approach with hierarchical processing on
weighted data of actors is used. These weights are assigned
to actors without considering the actor’s roles as clients or
providers. Groups were formed using expectation maximi-
zation clustering techniques. In Cui et al. (2016), a logical
treatment model is proposed based on the graph and frequent
pattern mining approach. The same study also examined the
doctors’ reliability in considering the prescription copies.
This measure can be critical in detecting fraud at the pro-
vider level. Although fraud is a collective act of many actors,
most studies do not consider all actors in the healthcare sys-
tem and analysis based on the relationships between these
actors are often overlooked.

According to Itri et al. (2019), the random forest method
outperforms all others with a detection rate of 23.8%. In Li
et al. (2008), Joudaki et al. (2015), statistical data is used in
conjunction with mining techniques, which can help users
discover and analyze hidden historical data. Ortega devel-
oped a system that can identify 75 scams per month, which
is not a very good Scam identification rate, as mentioned
in Ortega et al. (2006). A system was developed in Sowah
et al. (2019) using multi-layer perception neural networks
for the Chilean private health insurance company. The
accuracy of the model was 87.91%. This model is based
on genetic support vector machines, which could detect
irregularities and fraud in health insurance claims. Another
method examined in Liu and Vasarhelyi (2013) considered
location-based clustering for Medicaid providers and cli-
ents and was able to detect fake claims. In Yang and Hwang
(2006b), an adjustable approach to automatic fraud detec-
tion in clinical operations was proposed through this frame-
work. A graph mining technique was used to separate the
distinguishing features from the expense and other features
in the treatment sequence data of a gynaecology department.
The model needed to be modified for the cost-specific site
policy. In Thornton et al. (2014), a system is proposed for
detecting fraud in Medicaid insurance claims data through
unsupervised learning. Another study (Thornton et al. 2013)
examined multidimensional methods to identify fake claims
in Medicaid data. It is important to note that recent stud-
ies have leveraged Public Use Files (PUF) data from CMS
to identify fraud by using data mining techniques used in
Feldman and Chawla (2015), Herland et al. (2017), Bauder
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et al. (2016), Bauder and Khoshgoftaar (2016b), Bauder and
Khoshgoftaar (2016a), Bauder and Khoshgoftaar (2018),
Chandola et al. (2013). Most of these studies used statistical
methods to create the decision criteria and focused on "Part
B" of the PUF data. K-means clustering on time series-based
insurance claim data was used to find outliers and anoma-
lies. To extract the critical patterns, fuzzy and Neuro-fuzzy
analysis were used in certain studies (Gath and Geva 1989;
Lenard and Alam 2005; Kdppen et al. 2009).

Similarly, adjacency graphs were also used to separate
normal and abnormal behaviour. In Liu et al. (2020), a
new LSTM-based method proposal is presented. Another
model was developed to predict false claims in automobile
insurance systems (Kowshalya and Nandhini 2018). The
model examined the J48, Random Forest and Naive Bayes
algorithms. A second two-stage fraud detection mecha-
nism was proposed in Subudhi and Panigrahi (2017).
Fuzzy C-means clustering based on genetic algorithms
was used to identify the fraudulent transactions. The sec-
ond stage involves further verification of identified anoma-
lous transactions using supervised Decision Tree (DT),
Support Vector Machine (SVM), Group Method of Data
Handling (GMDH), and Multi-Layer Perception (MLP)
learners. In Seo and Mendelevitch (2017), a similar graph
and ranking algorithm approach is used to detect vendor-
level fraud. This study first created a chart representing
medical prescriptions and then used the page rank method
to find abnormalities at the second level. The mining tech-
nique was used to create rules for common things: asso-
ciation rule mining (Hristidis 2009). Other studies have
explored this method to develop the rules and explore the
domain. For example, in Altaf et al. (2017), Toti et al.
(2016), Cai et al. (2017), two beneficial criteria, namely
trust and support, were used to analyze the strength of
association rules. Some features such as uniqueness,
understandability, applicability and reliability were exam-
ined in Zeng et al. (2016) to evaluate created rules. The
association rules were used by the developers of Ou-Yang
et al. (2013) to determine the doctors’ prescriptions. There
are many other systems which are being introduced using
deep learning approaches, as in Khan et al. (2024), the
authors proposed a framework by combining CNN and
transformers for detecting skin lesions. In Alrawili et al.
(2025), the authors performed a detailed review of authen-
tication issues in modern systems. In citearif2024towards,
the authors presented electricity theft detection using deep
learning techniques. In Si-Ahmed et al. (2024), a detailed
survey is performed for intrusion detection in the IOMT
environment. Authors in Khan et al. (2024) introduced
embedding models for asymmetric relationships.
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2.2.2 Fraud detection in other domains

Since fraud is widespread around the world, it makes sense
to analyze both the healthcare systems literature and mate-
rial from other areas. In Travaille et al. (2011); an in-depth
study of fraud detection systems in various industries was
conducted. The detection of fraudulent actions in the
e-commerce sector is covered in Carta et al. (2019). The
regulatory multiple consensus model used in the pro-
posed method was validated on a real dataset that exhib-
ited large imbalances. Compared to other state-of-the-art
models, the validation results showed that the ensemble
model performed at the highest level. It is observed that
the research focus was mainly on detecting frauds and
anomalies in the financial sector. Few have focused only
on the connectivity details of the actors, i.e., telecom-
munication industry. Hence, there is a scope to focus on
actors’ association rather than financial analysis. It was
also observed that none of the systems were able to detect
all types of fraud at the actor-level.

2.3 Comparison to the existing systems in literature

The proposed framework integrates the idea of actor-level
fraud introduced in Matloob et al. (2020), which was pre-
viously explored using the sequence rule engine proposed
in Matloob et al. (2020). The identified fraud validity will
be strengthened if we integrate these two concepts and
finally introduce an adaptive learning-based fraud detection
framework. As per the literature review, we have identified
many systems based on the knowledge base of clinical pro-
cesses. Fraud detection is performed mainly by identify-
ing payment-related fraud. Fraud detection systems focus
on the correlation between disease, patient, and medicine.
There is a need for a system to identify fraud within health-
care transactions. Actor-level fraud detection is important
to identify the main culprit within healthcare transactions.
Our proposed methodology can identify doctor, patient and
service-related frauds.

Secondly, in the literature, techniques are applied to pay-
ment procedures. Anomaly detection is performed to iden-
tify anomalies in a sequence of the same speciality. Payment
and time lags are used to detect fraud. There is a need to
propose a system which can analyse sequences of service
availing and providing patterns for all specialities. There-
fore, there is a need to incorporate a fraud detection system
within the insurance processing system. There is a need for
architecture on which we can implement the proposed meth-
odology. We have proposed an architecture for incorporating
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Table 1 Focusing key research papers on healthcare insurance predictability and fraud detection

Author(s) Methodology

Description

Kaushik et al. (2022)  Artificial neural network

Vuddanti et al. (2024)
Jyothsna et al. (2022)
Fursov et al. (2022)

Regression, Gradient Boosting is applied
XGBoost and Telegram chatbot

Mavundla et al. (2024) Random Forest, KNN, XGBoost

Zhang et al. (2022) Blockchain, Deep Learning (BERT-LE)

Accuracy is 92.72% and dynamic health parameters are not
considered

Accuracy is 94% but real-time adaptability is not achieved
Accuracy is 87%, but deep learning models are not applied

Sequence analysis using embeddings, Deep Learning ROC AUC is 0.873 for fraud detection but no description about

interpretability

Random Forest achieved 99% accuracy, but regulatory and
economic factors are not considered

Improved fraud detection based on predefined rules

Association and Interactions
o among these elements

Healthcare
Services

Key Elements in Healthcare

Fig. 1 Healthcare key elements

a fraud detection system within the insurance processing
system.

In this section, we discussed all existing techniques for
healthcare fraud detection in the above paragraphs. We have
discussed the features of the insurance systems, which are
addressed in most of the research in Table 1. A framework
is needed to incorporate healthcare fraud detection in insur-
ance processing systems. There is no such insurance system
in which a fraud detection feature is included. All the above-
mentioned systems detect fraud based on payments or iden-
tify one type of actor-related fraud. The hour must consist of
a fraud detection system in the insurance claim management
system. By doing this, we can identify the fraud at the right
time, and this could improve the overall performance of the
insurance processing systems.

3 Proposed framework

This section describes a novel framework for integrating
fraud detection in healthcare insurance systems. Firstly, we
discuss a framework for a fraud detection system, and after
that, we discuss how we can include a fraud detection sys-
tem within the insurance claim management system. The
proposed architecture is provided at the end of this section.

Updated Ratings

Speciaity B‘ased Identified Case
Rule Engine

Healthcare
Medical records
Respository

Input Sequence

Ermbeddi

g of identified cases

layer
Attention
Mechanisim

Anomaly-
Attention

‘ Self Attention ‘

{ Dubious case

Feature
Aggregation

Aggregated Anomaly Scores

Output Layer
(Anomaly Scores)

Fig.2 Overall workflow of proposed framework

The three main components of the proposed framework
are patients, providers (doctors, pharmacies, and hospi-
tals), and connected services. These are interacting ele-
ments within the healthcare ecosystem, as shown in Fig. 1.
Due to the complex relationships among these three ele-
ments, analyzing healthcare data is difficult.

In this framework, we first identify anomalous cases at
the actor-level and then create time series traces of patients
to examine a single element’s behavioral patterns. The sys-
tem consists of two cascaded modules that detect fraudu-
lent and suspicious transactions, as shown in Fig. 2.

The healthcare fraud detection system first implements
a rule engine, the Association rule engine, and then an

@ Springer
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Table 2 Abbreviations for the Abbreviation Description
used terms
Y; Doctor (Association score)
D; Patients examined by doctor
P; No of patients
S;i Patient (Association score)
Py Total number of visits of patient
U, Service with Patients (Association score)
8ii No of transaction when doctor D; suggested service m; to patient P,
m,, No of transactions when all doctors wrote service m; prescribed to Patient P,
(for all services)
F_{li} Service with Doctor (Association score)
T No of transactions when doctor D; prescribed service S,
P No of transactions when all doctors prescribed service S,

Anomaly transformer is implemented to identify anoma-
lous sequences. The association rule engine implements
the following three stages for identifying fraudulent
actions: first, it computes association scores; then, the
association rule-based engine implementation; and then,
the similarity check function.

The technique consists of three cascaded phases.
Healthcare data is used to identify fraud; such records can
be used to identify outliers. In the first phase, suspicious
or anomalous cases are identified. In the second phase,
the rule engine is used to thoroughly investigate the cases
found in the previous phase. Each current transaction is
compared to the generated rules in the third phase. This
computes the association among the doctors, the patients,
and the services. The rating score for the specific element
is decreased each time a fraud instance is found.

The three components’ interactions are thoroughly exam-
ined and computed using the association scores, which must
be determined between each element. The association scores
are calculated based on the frequency of visits or prescrip-
tions. Suppose a patient regularly goes for a particular
service (like X-rays or ECGs). In that case, he or she may
receive numerous ECG prescriptions from the same doc-
tor, which is an anomaly. Based on how frequently patients
visit doctors and other providers of services, we calculate
association ratings. The goal is to provide the rule engine
only with anomalous patient records. The notation used is
listed in Table 2.

¢ Doctor (Association score) Y;; is calculated using Eq. 1.
Y; =P/ YD) (1)
J=1

n is the total number of transactions of doctor D;.
¢ Patient (Association score) m;; is computed as number of
times doctor D; examined patient P, and p, representing

@ Springer

the total number of patients’ visits P; (for all patients) in
Eq. 2.

Sii = (mji/ ZPi) @
i=1

e Service with Patients (Association score) is computed
using Eq. 3.

14
Uy = (gu/ D, m) 3)
=1

e Service with Doctor (Association score) is computed
using Eq. 4.

p
Fy=(Ty/ Z m) 4)
=1

The range of association scores is between 0 and 1. The
purpose of finding association scores is to filter out those
records with greater frequency and forward only these
records to the rule engine for evaluation, which is proposed
in Matloob et al. (2020).

The anomalous cases are identified based on these checks.
For each framework component, the rating score is initially
set to 100. Following the first phase, the rating score is
updated based on the occurrence of identified cases. The
rating of that specific element is decreased each time an
anomalous case is discovered. In the second step, anomalous
cases are examined.

The second stage of the proposed framework generates
rules for each speciality. It has already been mentioned that
the original data from the local international hospital is used
to validate the proposed framework. The 32 specialisations
that this hospital offers. The rule engine is generated based
on the sequence of steps. The most important thing is to
de-identify patient records. Each patient, doctor, and Ser-
vice is assigned a unique Patient number patient,, doctor
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ID doctor,, and service identifier service,. Patient records
are grouped based on the services used by the specialty_id.
G-means clustering is used to identify clusters. In each clus-
ter, we have availed services from the speciality. Clusters
are analyzed further to compute Support and confidence
values using Egs. 5 and Eq. 6. S, is the service whose sup-
port is being computed where 4 is representing several ser-
vices. Count(S,) is the number of occurrences of a particular
service within the cluster and cluster, is the total number of
services in clusters. Where the total number of components
in a cluster is cluster,,.

Support(S,,) = Count(S,)/cluster, )

Confidence(S, N D;) = Suppori(S;, N D;)/Support(Sy,) (6)

Within clusters, we calculated a confidence value for each
service. For all cluster members, we apply a data-driven
threshold to the confidence values, and those whose confi-
dence values lie on the boundaries are labelled as anoma-
lous. The second phase illustrates how clusters are processed
to produce rules. To create rules, the support count for each
specialty D; across all clusters and the support count for each
service S, for that specialty D; are determined.

Finally, confidence values are computed using these
support counts. The rules are created and stored in a
database for the third phase based on the calculated con-
fidence levels. Calculating the similarity between the
current transaction (c¢) and the created rule (R) is done
using the similarity function using Eqs. 7 and 8, respec-
tively. Where, a represents the similarity bit and b repre-
sents the similarity function H. For rule R, the service i
received from speciality j is known as Service;;. The thresh-
old for services i received from speciality j is T.

Rule R = Service; with C;; > T;; (7)

Similarity function H=RnNc 8

If the size ¢ of the input transactions after similarity calcu-
lation is equal to the size of the similarity function H, the
similarity bit is set to 1; otherwise, it is set to 0.
Transactional data is obtained from each of the three
main parts of the hospital servers. Every patient, every
service, and every provider has its storage. For each pair,
association scores are calculated, including service scores
for the doctor, service scores for the patient, patient ratings
for the doctor, and doctor scores for the patient. After com-
puting the association scores and applying the thresholds,
we obtain a set of identified cases. Two incidents show that
certain transactions are anomalous. Any patient, provider,
or service whose transactions are deemed suspicious will
have their rating reduced. The rule engine receives these

cases as an input. The implicated element’s rating score
will be reduced if fraud is discovered after subsequent
transaction analysis by the Rule engine; otherwise, the
rating score will remain the same. For each specialty_ID,
a set of rules are essentially produced each time a patient
enters the hospital to utilize a specific set of services. The
framework decides which specialty_ ID the patient sees
first. Then it analyses the patient per the rules already
computed for each speciality_ID.

Therefore, we examined this transactional data by con-
sidering three components of the suggested framework and
found varying numbers of healthcare frauds. Each spe-
cialty’s_ID (specializations like cardiology, urology, etc.)
has a set of services with confidence levels that define its
rules. The rule engine was created using data from five
years of medical transactions. Hospital analysts can not
analyze millions of records, but with the help of the pro-
posed framework, he/she can investigate 5% of the cases.

Once the association rule engine has identified suspi-
cious cases, the sequence rule engine forwards these cases
for detailed analysis. Using the Sequence Rule Engine, we
can evaluate the patient sequences related to the suspicious
element. The sequence database is generated by convert-
ing healthcare transactions into time series sequences.
Then, the Anomaly transformer is applied. The anomalies
detected by the anomaly transformer validate the anoma-
lous cases identified by the Rule engine. We cannot detect
anomalies directly from the patient time series traces,
so we independently determine the sequences of patient
transactions for each speciality. The course of treatment of
each patient for each speciality is documented.

Let S represent a group of services, T represent the date
those services were used, and ¢ represent the set of all fea-
sible service event identifiers. Service events are assumed
to have a range of characteristics. An example of a clinical
service event would include the date of the service, the spe-
ciality where the event took place, and the names of medical
experts or doctors who prescribed the services.

A series of service events is used to illustrate a patient
time series trace. Each service event has a multiple appear-
ance limit and does not decrease over time. We take into
account the patient information detail P, which includes the
patient’s MR_No P,,, service date S, and service event type
S, as described in Eq. 9.

VP =(P,.S;S,) 9)

Clinical service type and service date are the two primary
qualities we consider. Their respective functions are a, €€ —
S and a, € € — T. Therefore, e={aa,}. Equations 10 and 11
define the patient sequence epsilon and patient time series
trace y, respectively.
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€ ={e},ey,€5......6,} (10)

y ={€, €6, €5....€,} (11)

Patient sequences are essential services that patients receive.
A collection of all patient sequences across several disci-
plines generates a patient time series trace. If two events
occur on the same date, they are arranged in the time series
trace according to the transaction_id.

Let L be a speciality history and Sim(e,p) be the similar-
ity measure for any two sequences € and p in L. The L can be
partitioned into multiple specialities; in our case, there are
62 specialities @,,.....p¢,. Speciality sequence @ is described
in Eq. 12.

@, ={c,cp,....c,}, i=12,....n (12)

Therefore, €; € @; where i represents a number of speciali-
ties. There are several patients traces € in the medical speci-
ality . The a, and a, are the two components of each patient
trace.

The Anomaly transformer finds dependencies in time-
series data by using an attention technique. It distinguishes
between typical patterns and anomalies, however, by con-
centrating on the degree to which one timestamp in the
series affects another, in contrast to traditional Transform-
ers. It makes use of both normal and anomalous attention.
While anomaly attention finds odd, unexpected links in the
data, normal attention concentrates on common patterns.
This dual approach aids the model in learning both typical
patterns and anomalies.

The anomaly transformer gives an anomaly score for
every timestamp. This is accomplished by assessing the
likelihood of each point relative to the others and com-
puting a probability distribution over the series. A high
anomaly score is given to timestamps where the atten-
tion deviates from predicted patterns after comparing the
attention scores at each point. As a result, timestamps that
are less likely to fit the typical data distribution are high-
lighted by the model.

The model additionally uses the patterns discovered
from the attention scores to reconstruct the time series
and forecast future points. When reconstructing the time
series, the Anomaly transformer may assess how well
each point fits anticipated patterns. A point is probably
an anomaly if it doesn’t match well during reconstruc-
tion, meaning the prediction and the actual data diverge
significantly.

By comparing the consistency of the normal and anom-
aly attention ratings, the loss function of the Anomaly
transformer incentivizes the model to differentiate between
normal and anomalous data. The model can learn when
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attention patterns suggest normal behavior and when they
signal abnormalities with the help of this loss function.

One of the anomaly transformer’s benefits is its inter-
pretability. By looking at the attention scores, it is possi-
ble to determine which timestamps are most important in
detecting an abnormality. We have used different numbers
of attention heads and variations in hidden dimensions to
handle the model sensitivity. A custom attention mask is
also used to emphasize the services and specialities, as
depicted below.

0  if h and k are focused time steps
—oo otherwise

mask[h, k] = {

Attention mechanism consists of three main components:
Query Q, Key K and Value V. These components determine
how much attention will be given to each sequence element.

Query Q is the feature that "queries" other sequence
elements for attention. In your situation, the query vec-
tor would be a learnt representation of the service and
its speciality if each sequence element matched a service
rendered. This indicates to the model what data each com-
ponent looks for from the others.

Keys K are characteristics of every element that "match"
or answer the question. Each service-speciality pair would
produce keys that other services or specialities might query
for pertinent information if the attention mechanism concen-
trated on service and speciality features.

Each element’s actual information in response to atten-
tion is stored in values V. Based on the keys and queries,
the values obtained from services and specialities would
include data the model deems significant.

0= Vo |spenae
K= Wi | Sty
R oy

1 &
AnomalyScore, = T FZI D,

The Anomaly transformer is implemented to identify the
anomalous transactions; it helps to capture time-based
dependencies in the generated sequences. The length of
input sequences is set to 30, and the model is configured
accordingly, which enables the model to examine patterns
within all transactions. The model outputs the anomaly
scores for all transactions, and anomalous transactions are
detected based on the anomaly score. This further validates
the result of our methodology.
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The rule engine further evaluates the detected anoma-
lies. If the detected anomaly is actual, disciplinary action
will be taken. If no rule is related to the generated anom-
aly, the rule engine is adaptively updated. The complete
workflow is explained in Algorithm 1

shown in Table 3. The attributes taken into account by the
frameworks are listed.

Figure 3 shows the gender-based amount utilization and
the anomaly in a particular lower abdominal test. Females

Algorithm 1 Detailed Workflow of the Proposed Methodology

Input: Doctor, Patient, Service, UpdatedRatings Output: Anomaly Scores, Dubious

Cases

Step 1: Compute Association Scores AssociationScores «+— Compute Association

Scores(Doctor, Patient, Service)
using equations 1,2,3,4

ThresholdedScores <— Apply Adaptive Threshold(AssociationScores)
Step 2: Apply Specialty-Based Rule Engine IdentifiedCases < set for E do
L a

chscore € Thresholded Scores if SpecialtyRuleEngine(score) == TRUE then

IdentifiedCases.append(score)
using equations 5,6,7,8,.

Step 3: Anomaly Detection with Transformer Train AnomalyTransformer on

Historical healthcare transactions

EmbeddedSequence(y) + Sequence Embedding (IdentifiedCases + historical medical

record sequences)

Attention Output(d) < ApplyAttention (v)
< Self Attention(d) Anomaly Attention(e)

Self attention( «)
Attention(delta)

Features ()« FeatureAggregation(a, €)
Anomaly Scores(\) < OutputLayer((5)

+ Anomaly

Step 4: Final Evaluation for i « 1 to len(\) do

if \[i] ; Threshold then

| Mark As Dubious(IdentifiedCasesli]) Update Ratings(IdentifiedCasesi])

if  AnomalyTransformer
Flagged(IdentifiedCases/i]) then

Detected(IdentifiedCases[if)

and Rule FEngine

| Confirm Anomalous Case(IdentifiedCasesli])

Once healthcare frauds are detected, we can identify the
suspicious doctors, patients, and services involved in the
identified transaction. The insurance management system
will be adapted to take disciplinary action against these ele-
ments and reduce their rating. This can improve the perfor-
mance of the insurance management systems.

4 Results and discussion
4.1 Case study
The proposed framework is validated based on five years of

transactional data on employee insurance claims from a local
hospital [2013 to 2019]. The size of the transaction record is

are availing of this hospital’s services more frequently than
males.

Although women are more likely to undergo pelvic exam-
inations, there are some cases in which men also undergo
this examination. To identify which age group of employees
or patients is availing services more, we have analyzed his-
torical data and found that employees aged 21-35 years are
availing more services, as depicted in Fig. 4.

Table 3 Attributes provided in

patient’s dataset Name Value
Service_IDs 1200
Physicians 486
Specialty_IDs 62
Patients medical 440,000

transactions

@ Springer



72 Page 10 of 20

Evolving Systems (2025) 16:72

Year 2018-2019

I AMOUNT

12000000

= 10000000 9283445
< 8000000
° 6000000
S 4000000
< 2000000
0

F M

GENDER

Gender Based Amount Utilization
Gender based Anomaly
EmF EmM

3000

2500

2000

1500

1000

500

0 _l-l_l_l-l-l_l_l_l_ I mpom mpmmom

Saturday, January 26 2019 Wednesday, January 02 2019
Monday, February 11 2019 Thursday, November 01 2018

AMOUNT

DATE
Anomaly in Lower Abdominal Test (female)

Fig. 3 Transactions of hospital employees based on gender

Op Consumption Age Band Wise

65 & above years of age
3%

Fig.4 Age-wise analysis of medical record

51-65 years of age
8%

The hospital’s major specialities generating more
expenses are identified as depicted in Fig. 5.

4.2 Feature selection

Feature reduction is performed using the Recursive feature
elimination method. Figure 6 depicts the computed scores
for all features.

The data-driven threshold is computed to select the
related features for initiating analysis.

The actor-level fraud detection model is used to ana-
lyze and find potential fraud cases in the dataset. Then, the
Sequence rule engine further examines anomalous cases.

@ Springer

Speciality wise expenses
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Fig.5 Expenses of medical specialities
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Fig.7 Few patient services availed from pulmonologists and their
confidence values

4.3 Healthcare fraud detection system

In the first phase, the association scores between each pair
of elements are computed. The main task is to generate the
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3D Bar Chart for confidence values
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Fig.9 Services availed from specialties and their confidence values

confidence value of each service for each specialty. Once
confidence values are calculated for each service within
each speciality, the data-driven threshold is computed. This
threshold is also adapted as we have to recompute it once a
fraud case is detected. Users can select the threshold based
on their scenarios. The rule only includes service_ids whose
confidence values are greater than 0.001. An example will
help to understand the rule that the rule engine produced.
Table 8 displays the services used from this speciality and
provides confidence values for those services. The rule for
this speciality is generated from this table. Any transaction
in which the patient receives "Exercise Tolerance Tests"
service from the Pulmonologist speciality. The similarity
function first determines whether this service is specified in
the rule for the speciality as listed in Fig. 7. Since *Exercise

Tolerance Tests’ services cannot be provided in the field
of Pulmonologists, this instance has been classified as an
anomaly. Additionally, a transaction that involves the use of
healthcare services from the considered specialty and whose
confidence value is less than 0.001 is flagged as fraudulent
and sent to the analyst dashboard for additional analysis.
The rules are generated for all specialities using the histori-
cal transactional data. The confidence values of services the
Paediatrician and Neurologist availed are depicted in Fig. 8.
Figure 9 depicts confidence values of each service for each
speciality, and in these figures, specialty_id and service_ID
are used. On the x-axis, we have confidence values, and on
the y-axis, we have services.

Figure 10 shows that only a few services have high con-
fidence scores. High numbers show that this specialization
performs these services more frequently. In contrast, low
values show that this speciality performs these services less
frequently.

After the evaluation from the association rule engine, the
sequence rule further analyses all detected cases. The algo-
rithm for the association rule engine is discussed in Matloob
et al. (2020). However, we have not specified in previous
research how to use results from association rules to detect
fraud sequences.

After converting transactional data into a sequence
database, we obtain patient sequences for every special-
ity. The sequences for the medical specialist subset are
shown in Table 4.

The sequence database implements an Anomaly trans-
former and computes normal and anomalous sequences.
Frequent sequences for medical specialist speciality as
shown in Table 5.

The frequent sequences generated in Pediatrician Spe-
cialty are shown in Table 6.

In this methodology, we have generated the anomaly
scores of each sequence within each speciality.

The knowledge base is generated based on each speci-
ality’s anomaly score sequences of services. All frequent
and less frequent sequences used in this speciality over
the previous five years were used to derive sequence rules
using anomaly scores.

4.4 Comparison with state of the art techniques

We compared our current methodology with some related
research studies, as listed in Table 7.

There are very few fraud cases in healthcare transactions,
which means such datasets are imbalanced. When Machine
learning techniques are applied to such imbalanced data,
they produce biased results by predicting non-fraudulent
transactions as fraud. We need to apply careful and regres-
sive tuning to avoid over-fitting and under-fitting.
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Fig. 10 Confidence values for
specialities
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Table 4 Subset of patient sequences of services availed in medical specialist
Sequence Specialty ID Specialty Name MR_NO
1769 1756 3280 1600 1533 1594 1777 1351 1339 1878 13556 13556 13556 13556 13556 13556 29 Medical Specialist 11148
13556 13556 13556 13556
1583 1584 1504 5323 1594 1602 1603 1607 1584 1504 1602 1603 1607 1603 1607 1584 1504 29 Medical Specialist 1115
1602 13556 13556 1969 1969 1602 1583 1584 1504 5323 1715 13556 13556 13556 13556
13556 13556 13556 1969 1504 1603 5323 13556 13556 13556 13556 8842
1644 13556 13556 13556 13556 1827 1769 1762 29 Medical Specialist 11150
13556 1769 29 Medical Specialist 11151
4783 13556 29 Medical Specialist 11155
8815 13556 1969 3280 13556 13556 29 Medical Specialist 11164
3280 13556 13556 15852 29 Medical Specialist 111650
13556 13556 1969 4783 29 Medical Specialist 11201
13556 13556 1969 3500 8815 13556 13556 18245 29 Medical Specialist 112233
13,556 3280 29 Medical Specialist 11232

The proposed methodology can detect possible anoma-
lous behaviors. Three primary levels of cascaded checks can
be conducted:

1. The association rule engine detects Anomalous transac-
tions of each element in the healthcare ecosystem.
2. Patients, doctors, and services that are detected as frauds

by the association rule engine are further analyzed by
the Anomaly transformer.

@ Springer

We can see from the Table 8 that each speciality has a
rule, which depicts which services are permissible for this
particular speciality. When the rule engine and Anomaly
transformer identify any actor as a fraud, it will be forwarded
to the management for disciplinary action.

Figure 11 lists a few instances of Fraud cases. All these
transactions involve health services which are not permis-
sible for the said speciality.

The Fig. 12 depicts the anomaly rank of specialties based
on the anomalous transactions. The healthcare providers
validate these anomalous transactions.
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Table 5 Medical specialist frequent sequences

Sequence Minimum  Specialty ID Specialty name
support

1909 1769 149 280 Medical Specialist
1909 1796 1594 37 280 Medical Specialist
1909 1769 1602 39 280 Medical Specialist
1909 1769 1909 33 280 Medical Specialist
1909 1769 7879 30 280 Medical Specialist
1909 1769 1756 31 280 Medical Specialist
1909 1769 1769 44 280 Medical Specialist
1909 1533 76 280 Medical Specialist
1909 15331769 35 280 Medical Specialist

Table 6 Pediatrician frequent sequences

Sequence Minimum Specialty ID Specialty name
support
8710 3956 1969 17 490 Pediatrician
8710 3956 3956 15 490 Pediatrician
1548 71 490 Pediatrician
1548 1552 27 490 Pediatrician
1548 1552 1769 16 490 Pediatrician
1548 1969 29 490 Pediatrician
1548 1604 16 490 Pediatrician
1548 1878 15 490 Pediatrician
1548 1769 42 490 Pediatrician

There is a dire need to discuss false positives within the
predicted results to evaluate the model’s performance. Our
model has achieved good accuracy for all specialities, but
we can see that the anomaly score is high for a few spe-
cialities. When the anomaly score is high, there are many
false positives, making it difficult to identify true anomalies.

Table 7 Comparison with existing methodologies

Figure 13 depicts the rate of false positives. We have per-
formed a thorough validation process to reduce the number
of false positives from our proposed methodology and adjust
the data-driven thresholds accordingly. By reducing the false
positives from our model, we have increased the reliability
of our methodology.

We have analysed the performance of the anomaly
transformer. We have tried different learning rate values
to improve the transformer’s performance, as depicted in
Fig. 14. Learning rate value 0.001 is more applicable in our
case.

The Table 9, explains the performance evaluations of the
proposed framework.

Figure 15 shows how accuracy improves over each epoch.
If the training accuracy is high but the validation accuracy
is low, then the model might memorize the training data,
but our model generalizes well because there is a small and
consistent gap between the training accuracy and validation
accuracy lines. As mentioned, our dataset is unlabelled, but
we have validated our anomalous cases from the domain
experts(a Team of doctors). We have marked the cases they
identified as actual anomalies. Based on this validation, we
have computed the accuracy of our methodology.

Figure 16 depicts precision, Recall, and F1 Score, and
as we know, these are critical for evaluating the anomaly
detection model, especially with class imbalance. The preci-
sion measures the proportion of detected anomalies that are
actually anomalous. A drop in precision, while an increase
in recall, may indicate many false positives. The recall tells
how many actual anomalies the model correctly identifies.
The F1 Score helps to evaluate the model’s robustness under
an imbalanced dataset. Actor-level frauds are detected, 50%
are at the patient level, 13% are at the service versus patient
level, 12% at the service versus doctor level, and 25% are at
the physician level.

Researches Data driven  Specialty specific Unsu- Fraud type Payment Validation
knowledge pervised based
base approach analysis
Massi, M. C., Ieva, F. & Let- NO Hospital Discharge Charts YES Patient level NO NO
tieri, E. (2020) Y. Gao, C. based behavior analysis or
Sun, et al (2018) fraud claim
T. Ekin, G. Lakomski, R. M. NO YES NO Provider level YES NO
Musal(2019) L. Sun, C. Liu, C
A. Verma, A. Taneja, 2017 NO Disease based YES Provider level NO NO
G. Liu, J. Guo, Y. Zuo, J. Wu, NO YES YES Provider level NO NO
2020 K. Malhotra, T. C. Hob-
son et al (2015)
Proposed framework YES NO YES Provider level, NO YES

Patient level,
service level
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Table 8 Few generated rules

Speciality name Rule

IF speciality is "Pulmonologist” THEN service is Nebulizer Treatment 1-3Times "P" (0.08) OR Emergency Physician Charges

(0.1) OR ESR (0.09) OR Rx Services - IPD (0.11) OR doc_04 - IPD Follow-up Visit (0.06) OR Intra Mascular /Subcu Injec-
tion (0.08) OR C-Reactive Protein(CRP) High Sensitivity (0.07) OR Urine C/S (0.08) OR Admission fee - Regular (0.06)

IF speciality is ’Neurosurgery * THEN service is IV Cannula Insertion (0.05) OR Brain/Head (regular) (0.64) OR CBC Dift

Profile (CS11) (0.09) OR Rx Services - IPD (0.11) OR Private Ward (0.02) OR Hip 2 Views (0.03) OR Emergency Services
Charges(8pm onward) (0.13) OR doc_37 - IPD Initial Visit (0.72) OR Sodium Serum (1.0) OR Chest Xray 1 View (0.04)
OR Emergency Physician Charges (0.1) OR doc_05 - IPD Follow-up Visit (0.02) OR Oxygen Administration 7-12 H "P"
(0.92) OR Non Admissible Items (0.05) OR Nursing Care - Private Ward (0.03) OR Admission fee - Regular (0.06) OR
Lumber Spine without Contrast (0.01) OR ECG 12 Lead (0.04) OR Medical Officer - Private Ward (0.04) OR Chem 7 (0.02)

IF speciality is ’Orthopedic’ THEN service is Blood C/S (Peads) (1.0) OR CBC Diff Profile (CS11) (0.09) OR Chem 7 (0.02)

OR Non Admissible Items (0.05) OR APTT (0.02) OR HCT (1.0) OR doc_85 - IPD Initial Visit (0.35) OR IV Cannula
Insertion (0.05) OR Admission fee - Regular (0.06) OR Glucose - POCT (0.01) OR doc_07 - IPD Follow-up Visit (0.02) OR
Cardiac Profile (CPKMB, Troponin-I) (0.01) OR ORIF of trimalleolar fracture fixation (0.38) OR PT ( Prothrombin Time)
(0.02) OR Rx Services - IPD (0.11) OR doc_17 - IPD Follow-up Visit (0.17) OR Emergency Services Charges(8am - 8pm)
(0.13) OR doc_85 - IPD Follow-up Visit (0.1) OR Operating Room (0.7) OR Hemoglobin (1.0) OR Chest Xray 1 View
(0.04) OR Arterial Blood Gases (0.0) OR TSH (0.11) OR Emergency Physician Charges (0.1) OR doc_17 - IPD Initial Visit
(0.1) OR C-Reactive Protein(CRP) High Sensitivity (0.07) OR Oxygen Administration 3 H "P" (0.07) OR Photo Therapy

Pulmonologist
OR doc_04 - IPD Initial Visit (0.07)
Neurosurgery
OR doc_37 - IPD Follow-up Visit (0.87) OR Potassium Serum (1.0)
Orthopedic
24 H (0.01) OR Anesthetist Fee (0.67) OR ECG 12 Lead (0.04) OR CHEM-8 Profile - POCT (0.06)
Urologist

doc_29 - IPD Follow-up Visit (0.3)

IF speciality is *Urologist” THEN service is Lap.Assisted Orchidopexy(Ward/1Day) (0.64) OR Effusion - Cytology (1.0) OR

Sequences for Each Specialty

Gastroenterologist (ESR)

Gastroenterologist (LFT)

Gastroenterologist (thyroid stimulating hormone test) 4
Gastroenterologist (Chest Xray 1 View) 4

ENT Specialist (LIPID-Profile(HDL, LDL, Chlstrl, Trig))
ENT Specialist (Glucose-Fasting)

ENT Specialist (ENT specialist 03421C) 4

ENT Specialist (Cardiac Profile (CPKMB, Troponin-1)) -
ENT Specialist (Kinase) 4

Cardiology (Creatine) 4

Cardiology (ECG 12 Lead)

Cardiology (CBC Diff Profile (CS11))

Cardiology (25-Hydroxy Vitamin D) 4

Cardiology (TSH test) 4

Cardiology (Vitamin B 12)

Cardiology (Thyroid Profile (TT3, FT4, TSH))
Cardiology (prolactin (PRL) test)

Cardiology (thyroid stimulating hormone test)
Cardiology (Insulin)

Cardiology (Pelvis exam)

0.00 0.25 0.50 0.75 1.00
Specialty and Sequence

Fig. 11 Identified anomalous cases in a few specialities

Figure 17 shows the tool’s user interface, which we are
implementing based on the proposed framework and meth-
odology. There are 102 anomalies, and analysts will check
all anomalous transactions and either accept them, reject
them or put them in the pending list for further analysis.
Additionally, we can see if a good number of declined trans-
actions show a severe need for medical benefit optimisation
and healthcare fraud detection.
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Fig. 12 Anomalies rank from all specialties after validation by the
proposed framework

The proposed framework can be implemented for any
enterprise or hospital. The main task of our proposed
framework is to detect the healthcare fraud with in insur-
ance claim, once the rule engine and transformer detect
anomalous transaction, it will be forwarded to analyst for
more detailed analysis, when transaction is detected as a
fraud then enterprise or hospital can take disciplinary action
against the specific actors who are involved in the particular
fraudulent transaction. The overall concept is depicted in
the Fig. 18.
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Fig_ 13 Accuracy, anomaly Accuracy vs. Anomaly Score False Positives vs. Anomaly Score 100
score and false positive from all 0.00 o000 0.00 . re o
specialties after validation by
the proposed framework ~0.05 - ~1000 ~0.05 H L5
.
-0.10 - ~2000 ~0.10 o
L w g L] i
g 0.15 : 8 0.15 s
o o - 30008 © 8
> g > <
© ] o
E o £ v}
S —0.20 £ g 020 hae =
< - 4000 <
-0.25 -0.25
- ~5000 -
-0.30 -0.30
- ~6000
.
-0.35 -0.35 5
75 80 85 90 95 100 ~6000 ~4000 ~2000 0
Accuracy False Positives

Loss vs Epochs (Log Scale) Loss vs Epochs (Log Scale)

—e— Learning Rate 0.001

] —e— Leaming Rate 0.001 eseay
=~ Learning Rate 0.0001

—=— Leamning Rate 0.0001 106

Loss (log scale)
Loss (log scale)

s
Semay
oy
e rna,,
-
Sua
e,

Epochs Epochs

Fig. 14 Loss versus epochs Fig. 15 Accuracy versus epochs

5 Discussion

We are detecting anomalies by using doctors (DOC_ID) and Validation Precision, Recall & F1 Over Epochs

services (unique_service_id) - we want to find cases where a 0 eson e S R S
doctor performs a service or procedure that may not match - Fscore . .

their specialization. For comparison purposes, we have used *

the open-source dataset MIMIC-IV. The procedure events 0s

table in MIMIC-IV is the best choice for this task because:

Score

0.4

e [t contains information about the services or procedures o2
provided to patients (just like unique_service_id in my
dataset). as
e It also includes the caregiver (doctor or nurse) who per- * Z'S * P e

formed that procedure, similar to DOC_ID in our dataset.
e This matches our goal exactly - we want to find unusual ~ Fig. 16 Precision, recall and F1 score over epochs
or incorrect doctor-service assignments, and this table

Table 9 Performance evaluations of the proposed methodology

Performance metric Value Meaning

Accurac 0.97 97.49% of all predictions are correct

Precision 0.80 Out of all predicted anomalies, 80.77% were true anomalies (low false positives)
Recall 0.91 The model detected 91.3% of actual anomalies (low false negatives)

F1 Score 0.86 Harmonic mean of precision and recall, indicating balanced performance
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W Table 11 Generated anomalies in MIMIC IV
e v F— . y R Timestamp Caregiver ID Item ID Anomaly score
b0 oo ‘ 2111-01-17 14:58:00  97715.0 225,792 0.0965
- | | | | K 2111-01-17 14:58:00  97715.0 225469 0.1000
@ Doctor =
e ‘ 2111-01-17 14:58:00  97715.0 225966  0.0966
s @ [ e @ ] e anomatios rapn 2111-01-17 15:00:00  27016.0 225752 0.0982
I w9 AN RRE 2111-01-17 15:00:00  27016.0 224263 0.1073
,,,,,,, , 2111-01-17 15:00:00  27016.0 224277 0.1120
a9 w9 - 2111-01-17 15:00:00  27016.0 224275 0.1009
o . 2111-01-17 15:30:00  27016.0 225459  0.1016
98 2111-01-17 16:03:00  27016.0 225402 0.1005
2111-01-19 16:30:00  27016.0 227,712 0.0970

Fig. 17 Final interface for the analyst
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Fig. 18 Proposed framework implementation for any enterprise

“procedureevents” allows us to see which doctor per-
formed which service.

e We can convert this data into sequences based on time or
events, and apply the Anomaly transformer to detect pat-
terns different from normal doctor-service relationships.

We use the Anomaly transformer on time-stamped car-
egiver-procedure data to detect unusual doctor-service
combinations. By converting the sequences of proce-
dures performed by each caregiver into a time series, the
model learns normal patterns and flags deviations, helping
uncover incorrect or suspicious assignments (Table 10).

Three main columns are used namely: caregiv-
erid, itemid, and starttime, to generate a sequence of

doctor-service actions over time. Using the proposed
methodology, we have detected unusual doctor-service
sequences.

These flagged sequences in Table 11 represent pro-
cedure patterns that the model considered "unusual" or
"unexpected" based on the training distribution. The
anomalies could represent:

Rare or unusual clinical procedures.
Data entry errors.
Edge cases or special treatment combinations.

For the sake of diversity, we have applied our proposed
methodology to the MIMIC IV dataset, and we have
observed that our model is performing well for this dataset
as well.

The identified anomalies are depicted in Fig. 19. It can
be observed that anomalies are mainly associated with rare
itemids or unusual caregiver_id-itemid combinations. The
proposed methodology has successfully flagged combina-
tions that deviated from typical procedure sequences.

The transformeris a powerful but computationally
intensive models, especially as model data and model size
scale. The transformer needs hardware requirements such
as GPU, RAM, Storage, Training time and Efficiency and
software stacks such as PyTorch, TensorFlow frameworks
are described in Table 12.

The proposed methodology can be extended by incorpo-
rating other features to facilitate fraud evaluation within the
insurance management system. Since the dataset we have
utilised to validate the current methodology included sensi-
tive patient data, it was challenging to make it available. The
dataset was in unstructured form, and it took a lot of time to

Table 10 Main columns of open
source datatset

Column name

Starttime
Caregiver;d
Itemid

Statusdescription

The procedure/service being performed

Status (e.g., FinishedRunning) - optional

Description Use in model
Timestamp of when the procedure started Time axis
The ID of the doctor/nurse performing procedure Like DOC,;D

Like unique,ervice;,d

Optional extra feature
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Fig. 19 Detected anomalies in
MIMIC IV dataset

Threshold: 4.5594388211511662-85
Detected Anomalies Above Thresheld: 9

le-5

r Min Reconstruction Error: 6.857192591525862e-89
Max Reconstructicn Error: 7.238261605380103e-85

Anomaly Detection with Anomaly Transformer

—— Reconstruction Error
79 === Threshold (0.0000)

Reconstruction Error

® Anomalies (Above Threshold)

Table 12 System requirements for the proposed methodology

Resource Minimum Recommended

GPU RTX 3060/ RTX 3090/ A100 (24-40 GB VRAM)
T4 (8-12 GB
VRAM)

RAM 16 GB 32-64 GB

Disk 50 GB (SSD) 100 GB+ (SSD)

Extras CUDA, PyTorch Huggingface, mixed-precision

deal with the redundant and missing data. We utilised a five-
year transactional dataset. However, larger datasets would
be more beneficial and demonstrate the soundness of the
suggested work from a wider angle and the usefulness of the
framework and approach. Furthermore, the processing and
storage of data will need to be moved to the cloud due to the
large amount of data and its processing. When creating the
fraud detection system, we considered age, gender, marital
status, relationship, and frequency of visits. Expanding the
suggested methodology by including additional features that
can aid in assessing fraud is possible.

6 Conclusion

Our basic concern is the overburdened healthcare systems.
The systems may become overburdened when doctors or
other practitioners provide unnecessary treatments/ medica-
tions. Such unnecessary operations could waste resources
and lead to a shortage of important medical supplies.
Deserving and needy patients are not able to get access

T T -
1000 2000 2500

Index

to the necessary healthcare resources or services. Exist-
ing research has made tremendous progress in identifying
some fraud categories, but it hasn’t given us a standardised
method for identifying all forms of healthcare fraud. Our
research, in contrast to earlier studies, focuses on using
machine learning approaches to identify provider, patient,
and service-level healthcare frauds in order to improve the
efficiency and affordability of healthcare services. In the
first section, a framework for detecting fraud is provided,
including patients, physicians (providers), and services as
its key components. Calculating association scores allows
us to determine the connections between these components.
The framework classifies fraud into provider, service, and
patient-level fraud. By computing confidence values, this
system also links each healthcare service to the relevant spe-
cialty. We have created a rule engine for detecting frauds by
learning from previous transactional data. The dataset is first
used to compute association scores among elements and then
forwarded to the rule engine for analysis. After a rule engine
examination, the fraud cases are ultimately located, and the
ratings of all three components are updated. Additionally, we
have used the Anomaly transformer to analyse the identified
cases that have been detected. Patients’ deviations from the
normal sequences are identified as anomalous by analysing
medical behaviours in clinical processes. Alternatively, it
could be a less common behaviour. We can therefore identify
sequences that deviate from common medical behaviours.
The Anomaly transformer recognizes identifies the anoma-
lous behaviors. The main contribution of our research is to
implement a machine learning and deep learning based fraud
detection system within the insurance management system.
This has improved the overall performance of the system.
The dataset was unstructured, and handling the duplicate
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and missing data required a long time. We used a five-year
transactional dataset, but larger datasets would be more
helpful and show the value of the framework and approach
and the soundness of the recommended work from a wider
perspective. Additionally, because of the volume of data
and its processing, the processing and storage of data will
need to be moved to the cloud. We considered variables like
age, gender, marital status, relationship, and frequency of
visits when developing the fraud detection system. Actor-
level frauds are detected, 50% are at the patient level, 13%
are at the service versus patient level, 12% at the service
versus doctor level and 25% are at the physician level. Fur-
ther, these frauds are analysed by the Sequence rule engine
based on the historical data. Once the frauds are identified
our proposed architecture enables the management to take
disciplinary action against each involved element.
T
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