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Abstract: The exponential growth in the number of devices connected via the internet has
led to the need to achieve granular programmability for increased performance, resilience,
reduced latency, and jitter. Software Defined Networking (SDN) and Programming Protocol
independent Packet Processing (P4) are designed to introduce programmability into the
control and data plane of networks, respectively. Despite their individual potential and
capabilities, the performance of combining SDN and P4 remains underexplored. This study
presents a comprehensive evaluation of SDN with data plane programmability using P4
(SDN+P4) against traditional SDN with Open vSwitch (SDN+OvS), aimed at answering
the hypothesis that combining SDN and P4 strengthens the control and data plane pro-
grammability and offers improved management and adaptability, which would provide a
platform with faster packet processing with reduced jitter, loss, and processing overhead.
Mininet was employed to emulate three distinct topologies: multi-path, grid, and transit-
stub. Various traffic types were transmitted to assess performance metrics across the three
topologies. Our results demonstrate that SDN+P4 outperform SDN+OvS significantly due
to parallel processing, flexible parsing, and reduced overhead. The evaluation demonstrates
the potential of SDN+P4 to provide a more resilient and stringent service with improved
network performance for the future internet and its heterogeneity of applications.

Keywords: Software Defined Networking (SDN); Programming Protocol Independent Packet
Processing (P4); ONOS; Mininet; internet topologies; performance evaluation; SDN+P4

1. Introduction
Software Defined Networking (SDN) [1,2] allows for the decoupling of the control

plane from the data forwarding plane facilitating an improved performance via pro-
grammable network management. The flexibility obtained enables virtualisation, and cen-
tralised control for the network, with routing tables being generated and updated centrally
by an OpenFlow controller. The separation of the control plane and data plane is made
possible through a clearly defined interface which connects the switches to the network
controller. This interface employs an Application Programming Interface (API), which al-
lows the controller to exert direct control over the data plane elements (networked devices).
The protocol OpenFlow [3,4], is a notable example of such an API.

An OpenFlow forwarding rule consists of a ‘match’ and ‘action’. The ‘match’ involves
the matching of packet header fields such as source and destination fields and an ‘action’ to be
performed such as forward or drop a packet. This function is referred to as ‘match+action’ [5].
The controller installs these flow entries in the Flowtables of the SDN enabled devices.
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If a matching flow entry is found against a packet in the data flow, then the predefined
action (pass, drop) for that entry is performed on the matched packet. If no match is found,
the packet is forwarded to the network controller as a Packet-in Message. The controller
is responsible for determining how the packet should be handled. This involves return-
ing the specific packet to the switch and stating which port it should be forwarded to
(Packet-out message).

OpenFlow was first introduced with 12 ‘match’ header fields [6], which have now
been increased to 44 header fields, as described in the OpenFlow specification 1.5.1 [4].
These are anticipated to grow exponentially in the foreseeable future, in response to the
evolution and heterogeneity of the internet. This could potentially be a problem as the
application of new header field extensions cannot be achieved when using a stringent-fixed
parser at run time, whilst the switches are processing packets.

An alternative to extending the OpenFlow specification is to employ a novel parser
that can carry out ‘match+action’ in parallel allowing for programmability in the data
forwarding plane without having to modify the OpenFlow specification. In our abstract
model, switches forward packets via a programmable parser followed by multiple stages of
match+action, arranged either in series, parallel or a combination of both. The forwarding
model is controlled by two types of operation: Configure and Populate. The Configure oper-
ation, which is composed of Parse graph, Control Program, Table configuration, and Action
set; program the parser, arrange the order of match+action, and specify the order of fields
processed by each stage. The Populate operation, adds and removes entries to and from the
match+action tables that were specified during configuration. Such a parser can be updated,
extended, and modified without interrupting packet processing and forwarding, thereby
enabling the integration of heterogeneous applications. A protocol that can be employed to
carry out ‘match+action’ in parallel is P4 the Programming Protocol for Independent Packet
Processing [6]. Parallel processing can be achieved in P4 by employing one of the following.

1. Multiple Processing Cores: Some network devices have multiple CPU cores or pro-
cessing units. P4 programs can be designed to distribute packet processing tasks
across these cores to achieve parallelism. For example, one core might handle packet
parsing, while another core handles packet forwarding.

2. Parallel Pipelines: P4 allows the definition of multiple packet processing stages within
a pipeline. These stages can be designed to operate in parallel, with each stage
processing packets independently. For instance, one stage might perform access
control checks while another stage performs packet routing.

3. Hardware Offload: In some cases, P4 programs can be used to offload certain packet
processing tasks to specialized hardware accelerators or programmable ASICs. These
hardware components can operate in parallel with the CPU, further increasing packet
processing efficiency.

4. Load Balancing: P4 can be used to implement load balancing mechanisms, where
incoming packets are distributed across multiple processing units or network paths,
enabling parallel processing of packets.

P4 has three main properties: re-configurability, protocol independence, and target
independence. These allow a network administrator to determine the functions and
capabilities of a switch rather than adhering to vendor specification [7]. Utilising a common
open interface, the administrator can leverage P4 to program a flexible parser to match new
header fields as opposed to working with a fixed parser in OpenFlow which would require
a specification update in order to process new header fields.

Extensive research carried out by [8,9] indicates that the majority of future network
traffic is expected to be the result of using hand-held smart devices. It is claimed that
the increased traffic due to hand-held devices has resulted in approximately 52% of all
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consumer Internet traffic [9]. A study conducted by Ericsson [10] reports that mobile traffic
for 2024 reached 1.3 zettabytes, supporting conjectures from earlier studies. The increase in
end-user IP traffic threatens to lead to network congestion, resulting in a reduced Quality
of Service (QoS) in terms of, for example, jitter, packet loss, and throughput [11] with
service providers trying to maintain an acceptable level of service. In thus context we note,
the research by Monserrat et al. [12], in which they suggest that the majority of the delay
in data communication occurs at the core of the network due to an exponential growth in
periodic updates used to maintain the network state, [13,14].

1.1. Motivations

Control and data plane programmable functions motivate us to investigate how this
emerging approach can improve the performance of a network by processing packets faster.
It is, we feel, crucial to investigate the extent to which a solution with programmability
in both the control plane and forwarding plane will provide an improved core network
that can accommodate both stringent performance and flexibility as the amount of network
traffic continues to increase.

After reviewing related work (see Section 2), this study is motivated to addressing
the research gaps that while there are performance bottlenecks in SDN+Open vSwitch,
the performance evaluation of combining SDN+P4 is underexplored, especially across dif-
ferent topologies representing the Internet at different scales, and with a varied traffic types,
combinations, and protocols. The above issues are important because of the following.

• Programmability at both control plane and data plane provides the potential to meet
dynamic and stringent network performance;

• Evaluating data plane and control plane programmability against control plane pro-
grammability will help in guiding research to the adaptation of programmable networks;

• Resilience, low processing overhead, and high throughput are crucial for future
networks. The potential benefits provided via the programmability at both the control
and data plane, can pave the way for increased performance in the core network.

In this paper, we hypothesise that a combination of data plane and control plane
programmability (SDN+P4) will elevate the performance of the network, to accommodate
stringent performance requirements for future applications in comparison to ‘Open vSwitch
(OvS) [15] coupled with control plane programmability’ (SDN+OvS). The performance of
SDN+P4 and SDN+OvS will be considered for different topologies, involving a range of
different types of traffic.

1.2. Contributions

This paper makes the following contribution to improving network performance by
utilising the faster packet processing of P4. In particular, we have:

• Investigated the overhead created due to the slow path utilisation of OvS and
the performance variation in comparison to a P4 target switch. With more
and more packets requiring processing using a controller, a network model that
utilises a slow path approach, such as OvS will potentially lead to an exponential
growth in traffic congestion.

• Evaluated the performance of networks when SDN+P4 is employed rather than
SDN+OvS. The evolution of 5G and beyond has led to the need to evaluate methods
for reducing the delay at the core. Initialising programmability in the network has
been shown to increase performance at the core. To the best of our knowledge, current
literature does not evaluate the performance of the network when the control plane
and data plane programmability (SDN+P4) is employed in comparison to the control
plane (SDN+OvS) programmability.
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• For a time-sensitive application with minimal latency requirements, reducing the
delay at the core can be essential. For example, Vehicle-to-Vehicle (V2V) and Ul-
tra Reliable Low Latency Communication (URLLC) applications. A solution, that
processes packets in parallel as opposed to sequential processing in OvS, has been
considered in this research and its effect on performance in applications. Our research
has established that with the initialisation of SDN+P4 with parallel processing of
packets, various applications have better performance in comparison to applications
run over SDN+OvS.

• Evaluated the quality of applications and the effect SDN+P4 had on the network traffic
of ICMP, TCP, UDP, SIP and CDN in comparison to SDN+OvS. The statistics, such as
increased bps and throughput, reduced delay jitter, packet loss, delay, and buffering
time, have led to a higher quality of performance at the receiver’s end

1.3. Structure of the Paper

The rest of the paper is organised as follows. Related work are discussed in Section 2.
System platforms employed for this research are discussed at Section 3, outlining the plat-
forms and programs used. This is followed by the experimental design in Section 4. Results
and analysis for individual applications are presented in Section 5, followed by results for
the simultaneous execution of applications in Section 6. The overall results obtained from
our research are discussed in Section 7. Concluding observations are presented in Section 8.

2. Related Work
2.1. Applications and Network Performance Enhancements Using P4

Respective research by Cerovic et al. [16] and Hauser et al. [17] have highlighted
technological enhancements for networks, such as OpenFlow, P4, the Data Plane Develop-
ment Kit and Click-based solutions. It has been established that the protocol independent
nature of the high-level language P4 [6], together with independence from the underlying
hardware and header limitation, benefits the network, increasing performance through the
faster processing of packets.

The utilisation of the language P4 has been presented for many applications [7,18–28].
Sivaraman et al. in [7] applied the programmability of P4 to create an application capable of
handling data centre traffic. Sharma et al. [18], presented a congestion control mechanism
together with P4, and the research by Silva et al. [19] employed mechanisms for packet
processing capabilities through P4 utilised with a Robust Header Compression (ROHC)
scheme for improving performance. Further examples include a tool for developing
and evaluating data plane applications [20], Service Function Chaining on P4 devices
in [21], and an extension to the application of Open vSwitch, to act as a hypervisor switch
presented by Shahbaz et al. [22]. A recent study by Saqib et al. [24] promoted a classification
approach employing data plane programming to improve QoS by embedding Service
Level Objectives into packets. Another recent study by Wang et al. [25] presented a design,
implementation, and evaluation of a high-performance, high-precision NetFlow/IPFIX
flow-monitoring system on a P4 hardware switch. Designed using the same P4 architecture
as employed in our research they focused on traffic monitoring, highlighting the broader
applicability of P4 in enhancing data-plane operations and high performance. Similar to
the work by Wang et al. [25], Hill et al. [26] employed the same P4 architecture to show the
flexibility of packet processing, which allows efficient and comprehensive flow tracking to
facilitate improved security and performance. Rizzi et al. [27] introduced a load balancer
implemented using P4. The study confirmed that the employment of P4 resulted in a higher
throughput, reduced latency, and a higher Quality of Service. Ke et al. [28] suggested a
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hybrid approach of control plane and data plane programmability, which was aimed at
enhancing resilience and fault tolerance whilst reducing processing overhead.

2.2. Network Performance in SDN Architectures

Studies conducted by Fares et al. [29], Bagci et al. [30] have employed an identical
topology to that initially presented by Calvert et al. [31], which emphasises the validity of
their respective initial work. The research presented by Fares et al. [29] employed a Transit
Autonomous system setup with dynamic path computation based on real-time network
statistics, enabling improved QoS through the use of a centralised controller. A study
by Bagci et al. [30] focused on economic factors from a hypothetical migration towards
OpenFlow for Network Service Providers (NSP) but did not evaluate network performance.
Kotronis et al. [32] and Kotronis et al. [33] have presented a methodology to orchestrate
a dynamic end-to-end (E2E) path between transit stub domains with the idea of SDN
successfully managing traffic between NSPs. How an SDN controller should be placed
between NSPs was discussed by Heller et al. [34], as a means of improving performance.
This was achieved through the ‘correct’ and optimal placement of SDN controllers at
various topological locations. A similar approach has been employed by Fonseca et al. [35]
in which a second controller was employed to mitigate traffic overload in the core network.
Hock et al. [36] suggested that in order to achieve better performance, a minimum of 20%
of the nodes in the core network should operate as SDN controllers with control plane
programmability. Machado et al. [37] and Zhang et al. [38] utilised control plane functions
in an SDN controller to improve performance. In addition, Smith et al. [39] have proposed
the use of a high-level specification template for management patterns in order to improve
performance in SDN networks.

2.3. Research Gaps and Our Work

As discussed in the related work above, various researchers have leveraged P4 and
its capabilities to enhance specific aspects of the network [25–28], however, these studies
have only demonstrated the applicability and versatility of P4 for a specific case study or
scenario. Similarly, studies presented in [29,30,32–39] investigated various control plane
programmability methods in order to improve network performance without integrating a
data plane programmability method.

In contrast, our research evaluates the benefits and impact of combining control plane
and data plane programmability (SDN+P4) in comparison to control plane programma-
bility (SDN+OvS). This research presents a generalised and scalable architecture capable
of addressing the need to provide stringent service to the evolving protocol stacks and
diverse traffic demands. It builds upon the foundational concepts introduced in our earlier
work [40], where the notion of evaluating SDN through the application of SDN+P4 was
initially tested. This allows for comprehensive performance analysis that demon-
strates the flexibility and scalability of SDN+P4, beyond the targeted optimisations
presented in prior work.

3. System Platforms
To explore the research questions, a network emulation was built on Ubuntu 18.04LTS

running on VMWare with a Core i7 CPU with 3.40 GHz together with an Open Network-
ing Operating System (ONOS) [41]. Mininet [42] was utilised to emulate the networks,
as shown in Figure 1.
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VmWare

Ubuntu 18.04 LTS

ONOS

Mininet

Network Topology (n)

Figure 1. System Platform.

3.1. SDN Platform

ONOS is an open-source SDN network operating system built to provide a platform for
service provider networks [41]. ONOS facilitates the control plane for network components
such as switches, links, or software [43]. Being highly reliable, resilient, and scalable
makes ONOS, we believe, the best open-source option [44,45] available for building and
catering for SDN networks. A real-time GUI provides a global view of the network that
aids administrators in monitoring and managing resources. ONOS provides two APIs:
the southbound API interacts with devices and the northbound API offers services to
applications. The controller inside ONOS can push a switch configuration towards a
forwarding device. We chose ONOS as a platform in this research for the above features
and its ability to maintain a network’s state without compromising performance.

3.2. Mininet

Mininet [42], developed by Stanford University, is an open-source, lightweight and
easy-to-deploy network emulator that provides a programmable interface to launch and
initialise networks either in wireless or wired mode. Mininet has the ability to initialise a
large network with multiple hosts and switches on a physical host. Mininet supports the
emulation of OpenFlow enabled switches such as OvS for this research. OvS coupled with
an ONOS controller was used to emulate the SDN+OvS environment for this research.

3.3. P4 Switch

Upon selecting ONOS for the SDN platform, we chose the bmv2 switch [46] as our
P4 software switch. A bmv2 switch can configure a custom parser with ingress and
egress pipelines working in parallel to perform match+action. The program utilised is
independent of the target switch design and can be employed to represent different switch
designs should the need arise. The P4 software switch, bmv2 was instantiated without
using specific metadata or specific port forwarding to specific traffic, to ensure fairness
between the OvS switch and the bmv2 switch. The bmv2 switch coupled with the ONOS
controller was employed to emulate the SDN+P4 environment in this research.

SDN+P4 will enable programmability in both the control and data forwarding plane.
Unlike the previous instance (SDN+OvS), SDN+P4 has the capability to modify the switch
configuration as with a flexible parser, ‘match+action’ which can operate in parallel or
series or include metadata and buffer, using a JavaScript Open Notation (JSON) obtained
from a P4 program [6]. By utilising a P4 switch, a fixed parser in OvS has been replaced
with a flexible parser, which can process packets more efficiently and effectively.
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4. Experimental Design
4.1. Network Topologies

Figure 2 illustrates the three topologies that we employed. Topology I is a multi-
path topology that extends the spine-leaf [47] topology used by data centres. Multi-path
topology was employed to test the effectiveness of SDN+OvS and SDN+P4 in a popular
topology employed to simulate a data centre network. A gradual increase in the number
of nodes used, as in [40], together with the ease in programming contributed towards
the rationality for the multi-path topology. Topology II was employed to emulate an
environment with a simple-grid topology. A similar topology has been presented by Zhang
et al. [38], Al-Rubaye et al. [48], and Josbert et al. [49]. Further extension of the multi-path
topology with additional nodes being included in the network and the popularity of similar
topologies being employed for SDN research directed our rationale towards employing
the simple grid topology. Topology III emulates the transit-stub network model also
known as the Internet topology initially presented by Calvert et al. [31], and subsequently
by [29,30,50–56]. Extensive research conducted towards an SDN based internet, and the
popularity of similar topologies being employed for such research formed our rationale for
employing the internet topology.

H5H1

H7

H2

H3 H4

H6

H8
(I) Multi-path Topology (II) Grid Topology

H1 H2

H3 H4 H7

H5 H6

H8

(III) Internet topology following the Transit-Stub network model

H31

H1
H2H3

H4
H5H6

H7H8

H9H10
H11 H12

H14H13

H15H16 H17 H18 H19 H20

H36

H26

H21H23 H22H24H25

H27 H28 H29 H30

H32 H33 H34

H35

Figure 2. Topologies employed for this research, (I) multi-path topology (II) grid topology and (III) a
Transit stub network model. (H denotes Host. Red indicates links with 1 Gbps, and black indicates
links with 100 Mbps).

4.2. Traffic Design

In order to mimic the Internet as closely as possible, traffic types such as Internet Con-
trol Message Protocol (ICMP), Transmission Control Protocol (TCP) [57], User Datagram
Protocol (UDP) [58] and Content Delivery Network (CDN) were chosen. The traffic types
were selected based on research presented by Yildirim et al. [59], in which the authors
focused on popular downloaded traffic. ICMP traffic is widely used as a measurement tool
for troubleshooting, control and error messaging services. TCP can be considered as one
of the main protocols of the IP suite. TCP is considered as one of the most trustworthy
and reliable protocols utilised by applications on the internet. UDP is widely used to send
messages with a minimum protocol mechanism. Based on the research presented by Balevi
et al. [60] and the popularity of UDP applications, we included UDP traffic. A recent study
by Enea et al. [61] confirmed the network traffic trends for 2024, indicating that TCP and
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UDP constitute the majority of Internet traffic. Finally, with the popularity and demand for
CDN as indicated in the respective works of Cisco [8], Saroiu et al. [62], and AppLogic [63],
we have included a case study emulating the same. The study by AppLogic [63], published
in 2025, reports that an average user consumes approximately 6 GB of CDN data per day.
The distinct traffic types above were each examined both on an individual basis and a
mixed basis to test and evaluate the performance of both SDN+OvS and SDN+P4 for the
network topologies.

Our experiments were carried out in two stages. The first stage, (Tier 1), involved one
type of traffic at a time being run over the network, the types being ICMP, TCP, UDP or
CDN, with each forming a single case study. The second stage, (Tier 2), involved all four
types of traffic being run simultaneously over the network in topologies II and III.

4.3. Tier 1—Single Type of Traffic Run

Table 1 shows the configuration of simple types of traffic run during this stage.

Table 1. Configuration of traffic. Hosts are shown in Figure 2.

Traffic
Multi-Path Topology and
Grid Topology Internet Topology

Client → Server Client → Server

ICMP
H1 → H5, H2 → H6, H3 → H7,
H4 → H8

H1 → H21, H5 → H22, H9 → H23,
H13 → H24, H17 → H25

TCP
H1 → H5, H2 → H6, H3 → H7,
H4 → H8

H2 → H26, H6 → H27, H10 → H28,
H14 → H29, H18 → H30

UDP
H1 → H5, H2 → H6, H3 → H7,
H4 → H8

H3 → H31, H7 → H32, H11 → H33,
H15 → H34, H19 → H35

CDN
H1 → H8, H2 → H8, H3 → H8,
H4 → H8

H4 → H36, H8 → H36, H12 → H36,
H16 → H36, H20 → H36

Case Study 1—ICMP

For this case study a custom Python v2.7 script was utilised to send ICMP traffic
between the designated hosts simultaneously to emulate an unpredictable traffic load in
the network. ICMP traffic was generated using the ping command. A total of 1000 ICMP
sequenced packets were saved for calculations for multi-path and grid topologies and
2000 sequenced packets for the Internet topology, each with a packet size of 1500 bytes and
a data rate of 12 Kbps. Data was saved for both SDN+OvS and SDN+P4 in each of the
three topologies. The default ping command encompasses the aforementioned packet size
and the data rate. Hence, our rationality in choosing these configurations. The number
of ICMP packets transferred for multi-path and grid topologies was chosen for ease of
calculation. Due to the size of the network, the number of ICMP packets saved was doubled
for the Internet topology.

Case Study 2—TCP Traffic

In this case study, to establish a connection with the server and the client and to
transmit data between the client and the server, iPerf [64] v2.0 was used. iPerf’s capabilities
and functions were thoroughly examined and presented by Yildirim et al. [59]. Given the
stability of v2.0 over v3.0 in iPerf, the former was selected for the experiments. For multi-
path and grid topologies, data with a file size limitation of 1 GB was encapsulated, as TCP
was chosen. For the Internet topology, a data burst for 1200 s was chosen to identify which
network abstraction was able to process the largest amount of data. For ease of emulation
and calculation, a download with a file size of 1 GB was chosen for multi-path and grid
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topologies. The 1 GB file size served as an example to a scenario where a user intends to
download a file of a fixed size from a File Transfer Protocol (FTP) server. For a scenario
where the user is engaged in a TCP transmission with a time constraint (i.e., Secure Shell
(SSH) or Telnet), a time limitation of 1200 s was employed for the Internet topology. This
was also applied with respect to the size of the network and for extending the download
time, and the amount of data.

Case Study 3—UDP Traffic

For this case study, iPerf was utilised to stream UDP traffic. Similar to case study 2,
we used 1 GB of traffic for topologies I and II, with a data burst of 1200 s for topology III.
The iPerf traffic was initiated with a bound of 12 MBps between the client and the server
for both UDP and TCP due to resource limitations in the system platform. Similar to the
TCP case study, a download with a file size of 1 GB was chosen for Topologies I and II.
This case study setting was designed with the intent of emulating a user downloading
multimedia content, which will be bound by a file size. For topology III, a UDP download
was conducted for 1200 s with the intention of emulating a user engaged in online gaming
or video conferencing. A time constraint of 1200 s was also applied with respect to the
size of the network to extend the download time and amount of data. Measurements
such as throughput, delay jitter, and transmission completion time were collected for both
SDN+OvS and SDN+P4 for each of the three topologies.

Case Study 4—Content Delivery Network

An emulation was designed to explore video traffic with live stream, using
VLC-player [65] to send videos with the quality of 1080p and H.264 compression due
to the demand and popularity for high-quality video streaming. For multi-path and grid
topologies, a video of 600 s long was chosen, and for the Internet topology, a video of
similar quality was chosen with a 1200 s duration. The length of the two video files
(600 s and 1200 s) was used for the ease of emulation and for calculation purposes. As the
Internet topology was larger in size in comparison to the multi-path and grid topolo-
gies, a larger video file was employed. The Internet topology emulated a higher number
of hosts and switches involved. In order to establish an emulation reinforcing a live
video stream, a Python script was utilised that determined transfers between multiple
clients with a server.

4.4. Tier 2—Multiple Types of Traffic Running Simultaneously

Networks will carry different types of traffic, executing simultaneously. Tier 2 involves
two case studies.

Case Study 5—Simultaneous Traffic in Grid Topology

We attempted to saturate the links by launching multiple applications simultaneously
using a custom Python script that was applied to all of the traffic in Table 1. In order to make
it easier to evaluate the performance, the client and server configurations were kept the same
as they were for the individual case studies. This allows us to easily observe the variance in
performance between individual execution and simultaneous execution. The distinction of
traffic types and their usage remains the same with the addition of VoIP traffic. VoIP traffic
was not presented individually since the results between SDN+OvS and SDN+P4 had less
significance due to the smaller volume of traffic involved in the communication.

Case Study 6—Simultaneous Traffic in the Internet Topology

In this case study, we launched all of the traffic simultaneously in the Internet topology
as described in Table 1, in order to closely mimic the way that the Internet operates with
multiple clients and servers sending and receiving traffic. By stressing the network with
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a large amount of traffic and applications, we are able to collect valuable data on key
performance metrics such as delay, delay jitter, packet loss, bps, and throughput. This data
is collected on the client side.

5. Results and Analysis of Tier 1—Single Type of Traffic Run
In this section, we present and analyse the results of the experiments for Tier 1, a single

type of traffic run. Data for both SDN+OvS and SDN+P4 will be presented under each case
study followed by their analysis.

5.1. Case Study 1—ICMP

The ICMP traffic for the configuration given in Table 1 commenced at the same time.
At the client end, Wireshark collected 1000 ICMP packets. Following the completion of the
transfer, the average throughput for each connection was recorded.

Figure 3 presents the ICMP throughput for SDN+OvS networking and SDN+P4
networking, over the three topologies given in Figure 1. For multi-path and grid topologies,
the SDN+P4 networking has maintained a steady stream of ICMP traffic with a constant
throughput of approximately 6300 bps until the end of transmission (see the red line
in Figure 3a,b). The SDN+OvS emulation recorded recurring drops in throughput from
approximately 6300 bps to 4800 bps (see the blue lines in Figure 3a,b). The same patterns
occurred in Figure 3c, the transit-stub network model, with values of approximately
7800 bps for SDN+P4 and recurring drops in throughout to approximately 6200 bps for
SDN+OvS. We accumulated results over ten executions of the experiments to inspect the
average values for throughput. However, in Figure 3c, the throughput has registered an
aperiodic drop for SDN+OvS as shown by the blue lines. This could be due to one of the
two following factors, processing requirements or congestion. When faced with processing
requirements or congestion, SDN networks tend to face performance degradation and
cause packet loss. The same has also been observed by Rahman et al. [66].

We investigated the throughput drop for the SDN+OvS experiments. Figure 4 shows
the throughput drops at 12 s and 292 s (Figure 4a,b) together with the Wireshark captures
Figure 4c,d at those times for multi-path topology. Out of the two controller states, reactive
and proactive, the reactive state was chosen to avoid misconfigurations during the installa-
tion of FlowRules when using the Reactive Forwarding application in the ONOS controller.
Given that the controller was in a reactive state, PACKET_IN and PACKET_OUT control
messages played a crucial role in maintaining ARP/IP address mapping information [67].
The drop in throughput for SDN+OvS resulted from the ARP and LLDP packets, (observed
in Figure 4c,d), being routed towards the slow path of the OvS, detouring from the caching
layer. A detour occurs when the OvS sends a PACKET_IN message to the SDN controller
to resolve the headers. Until a response arrives as a form of PACKET_OUT from the SDN
controller, the packet will remain in the switch buffer. Deviating from the caching layer
or fast path can create an overhead [68] in the network which leads to a deterioration in
performance. Combining SDN+P4 has also been instrumental in the work presented by Ke
et al. [28], where the P4 architecture has shown a reduced processing overhead. Research
by Boteanu et al. [13], Antichi et al. [69], and Giotsas et al. [70] have established that ARP
messages can create a bottleneck in the network due to high volume and frequency [71–73].
Therefore, deviating from a fast path in the OvS architecture can create a substantial over-
head in the network. Processing requirements from the CPU towards the ARP/LLDP
packets can also affect the processing of application centric packets, ultimately resulting
in a poor quality of service. Since each emulated host represents a networked host with
Ubuntu 18.04, the default ARP update time is 60 s. Hence, a periodic ARP update will
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be generated automatically. The results in Figures 3 and 4 demonstrate how the network
performance has been affected in the SDN+OvS architecture through periodic ARP updates.
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Figure 3. Throughput of ICMP transfer in case study 1. (a) ICMP transfer of 1000 packets in multi-
path topology. (b) ICMP transfer of 1000 packets in grid topology. (c) ICMP transfer of 2000 packets
in transit-stub network model.
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Figure 4. ICMP data capture at 10–20 s and 285–295 s in multi-path topology. (a) ICMP throughput
at 10–20 s. (b) ICMP throughput at 285–295 s. (c) Wireshark capture of ARP and LLDP messages at
11–12 s . (d) Wireshark capture of ARP and LLDP messages at 291–293 s.
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In the SDN+P4 experiments, the P4 switch processed headers in parallel, thus,
the LLDP and ARP packets did not interfere with ICMP packets in the pipeline.
The SDN+P4 environment, therefore, did not experience a throughput drop (as shown
by the red line in Figure 3). Due to parallel processing for headers and packets,
the bmv2 switch was able to process packets faster, reducing delay in the core network.
Given the periodic nature of the ARP packets (60 s by default), the exponential growth
associated with a higher number of connected devices and ARP storms caused by network
outages, a bottleneck may occur if the packets are not processed faster. Hence utilising
SDN+P4 will help in meeting some stringent requirements for future applications, given its
ability to process packets faster for both application centric and network centric traffic.

5.2. Case Study 2—TCP

TCP traffic was generated via a file download of 1 GB using iPerf for multi-path and
grid topologies. For the Internet topology, a transmission of TCP for 1200 s was employed.
See Figure 1 and Table 1 for respective topologies and traffic configuration. The results for
the experiments are shown in Figure 5 with a summary of the results given in Table 2.
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Figure 5. Throughput of TCP data transfer in case study 2. (a) TCP transfer of 1 GB data using iPerf
in multi-path topology. (b) TCP transfer of 1 GB data using iPerf in grid topology. (c) TCP transfer for
1200 s using iPerf in the Internet topology.

In SDN+P4 (red line) TCP has achieved a higher and more constant throughput
in comparison to SDN+OvS (blue line). In Figure 5a,b, the fixed sized TCP download
completed earlier for SDN+P4 in approximately 750 s as opposed to approximately 820 s for
SDN+OvS. In Figure 5b, (the blue line) experienced fluctuations in throughput. TCP traffic,
by design, requires acknowledgements. As the data packets and the acknowledgements
traverse in the same route (as observed by accessing the ONOS GUI), the throughput
fluctuates due to the saturation of links. It is also noteworthy that for both SDN+P4
and SDN+OvS, TCP traffic traversed in the same route for the grid topology. However,
the SDN+P4 didn’t record fluctuations in throughput due to its faster processing capability.
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For multi-path topology (Figure 5a), a fluctuation of throughput was not recorded in
the SDN+OvS due to the small size of the network and fewer nodes with processing
requirements. For the Internet topology (Figure 5c), similar results were observed as per
multi-path topology. This is because the links in the Internet topology were not saturated
with network traffic.

Table 2. Network performance for case study 2—TCP traffic.

a. Network Performance of TCP Transfer in Multi-Path Topology

Multi-Path Topology-Single Type of Traffic (TCP)

SDN+OvS SDN+P4 Improvement

Throughput 1.09 × 107 bps 1.19 × 107 bps 9.17%

Packet Loss 4% 0.75% (−81.25%)

Delay 0.0041 s 0.0035 s (−14.6%)

Syn Delay 0.43 ms 0.096 ms (−77.6%)

Data transmitted 1 GB 1 GB N/A

Total transmission time 822.8 s 752.1 s (−8.5%)

b. Network Performance of TCP Transfer in Grid Topology

Grid Topology-Single Type of Traffic (TCP)

SDN+OvS SDN+P4 Improvement

Throughput 1.05 × 107 bps 1.175 × 107 bps 11.9%

Packet Loss 5.9% 3.9% (−33.8%)

Delay 0.06 s 0.03 s (−50%)

Syn Delay 0.94 ms 0.05 ms (−94.68%)

Data transmitted 1 GB 1 GB N/A

Total transmission time 820.2 s 746.1 s (−9.0%)

c. Network Performance of TCP Transfer in Internet Topology

Internet Topology-Single Type of Traffic (TCP)

SDN+OvS SDN+P4 Improvement

Throughput 1.04 × 107 bps 1.169 × 107 bps 12.4%

Packet Loss 1.8% 3.7% (−51.4%)

Delay 2.87 s 0.94 s (−67.24%)

Syn Delay 3.89 ms 1.4 ms (−64.01%)

Data transmitted 1.0796 GB 1.2106 GB 12.13%

Total transmission time 1200 s 1200 s N/A

Figure 5c presents the transmission of TCP traffic in the Internet topology. In contrast
to a fixed download size (Figure 5a,b), the TCP traffic file downloading from iPerf was
run with a time constraint of 1200 s. Again, SDN+P4 (red) achieves a higher throughput
than that achieved with SDN+OvS (blue), demonstrating that P4 switches process packet
forwarding in SDN+P4 faster than OvS switches in SDN+OvS.

Table 2 summarises the performance metrics in terms of throughput, packet loss, Syn
packet delay, delay, amount of data transmitted and transmission time for this group of
experiments, averaged over the connections for each of the topologies given in Table 1.
In all counts, SDN+P4 has shown significant improvement over SDN+OvS. Throughput
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has shown improvements in all three topologies, by 9%, 11% and 12% respectively. Syn
delay has also been reduced for SDN+P4, by 77%, 94% and 64%, respectively, for the three
topologies. The TCP Syn Delay [74] has been calculated by determining which switch
architecture can complete the TCP handshake more efficiently and effectively to establish
a TCP connection. Given the nature of the TCP traffic, SYN packets play a crucial rule in
establishing a TCP connection. As shown in Table 2, SDN+P4 has spent the least amount
of time in synchronising the stateful connection between the respective client and server.
Having achieved a higher throughput for all cases in SDN+P4, total transmission time has
been reduced by 8% and 9%, respectively, for multi-path and grid topologies, with a 12%
increase on the total data transmitted for the Internet topology. The application of SDN+P4
has improved the performance of the network significantly.

5.3. Case Study 3—UDP

In case study 3, UDP traffic was generated via file downloads using iPerf. Clients
downloaded a file of 1 GB from respective servers for multi-path and grid topologies,
and considered a UDP transmission of 1200 s for the Internet topology. The results of the ex-
periments are presented in Figure 6 together with a summary of the results given in Table 3.
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Figure 6. Throughput of UDP data transfer in case study 3. (a) UDP transfer of 1 GB data using iPerf
in multi-path topology. (b) UDP transfer of 1 GB data using iPerf in grid topology. (c) UDP transfer
for 1200 s using iPerf in the Internet topology.

For all three experiments, Figure 6a–c show that SDN+P4 achieved a higher and
constant throughput in comparison to SDN+OvS. The initial delay in SDN+OvS was longer
than for SDN+P4, because the route discovery delay is significant in SDN+OvS but less so
with SDN+P4. With a successful population of FlowRules, consuming a greater time for
route discovery, bottlenecks can result in real-time applications that involve a demanding
service, such as, Vehicle-to-Everything (V2X).

In Figure 6a, the fixed size UDP download completed earlier for SDN+P4 (in approxi-
mately 510 s (Figure 6a), than for SDN+OvS which took approximately 640 s, (Figure 6b).
In both SDN+P4 and SDN+OvS, traffic traversed the same route for topologies I and II.
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In contrast to Figure 6a,b, the UDP traffic file download in iPerf ran for a fixed 1200 s in
the Internet topology. As shown in Figure 6c, SDN+P4 (red) achieved a higher throughput
than SDN+OvS (blue). In all cases the P4 switches process packet forwarding in SDN+P4
faster than non-P4 switches in SDN+OvS.

For case study 3, Figure 7a–c present jitter for UDP packets. As observed in Figure 7a,b,
jitter in SDN+OvS (the blue lines) indicate a lower jitter than that collated by SDN+P4.
Albeit being recorded for a fraction of a few seconds in a quasi-periodic trend, an ar-
gument can be presented that these should not contribute towards an application that
requires stringent jitter constraints. The primary reason for this quasi-periodic pattern
of higher jitter is the higher throughput that was recorded by SDN+P4. This has been
corroborated by Emma et al. [75]. In Table 3, SDN+OvS recorded an average jitter of
0.298 ms while SDN+P4 produced an average of 0.231 ms using Equation (1).

 0

 0.2

 0.4

 0.6

 0.8

 1

 1.2

 0  100  200  300  400  500  600

Ji
tt

er
 (

m
s)

Time(s)

Jitter in SDN+OvS Environment
Jitter in SDN+P4 Environment

(a)

 0

 0.5

 1

 1.5

 2

 2.5

 0  100  200  300  400  500  600

Ji
tt

er
 (

m
s)

Time(s)

Jitter in SDN+OvS Environment
Jitter in SDN+P4 Environment

(b)

 0

 0.5

 1

 1.5

 2

 2.5

 0  100  200  300  400  500  600  700  800  900  1000  1100  1200

Ji
tt

er
 (

m
s)

Time(s)

Jitter in SDN+OvS Environment
Jitter in SDN+P4 Environment

(c)

Figure 7. Jitter of UDP data transmission in case study 3. (a) Jitter experienced for UDP Transmission
in multi-path topology. (b) Jitter experienced for UDP Transmission in grid topology. (c) Jitter
experienced for UDP Transmission in the Internet topology.

1
M

M

∑
f=1

N f

∑
i=1

J f i/N f (1)

Here M represents the number of flows in the network, Nf denotes the number of
packets in flow f and J f i represents the jitter in packet i of flow f. With the application
of Equation (1) and the analysis of jitter, SDN+P4 recorded a reduction in jitter of 22% in
comparison to SDN+OvS.

Table 3 summarises the performance metrics in terms of throughput, packet loss,
delay, amount of data transmitted and transmission time for this group of experiments,
averaged over the respective connections given in Table 1. In all cases, SDN+P4 has
demonstrated a significant improvement in network related statistics in comparison to
SDN+OvS. For example, the grid topology has demonstrated a 13% improvement in
throughput for SDN+P4 in comparison to SDN+OvS. SDN+P4 has reduced the packet loss
from 22% to 9%, a reduction of 59%. Recorded delay for UDP traffic has reduced from
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1.95 s for SDN+OvS to 0.32s for SDN+P4, a reduction of 83%. Lastly, the total transmission
time has reduced by 14% due to the faster download speed achieved by SDN+P4 over that
achieved with SDN+OvS. Although the above results for each case study were conducted
on software switches, the experiments can be conducted on hardware switches to further
support our hypothesis for improved results [21].

Table 3. Network performance for case study 3—UDP traffic.

a. Network Performance of UDP Transfer in Simple Multi-Path Topology

Multi-Path Topology-Single Type of Traffic (UDP)

SDN+OvS SDN+P4 Improvement

Throughput 1.06 × 107 bps 1.2 × 107 bps 13%

Packet Loss 22% 9% (−59%)

Delay 1.9519 s 0.3221 s (−83%)

Jitter 0.298 ms 0.231 ms (−22%)

Data transmitted 1 GB 1 GB N/A

Total transmission time 640 s 514 s (−14%)

b. Network Performance of UDP Transfer in Simple-Grid Topology

Grid Topology-Single Type of Traffic (UDP)

SDN+OvS SDN+P4 Improvement

Throughput 1.04 × 107 bps 1.2 × 107 bps 15%

Packet Loss 37% 7% (−81%)

Delay 1.9344 s 0.3744 s (−80%)

Jitter 0.371 ms 0.204 ms (−45%)

Data transmitted 1 GB 1 GB N/A

Total transmission time 670 s 524 s (−17%)

c. Network Performance of UDP Transfer in the Internet Topology

Internet Topology-Single Type of Traffic (UDP)

SDN+OvS SDN+P4 Improvement

Throughput 0.98 × 107 bps 1.2 × 107 bps 22%

Packet Loss 39% 8% (−79%)

Delay 1.9905 s 1.0432 s (−60%)

Jitter 0.301 ms 0.2007 ms (−33.3%)

Data transmitted 1.4723 GB 1.6178 GB 10%

Total transmission time 1200 s 1200 s N/A

5.4. Case Study 4- Content Delivery Network

In this case study, we used a VLC-player for our experiments due to its ability to
program video streaming via a Python script and to collect data for video traffic and its
lightweight deployment. Figure 8 presents the captured data of a video stream for all
three topologies.

Figure 8a–c show that for each of the three topologies, the video for SDN+P4 had
a higher throughput than with SDN+OvS. Table 4 shows further that, throughput has
improved by 60% in the multi-path topology, 77% in the grid topology and 60% in the
Internet topology for SDN+P4 in comparison to SDN+OvS. The high throughput achieved
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with SDN+P4, resulted in an increased amount of data being transferred between hosts.
As shown in Table 4, the amount of data transmitted improved by 46% in the multi-path
topology, 50% in the grid topology and 43% in the Internet topology for SDN+P4 in com-
parison to SDN+OvS. A notable delay in initiating the video stream can be observed in
Figure 8a–c for SDN+OvS (blue line). This again is due to the delay caused in route discov-
ery, resulting in a delayed start for the video with later termination for SDN+OvS. This can
be seen by observing the averaged buffering delay illustrated in Table 4. Buffering delay in
SDN+P4 has been reduced by 69%, 84% and 83% for topologies I, II and III respectively in
comparison to SDN+OvS. Figure 9a–c present the observed jitter during the CDN trans-
mission. Equation (1) was used once again to calculate the averaged values for the jitter.
As shown in Table 4, jitter in SDN+P4 has been reduced by 35%, 41% and 23% respectively
in comparison to SDN+OvS for all three topologies. In our experiments, multi-path and
grid topologies streamed a video for 600s, whilst the Internet topology streamed a video
for 1200 s. Although the streaming times are different, the performance gain remained
constant across all three topologies.

 0

 2×106

 4×106

 6×106

 8×106

 1×107

 1.2×107

 1.4×107

 1.6×107

 1.8×107

 0  100  200  300  400  500  600

T
hr

ou
gh

pu
t 

(b
ps

)

Time(s)

CDN Transfer in SDN+OvS
CDN Transfer in SDN+P4

(a)

 0

 2×106

 4×106

 6×106

 8×106

 1×107

 1.2×107

 1.4×107

 0  100  200  300  400  500  600

T
hr

ou
gh

pu
t 

(b
ps

)

Time(s)

CDN Transfer in SDN+OvS
CDN Transfer in SDN+P4

(b)

 0

 5×106

 1×107

 1.5×107

 2×107

 2.5×107

 0  100  200  300  400  500  600  700  800  900  1000  1100  1200

T
hr

ou
gh

pu
t 
(b

ps
)

Time(s)

CDN Transfer in SDN+OvS
CDN Transfer in SDN+P4

(c)

Figure 8. Throughput of video content transfer in case study 4. (a) Live video stream in multi-path
topology for 600 s. (b) Live video stream in grid topology for 600 s. (c) Live video stream in the
Internet topology for 1200 s.
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Figure 9. Jitter of CDN data transmission in case study 4. (a) Jitter experienced in CDN Transmission
in multi-path topology. (b) Jitter experienced in CDN Transmission in grid topology. (c) Jitter
experienced in CDN Transmission in the Internet topology.

Table 4. Network performance for case study 4—CDN traffic.

a. Network Performance of CDN Transfer in Multi-Path Topology

Multi-Path Topology-Single Type of Traffic
(CDN)

SDN+OvS SDN+P4 Improvement

Throughput 1.0 × 106 bps 1.6 × 106 bps 60%

Data transmitted 667.63 MB 973.61 MB 46%

Buffering delay 8.672 s 2.7 s (−69%)

Jitter 0.255 ms 0.164 ms (−35.6%)

b. Network Performance of CDN Transfer in Grid Topology

Grid Topology-Single Type of Traffic
(CDN)

SDN+OvS SDN+P4 Improvement

Throughput 0.9 × 106 bps 1.6 × 106 bps 77%

Data transmitted 647.63 MB 973.61 MB 50%

Buffering delay 16.9 s 2.7 s (−84%)

Jitter 0.351 ms 0.207 ms (−41%)
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Table 4. Cont.

c. Network Performance of CDN Transfer in the Internet Topology

Internet Topology-Single Type of Traffic
(CDN)

SDN+OvS SDN+P4 Improvement

Throughput 1.0 × 106 bps 1.6 × 106 bps 60%

Data transmitted 1609.17 MB 2308.88 MB 43%

Buffering delay 12.94 s 2.17 s (−83%)

Jitter 0.342 ms 0.261 ms (−41%)

6. Results and Analysis of Tier 2—Multiple Types of Traffic
Running Simultaneously

Having investigated the performance of single types of traffic running over different
network topologies for SDN+P4 and SDN+OvS, we now study the performance of mixed
types of traffic running simultaneously over grid topology and the Internet topology.

6.1. Case Study 5—Mixed Type of Traffic over Grid Topology

Five types of traffic from Table 1, ICMP, VoIP, TCP, UDP and CDN, were run simul-
taneously. The performance of each type of traffic is presented in Table 5. Table 5 (ICMP
traffic) reports an improvement of 6.7% in throughput for SDN+P4 in comparison to the
throughput achieved by SDN+OvS. Table 5 (TCP traffic) records an improvement of 12% in
throughput from 1.05 × 107 bps for SDN+OvS to 1.18 × 107 bps for SDN+P4. These are
represented in Figure 10a,b by the blue line. Packet loss, packet delay, synchronisation delay
and total transmission time achieved significant reductions for SDN+P4 over SDN+OvS of
36%, 6%, 77% and 18% respectively.

Table 5 (UDP traffic) reports an increase in UDP throughput of 43% (from 7 × 106 bps
for SDN+OvS to 1.0 × 107 bps for SDN+P4) as illustrated in Figure 10a,b by the red line. It
was also observed that SDN+P4 completed the download of 1 GB of UDP traffic in 800 s in
contrast to SDN+OvS which took 1020 s. Packet loss, delay, and jitter were each observed to
have reduced values for SDN+P4 in comparison to those obtained using SDN+OvS, these
being 73%, 78% and 48% respectively. The reduction in jitter for UDP packets is shown in
Figure 10c.

Table 5 (CDN traffic) records an increase of 5% in throughput from 3.8 × 105 bps for
SDN+OvS to 4 × 105 bps for SDN+P4. This is illustrated by the green line in Figure 10a,b.
Higher throughput resulted in SDN+P4 transferring more data (817.54 MB) in comparison
to SDN+OvS (588.41 MB), an improvement of 38% for the same video file. Buffer delay and
jitter in SDN+P4 resulted in significant reductions of 38% and 5% respectively, in contrast
to SDN+OvS. The reduction in jitter is shown in Figure 10d.

The difference in throughput has an effect on the quality of the video. Figure 11a shows
a comparison for the 34th frame captured during the experiments for both SDN+OvS and
SDN+P4. The same frame was sent from the server side, with the client side in SDN+OvS
displaying a distorted frame in comparison to that received by the client with SDN+P4.



Network 2025, 5, 21 20 of 28

 0

 2×106

 4×106

 6×106

 8×106

 1×107

 1.2×107

 1.4×107

 1.6×107

 0  100  200  300  400  500  600  700  800  900  1000  1100

T
hr

ou
gh

pu
t 

(b
ps

)

Time(s)

ICMP transmission
VoIP transmission
TCP transmission
UDP transmission
CDN transmission

(a)

 0

 2×106

 4×106

 6×106

 8×106

 1×107

 1.2×107

 1.4×107

 1.6×107

 1.8×107

 2×107

 0  100  200  300  400  500  600  700  800  900

T
hr

ou
gh

pu
t 

(b
ps

)

Time(s)

ICMP transmission
VoIP transmission
TCP transmission
UDP transmission
CDN transmission

(b)

 0

 1

 2

 3

 4

 5

 0  100  200  300  400  500  600  700  800  900  1000

Jit
te

r(
s)

T ime(s)

Jitter in SDN+OvS Environment
Jitter in SDN+P4 Environment

(c)

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  50  100  150  200  250  300  350  400  450  500  550  600

Jit
te

r(
s)

T ime(s)

Jitter in SDN+OvS Environment
Jitter in SDN+P4 Environment

(d)

Figure 10. Data for mixed traffic over the simple-grid topology—case study 5. (a) Throughput
for mixed traffic for SDN+OvS. (b) Throughput for mixed traffic for SDN+P4. (c) Jitter in UDP
Transmission for mixed traffic. (d) Jitter in CDN Transmission for mixed traffic.
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 Figure 11. Comparison of CDN frames for both SDN+OvS and SDN+P4 for case studies 5 and 6.
(a) Grid topology at 90s (b) Internet topology at 90s.
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Table 5. Network Performance of for case study 5.

a. Performance of ICMP Traffic in Case Study 5

Grid Topology-Mixed Traffic (ICMP)

SDN+OvS SDN+P4 Improvements

Throughput 5.85 × 103 bps 6.3 × 103 bps 6.7%

b. Performance of TCP Traffic in Case Study 5

Grid Topology-Mixed Traffic (TCP)

SDN+OvS SDN+P4 Improvement

Throughput 1.05 × 107 bps 1.18 × 107 bps 12%

Packet Loss 7.9% 5% (−36%)

Delay 3.1 s 2.9s (−6%)

Syn Delay 2.6 ms 0.6 ms (−77%)

Data transmitted 1 GB 1 GB N/A

Total transmission time 982.1 s 807 s (−18%)

c. Performance of UDP Traffic in Case Study 5

Grid Topology-Mixed Traffic (UDP)

SDN+OvS SDN+P4 Improvement

Throughput 7 × 106 bps 1 × 107 bps 43%

Packet Loss 38% 10% (−73%)

Delay 1.9157 s 0.4064 s (−78%)

Jitter 0.480 ms 0.247 ms (−48%)

Total transmission time 1020 s 800 s (−21%)

d. Performance of CDN Traffic in Case Study 5

Grid Topology-Mixed Traffic (CDN)

SDN+OvS SDN+P4 Improvement

Throughput 3.8 × 105 bps 4 × 105 bps 5%

Data transmitted 588.41 MB 817.54 MB 38%

Buffering delay 3.11 s 1.91 s (−38%)

Jitter 0.351 ms 0.33 ms (−5%)

6.2. Case Study 6—Simultaneous Run over the Internet Topology

Table 6 presents the data collected during this case study. In Table 6, the ICMP
throughput shows an improvement of 6.7% for SDN+P4 in comparison to SDN+OvS.

Table 6 (TCP traffic) records an increase in TCP throughput of 19% from 0.99 × 107 bps
for SDN+OvS to 1.18 × 107 bps for SDN+P4. These are illustrated by the blue lines in
Figure 12a,b. Packet loss, packet delay and synchronisation delay for SDN+P4 reflect
significant reductions in comparison to that achieved using SDN+OvS of 75%, 65% and
45% respectively. The data transmitted achieved a 23% improvement from 0.82 GB for
SDN+OvS to 1.01 GB with SDN+P4.

Table 6 (UDP traffic) records an increase in UDP throughput of 33% from 9 × 106 bps
for SDN+OvS to 1.2 × 107 bps for SDN+P4. These are illustrated by the red lines in
Figure 12a,b. Packet loss, delay and jitter in SDN+P4 reflect significant reductions in com-
parison to that achieved using SDN+OvS of 69%, 58% and 31% respectively. A reduction in
jitter for UDP packets is shown in Figure 12c. The higher speed, reduced delay, jitter and
packet loss in SDN+P4 result in an increase in data transmission (1.602 GB) for SDN+P4 in
comparison to (1.456 GB) for SDN+OvS.
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Table 6 (CDN traffic) shows an increase in throughput of 44% from 0.97 × 106 bps in
SDN+OvS to 1.4 × 106 bps in SDN+P4. This is illustrated by the green line in Figure 12a,b.
Higher throughput resulted in SDN+P4 transferring more data (1451.3 MB) in compar-
ison to SDN+OvS (1183.4 MB), an improvement of 23% for the same video file. Buffer
delay and jitter in SDN+P4 resulted in significant reductions of 61% and 21% respectively,
in comparison to SDN+OvS. The reduction in jitter is shown in Figure 12d.

The difference in throughput has directly affected the quality of the video. Figure 11b
gives a comparison for the 34th frame captured during the experiments for both SDN+OvS
and SDN+P4. The same frame was sent from the server side. At the client side,
SDN+OvS displayed the previous frame (33rd) in comparison to that received by the
client via SDN+P4 (34th).
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Figure 12. Data of mixed traffic over the Internet topology—case study 6. (a) Mixed traffic
throughput for SDN+OvS. (b) Mixed traffic throughput for SDN+P4. (c) Jitter experienced in UDP
Transmission while simultaneous applications occupy the network space. (d) Jitter experienced in
CDN Transmission while simultaneous applications occupy the network space.

Table 6. Network performance for case study 6.

a. Performance of ICMP Traffic in Case Study 6

Internet Topology-Mixed Traffic (ICMP)

SDN+OvS SDN+P4 Improvements

Throughput 6.9 × 103 bps 7.8 × 103 bps 6.7%
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Table 6. Cont.

b. Performance of TCP Traffic in Case Study 6

Internet Topology-Mixed Traffic (TCP)

SDN+OvS SDN+P4 Improvement

Throughput 0.99 × 107 bps 1.18 × 107 bps 19%

Packet Loss 0.4% 0.1% (−75%)

Delay 3.2 s 1.1 s (−65%)

Syn Delay 3.84 ms 2.1 ms (−45%)

Data transmitted 0.82 GB 1.01 GB 23%

c. Performance of UDP Traffic in Case Study 6

Internet Topology-Mixed Traffic (UDP)

SDN+OvS SDN+P4 Improvement

Throughput 9 × 106 bps 1.2 × 107 bps 33%

Packet Loss 36% 11% (−69%)

Delay 2.516 s 1.034 s (−58%)

Jitter 0.292 ms 0.201 ms (−31%)

Data transmitted 1.456 GB 1.602 GB 10%

d. Performance of CDN Traffic in Case Study 6

Internet Topology-Mixed Traffic (CDN)

SDN+OvS SDN+P4 Improvement

Throughput 0.97 × 106 bps 1.4 × 106 bps 44%

Data transmitted 1183.4 MB 1451.3 MB 23%

Buffering delay 20 s 7.8 s (−61%)

Jitter 0.422 ms 0.331 ms (−21%)

7. Discussion
In the context of this research, we explored the performance of SDN

with OvS (SDN+OvS) and SDN with P4 (SDN+P4). We have seen that SDN+P4 outperforms
SDN+OvS for each of our case studies using different types of traffic and topologies.

We investigated the overhead created due to the slow path utilisation of OvS and
the performance variation in comparison to a P4 target switch. With the evolution of the
Internet and the increased number of connected devices, networks will face congestion.
With more and more packets requiring processing using a controller, a network model
that utilises a slow path approach such as OvS will potentially lead to an exponential
growth in traffic congestion. During this research, we have saturated the links in our
elected network (Sections 5.1 and 5.2) to test how the network will cope with an increased
load in traffic. Our results suggest that the network can maintain a gain in performance
whilst links are saturated with traffic for the SDN+P4 environment in comparison to that
experienced with SDN+OvS.

The evolution of 5G and beyond has led to the need to evaluate methods for re-
ducing the delay at the core. Initialising programmability in the network has been
shown to increase performance at the core. To the best of our knowledge, current
literature does not evaluate the performance of the network when the control plane
and data plane programmability (SDN+P4) is employed in comparison to the control
plane (SDN+OvS) programmability.
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We evaluated the performance of applications in Sections 4 and 5, where SDN+P4
has been employed in contrast to SDN+OvS. For a time-sensitive application with mini-
mal latency requirements, reducing the delay at the core can be essential. For example,
for Vehicle-to-Vehicle (V2V) and Ultra Reliable Low Latency Communication (URLLC) ap-
plications. A solution, that processes packets in parallel as opposed to sequential processing
in OvS, has been considered in this research and its effect on performance in applications.
Our research has established that with the initialisation of SDN+P4 with parallel processing
of packets, various applications have achieved an improvement in performance in com-
parison to applications run over SDN+OvS. We also evaluated the quality of applications
that occurred due to faster processing achieved with SDN+P4 in comparison to SDN+OvS.
The statistics such as increased bps and throughput, reduced delay jitter, packet loss, delay
and buffering time have led to a higher quality of application at the receiver’s end. Im-
provement of the quality of the video at the receiver end for a video streaming application
(Figure 11) has also been presented.

We investigated whether the type of traffic has a bearing on performance for SDN+P4
in comparison to SDN+OvS. Given that the majority of network traffic will be accumulated
by multimedia applications in the future, a fair switching mechanism that enhances the
performance of such applications will provide a beneficial resource for service providers.
As the majority of the downloaded traffic in a modern context consists of UDP traffic
(multimedia applications) and the demand for such applications is expected to grow expo-
nentially in the future, the employment of SDN+P4 is a viable solution for service providers
looking to provide an improved service. Protocols such as Google Quick UDP Internet
Connections (GQUIC) in mobile telecommunication will also benefit from the employment
of SDN+P4. The employment of SDN+P4 will also benefit non-media applications where a
connection-less protocol is employed by a service provider. For example, communication
between a Radio Device and eNB, Multi-access Edge Clouds (MEC) or between Radio
Access Networks (RAN) and Fog nodes [60] each can benefit through the use of SDN+P4.
To meet the requirements for faster convergence and faster processing of packets, SDN+P4
will, we believe, serve as an inventive and improved solution.

8. Conclusions
The above study has answered the research questions given at the beginning of this

paper. We conclude that the application of SDN+P4 has enabled networks to improve
their performance for different topologies and types of traffic. The results from our
experiments show an improvement for, for example, delay and packet loss, which have
reduced significantly with SDN+P4, whilst throughput has increased for all case studies.
SDN+P4 has improved performance in the networks through the use of parallel processing
in P4, which has complemented the standardised SDN architecture. The results for all case
studies indicate that SDN+P4 is a promising alternative to SDN+OvS, providing a resilient
approach for future networking.

Through a combination of SDN and P4 (control plane programmability with data
plane programmability), we have established that it is possible to provide an improved
service to clients using SDN+P4 rather than with SDN+OvS. Across all case studies, parallel
processing in P4 has provided an increase in available queues for processing traffic with
the utilisation of a flexible parser. With the evolution of the internet and the heterogeneity
of the applications being used, SDN+P4 will, we believe, provide an improved service
to all use cases for 5G and beyond. Based on the results collated from this study, we
implemented an SDN+P4 environment in our 5G testbed paper [76]. The programmable
switch was developed using P4, incorporating parsers, match-action pipelines, and control
logic capable of processing Ethernet and IPv4 headers, which we deployed on an Intel



Network 2025, 5, 21 25 of 28

10GbE x520 NIC, enabling high-throughput and low-latency packet forwarding, with data
plane programmability. A Software Defined Radio USRP x310 [77] was integrated in
the testbed to provide radio access, with the host system configured to manage flow
rules and policies, facilitating control plane programmability. Future research in this area
will involve the application of machine learning algorithms on the SDN+P4 platform for
intrusion detection.
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