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ABSTRACT  
As digital transformation accelerates across Africa, the need for 
effective data protection frameworks is increasingly urgent. The 
African Union’s Digital Transformation Strategy (2020–2030) calls 
for harmonised legal and institutional measures to protect 
personal data and privacy rights. Yet, in practice, enforcement 
remains inconsistent, hindered by limited capacity, fragmented 
regulation, and low public awareness. This article presents a 
comparative analysis of data privacy enforcement in Kenya and 
Nigeria, focusing on the Data Protection Act 2019 and the Nigeria 
Data Protection Act 2023, respectively. It examines the roles of 
the Office of the Data Protection Commissioner and the Nigerian 
Data Protection Commission, particularly their institutional 
strengths and challenges. Using a qualitative approach, the study 
evaluates legislation, enforcement practices, and organisational 
structures, supported by case examples and regulatory outcomes. 
The findings indicate that Kenya has achieved measurable 
progress in data protection enforcement whereas Nigeria is still 
grappling with foundational issues. Despite these contrasts, both 
countries show alignment with global data protection norms 
such as the GDPR, offering a foundation for growth. The paper 
recommends targeted strategies to reinforce enforcement, 
including increasing institutional autonomy, expanding public 
education efforts, and building stronger technical capacity. 
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1. Introduction

In the era of global digital transformation, the proliferation of personal data and its exploi
tation by public and private actors have underscored the urgent need for robust data pro
tection frameworks. Internationally, the adoption of comprehensive data protection laws 
– anchored in principles enshrined in frameworks such as the EU General Data Protection 
Regulation (GDPR) – has fostered a trend toward legal harmonisation and regulatory con
vergence. This global momentum is further sustained by a shift toward stricter enforce
ment and the imposition of heavier penalties for data-related violations (Curtiss 2018).

© 2025 The Author(s). Published by Informa UK Limited, trading as Taylor & Francis Group 
This is an Open Access article distributed under the terms of the Creative Commons Attribution-NonCommercial-NoDerivatives License 
(http://creativecommons.org/licenses/by-nc-nd/4.0/), which permits non-commercial re-use, distribution, and reproduction in any 
medium, provided the original work is properly cited, and is not altered, transformed, or built upon in any way. The terms on which 
this article has been published allow the posting of the Accepted Manuscript in a repository by the author(s) or with their consent. 

CONTACT  Isaac Juma I.Juma2@newcastle.ac.uk

INTERNATIONAL REVIEW OF LAW, COMPUTERS & TECHNOLOGY 
https://doi.org/10.1080/13600869.2025.2506918

http://crossmark.crossref.org/dialog/?doi=10.1080/13600869.2025.2506918&domain=pdf&date_stamp=2025-05-22
http://orcid.org/0000-0001-7610-7910
http://creativecommons.org/licenses/by-nc-nd/4.0/
mailto:I.Juma2@newcastle.ac.uk
http://www.tandfonline.com


Africa is increasingly part of this normative shift. As of January 2024, 36 of the 55 
African Union (AU) member states (65%) have enacted comprehensive data protection 
laws. Three additional countries – Ethiopia, Namibia, and Malawi – have draft bills 
under consideration, while 16 countries still show no legislative progress in this 
domain. Significantly, one-third of all data protection laws in Africa have been passed 
within the last five years, signalling a rapid acceleration in legislative activity. Whereas 
75% of Francophone African and 73% of Southern African countries have data protection 
laws, only 54% have their data protection legislation. Despite this legislative surge, the 
region continues to struggle with institutional weaknesses, regulatory fragmentation, 
and limited enforcement capacity.

The African Union Convention on Cyber Security and Personal Data Protection (Malabo 
Convention), adopted in 2014, uniquely shapes Africa’s data governance landscape (African 
Union 2014). Though ratified by only 15 countries as of 2024,1 it remains the world’s only 
regional treaty to consolidate cybersecurity, electronic transactions, and data protection 
under a unified legal instrument. Its provisions represent a continental aspiration for harmo
nised digital governance, even as ratification delays have stalled implementation.

Fundamentally, digital transformation across top economies is regarded as a show of 
delivery on the government’s mandate. Strategically, this technology has been leveraged 
to improve governance, financial services, and service delivery.2 By the end of 2023, approxi
mately 44% of the population in sub-Saharan Africa were mobile service subscribers, totalling 
527 million users. Meanwhile, mobile internet penetration continued to grow, reaching 27% 
across the region by the end of the year (GSMA 2024).3 The figure is expected to grow expo
nentially by 2030 since the new wave of technological uptake has facilitated the proliferation 
of digital hubs across Africa, with Kenya and Nigeria emerging as frontrunners.

Among the continent’s most dynamic digital economies are Kenya and Nigeria. Often 
hailed as the Silicon Savannah, Kenya spearheaded digital financial innovation through plat
forms such as M-Pesa, fundamentally transforming mobile payments and digital commerce. 
Nigeria, Africa’s largest economy by GDP and population, has cultivated a robust digital ser
vices sector, with Lagos emerging as a pan-African hub for fintech, health tech, and data- 
driven enterprises. These countries are witnessing exponential growth in the collection 
and processing of personal data, particularly within the spheres of e-commerce, online 
lending, mobile banking, and digital identity systems. The regulatory response in these 
two jurisdictions has been relatively recent. Kenya passed its Data Protection Act in 2019, 
creating the Office of the Data Protection Commissioner (ODPC), while Nigeria enacted 
the Nigeria Data Protection Act (NDPA) in 2023, establishing the Nigeria Data Protection 
Commission (NDPC). These legislative moves mark a significant shift from prior fragmented 
approaches to a unified legal regime. Yet, implementation remains an open question. Both 
countries are at an early stage of enforcement, grappling with institutional design limit
ations, resource constraints, regulatory fragmentation, and public awareness deficits.

While their legal frameworks exhibit ambition and alignment with global best practices 
– particularly around principles such as data minimisation, purpose limitation, and rights 
of data subjects – the real test lies in enforcement. Scholars such as Quach, Thaichon, and 
Martin (2022) caution that the benefits of comprehensive legislation can be undermined 
by weak enforcement, limited autonomy of regulators, and the absence of meaningful 
redress mechanisms. Furthermore, balancing digital innovation with rights-based data 
governance remains a key tension.
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This article undertakes a comparative assessment of privacy enforcement in Kenya and 
Nigeria. It investigates how their respective frameworks and institutions respond to the 
complex challenge of safeguarding data rights in the context of accelerating digitalisa
tion. The article is guided by three lines of enquiry, namely (i) How comprehensive and 
responsive are the legal frameworks in addressing emerging data protection challenges? 
(ii) To what extent are the ODPC and NDPC institutionally empowered to fulfil their enfor
cement mandates? and (iii) What policy, institutional, or structural reforms are necessary 
to advance privacy rights and ensure regulatory effectiveness? This paper aims to contrib
ute to broader global debates on privacy enforcement in the Global South. It highlights 
how countries navigating digital expansion must innovate regulatory mechanisms that 
protect individual rights without stifling growth – an imperative for sustainable and 
rights-respecting digital development in Africa.

Regarding its structure, Part 2 of the paper explores the legal and institutional frame
work for data protection in Kenya and Nigeria. After this, Part 3 turns to the institutional 
capacities and enforcement approaches in Kenya and Nigeria, with an analysis of the 
agencies’ interventions. Part 4, having offered an outlook on the challenges and opportu
nities and explored the potential avenues of bolstering the relevant frameworks, the 
article concludes with a summary of the findings and offers insights into possible key 
policy reforms identified as best practice. Furthermore, assessing the effectiveness of 
each country’s legal frameworks, institutional design, and enforcement approaches 
delves into the broader socio-political and economic factors at the core of the realisation 
of a coherent data privacy framework. The final part reflects on opportunities for strength
ening data protection in both jurisdictions and proposes policy interventions aligned with 
international good practices.

2. Legal framework for privacy enforcement in Kenya and Nigeria

2.1. Context of privacy enforcement in Kenya

The proliferation of mobile technologies, epitomised by the use of mobile payment plat
forms, has been key to granting Kenya the leadership position in the continental tech 
landscape. However, as Kenya’s tech sector grew, the legal framework for protecting per
sonal data lagged. Efforts to create a robust framework for data protection were marked 
by weak and contradictory provisions on data and information privacy. This was partly 
credited to the fact that the privacy protection regime was spread across different 
legislation.

These piecemeal frameworks included three Acts that sought to protect privacy and 
two that sought to limit privacy. First of the three was the Kenya Information and Com
munications Act, which regulated the telecommunication sector by prohibiting the inter
ception of messages or disclosing intercepted messages by licensed telecommunications 
operators, reinforced by the Consumer Protection Regulations 2010.4 Second, the HIV and 
AIDS Prevention and Control Act 2006 embodies guidelines as prescribed by the Minister 
of Health, including identifying code related to the recording, collecting, storing and 
security of information, records or forms used in respect of HIV tests and related 
medical assessments.5 Third, the Credit Reference Bureau Regulations, which regulated 
the submission of both positive and negative performance (credit reporting) of the 
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credit facilities extended to customers, incorporated mandatory requirements applicable 
to persons collecting, storing, submitting, or processing any data or information obtained 
under the provisions of the Regulations.6 On the other hand, those that sought to limit an 
individual’s privacy were the Prevention of Terrorism Act of 2012 and the National Intelli
gence Service Act of 2012.7

Early key developments leading to the current framework can be traced to the period 
before the adoption of the East African Community’s (EAC) guidelines on the Reform of 
Cyber Laws (UNCTAD 2012).8 In 2009, the Kenya Ministry of ICT issued a draft of the Data 
Protection Bill. This Bill did not meet the standards prescribed in the regional EAC frame
work.9 Understandably, it was narrow in scope, having failed to address the responsibilities 
of data processors in the private sector. In the following year, Kenya adopted a constitution 
that explicitly provided for the right to privacy and its protection.10 Despite this, all post- 
enactment efforts of bills relating to data protection were unsuccessful until 2018.

The emergence of the Data Protection Act 2019 represents a significant turnaround for 
data protection in Kenya. The legislation resolves the haphazard approach to data protec
tion by consolidating all the provisions in the piecemeal data protection regime, with the 
preexisting legislation supplementing the current framework. Also, its coverage extends to 
the processing of personal data by both public and private bodies through automated or 
non-automated means.11 The rights a citizen may exercise range across various handling 
processes, empowering data subjects and ensuring that data processors and controllers 
respect the individual’s autonomy.12 However, it exempts processing being undertaken 
by an individual during a purely personal or household activity if national security and 
public interest are deemed necessary and where disclosure is required by written law or 
court order.13 It is worth noting the influence of the EU’s GDPR. For example, the Kenya 
Data Protection Act (DPA) adopts terminology and concepts similar to the GDPR, including 
data subjects, processors, and controllers. It also mandates obtaining ‘express, explicit, 
unequivocal, free, specific, and informed consent’ before processing personal data.

Complementary to the DPA, the Ministry of Information, Communication and Digital 
Economy gazetted a task force to develop subsidiary legislation.14 The ensuing framework 
included, firstly, the General Regulations 2021, which sets out the procedures for enfor
cing the rights of the data subjects and elaborating on the duties and obligations of 
the data controllers and data processors. Secondly, the Registration of Data Controllers 
and Data Processors Regulations 2021 sets out the procedures that the Office of the 
Data Commissioner will adopt in registering data controllers and data processors. 
Finally, the Complaints Handling and Enforcement Procedures Regulations 2021 outlines 
the complaints handling procedures and enforcement provisions for non-compliance.

2.2. Legal framework for privacy enforcement in Nigeria

Nigeria, hosting one of Africa’s largest economies and positioned as a centre of innovation, 
e-commerce and telecommunications, similarly lacked a dedicated and comprehensive 
data protection law before 2023. Data privacy was governed by various laws that provided 
partial protection. The precursor to the NDPA framework was embodied in the Nigeria Data 
Protection Regulation (NDPR), which sought to consolidate the existing piecemeal frame
work.15 Before the NDPR, the privacy regulatory landscape of Nigeria was complex, with 
the country favouring sector-specific regulations while various efforts to have cohesive 
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and comprehensive legislation failed (Babalola 2022). For example, the National 
Information Technology Development Agency (NITDA) Act, the Nigerian Communications 
Commission (NCC) guidelines, and the Central Bank of Nigeria (CBN) failed to comprehen
sively address the digital privacy challenges posed by an increasingly interconnected 
community.

Till the enactment of the NDPA, the NDPR occupied a significant position as it outlined 
the legal requirements for data collection, storage and processing, paving the way for the 
NDPA framework. Under the NDPR framework, data protection compliance was super
vised by the Nigeria Data Protection Bureau (NDPB), under the jurisdiction of the National 
Information Technology Development Agency (NITDA).16 Although the NDPR was pre
sented as a solution towards a robust data privacy framework, it was of limited force. It 
was a mere guideline rather than a formalised legal framework since it was issued by 
NITDA under its existing legal mandate rather than through an Act of Parliament. Further
more, the absence of a formalised institutionalised structure for privacy enforcement 
brought about resistance based on a lack of statutory powers and capacity to implement 
the NDPR.17 According to (Salami 2020), the NDPR’s sparse, vague, and insufficient pro
visions create additional obstacles to compliance. Thus, the framework was incapable 
of addressing the challenges that rapid digital transformation presented in safeguarding 
personal data since it was a guideline rather than a statute.

2.3. Analysis of the scope of legislation

As the digital economy relies increasingly on data flows, provisions on data transferability 
are key to the integration of Kenya and Nigeria, which is particularly important in deter
mining growth and positioning worldwide. Multinational firms operating in both 
countries and local firms with an international reach must comply with cross-boundary 
data-related obligations. The DPA controlling data transfers to third countries, states 
that transfers are only to be executed when adequate safeguards are in place to 
ensure the protection of data.18 On the other hand, the scope of the NDPA is a significant 
shift from the approach enshrined in the NDPR. With revamped enforceability, particularly 
in cross-border transfer, the enhancement of the NDPC to protect its citizens’ data serves 
as a critical step to curbing foreign mishandling of data.19

On agency provisions, the establishment of respective autonomous regulatory 
agencies represents a crucial step towards effective enforcement since the agencies are 
at the core of operationalisation of the data protection laws. The two privacy enhancing 
frameworks established independent authorities tasked with overseeing compliance, 
investigating violations, and issuing guidelines. Moreover, the agencies have the power 
to impose administrative fines and penalties for non-compliance in instances of infringe
ment. This serves as a critical improvement in Nigeria since the autonomy is essential to 
the restriction of bureaucratic interference, which plagues independent agencies in the 
Global South (Jordana, Levi-Faur, and Fernández-i-Marín 2011). However, the regulatory 
capacity of both the ODPC and the NDPC remain a concern as subsequent sections ana
lysing the structure and enforcement approaches will highlight.

Since Warren and Brandies published their seminal work on ‘the right to privacy’, the 
notion of the law protecting individuals from unwarranted intrusion even in the absence 
of physical harm evolved significantly to influence privacy laws worldwide (Warren and 
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Brandeis 1890). Following the norm, provisions in the Acts confer rights on data subjects. 
Granting individuals controlling powers over their personal data, the Acts mandate that 
data controllers and processors must obtain consent from individuals prior to handling 
of personal data, aimed at the prevention of unauthorised use of personal data, particu
larly by private corporations that actively engage in data mining for marketing and com
mercial purposes.20 The provisions on consent align with the benchmark GDPR principle 
on consent being freely given, specific, informed, and unambiguous.21 However, in both 
jurisdictions, the practical implementation of these rights poses a significant challenge 
since many citizens are unaware of their data protection rights and the possible 
redress available upon infringement. Furthermore, the context of consent poses unique 
challenges to the wider population, where the gap in the level of digital literacy compli
cates the practical realisation of ‘informed consent.’ With the rural population being 
highly marginalised, the probability of giving consent without understanding the impli
cations complicates assessing the effectiveness of a consent-reliant data protection 
framework, particularly in the Global South (Radovanović et al. 2020).

In the sphere of data processors and controllers, the legislative frameworks impose 
specific obligations on data handlers requiring them to implement appropriate technical 
and organisational measures to protect personal data.22 The measures, including encryp
tion, regular security audits, and breach notification requirements, are complemented 
with accurate records of any data processing activities undertaken. Moreover, the regulat
ory agencies can inspect the adequacy of safeguards implemented by the handling 
parties. In cross-border transfers, the measures may involve the assessment of available 
comparable data protection law in the targeted country, and alternatively, having con
tractual clauses ensuring data protection.23 However, the monitoring and enforcement 
of these provisions remains limited and will be determined by the ongoing scaling up 
of the agencies’ resources and enforcement. Furthermore, the compliance costs of local 
firms may prove to be overbearing for small to medium-sized enterprises. This will be 
determined by the entities’ capacity to implement technical and organisational measures 
to comply with the data handling obligations, largely influenced by access to financial and 
technical resources.

3. Institutional structures and enforcement trends in Kenya and Nigeria

3.1. Trends in privacy enforcement in Africa

Various data protection authorities have actively instituted regulatory measures ranging 
from enforcement notices to cease further processing or rectification to penalty notices 
awarded across the continent, highlighting significant data privacy fines issued by enfor
cers in the year 2023. Notable actions include the efforts of Agência de Proteção de Dados 
(APD), Angola’s DPA, fining Africell $150,000 for failing to get prior authorisation for data 
processing (Agência de Protecção de Dados 2024). Second, the ODPC had significant 
determinations impacting institutions spanning the lending sector, education, entertain
ment, digital identity, and digital currencies.24 However, despite having issued the highest 
number of determinations, the combined value of the fines in Kenya was approximately 
$124,700. In Nigeria, banks and institutions were fined over ₦ 350,000,000 for data privacy 
violations (NDPC 2023).25 Finally, in South Africa, the Information Regulator issued a single 
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infringement notice imposing a $279,000 fine against the Department of Justice and Con
stitutional Development for breaches of the Protection of Personal Information Act.26

3.2. Institutional structures and enforcement mechanisms

The assessment of the institutional approaches to regulation is done considering that the 
agencies are in their infancy and therefore a comprehensive analysis would be premature. 
However, it is possible to point out strengths that could be leveraged or weaknesses 
inherent in the overall enforcement framework. The ensuing assessment delves into 
the distinctive approaches to upholding data protection that lie in the legal instruments 
through which privacy enforcement is governed.

The KPDA is a comprehensive legislative framework, reflecting deliberate efforts to 
embed data protection within a single formal legal apparatus rather than a piecemeal 
framework. On the other hand, the NDPA showcases a renewal of efforts in data protec
tion as it replaced a short-lived regulatory approach which lacked parliament-backed 
legislation. Analytically, with the need to strike a balance between efficiency and legiti
macy, the prior regulatory approach profoundly affected the enforceability and the legiti
macy of measures undertaken by the enforcement agency when addressing powerful 
entities who challenged its binding nature (Kosti, Levi-Faur, and Mor 2019). The sub
sequent move to a comprehensive legal framework signalled the gravity of the need 
for a legitimate and enforceable system. This is evidenced in the fact that parliament- 
backed legislations carry greater weight as it provides clarity in the form of a statutory 
authority like the ODPC and NDPC.

Furthermore, the legislative versus regulatory distinction frames the broader discourse 
on governance in Global South countries. The choice to enshrine privacy protection 
within law aligns the DPA and the NDPA with internationally established practice 
geared towards promoting legal certainty and stronger accountability mechanisms.27

While expedient, a regulation-based approach that relies heavily on flexibility primarily 
serves short-term interests, potentially undermining long-term sustainability and the 
broader goal of establishing the jurisdiction as a global leader in data governance. Fur
thermore, the absence of a comprehensive statutory foundation necessary for effective 
enforcement creates a significant gap in addressing state-sanctioned surveillance and cor
porate misconduct. As the influential theory of responsive regulation suggests, a legisla
tive framework strengthens the resilience of regulatory regimes and enhances their 
capacity to enforce provisions rigorously, thereby withstanding political and corporate 
pressures (Ayres and Braithwaite 1992; Braithwaite 2011).

Significantly, the enforcement powers granted to the regulatory authorities are at the 
core of establishing a culture of compliance, particularly those in the telecommunications, 
fintech, and healthcare, where personal data facilitates access to services (Dongyeon Kim 
et al. 2019; Kshetri 2016; Romanosky and Acquisti 2009)28 Investigatory powers, which are 
essential for determining breaches and imposing penalties, are often triggered by the 
lodging of complaints. Nonetheless, regulatory agencies are also mandated to initiate 
investigations in response to concerns arising from sector-specific practices. In the 
Kenyan context, handling complaint-based investigations illustrates the Office of the 
Data Protection Commissioner’s (ODPC) proactive approach, as it commits to assessing 
and resolving complaints within a 90-day timeframe.29 On the other hand, the NDPC’s 
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approach lacks specificity in terms of time limitation, with the general guidance stating 
that the communication of a decision shall be within 45 days of holding a pre-action con
ference.30 It remains to be known how long after complaints the pre-action conference is 
to be held, and the length of the investigation by the authority, thus shrouding the entire 
process in obscurity. Ideally, the NDPC’s approach ought to be consolidated by further 
guidance on the total period to carry out investigations and communication of a decision, 
geared towards ensuring lagging in enforcement is not tolerated.

As a key source of funding for the agencies, the fining mechanism is key to the enfor
cement framework, with the agencies’ ability to impose administrative fines utilised to 
push for compliance (Balch 1980; Grant and Crowther 2016).31 In the Kenyan framework, 
the Commissioner can impose fines of up to KES 5,000,000 or 1% of the company’s annual 
turnover, whichever is lower.32 A stark contrast to GDPR provisions in terms of amount, 
the fines reflect the significance of contextualisation of the framework, considering the 
socio-economic status of the entities in Kenya. However, the fines are insubstantial in 
the current framing of the provisions upon the determination of infringement. This 
results from the inclusion of the clause ‘whichever is lower,’ compounded by a lack of 
specificity on the turnover assessment, severely impacting the efficacy of the administra
tive fine mechanism. The severity of the provisions would be unquestionable, whereas the 
ODPC administrative fine determination would tip towards the higher scale rather than 
the alternative, to effectively deter infringement.

Case in point, the risk of undermining enforcement through current provisions may 
take the form of a processor or controller’s recurrent infringement, considering the 
fines as an operating cost to be financed in the long run in light of possible benefits 
arising from the conduct (Baldwin 1995; Grant and Crowther 2016). The current enforce
ment framework appears vulnerable to potential shortcomings, particularly regarding the 
effectiveness of administrative penalties. If the provisions remain unchanged, introducing 
a specified daily fine for ongoing infringements could enhance the efficacy of the fine 
mechanism. Conversely, the existing limitations on administrative fines may be intention
ally designed to avoid overburdening small and medium-sized enterprises with compli
ance costs. However, if this is indeed the rationale, it significantly undermines the 
normative strength of the Data Protection Act (DPA), as such a framework inadvertently 
privileges large national or multinational corporations. As a result, the DPA should recon
sider its provisions, as the current approach has led to a prevalence of minimal adminis
trative penalties with limited deterrent impact on non-compliance.

In Nigeria, the penalty mechanism under the Nigerian Data Protection Act (NDPA) 
demonstrates a more nuanced and structured approach, addressing gaps evident in 
Kenya’s Data Protection Act (DPA). The Nigerian Data Protection Commission (NDPC) 
adopts a tiered framework that distinguishes between small to medium-sized enterprises 
and large corporations. This classification creates a functional taxonomy by categorising 
data controllers as either of ‘major importance’ or ‘not of major importance.’ Entities 
deemed to be of major importance are subject to penalties of ₦10,000,000 or 2% of 
their annual gross revenue – whichever is higher – while those not classified as such 
face a reduced fine of ₦2,000,000. Although the administrative fines may appear 
modest in absolute terms, the NDPA’s emphasis on a percentage of turnover and appli
cation of the greater amount signals a stronger commitment to proactive and proportion
ate regulation, in stark contrast to the Kenyan model. Crucially, the strength of the 
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Nigerian framework lies in its enforcement efficacy, with a lower risk of both over- and 
under-enforcement, thereby enhancing its deterrent effect.

3.3. Privacy enforcement in action

The regulation of online digital lenders and their data handling practices has emerged as a 
central concern for data protection authorities across the African continent. In this context, 
both Kenya and Nigeria have adopted active oversight roles. Kenya’s Office of the Data Protec
tion Commissioner (ODPC) approved at least 32 lenders from over 400 applications, while 
Nigeria approved a minimum of 203 digital lenders, with 38 under conditional approval and 
47 subsequently delisted. The ODPC has placed significant emphasis on ensuring substantive 
compliance with the Data Protection Act (DPA), signalling its intent through vigorous enforce
ment measures. This commitment is reflected in the issuance of at least three penalty notices 
and five enforcement notices, alongside a targeted audit campaign involving 40 digital 
lenders. These actions were prompted by the receipt of over 1,000 complaints, of which 54 
per cent of the 555 formally admitted cases related specifically to digital lending practices.33

For instance, in the consolidated complaints against Mulla Pride Ltd, six complaints 
were received against the respondent within a span of 40 days between the dates of 
29th Sept 2023 and 7th Nov 2023.34 The ODPC assessed and consolidated complaints 
on the respondent’s bombardment of the complainants with texts and phone calls 
demanding payment of loans awarded to unknown parties. Furthermore, complainants 
were threatened the bombardment would only get worse. The ODPC upon the assess
ment of the evidence submitted was to determine whether the respondent fulfilled its 
duty to notify the complainants of the use of their contact details; whether there was 
an infringement; and whether the complainants are entitled to any remedies. Sub
sequently, the Commissioner held the respondent liable and issued an enforcement 
notice with a fine of KES 2,975,000.

In Nigeria, there have been over 400 reported cases of privacy breaches involving 
digital lending platforms. In response to these abuses, many platforms have cooperated 
with the Nigerian Data Protection Commission (NDPC) in implementing corrective and 
deterrent measures. By the end of 2023, approximately 203 lending platforms had 
been approved, while 47 were delisted, demonstrating a growing commitment to embed
ding data protection principles within digital lenders’ policies and operations.35 Although 
detailed documentation of individual cases remains limited, the NDPC’s 2023 annual 
report briefly highlights key enforcement actions. Notably, insights can be drawn from 
a reconstructed case involving a complainant, Mr FredFide, which illustrates the Commis
sion’s regulatory approach towards digital lenders. In this instance, after defaulting on a 
loan, the complainant was subjected to threats of public embarrassment by the lender, 
aimed at compelling immediate repayment. The lender subsequently accessed the com
plainant’s mobile device and unlawfully disseminated confidential information, resulting 
in significant personal humiliation. Upon receiving the complaint, the NDPC invited the 
respondent to a pre-action conference, during which the firm denied operating as a 
lending entity and disclaimed any association with the phone numbers used to contact 
the complainant. This case underscores the intrusive practices often employed by 
digital lenders and highlights the urgent need for robust organisational mechanisms to 
facilitate accessible complaint resolution and redress for data subjects.
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4. Placing the law in context: challenges and promises

4.1. Conceptual ambiguities and practical constraints

In many African communities, societal behavioural standards are deeply entrenched and func
tion as normative frameworks. These norms are not only internalised through socialisation but 
are also actively maintained through the communal acceptance of specific behaviours and the 
rejection, often with resistance, of foreign practices perceived as externally imposed (Hage 
2018). This dynamic can either hinder or facilitate the assimilation of relatively foreign legal 
and cultural constructs, such as the ‘right to privacy.’ Since communal belonging is historically 
and culturally embedded within African societies, societal needs and values shifts may 
influence the underlying instinctual structures that shape behaviour. As Varga (2012) notes, 
transformations in societal needs can provoke corresponding changes in social conduct. 
Therefore, for privacy to be meaningfully recognised as a social need within the intricate 
fabric of African social structures, it is crucial that data protection frameworks do not result 
in rigid forms of legal regimentation. As Bygrave (2014) warns, privacy must not be framed 
as an antisocial luxury attainable only through considerable hardship. In contexts where 
socially constructed needs and aspirations may conflict with perceived notions of privacy, 
viewed as disruptive to established norms, there is a risk of undermining its legitimacy. Conse
quently, legal frameworks that address the unique needs of African societies should aim to 
reinforce their constitutional legitimacy by ensuring that the laws enacted are in harmony 
with the prevailing societal standards and values upon which lawful authority depends.

Early adopters of privacy legislation in Africa, particularly former French colonies, did so 
largely in response to directives from their former colonial power (Bygrave 2014). In more 
recent times, the digitalisation of African economies and the growing imperative for 
global economic integration have driven several nations to adopt data protection prin
ciples more aligned with the lived realities and needs of their populations. Consequently, 
the shift towards comprehensive data protection frameworks underpinned by legislative 
acts in countries such as Kenya and Nigeria has enhanced legal effectiveness and 
strengthened the enforcement capabilities of regulatory authorities. The roles of these 
data protection agencies, often modelled on global best practices – most notably the 
General Data Protection Regulation (GDPR) – are reinforced by statutory provisions that 
increase enforceability. This is crucial, as compliance is significantly dependent on the 
administrative capacity and reach of a Data Protection Authority (DPA).

Nevertheless, several inherent challenges continue to undermine the ability of these 
regulatory agencies to fully execute their mandates. While the incorporation of inter
national best practices is essential for legal harmonisation and legitimacy, such principles 
must be carefully contextualised within the socio-economic conditions specific to each 
jurisdiction. In the case of Kenya and Nigeria, effective operationalisation of data protec
tion rules requires a nuanced understanding of local enforcement challenges and broader 
socio-legal realities. Without such contextualisation, there is a risk that these frameworks 
may remain aspirational in nature, rather than achieving meaningful regulatory impact.

4.1.1. The tension between privacy and national security
The presence of ‘Big Brother’ in the African context is an observable reality, wherein state- 
run agencies equipped with advanced surveillance technologies actively encroach upon 
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citizens’ personal data (Roberts et al. 2023).36 Striking an appropriate balance between 
safeguarding data privacy and addressing national security concerns poses a substantial 
challenge for effective privacy enforcement (Case C-623/17 para22; Case C-511/18 para58, 
65). The Kenyan and Nigerian data protection frameworks permit exemptions from data- 
related obligations in the interest of national security, law enforcement, and public safety. 
While such exemptions are arguably necessary for state functionality, they also create 
potential loopholes through which individual privacy rights may be compromised. In par
ticular, these provisions can legitimise state-sanctioned surveillance and other forms of 
data misuse by government agencies, thereby weakening the integrity of the broader 
data protection regime.

Kenya’s broad provisions raise concerns about the potential of state surveillance in a 
political climate grappling with heightened concerns of counterterrorism and national 
security. The nation’s geopolitical positioning, with proximity to Somalia serving as Al- 
Shabaab’s stronghold, coupled with extremist threats, has facilitated an increase in 
state surveillance measures.37 As a result, individual data protection is likely to be subor
dinated to security concerns, whereby transparency or oversight on personal data use by 
government agencies is limited.38 Similarly, balancing privacy and security concerns, 
Nigeria’s framework is shaped by a different security dynamic. The threat of insurgencies 
in the Northeast and widespread concerns about political instability have elevated 
national security above privacy considerations in its governance framework (Privacy Inter
national 2018).39 The framework’s integrity is further strained by a lack of transparency on 
the use of personal data, with various civil society organisations demanding clarity in the 
use and raising concerns on the potential for abuse in the context of political dissent and 
human rights activism.40

This tension highlights a core issue in the privacy discourse on assessing the balance 
of individual rights and the need for collective security. Although explicitly providing 
safeguards, the lack of transparency around the security exemptions brings the 
overall integrity of the enforcement framework into question. As Privacy International 
observed, this covert subversion of privacy under the guise of security in the Global 
South has largely been driven by a political need, particularly during election cycles, 
when incumbent governments seek to deliberately restrict opposition figures or acti
vists (Privacy International 2018).41

4.1.2. Enforcing rights
Observing that the trend in privacy legislation was directed towards granting individuals 
more privacy protection, Posner (1978) argued that an ideal legislative framework should 
instead accord private businesses more protection. However, the former was adopted 
mainly by governments, as showcased by two data protection frameworks granting 
privacy rights to individuals over control of their data, aligning broadly with the rights 
conferred under the GDPR. However, despite the formal recognition of these rights, the 
accessibility to exercise the rights remains elusive to the average citizen, particularly in 
Nigeria, with a larger population. Solove and Schwartz (2021) argue that mere recognition 
and formalisation of rights under statutory provisions is insufficient. Thus, the need to be 
supplemented by accessible mechanisms to exercise the rights is core to the operationa
lisation of a comprehensive data protection framework. Furthermore, practical constraints 
may be reflected in the lack of specificity in the scope and limits regarding the right to 
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rectification and erasure. The absence of clear guidance for businesses on the timelines 
for these provisions substantially weakens the framework risking overbearing and misal
location of resources in pursuit of issues rather well addressed through time-bound 
obligations.

4.1.3. Consent and legitimate interest
As in many global privacy regimes, the concept of consent serves as a foundational prin
ciple in both Kenya’s Data Protection Act (DPA) and Nigeria’s Data Protection Act (NDPA), 
reflecting a rights-based approach to data governance. However, the notion of consent is 
fraught with conceptual ambiguities, particularly due to data subjects’ limited under
standing of the implications of consenting to data processing (Solove 2024). This raises 
critical concerns regarding the effectiveness of informed consent as a legal standard. 
The challenge is further compounded by the socio-economic realities in both Kenya 
and Nigeria, where low levels of digital literacy and awareness may lead individuals to 
prioritise access to essential services over the safeguarding of their personal data. In 
such contexts, consent risks becoming a perfunctory exercise rather than a meaningful 
safeguard against data exploitation.

Solove (2024) highlights that, even in the United States, determining whether individ
uals were explicitly informed about the terms of data processing is central to assessing 
privacy infringements. The same principle applies in the Global South, where regulatory 
authorities must take proactive steps to enhance public understanding. This includes 
mass public education campaigns, the issuance of clear and detailed guidelines on 
what constitutes informed consent, and the imposition of explicit duties on data control
lers and processors. Importantly, legal provisions on consent should move beyond broad 
and generic language to focus on the clarity and simplicity of communication by pro
cessors, ensuring that data subjects fully comprehend the intended purposes of data 
collection.

Moreover, the potential for high compliance costs to discourage the implementation 
of such robust consent mechanisms must be acknowledged. It is essential that the devel
opment of regulatory guidance takes into account the diversity of data subjects and prior
itises resource allocation towards the promotion of best practices, through preventive 
measures and education, rather than relying solely on remedial action after infringements 
occur. In doing so, the framework for informed consent can serve as a practical and 
effective tool in protecting privacy rights, rather than remaining a merely formalistic 
requirement.

Furthermore, the reliance on legitimate interest as a lawful basis for data processing 
presents significant challenges, as it may be used to justify intrusive data practices. This 
concern is particularly evident in sectors such as telecommunications and fintech, 
where large volumes of personal data are collected and processed daily – enabled by 
the widespread adoption of mobile technologies. In contrast to the General Data Protec
tion Regulation (GDPR), which subjects legitimate interest claims to rigorous assessments 
and balancing tests to safeguard data subjects’ rights, both the Kenyan DPA and the 
Nigerian NDPA lack a clearly articulated evaluative framework for determining what 
qualifies as a legitimate interest.

The absence of such guidance places the burden of interpretation on data controllers 
and processors, thereby increasing the risk that personal data may be processed in ways 
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that are not aligned with the principles of necessity and proportionality. This regulatory 
ambiguity weakens the protective function of data protection laws and may result in 
inconsistent enforcement and diminished accountability. As such, the development of 
clear, context-specific criteria and oversight mechanisms is essential to ensure that 
claims of legitimate interest do not erode individuals’ privacy rights.

4.2. Institutional structures and capacity gaps

4.2.1. Structural and capacity gaps
In light of the structural and contextual differences underpinning the institutional 
approaches to privacy, this analysis explores the divergent enforcement landscapes 
shaped by distinct institutional frameworks and capacity challenges. In the case of 
Kenya’s Office of the Data Protection Commissioner (ODPC), the regulatory approach is 
anchored in broader principles of trust-building and transparency, underpinned by a 
commitment to sound governance and effective leadership.42 Closer examination 
reveals that the ODPC’s strategy prioritises three core areas: regulatory services, encom
passing compliance and enforcement, public awareness, and institutional capacity devel
opment. Ideally, these focus areas are expected to catalyse change across legal, policy, 
and institutional frameworks, as well as stimulate research partnerships and collaborative 
initiatives.43

Conversely, Nigeria’s Data Protection Commission (NDPC) frames its mandate within a 
broader vision of developing a resilient digital economy, structured around five strategic 
pillars: governance, ecosystem and technology, capacity development, cooperation and 
collaboration, and funding and sustainability.44 At the implementation level, these 
pillars reflect the Commission’s broader objectives, underscoring an ambitious regulatory 
agenda. However, the success of this approach hinges on coherent and coordinated 
execution, particularly in aligning strategic aims with institutional capacity and oper
ational realities.

In considering the strategic roadmaps laid out by the respective data protection auth
orities, Kenya currently stands just beyond the development of sector-specific toolkits, 
whereas Nigeria has progressed to the mid or final stages of implementing the NDPA, 
including the articulation and execution of public awareness campaigns. While the estab
lishment of Kenya’s Office of the Data Protection Commissioner (ODPC) marked a signifi
cant step in formalising the country’s enforcement architecture, its early institutional 
fragility raised legitimate concerns about its capacity to deliver effective oversight. In par
ticular, limited financial and human resources constrained the ODPC’s ability to monitor 
compliance comprehensively across diverse sectors. In practice, this resource deficit 
undermined the deterrent effect of the regulatory framework, with some organisations 
breaching data protection obligations under the assumption that enforcement would 
be minimal or symbolic.

However, many of these initial limitations have since been addressed, as reflected in 
the number of high-profile enforcement actions undertaken by the ODPC in 2023. 
These cases suggest that the agency has begun to establish the foundational institutional 
strength necessary to assert its regulatory authority across both public and private 
domains. Furthermore, the ongoing expansion of the ODPC’s presence across Kenya – 
aligned with broader governmental efforts to devolve administrative functions – 
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represents a significant step toward enhancing its reach and responsiveness.45 The tran
sition from a centralised national regulator to a more decentralised model with regional 
offices signals the emergence of a more robust institution capable of swiftly addressing 
data protection infringements.

Nonetheless, this institutional evolution is resource-intensive, necessitating sustained 
political commitment to ensure that data protection remains a national priority amid 
competing policy agendas. This is especially pertinent in light of developments such as 
the Finance Bill 2024, which underscores the ongoing tension between economic 
policy imperatives and the need to safeguard fundamental rights.46 Therefore, political 
reassurances and budgetary allocations that reflect the strategic importance of data gov
ernance are essential to consolidate the ODPC’s gains and ensure long-term regulatory 
efficacy.

Nigeria’s enforcement landscape, though relatively young, faces similar challenges to 
Kenya’s ODPC in its formative years. The agency faces resource limitations, particularly in 
terms of funding and expertise, coupled with the vast and heterogeneous economic 
sectors, presenting a source of potential enforcement challenges. However, having 
shifted from a system riddled with regulatory fragility, the concrete implications of enfor
cement under the NDPA framework offer a deterrent framework which bolsters its inves
tigative and corrective measures. Additionally, uniform application of the NDPA on both 
informal and multinational corporations will require a flexible but effective enforcement 
strategy. Ideally, this would take the form of the NDPC prioritising high-impact cases 
paired with support for capacity building targeted at smaller enterprises, pivotal 
towards the consolidation of its enforcement powers. Critical to the solidification of its 
position is the need to have personnel with the capacity to carry out the mandate of 
the agency. The personnel, coupled with technical tools to facilitate auditing and enfor
cement, will be able to fulfil the agency’s broad enforcement mandate. Theoretically, this 
facilitates effective governing of data in Nigeria’s fast-paced digital economy. Practically, 
the NDPA provides an enforcement ‘apparatus’ that hinges on a robust legislative backing 
to compel compliance; the NDPC’s decisive need moving forward will be to balance the 
framework against competing interests such as national security and economic policy.

4.2.2. Compliance and monitoring: technical and organisational
The proliferation of data protection laws has brought about significant challenges for 
organisations in the need to demonstrate compliance, particularly in the face of 
dynamic consent. Furthermore, this is complicated by the calls for data protection by 
design which bring about technical challenges. According to the International Association 
of Privacy Professionals (IAPP-EY) Privacy Governance Report 2023, about three-fifths of 
organisations utilise a global privacy compliance programme, varying levels depending 
on jurisdictions (International Association of Privacy Professionals 2023). Of the surveyed 
organisations, about 90% are somewhat confident of their organisation’s privacy compli
ance (ibid). These metrics, restricted to 50 countries, are limited to reflect organisational 
perspectives and devoid of institutional perspectives. Therefore, a comprehensive report 
on the trends in enforcement, showcasing compliance verification and considering non
compliance with provisions resulting in fines, is lacking. However, an outlook on the chal
lenges of an enforcer assessing compliance will offer insight into approaches to guiding 

14 I. JUMA AND B. FATUROTI



the implementation of comprehensive processes in the form of technical and organis
ational measures.

The DPA and NDPA require organisations to adopt technical and organisational 
measures geared towards securing personal data.47 Additionally, the DPA has provisions 
on processing through data centres or servers in Kenya, highlighting the need for global 
integration. At the core of ensuing compliance are provisions emphasising on breach 
notifications in the two legislative frameworks, mirroring GDPR provisions.48 However 
robust, the efficacy is constrained by a lack of access to resources and a culture of corpor
ate non-compliance. It is further strained by the respective jurisdictions’ provisions on 
data transfer obligations, which are reliant on the determination of adequate safeguards. 
Although the determination serves to solidify their positions in the global digital 
economy, in Nigeria, this raises concerns about the capacity of enterprises to comply 
with data protection standards beyond their national applicable rules within an underde
veloped framework still set on addressing issues on specificity and clarity.

Moreover, in both Kenya and Nigeria, the provisions governing data transfers rely on 
consent, which, as previously discussed, is not always ‘informed’ as intended. Although 
the frameworks appear robust, particularly in addressing data processing through 
servers located within Kenya, there is a discernible risk stemming from their foundation 
in strategic interests that echo the Washington Consensus era, primarily economic in 
nature, which may override the safeguarding of data in the global context (Babb 2013; 
Begazo et al. 2024).49 The consequence is the creation of regulatory frameworks that 
may impose excessive compliance costs on enterprises, increasing the likelihood of 
many, especially small businesses, resorting to ad hoc data transfer arrangements.

To prevent a rise in data breaches and non-compliance, regulatory agencies should 
design their compliance regimes to accommodate both high-profile and small to 
medium-sized enterprises. This includes addressing the distinct needs of smaller entities, 
which often lack the financial and technical capacity to implement adequate security 
measures, as well as larger organisations, which, while more resourceful and influential, 
may pose risks of regulatory capture. A tailored approach would simultaneously reduce 
the compliance burden on firms and promote their fuller integration into the data protec
tion framework (Ayres and Braithwaite 1992).

4.2.3. Legitimacy deficit in institutional structure
Gasser and Schulz (2015) argue that regulatory legitimacy is essential for effective enfor
cement. In both countries, this perceived legitimacy is strained by the lack of transparency 
and accountability in the enforcement practices, particularly in the case of the NDPC. Fur
thermore, the degree of independence and accountability standards is questionable due 
to the retention of immense influence by the executive arm of the government. This is 
showcased in the DPA and NDPA, which have broad provisions on the powers of the 
cabinet secretary or minister in issuing directives for the authorities to comply with.50

This critical limitation places the regulatory authorities in a precarious position where 
their regulatory legitimacy is at risk of being reduced to merely a reflection of the admin
istrative directives.

The ODPC operates with a relatively high degree of autonomy from political interfer
ence, credited to the provisions granting the office financial independence and legal 
protection. This autonomy facilitates the agency to carry out its mandate without the 
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fear of political reprisal when enforcing the law against incumbent corporations or state 
actors. This is demonstrated in the increasing capacity to engage in high-profile enfor
cement actions, such as executing data impact assessments on government agencies 
and the scrutiny of firms processing significant amounts of personal data.51 Addition
ally, with an expansive mandate covering all aspects of data processing, compliance 
monitoring, complaints handling, and the issuance of penalties, the ODPC’s strong 
legal foundation and a higher degree of legitimacy facilitated the decentralisation of 
powers to constituent offices.

In contrast to the Kenyan model, the NDPC’s autonomy is threatened by underfund
ing and limited technical capacity. The budgetary allocation to the NDPC presents a 
privacy enforcement framework that is operationalised through funding from other sec
toral regulators, unlike in Kenya, where the national assembly directly allocates funding 
for the authority.52 The ‘agency dependent’ budgetary provisions risk exerting influence 
over the NDPC by the other sectoral regulators, rather than coordination in the regu
lation of the digital economy, raising concerns on the NDPC’s ability to compel compli
ance. Ideally, the NDPC should ensure there is no overlapping of regulatory interests, 
which may create business uncertainty, thus reducing the overall effectiveness of 
privacy enforcement arising from the divergent approaches of the agencies. Perhaps 
looking into framing an outlook similar to Kenya’s ODPC will ensure the enforcement 
framework benefits from a more structured financing agreement, as within the frame
work of the DPA.53

4.3. The socio-economic and political context

4.3.1. Public awareness and digital literacy
The transposition of governance frameworks from developed to developing economies 
must consider the local conditions of the intended destination (Castells 1998; Sassen 
2007). Although emulating global best practices in data protection, the two agencies 
are tasked with the realignment of the underlying objectives in accordance with the 
specific socio-economic conditions that shape data governance. Moreover, the reliance 
on market-based compliance mechanisms assumes a level of corporate responsibility 
that may be lacking in small to medium enterprises. Although considered good practice 
and key to regulatory resource allocation, the use of self-reporting and data audits may 
have the adverse effect of straining business resources and widespread non-compliance. 
This presents a significant enforcement gap in Nigeria since monitoring compliance 
across the vast number of informal enterprises handling data is compounded by the 
lack of institutional capacity. Ideally, this would best be addressed through scaling up 
of both technical and organisational resources, particularly the establishment of regional 
administrative hubs, as in the case of Kenya.

A common challenge in Kenya and Nigeria is the low level of public awareness regard
ing data protection rights and obligations. Effective privacy enforcement, particularly in 
the Global South, is influenced by the public’s perception and their assertion of rights 
as data subjects (Cho, Rivera-Sánchez, and Lim 2009). Although both the DPA and the 
NDPA grant individuals rights over their personal data, the effectiveness of exercising 
the rights is largely undermined by the public’s lack of knowledge of their existence. In 
Kenya, the issue stretches beyond the confines of public awareness to stark disparities 
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in digital literacy, particularly between the rural and urban populations (Okello 2023). 
While the proliferation of tech-led advancement, compounded with mobile penetration 
rates, suggests a digitally savvy population, the reality is more nuanced. Whereas cities 
experiencing the burgeoning of the tech sector are relatively informed, the rural citizens 
are largely unaware of their data protection rights. Moreover, the marginalised few who 
are aware often lack the resources or institutional support to exercise their rights 
effectively.

Beyond geographical situs, digital literacy is also shaped by the socioeconomic status 
of the citizens (Kerkhoff and Makubuya 2022). Wealthier urban populations are better 
positioned to access information about data protection and, therefore, are more likely 
to assert their rights. On the other hand, the marginalised, most vulnerable to data exploi
tation, are less likely to exercise their rights under the data protection framework. 
Although more profound than the Kenyan enforcement sphere, the Nigerian context is 
exacerbated by the larger population and greater digital divide (Ajonbadi, Olawoyin, 
and Adekoya 2023). Mirroring the rural realities of the Kenyan population, public aware
ness of the NDPA and digital literacy remains low. As a result, many citizens are unaware 
of the rights granted under the NDPA framework and thus cannot seek redress for data 
infringement. The low levels of public engagement can create a passive enforcement 
environment where violators go unreported and sanction-free, thereby weakening the 
effectiveness of the privacy protection framework. Furthermore, the risk of creating an 
‘enforcement framework taxonomy,’ where the full benefits of data protection are dispro
portionately felt by those with the resources to engage with the legal system actively, is 
best addressed in the implementing stages of structures of enforcement.54

Although ultimately ensuring sound enforcement since the authorities shape the 
enforcement regime to their image, they face the challenge of building up an enforce
ment regime from where it was non-existent, rather than building upon, which is 
resource-intensive. Furthermore, individuals are less likely to know of their privacy 
rights or have the means to lodge complaints, which consolidates the issue of many 
small and medium enterprises operating at the periphery of enforcement reach. In 
Nigeria, the issue is severe, arising from a more geographically dispersed population 
with a significant proportion of the economy operating in the informal sector.

4.3.2. Political interference
An advantage that the ODPC enjoys is its relative independence from political interfer
ence. With a strong legal mandate to act independently of the executive branch, the Com
missioner is appointed through a transparent process, including parliamentary oversight. 
This bolsters the office’s powers to pursue enforcement actions across public and private 
entities. However, there are instances where the independence suffers from political 
pressures arising from the government’s interest in digital economic growth (Begazo 
et al. 2024).55 The government’s push for deregulation in select sectors to enhance 
foreign investment has imposed additional responsibilities on the Office of the Data Pro
tection Commissioner (ODPC). Consequently, the ODPC is tasked with navigating the 
complex interplay between promoting innovation and upholding compliance with data 
protection legislation – an equilibrium it has, to date, managed to sustain effectively.

In contrast, the NDPC operates in a more politically charged environment, where pol
itical interference is a more pressing concern. Although the agency is independent, it 
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faces the challenges of the government subjecting it to broader policy prioritising econ
omic growth and digital innovation over strict enforcement. This is compounded by the 
creation of the Council to which the Commissioner is subordinate, whereby the decision- 
making process relies on the Council’s deliberations. Conversely, the Commissioner’s 
powers are meant to be consolidated by the Council, whereby the Commissioner’s 
office is strategically placed as the sole formal decision maker. Furthermore, the strategic 
direction of the NDPC should be vested on the Commissioner, with the council acting as a 
collective decision-making management board. Ideally, the council should operate on a 
majority vote principle on matters where a consensus is elusive, with the Commissioner 
being capable of making decisions contrary to the Council’s view. This decision-making 
model, in line with good practice, having the commissioner positioned as the chair 
rather than the secretary, would have the effect of ensuring that the independence of 
the NDPC is inviolable.

5. The way forward

This article delves into the structure and decisions of the DPAs, veering from the role of 
the courts, and explores the implementation of the legislative framework by the regula
tors as autonomous enterprises (Mashaw 2005).56 In light of external influences and the 
formation of internal norms, the analysis delves into a series of institutional challenges 
that mirror each other but with different underlying determinants. It further points out 
that the data protection frameworks under assessment are faced with competing inter
ests with legitimate economic and public interest goals complicating the enforcement 
of the rules, compounded by the balance between regulatory policy and politics. The 
paper aligns with Murphy’s (2018) argument that, although the pervasive view of the 
law being in a losing race with technology, legislators should ideally ‘future-proof’ legis
lation, which is core to technology regulation.

The foregoing analysis highlights that while Kenya and Nigeria’s data protection mech
anisms are grounded in emerging legislative frameworks, they diverge in institutional 
robustness and enforcement rigour. The divergence is multifaceted and shaped by 
several factors, including institutional autonomy, resource allocation, and socio-political 
dynamics, all of which have profound implications for the ability of the agencies to 
protect personal data in an increasingly digital economy. Offering insight into the core 
of the two regimes, it points out that at the foundation lies a legal framework that pro
vides a statutory basis for institutional independence. As discussed, the ODPC enjoys a 
relatively higher level of autonomy. In contrast, the NDPC’s approach raises concerns of 
heightened political interference and therefore a need for greater transparency, fostering 
trust in its regulatory competency.

The discussion further highlights that Kenya’s Office of the Data Protection Commis
sioner (ODPC) benefits from a relatively well-structured and adequately resourced enfor
cement framework, which enables it to conduct investigations and impose penalties for 
non-compliance. The substantial number of fines issued to date may be interpreted as 
serving a deterrent function. Moreover, these penalties contribute significantly to 
meeting the financial requirements of both the ODPC and the NDPC. While the existing 
fee structure has been designed with consideration of the country’s socio-economic 
context, the analysis underscores the need for a reassessment, given that current fees 
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represent a substantial undervaluation. Such a reassessment would not only enhance the 
agencies’ ability to meet their financial obligations but also support the scaling up of their 
technical and organisational capacities. Additionally, the discussion advocates for the 
ODPC to adopt a tiered fining structure – similar to that employed by Nigeria – where 
data handlers are categorised according to their significance (e.g. high or low impor
tance). This would allow for the application of administrative discretion on a case-by- 
case basis instead of relying on a uniform approach.

Given the persistently low levels of public awareness and digital literacy across the 
country, particularly within rural and low-income areas where the informal sector con
tinues to expand, the allocation of enforcement resources remains a significant challenge. 
In this context, both the NDPC and ODPC are entrusted with the critical responsibility of 
promoting public awareness and fostering compliance. Therefore, these agencies must 
intensify their outreach through targeted public awareness campaigns, developed in col
laboration with local communities. Under the leadership of the Commissioner, the NDPC 
could consider establishing regional engagement and enforcement hubs, a model already 
being explored in Kenya as its enforcement mandate becomes more firmly established. 
Such a framework would play a crucial role in bridging the enforcement gap, ensuring 
that businesses operating within the informal and rural sectors are brought within the 
ambit of the data protection regulatory regime.

The analysis further reveals that institutional capacity to enforce compliance remains a 
significant challenge, particularly in the private sector. Criticism often stems from the per
ceived disproportionate focus of regulatory agencies on larger, more visible corporations, 
which may result in underenforcement among smaller or less prominent entities. Both 
countries, therefore, face an urgent need to strengthen institutional capacity – not only 
through increased budgetary allocations but also through enhanced collaboration with 
international partners and civil society organisations. Such efforts would contribute to 
the development of robust technical and organisational capabilities, thereby ensuring 
that enforcement mechanisms remain effective in a rapidly evolving digital environment. 
Moreover, recognising that regulatory coherence is inherently dynamic and must evolve 
in tandem with technological advancements, Data Protection Authorities (DPAs) should 
institutionalise regular monitoring and evaluation mechanisms to assess and refine the 
effectiveness of their enforcement frameworks over time.

Finally, the analysis underscores the critical role of civil society organisations and con
sumer advocacy groups in promoting data privacy awareness, advocating for robust 
enforcement, and serving as regulatory watchdogs. In Kenya, the contributions of the 
Kenya ICT Action Network (KICTANet) have been particularly noteworthy, with sustained 
engagement with the Office of the Data Protection Commissioner (ODPC) enhancing 
transparency in enforcement practices and strengthening the protection of data subjects’ 
rights (Varga 2012). Comparable efforts in Nigeria are exemplified by the work of the Para
digm Initiative, which has been at the forefront of digital rights advocacy (Bygrave 2014). 
Although such initiatives remain relatively limited and the broader landscape of consumer 
advocacy is still underdeveloped, there is growing public trust in regulatory institutions. 
This is reflected in the increased public engagement on matters related to data privacy, 
indicating a positive trajectory toward stronger citizen participation and accountability 
in data governance.
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5.1. Conclusion

Based on the comparative analysis, several key recommendations emerge for strengthen
ing privacy enforcement in both Kenya and Nigeria, as well as for other African countries 
aiming to enhance their data protection regimes. This is particularly crucial as the conti
nent continues its rapid digital transformation, making robust data protection frameworks 
increasingly indispensable. As two of Africa’s leading economies, Kenya and Nigeria are 
uniquely positioned to set a regional precedent in privacy enforcement. While Kenya 
has made notable strides, particularly through the operationalisation of the Office of 
the Data Protection Commissioner (ODPC), Nigeria’s data protection framework 
remains in need of significant reform to improve its overall effectiveness. The experiences 
and lessons derived from these two jurisdictions can serve as valuable reference points for 
other African nations seeking to safeguard personal data in an increasingly data-driven 
global context. Moving forward, it is imperative to prioritise the development of 
strong, independent regulatory institutions, ensure sufficient resource allocation, and cul
tivate a culture of compliance across both public and private sectors. Only through 
addressing these foundational challenges can African countries fully realise the promise 
of their data protection laws and uphold the rights of individuals in the digital age.
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