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Blockchain and data protection: developing a functional
erasure framework for storage limitation

Raphael Esu

Hertfordshire Law School, University of Hertfordshire, Hatfield, UK

ABSTRACT KEYWORDS
This article aims to contribute to the contemporary issue of Blockchain; data protection;
blockchain’s compatibility with data privacy regulations. Existing GDPR; storage limitation;
literature primarily focuses on the potential legal challenges functional erasure;
associated with using blockchain technology for processing  Mmmutability
personal data. This article focuses specifically on the storage

limitation principle and shifts from merely identifying problems

to proposing a more solution-oriented approach. The underlying

rationale is that while the use of blockchain technology in

processing personal data is in itself challenging, it is workable

with appropriate legal guidance. With broad reference to EU and

UK data privacy laws, this article considers the creation of a

framework that seeks to balance blockchain’s immutability with

the storage limitation requirement, which requires that personal

data be erased when no longer needed. To do so, this article

takes advantage of the broad definition of erasure, which extends

to rendering existing personal data unidentifiable where technical

considerations make total erasure infeasible. The discussion

culminates in the proposal of the functional erasure paradigm,

which lays out requirements that could be contained in yet-to-

be-determined guidance on the use of blockchain technology.

This framework aims to contribute to the eventual regulation of

blockchain technology for processing personal data.

1. Introduction and context

Blockchain technology is a decentralised and distributed ledger architecture in which
data are recorded in sequential blocks that are cryptographically linked, forming an
immutable chain. Each block contains a set of validated transactions, a timestamp, and
a reference to the previous block’s cryptographic hash, ensuring the integrity of the
entire ledger.'

The issues that blockchain poses for GDPR compliance are manifold and featured in
existing literature.” One key issue is that is that the GDPR operates on the premise that,

CONTACT Raphael Esu @) a.esu@herts.ac.uk

"Rui Zhang and others ‘Security and Privacy on Blockchain’ (2019) 52 ACM Computing Surveys 51.

2For example, See Ammar Zafar, ‘Reconciling Blockchain Technology and Data Protection Laws: Regulatory Challenges,
Technical Solutions, and Practical Pathways’ (2025) 11 Journal of Cybersecurity tyaf002.
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for every item of personal data, there is at least one identifiable natural or legal person i.e,
the data controller, against whom data subjects can exercise their rights.> Blockchain
systems, by contrast, frequently aim for decentralisation, replacing a single accountable
entity with multiple actors. This makes the attribution of responsibility and the allocation
of accountability challenging, particularly given the continuing uncertainty over the
scope of controllership and joint controllership under EU law.* Another issue is that the
GDPR presupposes that personal data can be altered or deleted when required in order
to comply with provisions such as Articles 16 and 17.> Blockchain systems are deliberately
designed to make such alterations difficult, preserving data integrity and trust in the
ledger.®

Further conflict arises in relation to the principles of data minimisation” and purpose
limitation.? The GDPR requires that personal data processing be confined to what is
necessary and for specified, explicit purposes. Applying these principles to blockchain
can be challenging. Distributed ledgers are append-only structures that grow continu-
ously, and the data they hold is replicated across many nodes.” Both characteristics sit
uneasily with the idea of minimisation. Questions also remain over the scope of
‘purpose’ in this context i.e whether it refers solely to the initial transaction or also to
ongoing activities such as storage and consensus processes once the data is on-
chain.'® Finally, and most relevant to this article, and its primary focus, is that of
storage limitation and the right to be forgotten, which is the main focus of this article
and will be discussed in subsequent sections.

Despite these issues, one might be forced to question why blockchain should be used
to process personal data. Arguments on either side of the aisle exist, appearing to be a
mixed bag. In terms of advantages, blockchain technology is said to offer a structurally
sound basis for processing personal data.'’ Once data is recorded, altering it requires
the consent of a majority of network participants, making unauthorised modification
practically infeasible." This feature proves particularly useful in environments where
accuracy and integrity of personal data are essential such as in health records, financial

3European Parliamentary Research Service, Blockchain and the General Data Protection Regulation: Can Distributed Ledgers
be Squared with European Data Protection Law? (STOA Study PE 634.445, July 2019) <https://www.europarl.europa.eu/
RegData/etudes/STUD/2019/634445/EPRS_STU(2019)634445_EN.pdf> accessed 2 October 2025.

“Recent case law has further complicated this by casting doubt on how such roles should be defined in practice. For
example, the CJEU in Case C-210/16 Wirtschaftsakademie Schleswig-Holstein GmbH v Unabhdngiges Landeszentrum
fiir Datenschutz Schleswig-Holstein ECLI:EU:C:2018:388; Case C-25/17 Jehovan todistajat — Vippu Oy Ab v Der Dataskydds-
myndigheten ECLI:EU:C:2018:551, emphasise a broad interpretation of joint controllership to ensure comprehensive
data subject protection.

°B Bodd, JK Brekke and J-H Hoepman, ‘Decentralisation: A Multidisciplinary Perspective’ (2021) 10 Internet Policy Review
1.

®Teck Ming Tan and Saila Saraniemi, ‘Trust in Blockchain-Enabled Exchanges: Future Directions in Blockchain Marketing’
(2022) 51 Journal of the Academy of Marketing Science 914.

"This mandates that organisations collect and process only the minimum amount of personal data necessary to achieve a
specific purpose.

8This mandates that personal data must be collected for specified, explicit, and legitimate purposes, and not further pro-
cessed in a way incompatible with those purposes.

°L Campanile and others, ‘Designing a GDPR Compliant Blockchain-Based loV Distributed Information Tracking System’
(2021) 58 Information Processing and Management 102511.

"®Ammar Zafar, ‘Reconciling Blockchain Technology and Data Protection Laws: Regulatory Challenges, Technical Sol-
utions, and Practical Pathways’ (2025) 11 Journal of Cybersecurity tyaf002.

"Buzhen He and others, ‘A Secure and Efficient Charitable Donation System Based on Ethereum Blockchain and Search-
able Encryption’ (2024) 70 IEEE Transactions on Consumer Electronics 263.

'2Shangping Wang, Dan Zhang and Yaling Zhang, ‘Blockchain-Based Personal Health Records Sharing Scheme With Data
Integrity Verifiable’ (2019) 7 IEEE Access 102887.


https://www.europarl.europa.eu/RegData/etudes/STUD/2019/634445/EPRS_STU(2019)634445_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2019/634445/EPRS_STU(2019)634445_EN.pdf
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systems, or public registries.'® The absence of a centralised controller (especially in public
blockchains) is argued to reduce the risks associated with external attacks or internal com-
promise.'® Rather than relying on a single database, blockchain distributes data, or refer-
ences to it, across a network of independent nodes." This configuration enhances both
the security and resilience of the system, helping to guard against manipulation, deletion,
or unauthorised access.'®

Another advantage lies in its transparency. Blockchains record each transaction in
sequential order, with no possibility of retrospective alteration.'” As a result, every inter-
action with personal data is preserved in a verifiable audit trail.'® This can serve important
compliance functions. For instance, the precise terms and timing of an individual's consent
can be logged and recalled when required.'® Data subjects may also monitor how their data
is accessed and by whom, fostering greater trust.”® Emerging models of decentralised iden-
tity build on this to facilitate user-centric control. Individuals can manage access to their
data through cryptographic keys and programmable permissions.’ Smart contracts add
an additional layer of automation, allowing compliance rules to be enforced without
manual intervention.?? For example, access to sensitive information can be automatically
restricted unless specific criteria are met, with the process transparently recorded.”?

Blockchain also lends itself to cross-border data flows. Its underlying infrastructure is
jurisdiction-neutral, offering a uniform technical environment that supports both portabil-
ity and interoperability.>* Where required, off-chain data can be referenced using hashed
pointers, permitting secure sharing without surrendering control over the original data.?
This approach has practical value in sectors such as education, employment, or health-
care, where verified data often needs to move across institutions or borders.?®

On the flip side, although blockchain has its advantages, its application to personal
data processing presents a range of operational and technical limitations. A major
concern is scalability. Public blockchains, in particular, tend to process transactions at rela-
tively low speeds due to consensus models such as Proof of Work and Proof of Stake.?’”

Hassan Mansur Hussien and others, ‘Blockchain-Based Access Control Scheme for Secure Shared Personal Health
Records’ (2021) 21 Sensors (Basel) 2462.

"Tanvir Ferdousi, D Gruenbacher and C Scoglio, ‘A Permissioned Distributed Ledger for the US Beef Cattle Supply Chain’
(2020) 8 IEEE Access 154833.

15Zhenqi Wang and Shaopeng Guan, ‘A Blockchain-Based Traceable and Secure Data-Sharing Scheme’ (2023) 9 Peer)
Computer Science e1337.

'®Rongrong Zhu and others, ‘Investigation of Personal Data Protection Mechanism Based on Blockchain Technology’
(2023) 13 Scientifc Reports 21918.

llhaam A Omar and others, ‘Blockchain-Based Supply Chain Traceability for COVID-19 Personal Protective Equipment’
(2022) 167 Computers and Industrial Engineering 107995.

"®Wei-shan Lee and others, ‘SPChain: A Smart and Private Blockchain-Enabled Framework for GDPR-Compliant Digital

19Assets Management’ (2022) 10 IEEE Access 13042.
Ibid.

20Byzhen He and others (n 11).

ZIChuan Zhang and others, ‘Privacy-Preserving Identity-Based Data Rights Governance for Blockchain-Empowered
Human-Centric Metaverse Communications’ (2024) 42 IEEE Journal on Selected Areas in Communications 96.

22k¢ Bandhu and others, ‘Making Drug Supply Chain Secure, Traceable and Efficient: A Blockchain and Smart Contract

23Based Implementation’ (2022) 82 Multimedia Tools and Applications 23541.
Ibid.

**Xiaoxu Ren and others, ‘Building Resilient Web 3.0 Infrastructure with Quantum Information Technologies and Block-
chain’ (2024) 112 Proceedings of the IEEE 1686.

2Wei-shan Lee and others (n 18).

25Rongrong Zhu and others (n 16).

*’Hani Alshahrani and others, ‘Sustainability in Blockchain: A Systematic Literature Review on Scalability and Power Con-
sumption Issues’ (2023) 16 Energies 1510.
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This restricts their efficiency in handling high volumes of data or applications requiring
rapid processing. In such contexts, system responsiveness is likely to suffer, which may
compromise the utility of the blockchain solution.”® Storage capacity also raises important
concerns. Blockchains are not inherently suited to storing large sets of raw personal data
on-chain.”® If attempted, this would increase the ledger’s size significantly, since every
node must replicate and maintain the entire chain. Over time, this creates what is often
termed ‘blockchain bloat,” placing unnecessary strain on participants.>® To avoid this,
many systems rely on off-chain storage, but this approach introduces added complexity
by requiring precise coordination between on-chain references and external databases.>’

Another challenge stems from the immutable nature of blockchain. While immutability
supports data integrity, it also creates obstacles when data must be corrected or removed.
Once information is added to the chain, it cannot be amended or deleted without disrupt-
ing the system’s integrity.>? This rigidity complicates operations in environments where
data regularly changes or requires updates. Common workarounds involve adding sup-
plementary entries or storing hashed links rather than the data itself. Although practical,
these methods increase system complexity and may reduce clarity or performance. Key
management introduces further risks. In many blockchain-based systems, users control
access to personal data through cryptographic keys. While this decentralises control, it
creates a single point of failure: the loss of a private key often results in permanent loss
of access.>® Recovery options are limited and often involve trade-offs between security
and usability. Many users may also lack the technical ability to manage keys properly,
making accessibility and long-term data availability uncertain.**

Consensus algorithms themselves can also pose inefficiencies. Proof of Work, still
employed by certain blockchains, consumes vast computational resources, resulting in
high energy use and slower transaction validation.*® Finally, interoperability remains a
persistent limitation. Most blockchain platforms operate independently, with limited
compatibility across systems.® Integrating different platforms typically requires
custom-built bridges or intermediary infrastructure, which adds further complexity. For
use cases that depend on cross-chain data exchange, this lack of standardisation compli-
cates deployment and raises technical costs.>’

Taken together, these limitations indicate that while blockchain can serve certain data
governance functions well, its implementation must be approached with care and clear

%Nikos Kostopoulos and others, ‘Blockchain Applications in the Military Domain: A Systematic Review’ (2025) 13 Tech-
nologies 23.

29Xing Fan, Baoning Niu and Zhenliang Liu, ‘Scalable Blockchain Storage Systems: Research Progress and Models’ (2022)
104 Computing 1497.

30Xing Fan, Baoning Niu and Zhenliang Liu (n 29).

31Jun Wook Heo and others, ‘Blockchain Data Storage Optimisations: A Comprehensive Survey’ (2024) 56 ACM Computing
Surveys 179.

32Ahmed Afif Monrat, O Schelén and K Andersson, ‘A Survey of Blockchain from the Perspectives of Applications, Chal-
lenges, and Opportunities’ (2019) 7 IEEE Access 117134.

*Jorge Bernal Bernabe and others, ‘Privacy-Preserving Solutions for Blockchain: Review and Challenges’ (2019) 7 IEEE
Access 164908.

34sraa Abu-Elezz and others, ‘The Benefits and Threats of Blockchain Technology in Healthcare: A Scoping Review’ (2020)
142 International Journal of Medical Informatics 104246.

*Xiaotian Qiu and others, ‘Blockchain and K-Means Algorithm for Edge Al Computing’ (2022) Computational Intelligence
and Neuroscience 1153208.

35Anjum Khurshid and others, ‘Using Blockchain Technology to Mitigate Challenges in Service Access for the Homeless
and Data Exchange Between Providers: Qualitative Study’ (2020) 22 Journal of Medical Internet Research e16887.

37 Jun-feng Xie and others, ‘A Survey on the Scalability of Blockchain Systems’ (2019) 33 IEEE Network 166.
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awareness of these constraints. This article, beyond highlighting these operational and
technical perspectives, goes no further to question the utility of blockchain technology
to process personal data. What can be deduced, however, is that there is a case for its
use, and its application to the processing of personal data is backed by operational reasons.

2. Blockchain immutability and the storage limitation principle

As stated above, the key focus of this article is on the legal challenges blockchain poses in
relation to the storage limitation principle. Immutability is at the core of this challenge.
This refers to the inability of stored information to be altered or changed once recorded.
This immutability relies on the interplay of cryptographic hashing, consensus protocols,
and the append-only nature of the ledger. Each block includes the hash?® of the previous
one. A change in any block would alter its hash, thereby breaking the chain and making
the tampering visible almost instantly.>® For an attack to succeed, one would need to
reprocess all subsequent blocks and gain control over most of the network’s compu-
tational power. In large decentralised systems, this is not practically feasible.*® Consensus
mechanisms such as Proof of Work*' and Delegated Proof of Stake*? add further protec-
tion. They ensure that a new block is only added if a majority of participating nodes agree
on its validity. Any attempt to introduce a fraudulent block would be rejected by honest
nodes.*> Moreover, since the blockchain is duplicated across many independent nodes,
an attacker would need to alter most copies at once for any manipulation to
succeed.** The ledger’s design also plays a crucial role. It permits data to be appended
but not revised or deleted. This results in a sequential, verifiable record that cannot be
retroactively altered without detection.*” Collectively, these elements do not make block-
chain immutable in an absolute sense, but they do render alteration both detectable and
economically unviable.

The storage limitation principle is one that is most relevant to this characteristic of
blockchain.*® It requires data controllers to refrain from keeping personal data for long
that needed i.e for the shortest time possible. The length of data retention is to be deter-
mined on a case-by-case basis. In the case Digi Tdvkézlési és Szolgdltatd Kft. (‘Digi’) v.
Nemzeti Adatvédelmi és Informdciészabadsdg Hatésdg®’ the Hungarian data protection

3 hash is a short code made from any amount of data using a special formula. In blockchain, it helps lock blocks
together and shows if any data has been changed.

39 Ppolitou and others, ‘Blockchain Mutability: Challenges and Proposed Solutions’ (2019) 9 IEEE Transactions on Emer-
ging Topics in Computing 1972

“H Jin and J Xiao, ‘Towards Trustworthy Blockchain Systems in the Era of “Internet of Value”: Development, Challenges,
and Future Trends’ (2021) 65 Science China Information Sciences 153101.

“IProof of Work is a system where computers compete to solve a difficult puzzle in order to add a new block to the block-
chain. The first to solve it gets to add the block and is rewarded, making it hard for anyone to cheat or change the data.

“?Delegated Proof of Stake (DPoS) is a system where users vote to choose a small group of trusted computers (called
delegates) to add new blocks to the blockchain. This makes the process faster and more energy-efficient than Proof
of Work, while still relying on community votes to stay secure.

“Nodes are the computers that take part in a blockchain network. They store copies of the blockchain, share data with
each other, and help check and approve new transactions; R Yang, ‘Development and Supervision of Financial Tech-
nology Based on Blockchain’ (2022) Computational Intelligence and Neuroscience 2615153.

44K Benchoufi and P Ravaud, ‘Blockchain for Increased Trust in Observational Studies’ (2021) 3 Lancet Digital Health e762.

4G Zhou and others, ‘Fine-Grained Redactable Blockchain Using Trapdoor-Hash’ (2023) 10 IEEE Internet of Things Journal
21203.

“SGDPR art 5(1)(e).

“Case C-77/21 Digi Tdvkozlési és Szolgdltato Kft. v. Nemzeti Adatvédelmi és Informdciészabadsdg Hatésdg EU:C:2022:805.
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authority’s fined a telecommunications provider after a security breach involving a test
database containing customer data. The court ruled that Article 5(1)(e) prohibits storing
personal data in such a database beyond the time necessary for testing and error correc-
tion purposes, even if the retention resulted from oversight. It emphasised that controllers
must delete data once the specific processing purpose is fulfilled, aligning storage dur-
ation strictly with necessity under Articles 5 and 6. Similarly, in the case of Maximillian
Schrems v. Meta Platforms Ireland Ltd, formerly Facebook Ireland Ltd,*® in the context of tar-
geted advertising on social networks, the court examined whether unlimited storage of
user data complies with GDPR principles. It held that Article 5(1)(e) requires controllers
to justify storage periods based on proportionality and necessity, and that retaining
data indefinitely for advertising purposes constitutes a disproportionate interference
with data subjects’ rights. The judgment clarified that even lawful initial processing
becomes incompatible if data are no longer needed, mandating deletion upon purpose
fulfilment.

In practice, this means data controllers must not retain personal data indefinitely or just
because the storage technology allows it; they need a justified retention period and must
securely delete or fully anonymise data once it is no longer needed.** As the ICO explains,
even if data is initially collected lawfully, keeping it longer than necessary inherently
makes it ‘unnecessary’ and likely unlawful, absent an exceptional reason.” Allied to
this principle, Article 17 UK GDPR grants individuals the right to erasure (the ‘right to
be forgotten’). This principle was established in the case of Google v Spain>' where the
Court of Justice of the European Union established the ‘right to be forgotten’, allowing
individuals to request removal of search links to personal data that is inadequate, irrele-
vant, or outdated. Data subjects have the right to have their personal data erased without
undue delay when certain grounds apply - for example, if the data is no longer necessary
for the original purpose, if consent is withdrawn, or if processing was unlawful, among
other conditions. Upon a valid erasure request, the controller must delete the personal
data from its systems (and ideally ensure third-party processors do likewise), unless a
specific exemption in Article 17(3) applies (such as the data being necessary for
compliance with a legal obligation or for exercise of legal claims, archiving in the
public interest, etc.).

The interplay of these rules creates an expectation that personal data should be
expunged once it is no longer justified to retain it. Under conventional systems (e.g. cen-
tralised databases), complying with storage limitation and erasure requests means
securely deleting records or overwriting data. However, on a blockchain, there is no

“8Case C-446/21 Maximilian Schrems v Meta Platforms Ireland Ltd ECLI:EU:C:2024:834.

49See YSL v Surrey and Borders Partnership NHS Foundation Trust [2024] EWHC 391 (KB). This case involved a former patient
claiming unlawful processing and retention of medical records by an NHS trust, alleging breaches of Article 8 ECHR and
UK GDPR. The claimant argued that records shared with his GP, family, and school were inaccurate and that the trust’s
20-year retention policy was disproportionate. The court dismissed the claims, finding the trust’s processing lawful
under public interest grounds (Article 6(1)(e) UK GDPR) and necessary for public health (Article 9(2)(i)). The 20-year
retention period was deemed proportionate, balancing individual rights with public interest and potential litigation
needs. This case clarifies that retention policies must be justified but can extend for significant periods if necessary
for public purposes.

*%nformation Commissioner’s Office, ‘Principle (e): Storage Limitation’ (2025) <https://ico.org.uk/for-organisations/uk-
gdpr-guidance-and-resources/data-protection-principles/a-guide-to-the-data-protection-principles/storage-limitation/>
accessed 1 August 2025.

*ICase C-131/12 Google Spain SL, Google Ireland Ltd v Agencia Espariola de Proteccién de Datos, Mario Costeja Gonzdlez
ECLI:EU:C:2014:317.


https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-protection-principles/a-guide-to-the-data-protection-principles/storage-limitation/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-protection-principles/a-guide-to-the-data-protection-principles/storage-limitation/
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built-in mechanism to remove historic data from all nodes. Every node generally main-
tains a full copy of the ledger's history to validate new entries. One cannot simply
‘delete’ a block or a transaction from all copies of a blockchain without forking the
chain or undermining consensus.” This is a compliance challenge because blockchains
by design make it technically impossible to grant an absolute erasure of data once regis-
tered . Similarly, the storage limitation principle is difficult to reconcile with blockchain’s
tendency to retain data permanently across a distributed network.

The EU recently released draft guidelines on the use of blockchain technology.>® While
concrete measures are yet to be decided on, the draft guidelines reflect some general
themes. It states that controllers should first determine whether blockchain is truly
necessary; if a simpler system meets the purpose with fewer data protection risks, it
should be used instead. Secondly, private, permissioned blockchains are generally
more appropriate than public, permissionless ones. Thirdly, on-chain personal data
should be avoided where possible, with only hashed or cryptographic references retained.
Fourthly, roles within the network should be clearly defined to ensure compliance, and
GDPR principles such as data minimisation, storage limitation, and security should
guide system design from the outset.

In the UK, while no concrete guidance on the use of blockchain presently exists, the
Information Commissioner’s Office (ICO) acknowledges the issues concerned with its
use.>® It also reiterates that where data is successfully anonymised, with no avenue for
re-identification, such data becomes outside the scope of the GDPR.>> Herein lies fertile
ground for exploration. As complete erasure is not feasible on blockchain, personal
data could still be retained, but made unidentifiable and useless. This essentially aligns
with the ‘beyond use’ concept acknowledged by the ICO.>° This concept, in the GDPR
context, refers to a technical method of rendering personal data permanently inaccess-
ible, even if it remains stored. It is particularly useful where actual deletion is impractical,
such as in blockchain or distributed systems. The goal is to make the data unreadable or
unusable, thereby satisfying obligations like the right to erasure under Article 17. Politou
describes it as a practical solution for systems that resist deletion, using techniques like
key destruction, encryption with discarded keys, or data masking to ensure the data
cannot be processed or understood.>” This allows organisations to meet legal require-
ments while recognising technical limitations.>®

%2|sraa Abu-Elezz and others (n 34).

*3European Data Protection Board, ‘Guidelines 02/2025 on Processing of Personal Data through Blockchain Technologies’
(2025) <https://www.edpb.europa.eu/system/files/2025-04/edpb_guidelines_202502_blockchain_en.pdf> accessed 4
August 2025.

**Information Commissioner’s Office, ‘Response of the Information Commissioner's Office to the Treasury Select Commit-
tee Inquiry into the Crypto-Asset Industry’ (2025) <https://ico.org.uk/media2/migrated/4022678/treasury-select-
committee-inquiry-into-cyrpto-assets-ico-response.pdf> accessed 5 August 2025.

5This is also contained in Recital 26 of the UK GDPR which states ... The principles of data protection should therefore
not apply to anonymous information, namely information which does not relate to an identified or identifiable natural
person or to personal data rendered anonymous in such a manner that the data subject is not or no longer identifiable’

*Information Commissioner's Office, ‘Right to Erasure’ (2025) <https://ico.org.uk/for-organisations/uk-gdpr-guidance-
and-resources/individual-rights/individual-rights/right-to-erasure/> accessed 5 August 2025.

*’E Politou and others, ‘Forgetting Personal Data and Revoking Consent under the GDPR: Challenges and Proposed Sol-
utions’ (2018) 4 Journal of Cybersecurity tyy001.

%8t is worth noting that, in its 2014 guidelines on anonymisation and pseudonymisation, the Article 29 Working Party
defined anonymisation as the processing of personal data in such a way that identification becomes irreversibly imposs-
ible. In its view, anonymisation should, given the current state of technology, produce an outcome equivalent to
erasure — making it impossible to process the data as personal data. To assess whether de-identification meets this


https://www.edpb.europa.eu/system/files/2025-04/edpb_guidelines_202502_blockchain_en.pdf
https://ico.org.uk/media2/migrated/4022678/treasury-select-committee-inquiry-into-cyrpto-assets-ico-response.pdf
https://ico.org.uk/media2/migrated/4022678/treasury-select-committee-inquiry-into-cyrpto-assets-ico-response.pdf
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/individual-rights/individual-rights/right-to-erasure/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/individual-rights/individual-rights/right-to-erasure/
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Similarly, the ICO, in reference to the erstwhile Data Protection Act of 1998, released
detailed guidance on this in 2012.>° It recognised that deletion is not always technically
straightforward and accepts that data may be put ‘beyond use’, provided certain safe-
guards are met. This applies, for instance, where deletion would require removing
other data stored in the same batch, or where data remains inaccessible after being
deleted but has not yet been overwritten. The ICO considers data ‘beyond use’ if the con-
troller does not access or use it in any way that affects individuals, does not share it with
others, maintains appropriate security, and commits to deleting it permanently once
feasible.

Against this backdrop, this article proposes the development of a functional erasure
paradigm for the purpose of blockchain, building on the ‘beyond use’ approach of treat-
ing personal data.

3. A functional erasure paradigm

Functional erasure may be understood as the use of technical and organisational
measures to ensure that personal data, though still stored in an immutable system, is
no longer accessible, identifiable, or usable for any meaningful purpose. Put simply, the
data remains on the blockchain but is rendered inert from a privacy standpoint. It
cannot be linked to an individual or processed in a way that affects them. This aligns
with the ICO’s concept of putting data ‘beyond use’, adapted for blockchain: the record
exists, but for data protection purposes, it is as good as erased. This paradigm also
adopts the fundamentals of other GDPR principles and rights like security, transparency
and the right to be forgotten . Based on this, essential criteria for such a paradigm
could be established. They include:

e lIrreversibility/Inaccessibility: Once functional erasure is performed, no party (including
the controller or any node on the blockchain) should be able to retrieve the personal
data in identifiable form using means reasonably likely to be used.

o Cessation of Use: The controller must cease all use or processing of the data. Even if the
data lingers on the blockchain, the controller should not access it, reference it in
decision-making, or allow any of its systems or applications to use it.

o Third-Party Access Prevention: No other party should be able to access or use the data
in identifiable form either.

e Security and Safeguards: The data, while present, should be surrounded by strong safe-
guards to prevent any accidental or malicious re-identification.

o Commitment to True Deletion if Possible: If at any point it becomes feasible to actually
delete the data from the blockchain (for instance, via a future technological develop-
ment or a migration to a new system architecture), the controller should commit to
doing so.

standard, the Working Party set out three criteria: (i) whether it remains possible to single out an individual, (ii) whether
it remains possible to link records relating to the same individual, and (i) whether information about an individual can
still be inferred. Only where all three questions can be answered in the negative may the data be considered anon-
ymous. See Article 29 Working Party, Opinion 04/2007 on the concept of personal data (WP 136) 01248/07/EN.

**Information Commissioner’s Office, Deleting Personal Data (2012) <https://www.pdpjournals.com/docs/88043.pdf>
accessed 5 August 2025.
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e Transparency and Documentation: The controller should document the functional
erasure process and be transparent with the data subject about what has been done.

These, in turn, will be considered individually.

3.1. Irreversibility/inaccessibility

To establish irreversibility or inaccessibility as a core element of functional erasure, both
its conceptual basis and practical application must be examined, particularly in blockchain
environments where deletion is structurally incompatible with ledger immutability.*° In a
blockchain context, the key question is whether the data subject can still be identified or
affected by the remaining artefact.’’ Functional erasure must deliver the same privacy
outcome as deletion, without altering the underlying chain. The test is not whether the
data exists on-chain, but whether it can be accessed or used in a way that links it to an
individual. This condition must hold for all parties, including the original controller and
other network participants.°® In essence, existing data is made anonymous, with re-
identification made impossible. In SRB v EDPS,?* the court held that anonymised and pseu-
donymised data do not qualify as personal data for the recipient if they lack the means
(technical, physical, or legal) to re-identify the individuals involved. The ruling stressed
that identifiability is relative to the specific party handling the data: if re-identification
is prohibited by law, practically impossible, or requires disproportionate effort (in time,
cost, or resources), the risk is insignificant, and the data falls outside data protection
rules for that recipient. This supports the idea of functional erasure through irreversibility,
as anonymisation can render data inaccessible and non-identifiable when the key or
additional information is withheld or destroyed.

Technically, there are two main ways this can be implemented. The first is crypto-
graphic irreversibility. If data is encrypted and the decryption key is securely and perma-
nently destroyed, the encrypted value remains on-chain but is no longer intelligible.®*
This approach relies on secure cryptographic standards and proper key disposal. When
executed correctly, it renders the data unusable and satisfies the erasure objective.®®
However, it depends on the enduring strength of the encryption. If future advances,
such as quantum computing, weaken the cryptographic method, the erasure could be
compromised. Ongoing evaluation of encryption viability is therefore essential.®®

The second method involves deleting off-chain data while leaving only a hash on-
chain. If the off-chain source is erased and the hash function is sufficiently robust (pre-
venting reversal or collisions) the hash alone reveals nothing of value.’ Its presence no

%0Shengmin Xu and others, ‘A Privacy-Preserving and Redactable Healthcare Blockchain System’ (2024) 17 IEEE Trans-
actions on Services Computing 364.

S'E Politou, E Alepis and C Patsakis (n 57).

®lbid.

3Case T-557/20 Single Resolution Board v European Data Protection Supervisor ECLI:EU:T:2023:219.

8 pijiao Cui and others, ‘A Guaranteed Secure Scan Design Based on Test Data Obfuscation by Cryptographic Hash’ (2020)
39 IEEE Transactions on Computer-Aided Design of Integrated Circuits and Systems 4524.

5Shengmin Xu and others (n 60).

66Zhenzhen Bao, Jian Guo and Lei Wang, ‘Functional Graphs and Their Applications in Generic Attacks on Iterated Hash
Constructions’ (2018) 2018 IACR Transactions on Symmetric Cryptology 201.

®7Su Li, Junlu Wang and Baoyan Song, ‘An Enterprise Composite Blockchain Construction Method for Business Environ-
ment’ (2024) 19 PLoS ONE e0299162.
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longer carries privacy risk. This method assumes proper governance of the off-chain
environment and the enduring strength of the hash function.®® It is particularly attractive
for blockchain use, as it respects the design architecture while still achieving effective
erasure under Recital 26.°° In both cases, the principle of functional erasure does not
rest on physical destruction but on the infeasibility of identification. The question is
whether any party could, using reasonable means, restore access or link the data to a
person. This approach reflects positions taken by regulators such as the ICO, which
accept that data may be put beyond use when deletion is technically unworkable.”

For blockchain systems, these approaches could enable lawful data handling without
compromising the chain’s permanence. Guidance could also place clear obligations on
data controllers to enforce irreversible safeguards at the point of erasure. These include
managing keys, controlling off-chain records, and maintaining strong cryptographic stan-
dards.”" Functional erasure, understood through irreversibility or inaccessibility, is not just
a technical measure but a procedural one. The objective is to remove all realistic means of
re-identification, both now and in the foreseeable future.”?

3.2. Cessation of use

Cessation of use represents the second proposed criterion for establishing functional
erasure in blockchain-based systems. While irreversibility addresses technical inaccessi-
bility, cessation of use focuses on the behavioural and procedural discipline required to
ensure that data, though still present on the blockchain, plays no further role in proces-
sing. This emphasises preventing any further decisions or actions affecting the individual
based on that data.”? In the present context, functional erasure demands that the data,
though persistent, be rendered operationally redundant.”*

The underlying rationale is that unused data poses no active privacy risk. For functional
erasure to be meaningful, the controller must ensure that access, reference, and any form
of interaction with the data cease entirely.” This must be reflected not only in the system
architecture but also in organisational behaviour and governance practices.”® In MR v Uni-
versidad Nacional de Educacién a Distancia (UNED),”” the court ruled that where a control-
ler is processing personal data unlawfully, a data subject may obtain restriction of
processing instead of erasure, provided the data subject opposes erasure and requests
restriction. Restriction means that the personal data may, with the exception of
storage, only be processed with the data subject’s consent or for the establishment, exer-
cise or defence of legal claims or for the protection of the rights of another natural or legal
person or for reasons of important public interest. The judgment clarified that this applies

®lbid.

5E Politou, E Alepis and C Patsakis (n 61).

70Shengmin Xu and others (n 60).

"bid.

72Aijiao Cui and others (n 64).

73E Politou and others (n 39).

7*Oluwafemi Akanfe, Diane Lawong and HR Rao, ‘Blockchain Technology and Privacy Regulation: Reviewing Frictions and
Synthesizing Opportunities’ (2024) 76 International Journal of Information Management 102753.

75Se-Hee Han and Sooyong Park, ‘A Gap Between Blockchain and General Data Protection Regulation: A Systematic
Review’ (2022) 10 IEEE Access 103888.

"lbid.

7’Case C-60/22 UZ v Bundesrepublik Deutschland ECLI:EU:C:2023:373.
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even without a prior request for erasure under Article 17, emphasising that restriction
serves as an alternative measure to achieve effective protection when full deletion is
not sought or feasible. This supports the concept of cessation of use in functional
erasure, as it allows data to persist while prohibiting further active processing, aligning
with procedural and governance-based approaches to render data operationally redun-
dant without physical deletion, particularly relevant in immutable systems like block-
chain where controllers can implement flags or markers to exclude data from
workflows.

From a technical standpoint, this may involve reconfiguring how blockchain-inte-
grated applications operate. Many such systems rely on mechanisms (e.g smart contracts,
indexing layers, or decentralised gateways) that continuously interact with on-chain
data.”® To implement functional erasure, developers could introduce a logic mechanism,
such as a status flag or transaction marker, that designates the data as non-functional.
Once set, this flag would instruct the system to ignore the data, ensuring it is excluded
from computation, display, and any form of reliance.”® Effectively, the data would
remain on-chain but become functionally invisible.2

However, cessation of use must also be embedded into internal practice. Relevant per-
sonnel, including engineers, administrators, and analysts, must be informed that the data
is no longer to be accessed or used. Policies, access logs, and documentation should be
updated to reflect this status. Where appropriate, training may be necessary to reinforce
compliance and prevent unintentional engagement with the data.®' This criterion does
not suggest that data has been deleted in the literal sense. Rather, it proposes a
process-led model of restraint whereby the data’s influence is deliberately and reliably
suspended.®? The record may still be visible within the blockchain’s historical register,
but it no longer carries operational weight or regulatory consequence. The privacy func-
tion is achieved not through erasure but through exclusion.®®

Cessation of use must be supported by verifiable controls. It is not enough for the con-
troller to claim the data is unused. Evidence must be available to show that the data has
been removed from all practical workflows. This may include system logs, governance
policies, or documented access restrictions.®* Just as anonymisation requires demon-
strable loss of identifiability, functional erasure under this criterion requires demonstrable
withdrawal from use.®®

In summary, cessation of use provides a procedural and governance-based foundation
for functional erasure. It obliges the controller to retire data from operational relevance
through system-level controls and organisational discipline. Alongside irreversibility, it
contributes to a broader framework for privacy preservation in systems where deletion
cannot be implemented in the traditional sense.®

785e-Hee Han and Sooyong Park, ‘A Gap Between Blockchain and General Data Protection Regulation: A Systematic
Review’ (2022) 10 IEEE Access 103888.

7°E Politou and others, ‘Blockchain Mutability: Challenges and Proposed Solutions’ (2019) 9 IEEE Transactions on Emer-
ging Topics in Computing 1972.

800luwafemi Akanfe, Diane Lawong and HR Rao (n 74).

81R Cruz, ‘Privacy Laws in the Blockchain Environment’ (2019) 3 Annals of Emerging Technologies in Computing 34.

825e-Hee Han and Sooyong Park (n 75).

83E Politou and others (n 39)

84Se-Hee Han and Sooyong Park (n 75).

850Oluwafemi Akanfe, Diane Lawong and HR Rao (n 74).

85e-Hee Han and Sooyong Park (n 75).
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3.3. Third-party access prevention

The third proposed criterion for functional erasure is the prevention of third-party access.
While irreversibility concerns technical inaccessibility, and cessation of use addresses con-
troller-side restraint, this third element shifts attention to the broader network. It posits
that functional erasure is not complete unless no other party, whether network nodes,
external observers, or participants, can access or use the data in a manner that enables
identification of the data subject. This concern is particularly acute in blockchain environ-
ments, where data is replicated across the network and, in the case of public blockchains,
may be openly visible to anyone.?” Third party access prevention is a key issue in data
privacy practice in general. For example, in Data Protection Commissioner v Facebook
Ireland Ltd and Maximillian Schrems,®® the court stressed that controllers must verify
and, if needed, implement additional measures to prevent unauthorised third-party
access, even in standard contractual clauses.

This criterion is grounded in the recognition that privacy risks are not limited to the
controller’s actions. Even if the controller no longer processes the data or has destroyed
the relevant keys, the risk remains if others can retrieve and interpret the record. On dis-
tributed ledgers, this residual risk is amplified by the fact that the same data persists in
multiple locations, often without access restrictions.®? Accordingly, functional erasure
must ensure that the data is no longer intelligible or usable by any party, not just the orig-
inal data controller.

In public blockchains, meeting this standard presents a significant challenge.®® Where
personal data was recorded on-chain in plain text, the failure lies in the initial design.
Functional erasure in such cases may require post-hoc remediation. This could include
adding obfuscating metadata, publishing null values to replace an earlier state (where
supported by the protocol), or applying a new encryption layer to the affected data.”’
While the original record would still exist in historical blocks, subsequent access would
yield only unreadable or tokenised outputs.’® It is important to note that regulators are
relatively apprehensive about the use of public blockchains. For example, EDPB regard
public blockchains as challenging for personal data processing under the GDPR. Immut-
ability hinders rights to erasure and rectification, whilst decentralisation complicates con-
troller identification and international transfers.”

In permissioned blockchains, the criterion is more readily implemented.®* Access is
mediated through system-level permissions and membership controls. Data visibility

8 Jinguang Han and others, ‘Privacy-Preserving Decentralized Functional Encryption for Inner Product’ (2024) 21 IEEE
Transactions on Dependable and Secure Computing 1680.

22Case C-311/18 Data Protection Commissioner v Facebook Ireland Ltd and Maximillian Schrems ECLI:EU:C:2020:559.
Ibid.

%A permissionless blockchain (also called a public blockchain) is open to anyone. Any participant can read the data,
submit transactions, and join the network as a validating node without prior approval. Examples include Bitcoin
and Ethereum

°'Li Duan and others, ‘BSAF: A Blockchain-Based Secure Access Framework with Privacy Protection for Cloud-Device

92Service Collaborations’ (2023) 140 Journal of Systems Architecture 102897.

Ibid.

“European Data Protection Board, ‘Guidelines 02/2025 on Processing of Personal Data Through Blockchain Technologies’
(2025) <https://www.edpb.europa.eu/system/files/2025-04/edpb_guidelines_202502_blockchain_en.pdf> accessed 5
August 2025.

94A permissioned blockchain (or private blockchain) restricts participation. Only approved entities may read from, write
to, or validate transactions on the network. These systems are often used by consortia or organisations that require
controlled access, such as in supply chains, finance, or healthcare.
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can be curtailed through updated access rules, filtering at the application level, or modifi-
cations to consensus protocols. The controller, in cooperation with other network partici-
pants, may restrict access to particular records or revoke rights based on role-based
controls or policy changes.” Such restrictions are capable of removing the data from
active visibility and functional use within the system.

In both cases, the emphasis lies not on effort but on outcome. Functional erasure,
under this criterion, requires that third parties are unable to interpret or act upon the
data in any identifiable form. Whether this is achieved through technical measures
such as encryption and key destruction, or through network-wide governance and behav-
ioural norms, the standard remains the same: the data must no longer yield privacy-rel-
evant information.”®

What distinguishes this criterion from the other two is its network-wide scope. It
acknowledges that blockchain data, by nature, is persistent and duplicated. Privacy, there-
fore, cannot be preserved by the controller alone. A meaningful framework for functional
erasure must account for how the record is treated across the entire system. This includes
all versions of the data held by all parties, each of which must be rendered non-identifi-
able or unusable.®”

3.4. Security and safeguards

Security and safeguards form the fourth proposed criterion in the emerging academic
model of functional erasure. While the earlier criteria address inaccessibility, controller
restraint, and third-party exclusion, this criterion focuses on the resilience of the system
i.e. ensuring that, even if attempts are made to circumvent erasure, technical and organ-
isational defences prevent any successful re-identification or unauthorised use of the
data. This aligns with the ICO’s guidance on ‘appropriate technical and organisational
security,’ which underpins all data protection obligations. In Lindenapotheke,®® the CJEU
emphasised that controllers must ensure robust safeguards to protect data, particularly
when it remains accessible in systems where deletion is not feasible, aligning with the
concept of functional erasure in blockchain contexts.

In blockchain environments, this criterion assumes particular importance. Since data
cannot be physically removed from the chain, ensuring that residual data is technically
and procedurally protected becomes essential. Functional erasure must not only
render data inaccessible and unused, but also resistant to attack or misuse, especially
in scenarios where adversaries attempt to re-identify individuals from residual hashes,
metadata, or auxiliary records. Techniques such as functional encryption for inner
product computations demonstrate how encrypted values can retain utility without
disclosing identity, thereby reinforcing data resistance to misuse even if accessed by
unauthorised actors.”®

%Peng Jiang, Qi Liu and Liehuang Zhu, ‘Sanldea: Exploiting Secure Blockchain-Based Access Control via Sanitizable
Encryption’ (2024) 19 IEEE Transactions on Information Forensics and Security 1589.

%Hui Cui and others, ‘Pay as You Decrypt: Decryption Outsourcing for Functional Encryption Using Blockchain’ (2020) 15
IEEE Transactions on Information Forensics and Security 3227.

9pengfei Duan and others, ‘Blockchain-enabled Privacy Protection and Access Control Scheme Towards Sensitive Digital
Assets Management’ (2024) 21 China Communications 224.

%Case C-21/23 Lindenapotheke ECLI:EU:C:2024:354.

%Jinguang Han and others (n 87).
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Technically, this layer of safeguards could include the use of advanced encryption
schemes with strict lifecycle management for encryption keys. For example, once
encrypted personal data remains on-chain, the destruction of the key becomes a critical
step for irreversibility; this must be supported by cryptographic mechanisms that prevent
key recovery or brute-force attacks. The use of hashed values with secret salts (random-
ised inputs known only to the data controller) further reduces the risk of inference or
reconstruction. These cryptographic safeguards are reflected in the design of secure
inner product functional encryption schemes.'®

In systems that use off-chain storage with on-chain reference pointers, the reference
keys or retrieval routes must be stored separately and safeguarded using layered
access control, such as multi-factor authentication and secure enclave storage. Even if
an attacker accesses the on-chain record, they would be unable to access the correspond-
ing data in the absence of these retrieval credentials. These principles are illustrated in
blockchain-integrated functional encryption models that balance confidentiality and
verifiability.'”’

Complementing these technical safeguards are organisational measures, such as
access logging, staff training, procedural constraints, and incident response frameworks,
that reinforce the erasure status of data and prevent it from being reintroduced into use.
These must be tailored to the lifecycle of blockchain-based data handling, recognising
that data protection is a dynamic condition requiring ongoing reinforcement.'%?

This criterion reinforces the idea that functional erasure is not a static outcome but a
secured and evolving condition. Even if the earlier criteria are met i.e. rendering the data
inaccessible, unused, and shielded from third parties, there must still be protections
against re-identification through future attacks or system changes. The protection
should be maintained over time and resilient to technological evolution, including
post-quantum threats. Accordingly, the implementation of functional encryption
schemes with adaptive and selective security under standard assumptions illustrates
how resilient architectures can support enduring compliance.'®®

3.5. Commitment to true deletion if possible

The fifth proposed criterion within this framework is the commitment to true deletion,
should it become technically feasible. It reflects the ICO’s fourth beyond-use condition,
which states that organisations must undertake to permanently delete data once this
becomes reasonably possible. Functional erasure, in this context, is not an end point
but a placeholder.

In blockchain systems, deletion is generally not feasible due to the immutable design
of the ledger. Consequently, functional erasure is deployed as a proxy measure. However,
this criterion ensures that the controller’s responsibility to erase personal data is not extin-
guished simply because deletion is not currently viable. The obligation remains dormant,

1%Wenbo Liu and others, ‘Efficient Functional Encryption for Inner Product with Simulation-Based Security’ (2021) 4
Cybersecurity 2.

"0THyi Cui and others (n 96).

192k hurram Shahzad and others, ‘A Review of Functional Encryption in loT Applications’ (2022) 22 Sensors (Basel) 7567.

193} Lee and Jae Hong Seo, ‘On the Security of Functional Encryption in the Generic Group Model’ (2023) 91 Designs,
Codes and Cryptography 3081.
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not discharged. Functional erasure should be regarded as a temporary stand-in for true
erasure, not a licence to disregard it indefinitely. In the landmark case of Google Spain
SL and Google Inc. v Agencia Espanola de Protecciéon de Datos (AEPD) and Mario Costeja
Gonzdlez,"®* the court emphasised that controllers must act to erase data when techni-
cally feasible, even if the data persists elsewhere. This implies an ongoing obligation to
pursue erasure when it becomes possible, such as during system migrations or protocol
changes.

Practically, this commitment may manifest in different forms. Where a block-
chain system is decommissioned, redesigned, or migrated, controllers must take
deliberate steps to exclude functionally erased data from the successor architecture.
This could include omitting relevant records from migration paths, avoiding node
replication, or stripping metadata that would reintroduce erased data into active
systems. The deprecation or transformation of infrastructure, in this sense, provides
an opportunity to complete an erasure obligation that was only partially realised at
the time.'®”

In the case of a hard fork, where a blockchain splits due to protocol change, controllers
should take similar steps. Even if the fork occurs for unrelated reasons, such as perform-
ance or governance reform, it still represents a technical juncture at which personal data
can be retired. This may involve coordination with network participants to ensure that
records subject to functional erasure are not replicated or reindexed in the new
chain.’® In systems that are no longer maintained or are sunset as part of project
closure, data excluded from recovery or archival procedures should include that which
had already been functionally erased.

This criterion introduces a layer of ethical and operational responsibility. It requires
controllers to monitor technical developments and act where deletion becomes possible,
rather than waiting for regulatory intervention or legal challenge. Functional erasure,
therefore, should not be understood as a permanent status, but as a state that must be
revisited over time. If technological conditions evolve, so too must the controller’s obli-
gations. In terms of governance, this duty may be reflected in system documentation,
internal risk reviews, and data lifecycle policies. It supports a more dynamic approach
to compliance i.e one that recognises immutability as a present limitation, but not an
immutable constraint. Controllers are expected to track when a temporary workaround
may be replaced with a definitive resolution.

3.6. Transparency and documentation

The sixth and final proposed criterion in the functional erasure framework is transparency
and documentation. It ensures that the process is not only implemented but also demon-
strable and understandable, both to affected individuals and to regulators. In RW v Oster-
reichische Post AG,'®” the CJEU addressed the right of access under Article 15 GDPR,

%Google Spain SL v Agencia Espariola de Proteccion de Datos (n 51).

'95Qingyun Zhu, Mahtab Kouhizadeh and J Sarkis, ‘Formalising Product Deletion Across the Supply Chain: Blockchain
Technology as a Relational Governance Mechanism’ (2021) 60 International Journal of Production Research 92.

1%sheng Wang and others, ‘ForkBase: An Efficient Storage Engine for Blockchain and Forkable Applications’ (2018) 11
Proceedings of the VLDB Endowment 1137.

97Case C-154/21 RW v Osterreichische Post AG ECLI:EU:C:2023:811.
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which includes the obligation of controllers to provide clear and transparent information
about data processing, including details of recipients or categories of recipients. The
court ruled that data subjects are entitled to specific details about who has received
their personal data, where feasible, or at least categories of recipients if specifics
are unavailable.

Where a data subject invokes their right to erasure under Article 17 GDPR, but the data
in question remains on an immutable blockchain, the controller must respond with a clear
and accurate explanation. The individual should be informed that, although physical del-
etion is not technically possible, steps have been taken to ensure that the data is no
longer accessible, used, or capable of producing any privacy-related effects.'®® The expla-
nation must be forthright. It should not obscure the constraints of blockchain immutabil-
ity, but instead clarify the measures taken to achieve a privacy-preserving outcome within
those constraints.'®

Such transparency is central to maintaining trust in the controller’s data practices. It
also reflects the GDPR’s principles of fairness and accountability. Importantly, the
requirement extends beyond external communication. The controller must also keep
internal records that clearly evidence how functional erasure was executed. This
includes documenting the relevant technical measures (such as key destruction, appli-
cation logic changes, or disconnection of retrieval pathways) as well as organisational
steps like staff instructions, system modifications, and policy updates. The rationale
for applying functional rather than actual erasure must be preserved in a traceable
and reviewable format.''® This obligation flows directly from the accountability require-
ment in Article 5(2) GDPR, which places the burden on controllers to demonstrate com-
pliance. In this context, documentation serves two purposes: first, to support regulatory
oversight and, second, to underpin ongoing governance of data previously subject to
erasure requests. It ensures that the controller is able to evidence not only that
action was taken, but that the steps were appropriate given the technical architecture
in place.

In practical terms, this may involve standardising internal reporting procedures, creat-
ing templates for functional erasure logs, or integrating status flags and audit trails within
data management systems. The aim is to ensure that the controller can verify, at any later
point, that the data was not only rendered non-functional, but treated in accordance with
the principle of accountability. The system should demonstrate, at a minimum, that no
further processing has taken place, and that all protective measures have been upheld
since the functional erasure event occurred.''" In the recent case of Ashley v HMRC,''?
the court emphasised that controllers must conduct proportionate searches for Data
Subject Access Requests (DSARs) and provide data in a transparent, contextual manner,
avoiding decontextualised snippets.

'%Chen Zhou, M Barati and Omair Shafig, ‘A Compliance-based Architecture for Supporting GDPR Accountability in Cloud
Computing’ (2023) 145 Future Generation Computer Systems 10.
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Markets 177.

"Miriam Kelly and others ‘How to Achieve Compliance with GDPR Article 17 in a Hybrid Cloud Environment’ (2020) 3 Sci
3.

""2Ashley v HMRC [2025] EWHC 134 (KB).
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In conclusion, transparency and documentation serve as the evidentiary anchor for the
functional erasure framework. They ensure that the model is not only operationally sound
but also open to verification and review. Without this criterion, the preceding safeguards
may be effective in practice yet remain unprovable in principle. With it, functional erasure
becomes a legitimate and auditable response to the data protection challenges posed by
immutable infrastructures. A sample documentation template is produced below:

Functional Erasure Record - Transparency and Documentation Template

Purpose:

To record and evidence the process undertaken when a data subject requests erasure
under Article 17 GDPR, and functional erasure is applied due to blockchain immutability
constraints. This record should also be used to prepare a transparent explanation to the
data subject and to demonstrate compliance to the ICO or other supervisory authorities.

Section 1 - Case Reference and Data Subject Details

o Case Reference Number: [Insert unique ID]

o Date Request Received: [DD/MM/YYYY]

o Data Subject Name: [Full name]

¢ Contact Details: [Address / Email / Phone]

« Identity Verification Completed: [Yes / No] — Attach verification record

Section 2 - Summary of Request

o Type of Request: [] Erasure under Article 17 GDPR
o Description of Data Subject’s Request:
[Summarise request in the data subject’s own terms]
 Original Location of Data:
o [J On-chain data
o [ Off-chain data linked via blockchain hash/pointer
o [ Mixed

Section 3 - Assessment of Deletion Feasibility

e Technical Feasibility of Physical Deletion: [Explain why deletion cannot be performed,
e.g. ‘Data stored immutably on permissionless blockchain’]

e Legal/Regulatory Assessment: [Brief summary of why functional erasure was applied
instead of deletion]

Section 4 - Functional Erasure Measures Applied
Technical Measures:

e [ Encryption with key destruction - [Details]

e [] Off-chain record deletion - [Details]

e [ Hash-only reference with no source data retained - [Details]

e [ Application logic modification to exclude data from processing - [Details]

e [ Access restriction at application/permission layer - [Details]

e [ Additional obfuscation (e.g. overwriting state variable, salting hash) - [Details]
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Organisational Measures:

o [ Staff instructions issued - [Attach copy]

o [ Access control list updated — [Attach record]

e [ Policy and governance documents updated - [Attach record]
e [] Audit trail created and retained - [Attach evidence]

Section 5 - Ongoing Safeguards

e Security Controls in Place: [List controls to prevent re-identification, e.g. encryption
strength, salted hashing, segregation of keys]

¢ Monitoring Measures: [Describe any logs, alerts, or audits in place to ensure no re-pro-
cessing occurs]

Section 6 - Commitment to True Deletion

o Statement: If technological or architectural changes make full deletion possible, the
organisation commits to permanently removing the data from the blockchain.
» Potential Future Opportunities Identified: [E.g. ‘Planned migration to new ledger in 2027’]

Section 7 - Communication to Data Subject

Template Response:

Dear [Name],

We acknowledge your request for erasure of personal data. Due to the technical struc-
ture of the blockchain system where some of your data resides, immediate physical del-
etion is not possible. However, we have taken steps to ensure that your data is no longer
accessible, processed, or capable of producing any effect on you. These steps include [list
key measures from Section 4].

We have also implemented organisational and technical safeguards to prevent any re-
identification or future processing of this data. If, in future, deletion becomes technically
possible, we commit to removing it entirely.

You may contact us at [contact details] if you require further clarification or wish to
exercise any other data protection rights.

Yours sincerely,

[Name / Position]

[Organisation]

Section 8 - Internal Sign-Off

¢ Reviewed By: [Name / Position]
o Date: [DD/MM/YYYY]
e Approval Signature:

4. General conclusion

This article has sought to address the complex issue of aligning blockchain technology
with data privacy regulations, focusing specifically on the storage limitation principle
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under the GDPR and UK GDPR. By proposing a functional erasure paradigm, it aims to
reconcile blockchain’s inherent immutability with the legal requirement to erase personal
data when it is no longer necessary. Rather than viewing blockchain as fundamentally at
odds with data protection law, this article advocates for a pragmatic framework that
leverages existing legal concepts and technical measures to achieve compliance
without stifling innovation. Regulatory guidance, rather than rigid legislative action, is rec-
ommended as the most suitable approach to provide the flexibility needed in this rapidly
evolving technological landscape. Such guidance would enable tailored, case-by-case sol-
utions while fostering trust in blockchain’s application for processing personal data.

The functional erasure paradigm builds on established data privacy principles and
regulatory guidance, ensuring its integration into existing frameworks is practical and
non-disruptive. It draws directly from the ICO’s concept of putting data ‘beyond use’
which accepts that data may remain in systems if it is rendered inaccessible and unusable.
This aligns with the GDPR’s Recital 26, which excludes truly anonymised data from data
protection obligations, providing a foundation for treating data on immutable block-
chains as effectively erased when it cannot be linked to an individual. By grounding func-
tional erasure in these regulatory positions, the framework ensures continuity with
current data protection practices, offering a solution that is both legally sound and tech-
nically feasible. This approach must remain dynamic, as technology is not static. Block-
chain systems, whether public or permissioned, are subject to continuous
advancements, such as improvements in cryptographic techniques or consensus mechan-
isms. The commitment to true deletion, a key criterion of functional erasure, requires con-
trollers to monitor these developments and act on erasure obligations when
technological changes, such as system migrations or protocol updates, make deletion
feasible. This ensures that functional erasure is a temporary measure, not a permanent
exemption from GDPR requirements. Regulatory guidance should encourage controllers
to stay proactive, adapting their practices to evolving technical capabilities to maintain
compliance over time.

The use of public, permissionless blockchains for processing personal data, as high-
lighted in the EDPB's draft guidelines, should be approached with caution due to their
inherent transparency and lack of access controls. Public blockchains replicate data
across all nodes, making it accessible to any participant, which conflicts with the principle
of data protection by design and by default under Article 25 GDPR. While a blanket pro-
hibition on public blockchains may seem overly restrictive, it would not be wholly unrea-
sonable given the heightened privacy risks they pose. Private or permissioned
blockchains, with their controlled access and governance structures, are generally
better suited to GDPR compliance, particularly for implementing measures like third-
party access prevention and robust security safeguards. Regulatory guidance should
therefore prioritise these architectures while discouraging reliance on public blockchains
unless stringent privacy-preserving measures are in place.

This article has focused specifically on the storage limitation principle, but blockchain’s
compatibility with other GDPR principles, such as data minimisation, purpose limitation,
and accuracy, remains challenging. The append-only nature of blockchains, which grows
with each transaction, conflicts with data minimisation’s requirement to process only
what is necessary. Similarly, correcting inaccurate data on an immutable ledger compli-
cates compliance with the right to rectification. While these issues are beyond the
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primary scope of this discussion, the functional erasure paradigm offers a model for
addressing such challenges by prioritising privacy outcomes through technical and
organisational measures, rather than insisting on traditional compliance methods that
may not suit blockchain’s architecture.

The broader relationship between law and technology is central to this discussion. Block-
chain’s potential to enhance security, transparency, and decentralised control must be
balanced against the fundamental rights of data subjects. The timing and quality of regu-
latory responses will shape the trajectory of blockchain’s development. Overly restrictive
measures could hinder innovation, discouraging adoption in sectors like healthcare,
finance, or supply chain management, where blockchain offers significant benefits. Conver-
sely, inadequate regulation risks eroding public trust by exposing individuals to privacy vio-
lations. The functional erasure paradigm strikes a balance, enabling controllers to harness
blockchain’s advantages while meeting GDPR obligations through measures like crypto-
graphic irreversibility, cessation of use, and transparent documentation.

Stakeholders (regulators, policymakers, and industry actors) must collaborate to
develop guidance that is both practical and forward-looking. The EDPB’s emphasis on
Data Protection Impact Assessments and the ICO’s focus on accountability provide a foun-
dation for this collaboration. By incorporating the functional erasure criteria — irreversibil-
ity, cessation of use, third-party access prevention, security safeguards, commitment to
true deletion, and transparency — into regulatory frameworks, authorities can provide
clarity without imposing rigid rules. This approach encourages responsible innovation
while safeguarding data subjects’ rights, creating a regulatory environment that supports
blockchain’s potential.

Ultimately, this article aims to contribute to the ongoing discourse on blockchain and
data protection by offering a framework that is both legally grounded and technically
practical. It does not claim to resolve all tensions between blockchain and GDPR but
addresses a critical aspect i.e storage limitation, that exemplifies the broader challenge.
By building on established principles and regulatory guidance, the functional erasure
paradigm provides a blueprint for reconciling immutability with privacy obligations. It
is hoped that this contribution will inform future regulatory efforts, promoting a
nuanced approach that enables blockchain’s benefits while upholding the high standards
of data protection demanded by the GDPR. As technology evolves, so too must compli-
ance strategies, ensuring that innovation and privacy coexist to benefit individuals and
society.
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