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From information fiduciaries to AI: minding the gap of trust
Mehmet Bilal Unver

School of Law and Education, University of Hertfordshire, Hatfield, United Kingdom

ABSTRACT  
This paper revisits fiduciary relationships in the context of digital 
platforms and artificial intelligence (AI), evaluating whether 
fiduciary duties retain relevance within an AI-driven socio- 
technical environment. It outlines the core features of fiduciary 
law and examines how interpersonal and institutional trust are 
reshaped by digital platforms, drawing on the EU Digital Services 
Act (DSA) (2022) and the UK Online Safety Act (OSA) (2023). 
Building on Balkin’s (2016) theory of information fiduciaries, the 
paper highlights and analyses a broader transformation of trust 
across platforms and AI systems. It argues that the latter may 
widen the trust gap as users increasingly over-rely on AI and 
move further away from traditional fiduciary relationships. While 
the DSA and OSA seek to enhance user trust through 
strengthened transparency and accountability duties, a distinct 
regulatory shift emerges in the EU AI Act (2024). By emphasising 
AI trustworthiness, the Act risks decoupling trust from its moral 
foundations, potentially fostering misplaced trust (O’Neill 2018), 
distributed trust (Botsman 2017) or lazy trust (Myskja &amp; 
Steinsbekk 2020). In conclusion, the paper critiques the EU AI 
Act’s deprioritising human trust, advocating for enhanced 
individual rights and citizen participation in AI governance, to 
mitigate trust gaps and the declining role of fiduciary relationships.
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1. Introduction

Fiduciary law, with its deep roots in the common law tradition, has historically served as a 
key instrument for governing relationships characterised by trust, confidence, and vulner
ability. These relationships, mirroring interpersonal trust, are signified by the trustee-trustor 
roles, such as those between a company director and shareholders, a doctor and patients 
and a lawyer and clients. Fiduciary duties, such as the duty of care, loyalty and confidenti
ality, arise from these relationships, requiring the former, called ‘fiduciary,’ to act in the best 
interests of the latter, called ‘beneficiary’ (Hudson 2017). Balkin (2016) has adapted this doc
trine to the digital era through his theory of information fiduciaries, which seeks to mitigate 
the power imbalances between online platforms and their users. Given the rapid and steady 
integration of Artificial Intelligence (AI) in modern life, fiduciary relationships need to be 
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revisited in view of the socio-technical landscape enabled by AI systems. It is not only the 
pervasive and substitutive nature of AI that demands attention, but also the uncertain 
capacity of current regulatory frameworks to meaningfully engage with human trust. 
This paper seeks to explore the trajectory of fiduciary relationships in view of digital plat
forms and AI, and ultimately aims to review whether the EU AI Act (2024) addresses any 
likely gap of trust as we enter a new era ushered in by AI.

A fiduciary is not said to be subject to the rules of the duties because he occupies the 
position of a fiduciary in a relationship, but rather he is said to be a fiduciary because he is 
subject to the rules of the duties for the purposes of that relationship (Atkins 2017; P. Ryan 
2019). Given this, it is difficult to fully apply such a relational framework in the context of 
digital platforms or the so-called information fiduciaries. First and foremost, trust does not 
arise as an inherent value of the relationship (intrinsic trust) between platforms and their 
users. Instead, what emerges is often a form of instrumental trust, sustained through a 
complex architecture of regulatory obligations.1 From a broader viewpoint, one can 
thus argue mixed elements from both interpersonal and institutional trust forge a 
quasi-fiduciary relationship between the parties, albeit with the power asymmetries and 
platform responsibilities. Although lacking the intrinsic characteristics of traditional 
fiduciary relationships, this notion recognises the power asymmetries at play and the 
heightened responsibilities of platform providers (Balkin 2016; M. Ryan 2020), marking 
a conceptual departure from the fiduciary theory and law.

When it comes to AI, it is likewise questionable whether fiduciary relationships remain 
as relevant as they once were, given the shifting dynamics between the trustor/benefi
ciary (e.g. AI users) and the trustee/fiduciary (e.g. AI systems). AI not only serves instru
mental purposes in meeting daily needs, but also reshapes human trust – shifting it 
away from the interpersonal or institutional foundations. This transformation, however, 
does not merely redefine trust; it also risks eroding it by detaching it from its original nor
mative and relational context.2 Above all, it raises the pressing question of how law and 
policymakers should respond to an AI-driven evolution that reshapes this fundamental 
human good. The issue becomes even more compelling in light of the emerging legis
lation, particularly the EU AI Act (2024) aimed at preventing and mitigating AI-related 
risks and harms.

Departing from the digital platforms and moving towards AI governance, a regulatory 
emphasis is clearly visible on trustworthiness – understood as a system’s ability to demon
strate reliability, transparency, and accountability – instead of trust, which is inherently 
relational and context-dependent.3 The EU AI Act (2024) operationalises the notion of 
trustworthiness by mandating compliance with risk-based obligations (e.g. data govern
ance, transparency, technical documentation, risk management, and human oversight) 
(World Privacy Forum 2023) and refrains from addressing the interpersonal or institutional 
dimensions of trust between AI developers, deployers, and users. Regardless of ongoing 
debates about the moral agency of AI, the EU AI Act offers no substantive account of what 
is meant by trust in the context of AI, nor does it adequately consider the social environ
ments in which AI is embedded (Bareis 2024). While this regulatory mindset aims to 
inspire public confidence, this approach isolates trust from the ethical discourse 
focused on trustworthiness and indirectly reduces it to a compliance metric (Laux, 
Wachter, and Mittelstadt 2023) detached from the deeper ethical and social foundations 
of fiduciary law and responsibilities.
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Given the evolving dynamics of user relationships with AI, it is essential to revisit the 
nature and implications of these relationships, alongside the ethical governance of AI. As 
is implicit in the EU AI Act (2024), the conceptual separation of trust from trustworthiness 
effectively shifts the responsibility for trust to individual deployers and users, once an AI 
system is deemed trustworthy through conformity assessments and market entry pro
cesses. As this paper highlights, the traditional understanding of fiduciary relationships 
and accompanying remedies to restore trust does not apply to AI as expected. Users 
often unknowingly and/or excessively rely on AI systems, and this overreliance, some
times referred to as ‘overtrust’, increasingly displaces both interpersonal and institutional 
trust (Aroyo et al. 2021; Unver 2025). Not only do fiduciary duties and remedies lose their 
relevance with less or no role to play, but this also results in misplaced trust (O’Neill 
2018), distributed trust (Botsman 2017) or lazy trust (Myskja and Steinsbekk 2020) in a 
socio-technical landscape enabled by AI.4 On this basis, the paper argues that the archi
tecture of the EU AI Act itself reinforces this disconnect from the foundations of human 
trust, along with highlighting a potential gap in trust that is likely to follow this regulat
ory shift.

Against this background, this paper concludes that the role of human agents should be 
significantly strengthened within the AI-driven socio-technical landscape. Enhancing 
public participation in AI governance is essential not only to foster a sense of inclusion 
and deepen user understanding (Coeckelbergh 2024; Himmelreich 2024; Unver 2024), 
but also to address the broader societal impact of AI, which increasingly substitutes tra
ditional forms of trust. After elaborating on the regulatory trajectory of ‘trust’, the paper 
critiques the EU AI Act’s newly introduced individual rights – namely the right to lodge a 
complaint (Article 85) and the right to an explanation (Article 86) – as insufficient for build
ing the ‘ecosystem of trust’ envisioned by the EU (High-Level Expert Group on AI, 2019). It 
is underlined that this vision is contrasted by the lack of the Act’s engagement with trust 
and its repercussions in an era increasingly mediated by AI. Thereafter, the paper estab
lishes the link between democratisation of governance and enhanced trust in the context 
of AI. It is concluded that, as AI transforms human trust and its foundations, individual 
users need to be more equipped with the agency and capacity to govern their trust 
relationships with AI systems. As such, the paper advocates for broader, more meaningful 
involvement of citizens in governance mechanisms, including but not limited to standard
isation, conformity assessment, and post-market monitoring, arguing that this deeper 
engagement is crucial for both enhancing agency of individual users and re-orienting 
human trust in an AI-ushered world.

2. Fiduciary law: foundations and evolution

The origins of fiduciary law can be traced back to the English Court of Chancery and its 
development of the law of equity. Equity emerged to mitigate the rigidity of the 
common law, providing remedies based on fairness and conscience, particularly in situ
ations where one party reposed trust and confidence in another. Over centuries, 
fiduciary law and principles, along the lines of equity, have evolved and been adapted 
across common law jurisdictions to regulate a wide range of relationships based on 
trust and confidence. According to the landmark decision of Bristol & West Building 
Society v Mothew, 
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a fiduciary is someone who has undertaken to act for or on behalf of another in a particular 
matter in circumstances which give rise to a relationship of trust and confidence. The dis
tinguishing obligation of a fiduciary is the obligation of loyalty. The principal is entitled to 
the single-minded loyalty of his fiduciary. (Bristol & West Building Society v Mothew (t/a 
Stapley & Co) [1998] Ch 1)

Traditionally, fiduciary duties arise when a person called ‘fiduciary’ (F) acts on behalf of 
‘beneficiary’ (B) in a context or relationship mirroring interpersonal trust and confi
dence between F and B. A fiduciary is not said to be subject to the rules of the 
duties because he occupies the position of a fiduciary in such a relationship, but 
rather he is said to be a fiduciary because he is subject to the rules of the duties for 
the purposes of that relationship (Atkins 2017; P. Ryan 2019). While fiduciary relation
ships are presumed in certain established categories, such as trustee-beneficiary, 
agent-principal, solicitor-client, director-company, and partner-partner, these pre
sumptions are rebuttable (P. Ryan 2019). Provided the relationship displays the necess
ary characteristics (e.g. trust and confidence), fiduciary obligations may also arise on an 
ad hoc basis. Courts have discretion to decide whether such a relationship has arisen 
along with the fiduciary duties and obligations considering each case within its 
entirety of circumstances. It has thus far been possible for professional advisers, 
bank managers, doctors, and employers to be subject to fiduciary obligations, even 
though they do not fit into the recognised relationships which are fiduciary per se 
(Panesar 2005).

At the core of fiduciary law lie several fundamental duties. The duty of loyalty requires 
the fiduciary to act solely in the best interests of the beneficiary, avoiding any conflicts of 
interest or personal gain at their expense. The duty of care obligates the fiduciary to exer
cise reasonable skill and diligence in managing the beneficiary’s affairs. Other important 
duties include the duty of good faith, the duty of disclosure and the prohibition of 
unauthorised profits. These duties are not merely ethical guidelines but legally enforce
able obligations, with breaches potentially leading to significant consequences (Atkins 
2017; Velasco 2021). Fiduciary remedies include not only equitable compensation but 
also restitutionary remedies such as account of profits, disgorgement, and the imposition 
of constructive trusts. Additionally, they may involve unwinding remedies like equitable 
rescission as well as supervisory mechanisms such as declaratory judgments (Bray 2019; 
Velasco 2021).

A defining characteristic of fiduciary relationships is the inherent power imbalance and 
vulnerability of the beneficiary. The undertaking by the fiduciary to act on behalf of the 
beneficiary creates a relationship of dependence, where the beneficiary relies on the 
fiduciary’s expertise, discretion, or control over assets or information. This reliance, 
coupled with the potential for the fiduciary to abuse their power, justifies the imposition 
of stringent legal obligations, referred to as fiduciary remedies mentioned above. This 
moral rhetoric and its legal repercussions can be traced in various areas such as 
company law, trust law, agency law, and professional practice (Velasco 2021).5 Notably, 
interpersonal trust underlies the fiduciary relationship and duties as well as the remedies 
applicable in the case of failure of such duties. This ethical dimension reflects the dynamic 
and adaptive nature of fiduciary law, also in contexts where institutional elements are 
involved.
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3. Digital platforms: the rise of information fiduciaries

The concept of ‘information fiduciaries’, developed by Professor Jack M. Balkin, provides a 
normative framework for addressing the power asymmetries between individuals and 
digital platforms. He defines an information fiduciary as ‘a person or business who, 
because of their relationship with another, has taken on special duties with respect to 
the information they obtain in the course of the relationship’ (Balkin 2016, 1225). Balkin 
argues that digital platforms, which collect, analyse, use, sell, and distribute personal 
information, wield significant power over individuals’ lives and information flows. This 
power, he contends, creates a fiduciary-like responsibility not to harm interests of the 
end-users, since they are largely dependent on the good will of these companies not 
to abuse their personal information (Balkin 2014, 2016).6

Balkin’s theory, drawing on the traditional concept of fiduciary relationships (e.g. 
doctor-patient, lawyer-client), posits that these companies should owe duties of loyalty, 
care, and confidentiality to their users (Balkin 2014, 2016). Balkin emphasises that the tra
ditional privacy frameworks based on notice and consent are inadequate in addressing the 
structural power and asymmetry of knowledge between users and digital intermediaries 
(Balkin 2020). Thus, he argues that their responsibilities centred on duties of confidenti
ality, care and loyalty require them to protect user data and ensure any data-sharing part
ners uphold the same standards, act in users’ best interests, avoiding manipulation or 
conflicts of interest such as promoting addictive behaviours (Balkin 2020, 14).

Balkin postulates an emerging algorithmic society7 where digital infrastructures 
mediate not only communication and commerce, but also public discourse, civic partici
pation, and behavioural governance (Balkin 2016, 2018a, 2018b). Refining these insights 
in relation to the evolving relationships among governments, digital intermediaries, and 
users,8 he argues that free speech norms must adapt to account for the private power of 
platforms and their quasi-public functions (Balkin 2018a, 2018b). This seemingly aims to 
ensure digital platforms are held to higher standards of responsibility, transparency, and 
public accountability. Overall, the fiduciary model developed by Balkin adds a layer of 
trust-centric governance and accountability to the regulatory landscape for the digital 
platforms.

Although the concept of ‘information fiduciaries’ remains a largely theoretical con
struct in US law, it resonates strongly with recent regulatory developments in the EU 
and the UK. Albeit implicitly, through the EU DSA (Regulation (EU) 2022/2065) and the 
UK OSA (2023), one can argue that Balkin’s framework is being operationalised to 
govern platforms’ responsibilities, address systemic power imbalances and ultimately 
enhance users’ trust in the digital era.

For instance, the EU DSA imposes transparency, accountability, and due diligence obli
gations on online platforms, particularly Very Large Online Platforms (VLOPs), to mitigate 
systemic risks that their services pose to fundamental rights, civic discourse, and demo
cratic processes (Arts. 26–27). These obligations include risk assessments (Art. 34), inde
pendent audits (Art. 37) and enhanced transparency around algorithmic curation, 
recommender systems and content moderation (Arts. 14, 15, 27). Not only such obli
gations, but also the requirements for clear terms of service (Art. 14), the prohibition of 
dark patterns (Art. 25) and user redress mechanisms (Art. 20) collectively help build a 
trust ecosystem, without directly postulating a fiduciary model. Under this regulatory 
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framework, platforms must act in a way that is diligent, proportionate, and accountable, 
which arguably represents the duties of care and loyalty expected in fiduciary 
relationships.

Similarly, the UK OSA (2023) places a statutory duty of care on online service providers 
to protect users from illegal and harmful content (Part 3, Sections 8–11). This legislation 
mandates platforms to conduct risk assessments (Part 3, Sections 17–18) and implement 
proactive safety measures to mitigate systemic risks, particularly concerning illegal 
content and content harmful to children. Platforms are also required to provide enhanced 
transparency around their content moderation policies and practices (Part 4, Sections 28– 
30), publish transparency reports (Part 5, Section 67), and establish robust user complaints 
and redress mechanisms (Part 4, Section 35). These obligations collectively aim to foster a 
safer online environment and enhance user trust, aligning with principles of transparency 
and accountability, without explicitly adopting a fiduciary model.

Although the precise language of ‘information fiduciaries’ remains largely absent, both 
the EU DSA and the UK OSA manifest a growing convergence with Balkin’s theory of infor
mation fiduciaries and its normative implications. A central thrust of these regulatory 
frameworks is to address the systemic asymmetries of power and information prevalent 
in the digital era, thereby fostering the trust between digital platforms and their users. 
This is evident from several provisions throughout the DSA. Recital 1 underscores the 
importance of ‘a safe, predictable and trusted online environment’ as essential to the 
functioning of the internal market, whereas Recital 2 reinforces this by calling for ‘a trust
worthy online environment’, where fundamental rights are effectively protected. Further
more, Recital 5 explicitly refers to the goal of reinforcing ‘trust in the digital economy’. This 
emphasis continues into the operative provisions of the Act, which all together reflect the 
DSA’s implicit yet robust trust-centred regulatory framework.

While this approach resembles traditional fiduciary law and its duties of care and 
loyalty, a notable distinction exists: Platforms’ primary objective under these regulations 
is not to act strictly in the best interests of their users. Instead, their obligations seek to 
establish conditions conducive to trust by enhancing platform accountability, reducing 
harms, and enhancing user autonomy and rights protection at scale. It can thus be impli
cated that trust is primarily instrumental rather than intrinsic in this context. Nonetheless, 
the EU and UK regulatory frameworks – by aiming to promote general trust and transpar
ency across the digital ecosystem – are likely to support the development of both inter
personal and institutional trust. Therefore, while the applicability of fiduciary principles to 
digital platforms is debated, trust belief and decisions across the digital platforms would 
include mixed elements from both institutional and interpersonal trust.

Proponents argue that platforms’ significant control over user data and users’ inherent 
reliance on their services justify the imposition of fiduciary-like duties on these digital 
entities (Balkin 2016; Haupt 2020; Whitt 2024). Critics, however, raise various concerns 
about the practical challenges of applying traditional fiduciary concepts – originally 
designed for bilateral, often professional-client relationships – to the dynamic and multi
faceted nature of the digital ecosystem, which involves millions of users, stakeholders and 
diverse platform functions (Keats Citron and Pasquale 2014; Khan and Pozen 2020).9 They 
also point to the potential for such duties to stifle innovation and inadvertently restrict 
freedom of expression, claiming that broad responsibilities could lead to over-moderation 
or a chilling effect on online speech (Barrett 2020; Keller 2019).
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Arguably, users’ trust in digital platforms is grounded in non-interpersonal relationships 
or mixed relationships and reliance on the AI and other technologies being used (M. Ryan 
2020) as well as other organisational elements which may signify institutional trust to 
some extent. Any intrinsic trust and confidence between the parties may not exist at 
all. While the responsibilities of digital platforms to enhance public trust and transparency 
suggest trust and fiduciary relationships are not often inherent in this context, its devel
opmental process through the wide-ranging obligations involve similarities with the tra
ditional fiduciary duties and remedies. Overall, one can espouse value of trust comes 
through normative and pragmatic aspects of quasi-fiduciary relationship between the 
parties (i.e. platforms and users). Therefore, it can be argued that such relationships inher
ently shape specific regulatory obligations as well as the existing fiduciary duties in the 
context of digital platforms.

4. Interpersonal versus institutional trust

‘Trust’ is the social glue of life, having crucial functions in building our norms (Misztal 
1992; Rousseau et al. 1998). Having an intrinsic and instrumental value (McLeod 2021; 
Danaher 2021; Carter and Simion 2020), trust is primarily associated with human social 
interactions. Reflecting on interpersonal trust and its characteristics, modern scholars 
have mostly focused on human values and attributes, defining trust as ‘a psychological 
state comprising the intention to accept vulnerability based upon positive expectations 
of the intentions or behaviour of another’ (Rousseau et al. 1998, 395) or more succinctly 
as ‘accepted vulnerability to another’s possible but not expected ill will (or lack of good 
will)’ (Baier 1986, 235). Depending on the extent to which rational evaluations or emotions 
play a role, trust is categorised as ‘cognitive’ or ‘affective’ (Chen 2021; Sekhon et al. 
2014).10

Interpersonal trust relies on the fundamental aspects of trust based on human-to- 
human interactions. Considering interpersonal interaction includes the individual’s side 
and the other person’s side, interpersonal trust is meant to be dependent on both 
parties (Sekhon et al. 2014; Zhang 2021). Thus, interpersonal trust might be considered 
from two aspects: the general trustworthiness of others (i.e., a state-based trust that 
depends on other people) and one’s own general propensity to trust others (i.e., a 
trait-based trust that depends on oneself) (Zhang 2021). Notwithstanding, trustworthiness 
is separated from the very notion of trust by many scholars who develop different 
accounts of trust (e.g., Hardin 2002; Jones 1996; Luhmann 1979). Hardin (2002), holding 
a distinct and well-developed account of trust, argues that one trusts another when 
one believes the trusted party has an incentive to act in the trustor’s interest because 
their own interests ‘encapsulate’ those of the trustor, making their trustworthiness a 
matter of self-interest.

Instead of trusting a known counterpart, people may place trust in broader systems 
(e.g. blockchain infrastructures) (Laux, Wachter, and Mittelstadt 2023; Lumineau, 
Schilke, and Wang 2022) or institutions that build on various factors such as stable gov
ernance structures, regulatory oversight, recognised legitimacy, or a proven record of 
reliability (Helberger, Pierson, and Poell 2018; Laux, Wachter, and Mittelstadt 2023). This 
form of institutional trust refers to a belief in the reliability of systems or entities not 
based on personal familiarity, but on systemic attributes such as consistency, rule- 
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based procedures and perceived accountability. While perceived ‘competence’, ‘benevo
lence’ and ‘integrity’ are underlined as the components of ‘trust’ by early scholars 
(Misztal 1992; Rousseau et al. 1998), more impersonal and cognitive elements such as 
‘helpfulness’, ‘reliability’, and ‘functionality’ may play a more significant role in the case 
of non-personal trust (Choung, David, and Ross 2022; Lewis and Marsh 2022), including 
institutional trust.

As widely acknowledged, humans render trust to technology (Laux, Wachter, and Mit
telstadt 2023), although often not based on the same cognitive or affective elements of 
interpersonal trust. This nuanced understanding of trust, particularly as articulated by 
Buechner and Tavani (2011) and Walker (2006), underscores the complexity of modern 
digital environments, where trust is distributed across institutional and technological net
works. Conceptualising ‘distributed trust’, Botsman (2017) argues that humanity is 
embarking on a third trust revolution that flows laterally between individuals, enabled 
by networks, platforms and systems (Botsman 2017, 257).11 She asserts we trust other 
people through technology (e.g. from Uber app to AI chatbots), and have come to rely 
on well-trained bots and apps to give us advice and resolve our problems (Botsman 2017).

From another scholarly viewpoint, users may be engaged in what Walker (2006) terms 
‘diffuse’ or ‘default’ trust when interacting with digital platforms – trust that is not directed 
at specific individuals but rather at the organisational systems and norms embedded 
within these platforms. Even when interactions are mediated by complex technical infra
structures (e.g., digital platforms), it is the institutional actors who remain accountable for 
trustworthy conduct and procedural integrity (M. Ryan 2020). This trust is habitual and 
often unconscious, shaped by normative expectations of professionalism, reliability, 
and fairness. In this context, the focus of trust remains on the organisation itself, which 
is expected to meet its normative commitments to users through adequate design over
sight and redress mechanisms (Brezzi 2021; Laux, Wachter, and Mittelstadt 2023). It is 
argued that the nature of trust in digital platform environments is better characterised 
as a form of institutional trust embedded in multi-agent systems, wherein various 
human agents and organisational actors collaborate to deliver services (Buechner and 
Tavani 2011). Within this complex and hybrid relationship, regulatory tools and safe
guards also play a pivotal role, as detailed above.

5. Trust in (relation to) AI

Trust is a complex and multifaceted phenomenon that has been studied across various 
disciplines, including psychology, sociology, philosophy, and computer science. Interper
sonal trust, the trust between individuals, is often characterised by factors like compe
tence, benevolence and integrity (Misztal 1992; Rousseau et al. 1998), underlying the 
common law obligations and their modern law versions (e.g., FCA’s 2021 Consumer 
Duty rules) centred on fiduciary-type responsibilities. Institutional trust, on the other 
hand, refers to trust in organisations or systems, which is influenced by factors like repu
tation, accountability, transparency, and procedural fairness (Blind 2007; Cook, Hardin, 
and Levi 2005; Hardin 2002). This is developed through the regulatory obligations 
along with other factors that might feed in interpersonal, institutional, or rather systemic 
trust. While digital platforms are subject to regulatory obligations to maintain or foster 
quasi-fiduciary trust, it remains uncertain whether the same applies to AI. Hence, the 
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question is how far the notion of ‘information fiduciaries’ can be extended to AI systems 
and their users. To address this, a parallel discussion to that concerning digital platforms is 
needed – one that interrogates the dynamics of both interpersonal and institutional trust.

As far as interpersonal trust is concerned, AI systems can hardly be considered a subject 
of trust, as they lack intention, emotions and social awareness that underpin human or 
interpersonal trust.12 While ‘competence’ and ‘integrity,’ two core components of trust, 
can be attributed to AI systems, ‘benevolence’ – a reflection of goodwill or caring inten
tions – is a personality trait that AI cannot genuinely possess (see Montag, Becker, and Li 
2024; Novozhilova et al. 2024). Research findings reveal that across various domains (e.g., 
healthcare, education and creativity) individuals demonstrate higher trust in AI systems’ 
capabilities compared to their perceived benevolence (Novozhilova et al. 2024). Along 
the same lines, Afroogh et al. (2024) find that cognitive trust exerts a significantly stronger 
influence than affective trust in shaping user acceptance and adoption of AI systems, with 
the share of organisations with mature generative AI initiatives doubled between 2023 
and 2024 (TechTarget 2024).

There are various empirical research studies that tested and evaluated trust in AI 
systems, including Generative AI, which is used for a widening range of purposes, includ
ing but not limited to travel, education, shopping, etc. According to a survey, almost all 
respondents (92%) reported increased use of generative AI in the past year, with the dou
bling share of organisations with mature generative AI initiatives between 2023 and 2024 
(Craig 2024). According to another statistic, the adoption rate of Generative AI in organ
isations worldwide surged from 33% in 2023 to 65% in 2024 (McKinsey 2024), suggesting 
an overreliance by the users.13 Solomovich and Abraham (2024) highlight that trust in 
ChatGPT is associated with perceived usefulness of AI and mediates the relationship 
between perceived ease of use and perceived usefulness within the technological accep
tance model. Ali et al. (2023) proposed four primary elements essential for trust in Gen AI: 
relevance, credibility, usefulness, and intelligence, with the finding that in the presence of 
these elements, ChatGPT’s personalised recommendations significantly enhance trust.

From the viewpoint of institutional trust, an organisation can be reputable, held 
accountable, and might have proven fair in transactions vis-à-vis their clients or benefici
aries, using AI as a tool.14 One can attribute a mixed or hybrid form of institutional trust to 
AI, given the plausible fact that AI is often considered to be a sub-system alongside mul
tiple actors that interact and co-work enabling functionality of the whole system (Unver 
2023; Unver and Asan 2022). One can, however, argue that institutional trust is primarily 
developed towards the organisation, not the AI system or software that supports the 
organisation. In light of this, the conception of multi-agent systems needs to be empha
sised as they embody several agents cooperating and interacting to achieve the common 
goal of the system. In the case of digital platforms, which reflect a blend of interpersonal 
and institutional trust, every organisational agent, including AI, likewise plays a role, 
holding a stake in shaping trust through the existing responsibilities and contributions.

Chakraborty et al. (2024) explored the factors influencing trust in the context of online 
shopping platforms that employ Gen AI chatbots and suggest that they should emphasise 
the quality of interaction and credibility of their Generative AI-powered chatbots to foster 
user trust. All these suggest digital platforms owe their credibility and reputation partly to 
their AI systems, although their audience usually does not know what is happening 
behind the scenes (e.g., algorithmically). This also explains how the concerns about 
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opacity or explainability might be addressed by institutional trust or the trust in a socio- 
technical system. Hardin’s (2002) following proposition uncovers this: 

In actual life we might often not trust an organisation but might merely depend on its appar
ent predictability by induction from its past behaviour. Then we have merely an expectations 
account of the organisation’s behaviour. Such inductive knowledge in some contexts seems 
compelling, and it is central to our lives in manifold contexts in which we do not have ade
quate theoretical understanding to make explanatory sense of our experience. … We accept 
the use of such institutions because they are virtually necessary, or at least very helpful, to us 
and because we begin to have a fairly high degree of confidence that they will perform better 
for us than any extant alternative would. (Hardin 2002, 156–158)

While Hardin (2002) draws a powerful account of institutional trust through the example 
of banks, his argument is still relevant in today’s world for the organisations, including 
banks, even when they rely on AI. Following his account, to be confident in such an insti
tution, we need not understand its design and incentive system well enough to claim we 
trust the actions of its agents. For our trust and confidence in the institution, ‘we need 
only inductively generalise from what we think to be the facts of its behaviour or even 
only from the apparent results of its behaviour, as we inductively generalise that the 
winter will be cold’ (Hardin 2002, 159).

However, as users increasingly rely on AI (Craig 2024; McKinsey 2024), this risks insti
tutional trust being replaced by trust in AI. Users’ affinity for and reliance on AI may 
not be deeply associated with institutional trust. In other words, our trust in AI might 
partly or fully diverge from the trust we develop towards an AI-using organisation or insti
tution. So, this divergence might cause a stand-alone trust in AI, while decoupling it from 
institutional trust is hard to justify. Notwithstanding the potential erosion of institutional 
trust, people would still rely on AI for its usefulness, ending up with ‘lazy trust’ instead of 
the Kantian sense of trust in ‘guardians, i.e. some authority or expert’ without the requisite 
active cognitive attitude (Myskja and Steinsbekk 2020). At that point, trust in AI would not 
merely be labelled as either interpersonal or institutional, or a systemic (or hybrid) trust 
like the one towards digital platforms.

As acknowledged by some scholars, technology can affect the conceptual understand
ing of value of trust (and hence its perceived prevalence and relevance in our society) and 
affect how, why and when humans trust other humans (Danaher and Sætra 2022). 
Danaher and Stra introduce three potential changes triggered by technology: First, 
trust in humans could be replaced by reliance on machines and, in some cases, result 
in increased distrust of humans. Second mechanism of change is related to the use of 
deceptive machines, such as social robots that are designed to mimic or copy human 
behavioural cues, having impact on our social learning and behaviours including 
towards (trust) relationships in society. Third, technology might change trust by changing 
our moral perception of ourselves and others, as conceptualised with the term ‘roboto
morphy’ which describes how we tend to attribute robot qualities to human beings 
(Danaher and Sætra 2022). As such, trust in AI might cause not only interpersonal and 
institutional trust to be affected but also their replacement with misplaced, distributed, 
or so-called lazy trust in AI. Against this, one should recall Lehrer’s assertion that self- 
trust is the basis of our trustworthiness, on which reason, knowledge and wisdom are 
grounded (Lehrer 1997). Considering trust is the baseline for people to learn, achieve 
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and relate to each other, its original forms including interpersonal and institutional trust 
need to be emphasised and maintained, even in the era ushered by AI.

Regardless of the underlying factors (e.g. automation bias) behind the aforementioned 
divergence and likely displacement of trust (see Aroyo et al. 2021), it is important to 
acknowledge that overreliance on AI can hardly substitute traditional human trust, 
which is the key to realise or test trustworthy AI. It is not farfetched to say that despite 
its lack of explainability, potential for bias or perceived threat to human autonomy, 
human demand for and use of AI will increase for the foreseeable future. While this 
would eventually create a pragmatic quasi-trust relationship between us and AI, the regu
latory landscape should play a role in ensuring that the key governance principles are in 
place not only for trustworthy AI but also for human beings, as the subjects of trust, to 
maintain and pursue their interpersonal and institutional trust.

6. Review of the EU AI Act from the viewpoint of trust

The EU AI Act (2024) represents a landmark legislative development to regulate AI on a 
horizontal basis. Its risk-based approach categorises AI systems based on their potential 
harm, imposing stricter requirements on high-risk systems. Aiming to foster ‘trustworthy 
AI’, the AI Act sets out obligations towards AI providers and deployers, focusing on tech
nical robustness, data governance, transparency and accountability. These obligations 
aim to ensure that AI systems are safe, reliable, and compliant with fundamental rights. 
However, the Act does not establish or envisage a fiduciary relationship, incorporating 
any interpersonal or institutional trust between developers or deployers and their 
users. Instead, it prioritises the concept of ‘trustworthiness’, emphasising the objective 
qualities of AI systems to stimulate confidence through reliability, explainability, and 
ethical design.

The Act builds on the EU’s ethics-oriented AI governance approach, originally outlined 
in the 2019 Ethics Guidelines for Trustworthy AI by the European Commission’s High-Level 
Expert Group on AI, which defined trustworthy AI as ‘lawful, ethical and robust, while 
respecting fundamental rights, applicable regulation and core ethical principles’ (Euro
pean Commission 2019). The European Commission’s White Paper on AI (European Com
mission 2020) maintained this approach focused on ‘trustworthiness’ without offering a 
clear definitional framework.15 However, the White Paper underlines the ambition of 
ensuring a unique ‘ecosystem of trust’ alongside the goal of establishing a regulatory 
framework for AI in Europe. Earmarking this ideal, the EU AI Act (2024) codifies trust
worthiness by setting out legally enforceable safeguards across system design, data gov
ernance, transparency, human oversight, and fundamental rights protection (World 
Privacy Forum 2023). The governance infrastructure of the AI Act, lacking a single legal 
definition of trust in relation to AI, is rooted in risk assessment, regulatory oversight, 
and public accountability.

Under the EU model, trustworthiness appears not merely as a normative aspiration but 
as a structured, measurable, and enforceable regulatory outcome (Laux, Wachter, and Mit
telstadt 2023). However, an enforceable approach to implementing trustworthy AI 
systems requires first defining rather than designing the concept of ‘trust’ as we move 
away from interpersonal and institutional trust relying on AI. Otherwise, the wide- 
ranging principles, requirements and obligations would risk being detached from the 
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true origins of trust. It is notable that the EU’s regulatory framework chooses to engineer 
the citizens’ trust while not defining it (Bareis 2024; Laux, Wachter, and Mittelstadt 
2023).16 Our overreliance on AI as an intersubjective quasi-other trustee (Bareis 2024) is 
fed in by the race of AI models and their everyday-enhancing features. On the EU side, 
the ethical discourse against this trend is shaped by a sophisticated governance frame
work, setting out eight requirements for high-risk AI systems and imposing fourteen 
key obligations towards AI providers and deployers. Herein, trust is operationalised as a 
resulting phenomenon that emerges from following a checklist of ethical requirements 
that need to be fulfilled (Bareis 2024; Laux, Wachter, and Mittelstadt 2023).

Conflating trust and trustworthiness with the acceptability of risks blurs the distinction 
between acceptability judgments made by domain experts and the trustworthiness of AI 
systems implemented in society (Laux, Wachter, and Mittelstadt 2023). According to Laux, 
Wachter, and Mittelstadt (2023), rather than providing a seal of approval, trustworthiness 
is a longitudinal concept that necessitates an iterative process of controls, communication 
and accountability to establish and maintain its existence across both AI technologies and 
the institutions using them. Critics have also pointed out that the AI Act delegates the 
determination of ‘acceptable’ levels of risk to AI providers, with an economic interest to 
market the AI system (Smuha et al. 2021). Such a solution-centric, metrics-based approach 
to ethical concerns might pressure governments to come up with effective solutions. 
However, selling smart AI-based solutions while ignoring deep-rooted social problems 
can be a pitfall for the envisaged ‘trustworthy AI. Hence, one can recognise that the EU 
AI Act’s emphasis on technical pillars and requirements is open to critique, as it lacks 
focus on social surrounding and the meaning of trust ascribed to AI.

This emphasis on trustworthiness, given the displacement of trust, raises concerns 
about a potential trust gap. While trustworthiness is undoubtedly important as a regulat
ory goal, it does not necessarily translate to genuine human trust which involves a sub
jective and relational dimension. Users may find AI systems to be trustworthy in terms 
of their functionality, yet still experience a lack of trust, which can be disoriented or dis
placed already. This situation would be facilitated with the aforementioned regulatory 
shift towards trustworthiness. Under the AI Act, AI developers will predominantly 
assess the acceptability of AI-specific risks and thus the trustworthiness of AI (Laux, 
Wachter, and Mittelstadt 2023). This regulatory delegation, however, risks leaving citizens 
with forms of trust that may be misplaced, lazy or distributed (see Botsman 2017; Myskja 
and Steinsbekk 2020; O’Neill 2018, respectively), thereby undermining user agency 
against the AI systems.

The EU AI Act introduces two individual rights, namely the right to lodge a complaint 
(Article 85) and the right to explanation (Article 86). User agency and citizen involvement 
in the EU AI Act’s governance framework is largely confined to these two individual rights. 
The former right pertains to market surveillance activities, including oversight during real- 
world testing and the reporting of serious incidents as part of conformity assessments. 
However, the Act remains unclear on whether users or third parties negatively affected 
by AI systems are entitled to file complaints with Market Surveillance Authorities 
(Novelli 2024), which are typically structured around technical compliance and may not 
be equipped to incorporate citizens’ broader perspectives into governance processes. 
The latter right allows individuals to request a clear and meaningful explanation from 
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AI deployers when a decision made by a high-risk AI system has ‘legal effects or similarly 
significant’ impact on their health, safety or fundamental rights (Article 86(1)).

Overall, the impact and outreach of these rights with respect to re-orienting the trust of 
individual users of AI is questionable. Under the EU regulatory framework, ‘trust’ seems 
not to be captured as a human good that is highly privileged or independently valued. 
While one can claim all the requirements and obligations seek to ensure this, such an 
argument is ungrounded, given that the primary aim is to realise trustworthy AI, which 
may not suffice to foster genuine (traditional) trust developed by us as humans. Further
more, against the risks of human trust being washed away by AI, the EU AI Act seems to be 
silent, leaving this risk to be handled by the AI stakeholders or the users themselves. This 
silence is slightly shaded by the introduction of two individual rights, yet no one can 
firmly argue that these rights seek to ensure individual users are involved in the AI life
cycle or governance processes.17 This all poses a trust gap under framework of the EU 
AI Act, which does not actively aim at the empowerment of individual users against 
their overreliance.

From this vantage point of view, this paper contends that achieving genuine human 
trust requires human participation in the key stages of governance (e.g. standardisation, 
conformity assessment, and monitoring) for the sake of re-orienting as well as enhancing 
trust across AI systems. By means of participation, citizens can learn a new self-respect, a 
deeper and more assertive group identity, public skills and values of cooperation and civic 
virtue (Elstub 2018; Pateman 1970).18 Thick ethical discourse without involving the indi
viduals who are exposed to AI would paradoxically aggravate the very ethical concerns. 
To avoid such undesirable consequences, it is essential to provide individuals with clear 
and meaningful rights and opportunities to engage in governance processes.

7. Conclusion

Fiduciary law, rooted in common law, has long governed relationships of interpersonal trust 
between fiduciaries and beneficiaries (e.g. doctors and patients or lawyers and clients) 
through strict duties of care, loyalty and confidentiality. This framework has recently 
been extended to encompass digital platforms, drawing on Balkin’s theory of ‘information 
fiduciaries’, which aims to redress structural power imbalances between platforms and their 
users. Rapid and ubiquitous integration of AI in daily life requires reconsideration of trust 
and fiduciary relationships in light of the socio-technical dynamics driven by AI systems. 
This paper examines the evolution of trust and any potential gap that may arise within 
the traditional forms of (interpersonal and institutional) trust, given their exposure to AI 
as well as digital platforms. The analysis also considers regulatory responsibilities under rel
evant legislation for these emerging technologies, given their role in fostering trust.

As far as digital platforms are concerned, trust is more visible as a regulatory target as 
the policymakers articulate their aim to ensure public trust in digital platforms by means 
of increased transparency and accountability. The EU’s Digital Services Act (2022) and the 
UK’s Online Safety Act (2023) exemplify legislative effort to strengthen trust in the digital 
environment with particular regard to digital platforms by addressing the risks of exploi
tation or misuse of trust that may result from users’ overreliance. Although it remains 
uncertain whether this regulatory trend is influenced by the theory of information fiduci
aries, it is clear that policymakers place significant value on human trust as our reliance on 

INTERNATIONAL REVIEW OF LAW, COMPUTERS & TECHNOLOGY 13



digital platforms continues to grow. This policy approach needs to be emphasised, given 
the fact that we are apt to develop quasi-fiduciary relationship with digital platforms, 
reflecting a blend of interpersonal and institutional trust.

When it comes to AI, it is questionable whether fiduciary or trust relationships exist, 
and if they exist, can be grounded in traditional interpersonal or institutional trust. As 
far as the EU AI Act (2024) is concerned, regulatory effort focuses more on the ethical con
cerns and reflects a notable rhetorical shift: from trust to trustworthiness. The AI Act 
advances a predominantly ethical discourse that seeks to ensure ‘trustworthy AI’ by 
means of a sophisticated governance structure, setting out wide-ranging requirements 
and obligations primarily for high-risk systems. Within this framework, trust appears to 
be conceptually isolated from trustworthiness as a regulatory goal, with little attention 
given to the broader social context, including institutional or interpersonal dynamics in 
which trust operates. As a result, trusting parties are ultimately exposed to the conse
quences of AI interaction incorporating the risks of misplaced trust (O’Neill 2018), distrib
uted trust (Botsman 2017), or lazy trust (Myskja and Steinsbekk 2020). Hence, users’ beliefs 
and judgements of trust are increasingly displaced or disoriented by AI systems, causing a 
divergence or detachment from their institutional and interpersonal foundations.

While trust is typically understood as an individual perception formed within relation
ships with others, the potential displacement of trust raises the need for policymakers to 
provide a policy approach. This is primarily because AI poses a complexity, falling outside 
the fiduciary relationships in which trust would develop atypically and having the poten
tial to erode and reshape the traditional forms of trust. As users increasingly, and at times 
uncritically, rely on AI systems, our genuine (interpersonal and institutional) trust may 
gradually evolve into a qualitatively different quasi-trust relationship with AI. Notwith
standing, socio-technical dynamics and the evolution of human trust seem to not have 
been factored into the regulatory structure of the EU AI Act (2024), which seeks to engin
eer citizens’ trust through certain metrics and a detailed toolkit.

Danaher and Sætra (2022) argue that technology reshapes the concept and dynamics 
of trust by altering how, when, and why humans trust each other. Against this backdrop, 
they identify three key shifts: the replacement of human trust with machine reliance, the 
social effects of deceptive technologies like human-like robots, and a transformation in 
moral perception known as ‘robotomorphy’, which may give rise to a new displaced 
form of trust centred on AI. At this point, one can rightfully claim that AI reforms concep
tual and human understanding of trust, altering how it is valued, perceived, and exercised 
within society.

In light of this, this paper argues that the role of humans should be enhanced within 
the relationship they are supposed to have in the growing AI-driven socio-technical land
scape. To this end, citizen participation in AI governance is of high importance, not only to 
foster a sense of belonging within the regulatory landscape but also to empower AI users 
to directly influence governance policies and decisions. Having said that, I argue that the 
individual rights introduced by the EU AI Act, namely the right to lodge a complaint 
(Article 85) and the right to an explanation (Article 86), are insufficient to realise the ‘eco
system of trust’ as envisioned by the European Commission in its White Paper on AI (Euro
pean Commission 2020).

Overall, users’ active participation in the AI lifecycle (e.g., design, development and 
deployment) needs to be effectuated, with a view to cultivating a sense of belonging 
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within the regulatory framework, enhancing their understanding of AI systems and 
empowerment in governance processes. In this regard, AI users require additional 
rights and genuine opportunities to participate in key governance stages and mechan
isms, such as standardisation processes, conformity assessment, and post-market moni
toring. This broader engagement is essential to bridge the gap between trust and 
trustworthiness under AI governance, as it is likely to be led by the EU AI Act.

Notes

1. Such obligations are exemplified by the EU Digital Services Act (2022) and the UK Online 
Safety Act (2023), which include transparency obligations such as recommendation 
systems, content moderation rules, advertising disclosures, due diligence obligations and 
accountability mechanisms such as independent audits and risk assessments, which aim to 
establish a more responsible digital environment and, in doing so, attempt to restore or 
enhance trust between users and platforms. Regarding further details, see the Section 3 
titled ‘Digital Platforms: The Rise of Information Fiduciaries’.

2. In response, a wide range of trust theories have been developed by scholars examining the 
dynamics of human-AI interaction (e.g., Ryan 2020; Taddeo 2010; Choung, David, and Ross 
2022). While these accounts offer valuable insights into the evolving landscape of trust in 
AI, a detailed engagement with them lies beyond the scope of this paper.

3. Trust is an attitude which we have towards people or institutions whom we hope will be trust
worthy, whereas trustworthiness is a property, not an attitude (McLeod 2021; Carter and 
Simion 2020).

4. Behind this lies the fact that traditional models of interpersonal and institutional trust are 
increasingly supplanted by socio-technical dependencies with no common aims or 
fiduciary duties that underlie AI development (Mittelstadt 2019).

5. For instance, the provision of financial services is governed by the Financial Services Act 2021, 
which incorporates obligations akin to fiduciary duties when services are delivered by 
financial advisers and firms. The Act, alongside guidance from the Financial Conduct Auth
ority (FCA), establishes a regulatory framework under which banks, wealth managers, and 
financial professionals who manage client assets are subject to prudential standards that 
reflect fiduciary-type responsibilities. The FCA’s Consumer Duty rules, introduced in 2021, 
require firms to act in good faith, avoid causing foreseeable harm, and support consumers 
in pursuing their financial objectives. Specifically, firms must ensure that communications 
are understandable, that financial products and services are suitable for their intended 
purpose, and that customer service is consistently fair and helpful (Financial Conduct Auth
ority 2021).

6. Jack M. Balkin first introduced the concept of ‘information fiduciaries’ in a blog post (Balkin 
2014). He developed this idea further in Balkin (2016, 2018a, 2018b). See also Balkin (2020) 
where he responds to the critiques around the theory of information fiduciaries.

7. According to Balkin (2018a), algorithmic society ‘features large, multinational social media 
platforms that sit between traditional nation states and ordinary individuals and the use of 
algorithms and AI agents to govern populations’.

8. Balkin describes a ‘triangular’ relationship between speakers, platforms and government, 
whereby prior restraints of the 16th and 17th centuries are recreated, marking two distinc
tions: ‘First, although some content is blocked at the outset, other content is removed 
after appearing for a brief period of time. Second, the restraint is not at the hands of govern
ment bureaucrats, but at the hands of privately owned companies who act to avoid threats of 
liability by nation-states’ (Balkin 2018b).

9. According to Khan and Pozen (2020), conflicts may arise between the digital platforms’ 
fiduciary-like duties toward end users and other stakeholders as the former are likely to 
clash with existing shareholder-centric norms. Moreover, they consider, imposing fiduciary 
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duties risks obscuring more fundamental concerns about the platforms’ underlying business 
models and their dominant positions in the market.

10. Cognitive trust refers to the rational evaluation of whether the other party to an exchange is 
trustworthy based on the knowledge and information regarding its ability, professionalism, 
and reliability, whereas affective trust refers to the emotional bonds or connections with 
the party to the exchange that are grounded in the care and concern that it demonstrates 
(Chen 2021).

11. Botsman (2017) argues that ‘distributed trust’ marks a distinct and transformative phase in 
the evolution of trust, following two earlier eras: first, local trust, grounded in personal 
relationships within close-knit communities; and second, institutional trust, established 
through formal systems such as contracts, legal institutions, and corporate brands. Unlike 
its predecessors, distributed trust is enabled by technology – particularly digital platforms 
and blockchain systems – which allow strangers to trust one another without direct personal 
ties or reliance on traditional institutions.

12. In fact, AI systems do not possess intentions behind their actions, even though the notion of 
their intentionality remains a subject of philosophical debate. The distinction is critical: 
having intentions implies moral agency and responsibility, whereas attributing intentionality 
– understood as a descriptive or functional feature – does not (Gunkel 2017).

13. Overreliance is used to mean ‘people becoming dependent on technology and overtrusting 
and overrelying on them leading to diminished abilities to complete the task’ (Mun 2024).

14. Without entering into the discussion of whether it being legitimate or helpful to call AI 
systems moral agents, it is an empirical fact that they increasingly appear human and interact 
with us as ‘quasi-others’ (Coeckelbergh 2012, 75). Overall, AI might be considered as an agent 
as well as a mere tool contributing to the system functioning well and smoothly, although its 
moral agency is subject to critique (Unver 2023, 2025).

15. Under the EU White Paper (European Commission 2020), the EU Commission highlights that 
‘building an ecosystem of trust is a policy objective in itself, and should give citizens the confi
dence to take up AI applications and give companies and public organisations the legal cer
tainty to innovate using AI’ (3).

16. Notably, the final text of the EU AI Act does not mention or refer to trust in AI, despite trust 
being a central theme in earlier policy documents such as the Ethics Guidelines for Trust
worthy AI (2019) and the White Paper on AI (2020).

17. Scholars highlight that current AI governance frameworks prioritise technical compliance and 
risk management, often sidelining the role of human judgment and accountability in these 
decisions (Batool, Zowghi, and Bano 2025; Smuha 2025).

18. This integrative function, as Jean-Jacques Rousseau observed, can cultivate a sense of 
belonging among individuals within their community (Pateman 1970). Moreover, as John 
Stuart Mill emphasised, participation can serve an educative role, deepening citizens’ under
standing of social and economic life (Pateman 1970).
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