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Abstract

This research studies the high-speed cloud storage network (HSCSN) components for efficient
data transmission. Data is being generated and exchanged in HSCSN at an unprecedented pace
in today’s digital landscape. Using high-speed components ensures data can be transmitted
quickly and reliably, minimizing latency and improving overall network performance.
However, the security of personal data is a significant concern as information flows over the
internet. A breach of data security can result in unauthorized access to sensitive information.
HSCSN uses a cryptosystem to ensure data security between its component nodes. The
cryptosystem has three building blocks: Key-schedule algorithm (KSA), Encryption, and
Decryption. The randomness and optimization of the KSA components that generate the key
for the other two blocks are directly related to data security and lead to security enhancement.

This study reviews literature to find a gap in research, including that on cryptosystems
for HSCSN, attacks on cryptosystems, different random number generators (RNGs), RNG-
based cryptosystems, cryptographic properties, the KSA, and the dynamic S-box (a component
of the KSA) of the cryptosystems.

It focuses on creating CryptoQNRG, a new framework for KSA’s cryptographic
strength evaluation. Tests are used to explore cryptographic properties such as unpredictability,
balance of bits, correlation, confusion, and diffusion in the subkeys generated by the RNG-
based KSA. This research firstly evaluates the most common KSAs with different block ciphers
and a significant outcome of the proposed framework is the distinction between strong and
weak RNG-based KSAs.

Secondly it proposes the QuantumGS-box, a dynamic substitution box (S-box) for high-
speed cloud-based storage encryption generated by a genetic algorithm and a quantum RNG.
The proposed work generates the S-box values dynamically and by bit-shuffling with a genetic
algorithm. An experimental evaluation of the proposed S-box method assesses several
cryptographic criteria, including bit-independence criteria, speed, nonlinearity, differential and
linear approximation probabilities, strict avalanche criteria, and balanced output. The results
demonstrate that the QuantumGS-box adheres to the cryptography properties, enhancing
robustness. The proposed S-box is resilient to differential and linear cryptoanalysis and assures
nonlinearity. The characteristics of the proposed S-box are compared with recent S-boxes to
validate its performance. Furthermore, the new dynamic S-box is balanced and generated at
speed. These characteristics indicate that the designed S-box is a promising candidate for cloud-

based storage encryption applications.
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Efficient File Encryption for Cloud Computing Using a Quantum Random Number Generator

Chapter 1. Introduction

1.1. Research context
The modern digital world is characterized by an interconnected network of high-speed cloud
storage for storing vast amounts of sensitive and non-sensitive data. The information in the
form of data flows from one device to another with the help of the internet. A HSCSN provides
the benefits of social connectivity, global access, entertainment, education, etc. However,
despite all the benefits of digital technology, data security is a significant concern as
information flows through the internet. The data from these devices have to pass different nodes
of the high-speed network.
1.1.1. Needs of cloud storage compared to local storage
The challenges of local data storage moved the research study towards cloud data storage.
Data not available everywhere [1][2][3] — sharing personal documents, such as medical,
identity, or confidential files, is not always possible with local storage.
Physical device is lost, data is lost [4][5][6] — data stored on local devices (hard disk, pen drive,
etc.) is at risk of being lost if the device is physically damaged or lost.
Cost-trade 0ff [7][8] — in terms of content sharing or data storage for small businesses, cloud
storage offers an efficient and effective way to store data in order to share it or make it
accessible.
Internal Threats [9][10] — the storage devices at the company pose the risk of internal threats
with social engineering attacks.
Cloud computing has advantages due to the following [11]:

* Software-as-a Service: Clients/Users can use applications that are accessible via various
client platforms (such as web browsers). The consumer does not control the infrastructure (the
network, servers, operating systems, storage) required for this.

* Platform-as-a-Service: Cloud providers provide a platform for developers worldwide to
deploy applications on a cloud infrastructure, as well as offer integration and monitoring
services for these applications.

* Infrastructure-as-a-Service (IaaS): Cloud providers manage the underlying infrastructure
while the consumers have control over the computing resources, including some control of
selected networking components (e.g., host- versus network-based firewall).

Data storage 1s an important part of laaS, and this study favours data security over cloud
storage. Bader Alouffi et al. [12] surveyed a systematic review of threats and mitigation

strategies related to cloud computing security. Data security in various applications such as
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smart homes, relational databases, and data tampering on cloud storage, are some of the major
issues. Ishu Gupta et. al. reviewed techniques for data protection (cryptography, access control,
differential privacy with machine learning, watermarking, and probability techniques) in cloud
storage. Attar N et. al. [13] proposed an architecture for data security in cloud storage space.
Ahmed Albugmi et al. [ 14] discussed the risk of data loss if not properly protected in the cloud.
In addition to discussing the risks and security threats to data, they recommended encryption
techniques, such as block and stream ciphers. Pan Yang et al. [4] provided a detailed analysis
of the challenges and requirements of data security and privacy protection in cloud storage
systems. They also summarized the data encryption technologies and protection methods.
Cloud Security Alliance mapped the cloud model to a security model in which data security is
a major concern. Cryptography provides the techniques in the security model to protect the
data on the cloud [15].

In cryptography [16][17], cryptosystems are designed for secure communication in
HSCSN and focus on services such as confidentiality to secure data. Cryptosystems have three
main parts: the KSA, Encryption, and the Decryption algorithm. The KSA generates and
expands [18] the required key for the other two parts. The sender and receiver perform the
encryption (convert the plaintext into ciphertext) and decryption (convert ciphertext into
plaintext), respectively, with the help of a key generated by the KSA.

The KSA generates the key with the substitution box (S-box) and the permutations for
encryption and decryption. Weak keys generated by the KSA invite an attacker to learn the key
and decrypt data unintentionally. The potential consequences of data being decrypted
unintentionally can be severe. It can expose sensitive information, such as personal or financial
data, which can be used for identity theft or other malicious purposes. Furthermore, it can
compromise the integrity and confidentiality of the data, undermining trust in the system or
organization that holds the data in cloud storage. This research focuses on the KSA of the
cryptosystem and the S-box of the KSA. The S-box performs an essential operation of
substitution in the KSA. The S-box operation and its different types are discussed in section
2.3.

Also, the randomness of the key makes it harder for hackers to identify it. Key
identification is crucial for hackers because it allows them to gain unauthorized access to
encrypted data. Making the key truly randomly generated by KSA makes it significantly more
challenging for hackers to decipher and exploit the encryption, enhancing the system’s security.

The randomness can be achieved by different random method generators. Adequate

RNGs generate more random and unpredictable data to make keys resilient against a
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cryptanalysis attack. Randomness is generated using an entropy source, which can be either
pseudo, atmospheric noise-based, or quantum-based [19][20]. A Pseudo Random Number
Generator (PRNGQG) is achieved by the software method and determined by an initial (seed)
value. Shobhit Sinha et al. [21] compared various PRNGs based on their statistical randomness
and cryptographic security, concluding that some PRNGs performed significantly worse than
others. Atmospheric noise-based RNGs are classified as True Random Number Generators
(TRNGS), and a portable USB-based TRNG [22][23][24] device generates a truly random
number. However, the Quantum Random Number Generator (QRNG) [25] ensures high
entropy using quantum states of light from a quantum origin. Quantis [26], a QRNG developed
by IDQ, generates random numbers using a quantum process [27][28]. The device allows live
verification of its operation and provides the highest level of entropy without requiring a post-
processing function to increase its entropy rate. The device has a function to monitor
continuously. If a failure is detected, the random bit stream is immediately disabled. The device
also provides the full randomness from the first bit.

The evolutionary computation, on the other hand, optimizes problem solutions focusing
the process of natural selection with quantum random bits for the cryptographic properties. The
genetic algorithm (GA) [29] of evolutionary computation works by mimicking the process of
natural selection. It begins with generating a population of potential solutions, followed by
crossover and mutation processes. Through an iterative process, the algorithm selects the fittest
individuals from each generation, allowing them to pass their genetic information to the next
generation. Throughout this process, the GA seeks an optimal solution. The genetic
representation can be an array of bits, binary, or parse trees. The genetic operators are the basis
of the algorithm’s design criteria: selection, crossover, and mutation with fitness function. The
algorithm based on a GA first represents the genetic representation of bits and then the fitness
function to evaluate the suitability for a cryptographic property.

Random Number Generator and evolutionary computations play a significant role in
enhancing the security of the cryptosystems used in this scenario, especially QRNGs, along
with the GA in this research area.

The following sections aim to provide motivation and a more in-depth understanding of

these areas by developing research question.

1.2. Research motivations

There are four motivations the led to this research study

14| Page



Efficient File Encryption for Cloud Computing Using a Quantum Random Number Generator

High-speed cloud storage data security

Data can be transmitted between devices and stored in the cloud in real time through high-
speed networks. Cloud storage provides various features, such as scalability for efficient cost,
data accessibility in storing personal data on the cloud, making it available anytime, anywhere,
and operating on sustainable energy through renewable resources. However, data security is
always challenging in terms of providing at the different layers of the network. Despite all the
benefits of digital technology, data security is a significant concern as information flows
through the internet. The data from these devices has to pass through different nodes of the
high-speed network. Data security from the physical layer to the application layer fulfils the
demand for security, which is the primary exploration of this research. The research focuses on
providing security to the data as the user converts it into bits and is ready to send it to another
layer of a high-speed network, finally storing the data in cloud storage. This data security leads
to a focus on cryptosystems, the second motivation for this research.

Cryptosystems provide data security by changing plain or raw text into an unreadable format
through the process known as encryption. Decryption reverses this process. The encryption
process has the main component, a KSA, that generates the keys for the user to encrypt and
decrypt the data. These keys are required to be so random so that they are not vulnerable to
attacks. The components, such as permutation, S-box, mathematical functions, etc. of the
algorithm are required to be as random as possible. This research focuses on the KSA and S-
box with true randomness generated by QRNGs. This leads to the third motivation, the true
randomness of the QRNG.

Quantum Random Number Generator, as compared to other RNGs such as PRNGs, circuit
design-based random number generators (CDRNGs), etc., generate the true random number
based on photons of the light particles. A PRNG generates pseudo-randomness because it is
implemented by software based on mathematical algorithms and determined by an initial (seed)
value. The non-deterministic randomness generated by light photons in QRNG devices leads
these devices to generate true quantum random numbers. Using these quantum random
numbers, with a focus on the KSA and S-box, leads this research to enhance the security of the
data. Quantum randomness combined with the evolution algorithm to follow an optimized
solution motivated this research towards the GA.

Evolution computation — genetic algorithm

The GA depends on a heuristic search that mimics natural selection and finds the optimal

solution to a problem. The GA is a practical algorithm for the system’s performance. This
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research focuses on the binary level of the data and the various phases of GA that help the
binary data find the required optimal solution. The phases of GA include initial population,
evaluation, fitness function, selection, crossover, mutation, and termination. The dynamic S-
box created with the GA led to an optimal solution, which was the final motivation for this
research.

1.3.Research aim and objectives

This study aims to provide data security and especially considers cloud storage for personal
and sensitive information, where the sender and receiver are the same. Confidentiality should
be in place from the start of the communication of data until the data is stored on the cloud via
different layers of the high-speed network.

In order to achieve this, the study has the following objectives:

1. To examine and synthesize the existing literature on HSCSN cryptosystems and their
relevance to cybersecurity, establishing a theoretical and experimental foundation for
the study.

2. To explore the essential components of the cryptosystem with RNGs and cryptographic
parameters to identify areas for improvement.

3. To develop a framework for evaluating cryptographic properties of the KSA based on
RNGs in order to develop a novel method for evaluating KSAs.

4. To create the existing static S-box of a symmetric cryptosystem as dynamic based on
quantum randomness and evolution computation, aiming for a novel approach to the
dynamic S-box.

5. To analyse the meaningful cryptographic parameters, to identify the improvement in

the S-box, creating it dynamically with QRNG and GA.

1.4. Research question
Although the S-box is generally well suited to a symmetric cryptosystem for high-speed cloud
storage, its static bits make it vulnerable to attack of the secret key using with enhanced

cryptanalysis techniques.

Keeping this in mind, this thesis is motivated by the following research question:
Is it possible to improve the cryptographic properties of the S-box by creating it
dynamically based on a user-defined key and exploiting knowledge of its bits matrix using

ORNG and evolutionary computation?

16 |Page



Efficient File Encryption for Cloud Computing Using a Quantum Random Number Generator

This question is split into the following sub-questions:
1. What is an efficient way to make the S-box of a symmetric cryptosystem dynamic?
2. What are the meaningful cryptographic parameters that will identify the improvement
in the S-box, so creating it dynamically in the KSA?
3. Is it possible to design a dynamic S-box based on quantum randomness and a GA that
is still suitable for the cryptographic properties of the S-box?
This research will investigate an efficient way to make the existing static S-box of a symmetric
cryptosystem dynamic. The cryptographic parameters identify the improvement in the S-box,
creating it dynamically and using it for the KSA. The existing S-box is static, but different
research studies make the S-box dynamic. However, there needs to be more focus on a dynamic
S-box using QRNG and the GA. Furthermore, creating a dynamic S-box justifies the
cryptographic properties that focus this research. Hence, this research focuses on creating the
dynamic S-box and validating its cryptographic properties. Comparing various cryptographic
properties of other research studies ensures validation of the research findings of the proposed

work.

1.5.Researcher’s contribution
Figure 1.1 illustrates the research roadmap and novelty in research. The research roadmap
typically includes key components such as problem identification, literature review, research
objectives, methodology, analysis, findings, and conclusion. Each of these components plays a
crucial role in guiding the research process and ensuring a systematic approach to achieving

the desired research outcomes.
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Preliminary
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Based on
Cryptographic
Properties

Research
Questions
Conclusion

Identify Research Gaps

High-speed Cloud Storage Network (HSCSN) -
Alice as Sender & Receiver

Intensive Literature Review

Cryptosystems for HSCSN
Cryptoanalysis Techniques
RNG-Based Cryptosystems
Quantum(Q)-RNG Design Principle
Key Schedule Algorithm (KSA)
Dynamic S-box

Design & Develop

¢ RNG-based Key Schedule Evaluation Criterion -
KSECgnG (K1.K2)

* QuantumGS-box (Dynamic S-box)

Impelementation & Testing

* KSECgnG Framework Implementation & Evaluation

- Statistical and Hypothesis
¢ QuantumGS-box Implementation & Evaluation

Result Analysis & Conclusion

Conclusion & Comparison with Existing Research Work

Figure 1.1 Research roadmap & novelty

1.6. Structure of the thesis

The thesis has nine chapters. A brief outline of the chapters is given below.

Chapter 1. Introduction presents an overview of the research area, followed by an outline

of the leading research question, research information, and a research roadmap. The

research question aims to address the gap in existing knowledge and contribute to the

field by providing new insights and solutions. It also aims to delve deeper into the

research area and provide a comprehensive understanding of the topic by identifying

the main research question. The roadmap of research serves as a guide to ensure a

logical progression through the study.
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Chapter 2. Background talks about the critical areas of the research and their concepts,
focusing on their details. This section focuses on the HSNCS model and its
cryptosystems. It discusses the details of the KSA, S-box, QRNG and different stages
of the GAs. These areas are significant because they provide the context and foundation

for understanding research.

Chapter 3. Related Work reviews the research work by different researchers in
cryptosystems for the HSCNS, attacks related to cryptosystems, RNGs, the KSA, and
the dynamic S-box domain. The related work by different researchers in the KSA and
the dynamic S-box domain reveals various findings. While some researchers emphasize
the importance of adaptability and flexibility in S-box design, others focus on the trade-
off between security and efficiency. As a whole, these studies contribute to a better
understanding of the field’s challenges and opportunities. (Published Paper I and part
of Published Paper Il & I1I)

Chapter 4. Research Methodology discusses the research process and methodology, giving
an outline of the steps that were followed in this study. It includes information about
data collection methods, analysis methods, and tools and frameworks to ensure validity

and reliability.

Chapter 5. CryptoQNRG: A new Framework for KSA’s Cryptographic Strength
Evaluation proposes a new framework consisting of cryptographic strength evaluation

criteria for RNG-based KSAs. (Published Paper II)

Chapter 6. QuantumGS-box — A key-dependent GA and QRNG-based S-box for high-
speed cloud-based storage encryption proposes a dynamic S-box for high-speed cloud-

based storage encryption generated by a GA and a QRNG. (Published Paper I11)

Chapter 7. Experimental Evaluation focuses on result analysis of the proposed work.
CryptoQNRG evaluates the most common KSAs with different block ciphers. A
significant outcome of the proposed framework is the distinction between strong and

weak RNG-based KSAs. (Published Paper 11)
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QuantumGS-box analyses the proposed dynamic S-box method using several
cryptographic criteria, including bit-independence criteria, speed, nonlinearity,
differential and linear approximation probabilities, strict avalanche criteria and

balanced output. (Published Paper I11)

Chapter 8. Conclusion concludes the research question and recommends future research.
In addition to summarizing the research question and recommending future research,
the conclusion highlights the main findings of the research. It discusses the key insights
and implications discovered throughout the study and provides a comprehensive

overview of the research outcomes. (Part of Published Paper Il & I1I)
Chapter 9. Future work focuses on future work in designing and developing a dynamic

QuantumGS-box for encryption in Raspberry Pi communication for loT-based smart

home system.
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Chapter 2. Background

2.1. High-speed cloud storage network
A HSCSN [11][30] transmits data over the network and channel with increased speed,
reliability, security, and strength. Figure 2.1 shows the scenario of cloud storage through a high-
speed network [31]. The data travels from different nodes and channels from the user to the
cloud. The cloud storage service provider stores the data in the public or private cloud. The
public cloud refers to data accessible outside the organization, unlike private cloud storage.
Data transmission over a network requires rapid processing and poses security concerns to the
systems. Information can be transmitted via one node, multiple devices, or a series of devices

linked by a high-speed network. High-speed transmission protocols need to protect the data

> Database g
: Server
® s T

Web Server

before transmission.

Storage Server

Cloud Storage Provider (Public / Private)

@ Internet

Switch

Wireless
Access Point

) . A—
Cloud User <t—> c?‘lz\t:nc:l‘, tr:‘:h;gm?z:f;t:)“nd An:t(;er
L I cloud-storage devices. Location

Figure 2.1 Cloud-based storage through a high-speed network

Data transferred from one branch to another or over the internet must be encrypted.

Data will be securely transmitted and provided with a high-quality service by incorporating
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cryptography that fulfils the requirement of secure transmission. In order to ensure secure data
transmission over a network protocol, cryptography uses KSAs [32] and encryption[33].

The KSA includes methods of generating a random key with the substitution and
permutation concept. The substitution replaces the specific bits with other defined bits, and a
S-box is used to implement substitution. The permutation includes the shuffling of bits with
particular operations. The S-box does the substitution in both the KSA and encryption.

The following sections focus on the areas used in this research: Advanced Encryption
Standard (AES) —a cryptosystem for HSCSN, QRNG and evolutionary computation for
cryptosystems — the GA.

2.2. Advanced Encryption Standard — a cryptosystem for HSCSN
The AES provides the cryptographic properties to secure data over the HSCSN. It is based on
symmetric cryptosystems that use a private key for encryption and decryption. The key
generation process generates a 128-bit or 256-bit key. Encryption is based on a block cipher
and a substitution and permutation network.

Figure 2.2 [16] shows the AES structure. It displays the encryption and decryption
process, which corresponds to key expansion. The 16-byte key expansion has 44-word from
wo to was. The 16-byte plaintext is converted into 16-byte ciphertext by encryption and the
opposite by decryption. The proposed research focus on wo to waz with QRNG bits and the

function generator.

2.2.1. Key-schedule algorithm
Figure 2.3 [16] shows the existing state of the art of key generation and expansion. The AES
key-schedule includes AES key generation and expansion. In AES 128, a random key is
generated by 16 bytes, constituting Wo, W1, W2, and W3. The key expansion will expand these
4 words to 44 words with g function and XOR operation. The total number of words required
depends on the number of round keys. AES 128, 192, 256 requires 11, 13, 15 round keys,
respectively. The total number of words needed is [Wo, W1, Wa....... Wir-1], where R is the
number of round keys required.

The g function: Input to this g function is a W word that splits into Bo, B1, B2, and Bs.
There are three steps involved in the g function.

One-byte Left Circular Shift — the function does the one-byte left circular shift and

produces the output Bi, B2, B3 and Bo.
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Sub-bytes — the above B1, B2, B3 and BO use the S-box for creating the new sequence
of B1, B2, B3 and By.

XOR the bytes with the R constant — at the last stage, the new Bi, B2, B3, and By are
XORed with the R constant to generate the following sequence of W.

Ko K4 Ks Ki2

Ki Ks Ko Kis

K> Ks Kio Kis

Ks K7 K1 Kis
A4 \ 4 \ 4 - " |
Wi Wi I Wi, I W5 > One-Byte Left Circular
Rotation

SubBytes

Wi+4 Wi+5 I Wi+6 I Wi+7

Figure 2.3 Existing state of art — AES KSA — key generation & expansion
2.2.2. Role of S-box

Cryptographic properties can be obtained from S-boxes. They introduce complexity and make

it harder for attackers to analyse and predict the relationship between input and output. This
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helps to prevent unauthorized access and ensures the confidentiality and integrity of the
encrypted data.

Confusion of AES is a relationship between ciphertext and key. Every bit of the ciphertext
must depend on several parts of the AES key, obscuring the connections between the two [34].
S-box design cryptographic properties are based on the performance analysis of confusion.
Nonlinearity. An S-box is strong if it has the Boolean function with high nonlinearity [34]

value. The nonlinearity Nf of a Boolean function f(x) is

Ny = 2" (1 — 27"max|S; (w)]) 2-1
Where f, if defined as
n
S(w) = z (- e 22
WEGF(2M)

Where w € GF(2") and x. w represents the dot product of x and w
Balanced output. An S-box with n input bits and m output bits, m < n, is balanced if each
output occurs 2n—m times. For the S-box to be balanced [35], it should have the same number
of Os and 1s.
Bijectivity Property. An S-box of n x n size is said to be bijective [36] if it has all possible
output values from interval [0,2n-1]. If f;(1 < i < n)is a Boolean function of an S-box, it
satisfies

WXz aif) = 271 2-3
where a; € {0,1}, (a;a, ... ... a,) # (0,0.....0)and wt(.) is the hamming weight, which
indicates the number of 1s in a given vector. f; is to be balanced between 0 and 1.
Strict Avalanche Criteria. If a Boolean function satisfies the Strict Avalanche Criteria (SAC)
[35], half of the output bits should change when there is a change in one bit. Any change in the
input vector will significantly change the output vector with a probability of 5.
Randomness. Randomness in the key is crucial for ensuring the security of encryption
algorithms. By incorporating randomness, the key becomes unpredictable and resistant to
attempts at reverse engineering or brute force attacks. When the key is generated using a high
level of randomness, it becomes challenging for adversaries to predict or guess the key, making
it more resistant to attacks.
Linear Approximation Probability (LAP). S-boxes are evaluated against linear cryptanalysis
using the LAP. Linear cryptanalysis is a powerful technique to break cryptographic algorithms
by exploiting linear relationships between the input and output. S-boxes can be assessed by
examining their linearity through the LAP to determine their capacity to resist linear

cryptanalysis and whether they suit cryptographic applications.
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Differential Approximation Probability. Differential approximation probability (DP) is an
effective way of assessing S-box resistance to differential attacks. Differential attacks are a
type of cryptanalysis technique whereby the attacker observes the differences in the input and
output of a cryptographic function. By analysing these differences, the attacker can gain
information about the internal structure of the function and potentially break its security.
Therefore, assessing the resistance of the S-box, a critical component in a cryptographic
algorithm, to differential attacks is crucial in ensuring the system’s overall security. DP
quantitatively measures this resistance, allowing for a more precise evaluation of the S-box’s

strength against such attacks.

2.3. Types of substitution boxes
The S-boxes are divided into two categories: static S-boxes and dynamic S-boxes. S-boxes are
crucial in modern cryptography, particularly symmetric-key algorithms such as the AES. They
introduce stringent cryptographic properties into the KSA and encryption process, making it
more resistant to attack. Cryptographic systems can achieve higher security levels by carefully

designing and manipulating S-boxes and protecting sensitive data from unauthorized access.

2.3.1. Static S-box
An AES S-box[37][38] having order (p x q) is a mapping function L= S(c), where S =
{0,1}? — {0,1}9, which is used to map p-bits input string c to g-bits output string L. The input

is mapped with its multiplicative inverse in GF (28).

I.  The first step is nonlinear function defined f(c)

_ 0,ifc=0
) _{c‘l,ifc £0

2-4
The function f(c) maps zero to zero, and, for a non-zero field element c, it maps the
element to its multiplicative inverse ¢! in GF(2)8

II.  The multiplicative inverse is then transformed using following affine transformation

L = Affineg(c) 2-5
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Figure 2.4 [39] shows the AES static S-box. It is 16 x 16 matrix of hexadecimal values that

are used in KSA and encryption.

00|01 |02|03|04|05|(06|07|08 |09 |0a|0b|O0c| 0d]| 0e]| Of
00 | 63| 7c |77 |7b |2 |6b|6f |c5[30|01 |67 |2b|fe |d7|ab | 76
10 |ca | 82 | c¢9 | 7d | fa |59 |47 | fO |ad |{d4 | a2 |af | 9c | a4 | 72| cO
20 | b7 | fd |93 |26 |36 | 3f | f7 |cc |34 a5 |e5|fl |71 |d8 | 31|15
30|04 |¢7[23|c3|18|,96|05(9%9 |07 |12|80|e2|eb |27 |b2]|75
40 (09| 8 |2c|la|1b | 6e | S5a|a0 |52 |3b|d6|b3 |29 |e3 |2f| 84
50 | 53|dl {00 |ed |20|fc |bl|5b|6a |cb|be|39|4a | 4c | 58| cf
60 | dO|ef |aa |fb |43 | 4d |33 |85|45|f9 |02 |7f | 50| 3c |9f | a8
70 | 51| a3 |40 | 8f |92 |9d |38 |f5 [bc |b6|da |21 )10 | fF |3 |d2
80 [cd |Oc |13 |ec |S5Ff |97 |44 |17 | c4 | a7 |Te |3d| 64| 5d |19 73
90 | 60| 81 | 4f |dc |22 | 2a |90 | 88|46 |ee | b8 | 14 | de | 5¢ | Ob | db
a0 [ e0 | 32| 3a |0a |49 | 06|24 | 5c|c2|d3|ac |62]|91 |95 |ed |79
bO [e7 | c8 |37 |6d |8 |d5|4e |a9 | 6c |56 | f4 |ea | 65| 7a | ae | 08
c0 |ba|78|25|2e | 1c|a6 |b4|c6|e8|dd| 74| 1f |4b | bd | Sb| 8a
d0 | 70 | 3e | b5 |66 |48 |03 |fo [0e |61 |35|57 | b9 |8 |cl | 1d]| 9e
e0 el |8 |98 |11 |69 | d9 |8 |94 |9b | 1le |87 |e9 |ce | 55|28 | df
fO | 8c|al |8 | 0Od |bf |[e6 |42 | 68|41 |99 |2d |O0f [bO |54 |bb| 1

Figure 2.4 AES static S-box

There are several cryptographic properties that make the AES S-box unique, such as high
nonlinearity, correlation immunity, algebraic immunity, and no fixed points or opposite fixed
points. However, because of its static nature, it is susceptible to enhanced cryptoanalysis

techniques [40][41].

2.3.2. Dynamic S-box
The dynamic substitution box is also a nxn matrix, and the values are not static. Different
methods generate them during the data processing. Using a dynamic substitution box provides
an added layer of security in the cryptosystem. The constantly changing values make it more
difficult for attackers to decipher the encryption algorithms and patterns. This enhances the
overall resilience and effectiveness of the system in protecting sensitive information. Unlike a

static substitution box with fixed values, the dynamic substitution box can adapt and change its
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values based on the specific needs and requirements of the data processing. This flexibility
allows for a more effective and customized approach to data encryption and decryption,
enhancing the overall security and efficiency of the system. The constantly changing values of
the dynamic substitution box make it highly resistant to attacks that rely on analysing patterns
and algorithms. By generating new values during data processing, the system ensures that even
if an attacker manages to decipher one set of values, those values would no longer be valid for
future encryption and decryption processes. This adds an extra layer of complexity and
unpredictability, making it significantly more challenging for attackers to compromise the
security of the cryptosystem.

Chapter 3, the literature review, will assess various researchers’ methods of generating
dynamic S-boxes. The effectiveness of S-box generation methods is typically evaluated based
on criteria such as nonlinearity, differential uniformity, algebraic complexity, and resistance
against linear and differential cryptanalysis. These criteria help researchers determine the

security and strength of the generated S-boxes for cryptographic applications.

2.4. Quantum random number generator
The researchers of randomness technology took a significant step forward with the advent of
QRNGs, in which the properties of light particles determine randomness. Quantum randomness
refers to the unpredictable and inherently random nature of specific physical processes at the

quantum level.

010100011
DO

Photons

D1
Mirror

Figure 2.5 Random number generation using an optical process as a ORNG

In the context of a QRNG, the randomness of the generated numbers is not based on
any pre-existing pattern or algorithm but rather on the unpredictable behaviour of light particles
known as photons. This makes QRNGs highly secure and suitable for applications such as

encryption and cryptography. Figure 2.5 [26] shows the random number generation process
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using an optical device and generating quantum random numbers. Light comprises photons,
the smallest particles that cannot be further divided. With the use of a single-photon detector
as a mirror, if the light is transmitted, it will count as “1”, and if it is reflected, it will count as
“0”. The randomness of the sequence generated by this phenomenon (at the moment of
detection) is truly random because the state of the information path’s source (light, photon,

glass, or the detectors) is impossible to identify.

Figure 2.6 Quantis ORNG PCle & USB

Figure 2.6 illustrates the IDQ Quantis and outlines the following properties when generating
quantum random numbers.
Unbiasing of random numbers
Status monitoring
Separating Quantum noise from classical noise
Auto calibration

There are various studies related to QRNGs focusing on different features. Lunghi et
al. [42] proposed a protocol for self-testing QRNG, in which the user can monitor the entropy
in real time. Hesong Xu et al. [43] proposed a QRNG using single-photon avalanche diodes
(SPADs) that produces a quantum random number without any post-processing. Biasing is one
of the critical features that researchers consider when generating a quantum number. Pooser et
al. [44] used a tapered amplifier consisting of optical semiconductor devices and an array of
random number registration techniques to create quantum-based random numbers. A photon
arrival time selectively based high-quality bias-free QRNG was introduced by Jian-min Wang
et al.[45].

Another aspect of quantum processes is the speed at which random numbers can be

generated. Yu-Huai Li et al. [46] proposed QRNG with an uncharacterized laser and sunlight
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that generates random numbers at 1 Mbps. Abellan et al. [47] proposed an ultra-fast QRNG
accelerated phase diffusion in a pulsed laser diode observing 43 Gbps.
Miguel Herrero-Collantes et al. explained various types of quantum number generators based
on different sources such as optical and non-optical QRNGs [25]. Xiongfeng Ma et al.
categorized QRNGs into three groups: practical QRNGs (generate randomness at high speed
and built on fully trusted and calibrated devices), self-testing QRNGs (randomness without
trusting the actual implementation), and semi-self-testing QRNGs (a trade-off between the
trustworthiness of the device and the RNG speed) [48]. Jinlu Liu et al. proposed a 117-Gbit
random bit generation rate QRNG using min-entropy estimation and Toeplitz-hashing
randomness extraction, based on the quantum phase fluctuation of a distributed feedback laser
[49]. Meilana Siswanto et al. designed a photonic-based RNG to enhance the security of an
Internet of Things (IoT) system comprised of optical components, analogue—digital electronic
systems, and an asynchronous transmitter [50]. It utilized Verilog firmware to integrate the IoT
system. Zhu Cao et al. proposed a source-independent QRNG in which output randomness
could be certified even when the source was uncharacterized and untrusted.

Chapter 3, the literature review, will critically analyse RNGs and their various
classifications (PRNGs, TRNGs, CDRNGs and QRNGs) including generation methods,
properties, disadvantages and advantages. It will also focus on the properties (research

objectives) of the QRNGs that various researchers focus on.

2.5. Evolutionary computation for cryptosystems — genetic algorithm
A GA [51] is a search heuristic inspired by the natural evolution of Charles Darwin’s theory.
The algorithm corresponds to the natural selection of selecting the fittest individuals based on
fitness function for reproduction to produce offspring of the next generation. A GA requires the
following two factors of a domain solution:
a genetic representation
a fitness function to evaluate suitability.
Initial population, fitness function, selection, crossover, mutation, and termination are the GA
phases that support the optimum Boolean function required with cryptographic properties for
S-box design.
Figure 2.7 shows the basic flow of the GA [52]. The initial population phase sets the foundation
for the GA by creating a diverse set of candidate solutions. The fitness function phase evaluates

the quality of each solution, allowing the algorithm to prioritize the fittest individuals. The
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selection phase determines which individuals will be chosen as parents for reproduction,

promoting the propagation of desirable traits.
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Figure 2.7 Basic flow of a genetic algorithm
The crossover phase combines the genetic information of selected parents to create
offspring with potentially improved characteristics. The mutation phase introduces small,

random changes to the offspring, ensuring the exploration of new solutions. Finally, the
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termination phase stops the algorithm once a satisfactory solution is found, or a predefined
number of generations is reached.

Sourabh Katoch et al. reviewed the advantages and disadvantages of different GAs such
as Classical GAs, Binary-coded GAs, Real-coded GAs, Multi-objective GAs, Parallel GAs,
Chaotic GAs, and Hybrid GAs [53]. They also discussed various operators used for different
GAs. Yong Wang et al. proposed a novel method for constructing the S-box — transforming it
into a Travelling Salesman Problem — and designed an S-box based on chaos and a GA [54].
Another study by Yong Wang et al. proposed a novel GA to construct bijective S-boxes with

high nonlinearity, taking the nonlinearity of the S-box as the optimization objective [55].

2.6. Summary and conclusion
This chapter outlined the background of the research focus area of HSCSN, where Alice is both
sender and receiver. The AES cryptosystem focused on key-schedule expansion and generation,
and highlighted the importance of the S-box and its dynamic nature. The chapter also discussed
QRNGs and GAs. The next chapter is a literature review of the research area, which it explores

in depth.
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Chapter 3. Related work

3.1. Literature review — Cryptosystems for HSCSN

In cryptology, a cryptography algorithm is the art of creating codes or algorithms that turn
plaintext into ciphertext and ciphertext into the original text. It establishes secure
communication between two entities in the public domain, of HSCSN, where unauthorized
users and information hackers are present.

The main difference between the cryptography algorithm is the relationship between
the encryption and the decryption key. Logically, in any cryptographic system known as a
cryptosystem, keys generated and expanded by the KSA play an essential role in the
cryptographic process.

A private key is used for both encryption and decryption, and algorithms are classified
as Symmetric-Key cryptography, whereas Asymmetric-Key cryptography uses a pair of public
and private keys for encryption and decryption or signing and verification. Figures 3.1 and 3.2

visualize Symmetric-Key cryptography and Asymmetric-Key cryptography, respectively.

- L —
NP - N NS N \ ; - \\ / " -
/ - \\ [ >t Original Text \\ Cipher Text / Original Text
Original Text \ Cipher Text / Original Text Public-Private Key
Symmetric Key W
Encryption & Decryption / Verification
Figure 3.1 Symmetric-Key cryptography Figure 3.2 Asymmetric-Key cryptography

There are two types of Symmetric-Key cryptography, block cipher and stream cipher.

Table 3.1 summarizes the Symmetric-Key cryptography categorized into block cipher and
stream ciphers.

Block Cipher: A block cipher encrypts or decrypts a block of data. Encryption
transforms plaintext into an equal length of ciphertext block, whereas decryption does the
reverse process on the same block of ciphertext . It primarily uses either of the following two
network structures:

Feistel (F)-Network: In F Network, the input data splits into two parts, the left and the
right; the right part remain unchanged and the left part goes through the operation with the key.
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After processing several rounds of operation designed by the algorithm, the combination of the
left and right parts constitutes the ciphertext.

Substitution-Permutation (SP)-Network: In SP Network, the substitution layer consists
of an S-box and operates on short data segments. Due to the layer’s highly nonlinear property,
it creates confusion in the internal ciphertext. The permutation layer diffuses the effect of
substitution across the entire block.

Table 3.1 List of symmetric-key cryptography systems.

Symmetric-Key cryptography
(A secret key generated by KSA for Encryption & Decryption)

Block Ciphers Stream Ciphers
F Network SP Network AX LFSR
1900’s 1900’s 1900’s 1900’s
— DES [56]
— RC4[60]
— 3 DES [56] — A5/1[61]
— IDEA [63] 2000’s — A52[62]

— Blowfish [64]

— Rabbit [65]

— - 56
— CAST-128 [71] — 3-Way [58] OUAD (671
— Trivium [6
— RC2[73] — AES [39] . Salsa20 [69] — Crypto-1 [74]
— RC6[75]
— CAST-256 [71]
LFSR+NFSR PF
— MARS [76]
— Twofish [77] 2000’s 1900’s
2000’s — ISAAC[60]
- — HC-256 [78]
— Camellia, 2000 [81] — SEAL [82]
— Grain [79]
— Threefish [83] MICKEY [80] 2000’s
— GOST [84] — Phelix [85]

Stream cipher: A stream cipher performs encryption or decryption on a digital data stream of 1
byte or 1 bit. When data is to be transmitted over a communication channel or through a web
browser, this can be helpful. It depends on different structures broadly categorized as follows:

Arithmetic and XOR(AX), Linear-Feedback Shift Register (LFSR), combination of Linear-
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Feedback Shift Register and Nonlinear-Feedback Shift Register (LFSR+NFSR), and
Pseudorandom Function (PF).

Arithmetic and XOR(AX): Arithmetic operations include all bitwise operations (XOR,
NAND, OR, Modulo operator) for cryptographic functions.

Linear-Feedback Shift Register: LFSR is a shift register where the input bit is a previous
state’s linear function (exclusive-or (XOR)). The input is affected by previous stage values, so
it operates as a feedback mechanism.

Nonlinear-Feedback Shift Register: NFSR is a shift register where the input bit is a
previous state’s nonlinear function. The stream cipher also uses the LFSR+NFSR structure,
which combines the LFSR and the NFSR.

Pseudorandom Function: These functions are based on pseudo random numbers
generated by PRNG.

Equally important is Asymmetric-Key cryptography, which is based on a pair of keys,
and categorized into two approaches: Public-Key cryptography and Digital Signature.

Table 3.2 shows the Asymmetric-Key approaches used by Public-Key cryptography
and Digital Signatures
Public-Key cryptography: A public-key cryptography system uses a pair of public and private
keys. The KSA generates both the keys, a public key for the encryption and a private key for
the decryption. Encryption is performed by the receiver’s public key, generating the ciphertext,
and the ciphertext can only be decrypted with the sender’s private key. Factorization and
Diffie—Hellman's (DH) key exchange are the two main techniques of Public-Key cryptography.

Factorization: In factorization, a composite number, part of mathematical computation,
is transformed into a product of smaller integers, whereas when the integers are primes, the
process is known as prime factorization.

Diffie—Hellman key exchange: DH is a cryptographic set of rules for exchanging the
private key over an unsecured channel. The KSA of both sender and receiver generates the
public and private key pair. Both the parties share their public key. Once they get the public
key, they calculate their secret or private key and use it for sending data securely.

Post-Quantum Public-Key cryptography: The cryptanalysis of classical ciphers led
researchers to develop quantum and classical computer-resistant cryptosystems. Moreover,
these systems can communicate with an existing communication protocol, allowing their
practical implementation for applications. The National Institute of Standards and Technology

(NIST) [86] announced the four post-quantum public-key encryption and key-establishment
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algorithms in round 3 compared to 17 algorithms in round 2. NIST has started the process of

standardizing these algorithms.

Table 3.2 List of Asymmetric-Key cryptography systems

Asymmetric-Key cryptography

(A public and a private key generated by KSA for Encryption/Signing &

Decryption/Verification)

Public-Key cryptography

Digital Signature

Factorization DH-Key Exchange DSS ECC
2000’s

— ECIES, [90]

— RSA, [87] 1978 — ElGamal, [88] 1985  — DSA, [89]1994 — ECDSA, [90]

— EdDSA, [91]

Post-Quantum Public-Key cryptography [86]

Post-Quantum Digital Signature [86]

— BIKE

— CRYSTALS-KYBER
— HQC

— LEDAcrypt

— NTRU

— NTS-KEM

— SIKE

— RQC

— Round5

Classic McEliece
FrodoKEM

LAC

NewHope
NTRU Prime
ROLLO

Three Bears

SABER

CRYSTALS-DILITHIUM
GeMSS

MQDSS

qTESLA

SPHINCS+

FALCON

LUOV

Picnic

Rainbow

Digital Signature: The digital signature is an electronic signature in which the sender signs or

encrypts the document with a private key. The receiver will decrypt or verify that document

with the sender’s public key. It can be incorporated into cryptography using the Digital

Signature Standard or Elliptic Curve Cryptography.

Digital Signature Standard (DSS): DSS is a standard established by NIST to generate

digital signatures.

Elliptic Curve Cryptography (ECC): A cryptographic algorithm based on elliptic curves

generates smaller key sizes while providing the same level of security as those without them.

Post-Quantum Digital Signature: NIST announced the three post-quantum digital

signature algorithms in round 3 compared to nine algorithms in round 2. These are another part
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of post-quantum cryptography. NIST has started the process of standardizing these algorithms

also.

3.1.1. Literature review — cryptographic primitive function properties
The primitives of cryptography are affected by the objectives and operations required to
perform their functions. Randomness is the fundamental function of the cryptographic
primitive. Programming languages have methods for generating random numbers based on
PRNGs. The software function determines the randomness of the PRNG, based on an initial
seed value. Using Python, the random() [92] function generates a random number, whereas
SecureRandom [93] uses SHA1PRNG as a cryptographically secure PRNG.

However, some researchers offered alternative approaches for creating randomness in
the cryptographic key. The random key suggested by [94] encrypted the plaintext with the use
of a laser stream. [95] and introduced a new version of AES using a new key generation process
with random keys [6].

Other factors, such as resilience [96] and correlation-immune [97] characteristics, are
also crucial to the development of cryptography primitives. A low-autocorrelation S-box of the
block cipher with the Nash equilibrium-based multi-objective is proposed in [98]. An
autocorrelation [99] function can also be represented when the symmetric function has a fixed
hamming weight. Hamming weight was also shown to be more effective in genetic
programming [100]. [101] showed a highly nonlinear resilient Boolean function. Multi-output
resilient functions have been achieved by using the Walsh spectrum property [102]. Vector
Boolean function design are also proposed for block and stream cipher to associate resiliency.
A nonlinear resilient through vector BF has been proposed in [103].

The algebraic immunity is another crucial function performed by the Boolean function
with balanced bits [104]. Furthermore, the rotation of some variables in the Boolean function
has achieved algebraic immunity [105]. The Boolean function [106] can also be formulated to
calculate nonlinearity along with algebraic degree [107]. The nonlinearity of different Boolean
functions has been compared in [108]. Apart from BF, Chaos-Based Rotational Matrices [109]
were proposed to achieve nonlinearity and dynamicity in the substitution box of an AES cipher.

Twofish [110] proposed using multiple-level key space to increase the complexity with
no drastic change to other factors. Enhanced key-scheduling [111] led to efficient optimization

and security in 3DES.
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Of equal importance, the strict avalanche effect measures the probability and secures
the cipher from attack. The balanced Boolean function also plays a vital role in the avalanche
effect, as shown in [112]. A cost analysis of the GA to generate a balanced Boolean function is

presented in [113].

3.1.2. Literature review — attacks on secured cryptosystems
The security of a Symmetric-Key or Asymmetric-Key depends on the vulnerability of the key
to cryptographic attacks. Cryptanalysis analyses cryptosystems to look for weak points or
opportunities for information leaks to access or find the key. Cryptanalysis is another part of
cryptology that differentiates different cryptographic attacks. This research categorizes the
cryptographic attacks into six categories: Differential Cryptanalysis, Linear Cryptoanalysis,
Meet-in-the-middle (Mt-in-M), Side-Channel Attacks, Related-Key Attacks and Other attacks.

Table 3.3 shows the survey of cryptographic attacks on different ciphers with the key
size of KSA.
Differential Cryptanalysis (DC): DC refers to a chosen plaintext attack, where the attacker can
choose a plaintext and find the corresponding ciphertext in order to obtain the key. By
computing the differences between the ciphertexts, the attacker can detect statistical patterns
in their distribution. These differences constitute a differential attack.
Linear Cryptoanalysis (LC): LC finds affine approximations to the cipher’s action based on
linear equations. Depending on linear equations, it comes close to a plaintext-ciphertext pair
and attempts to find the key.
Meet-in-the-middle: Mt-in-M attack is a known plaintext attack that tries to break the long
chain of encryption blocks by halving what they are analysed to find the key more accurately.
This accuracy cost depends on breaking the encryption chain into smaller parts requiring more
storage. However, it is still more efficient than a brute force attack regarding time and

computational complexity.

Table 3.3 Cryptanalysis of cryptography ciphers

Cryptoanalysis
KSA Key Size
Ciphers DC LC Mt-in-M SCA RKA Others
(Bits)
DES 56 v v v Brute Force
3 DES 112 or 168 Sweet32
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Cryptoanalysis
KSA Key Size
Ciphers DC LC Mt-in-M SCA RKA Others
(Bits)
Bicliques
IDEA 128
Attack
Blowfish 32-448 Birthday Attack
Tea 128 v v
GOST 256 v Reflection v
CAST 128 40 to 128 v
XTEA 128 v v v
RC2 1-128 Bytes v
RC6 128, 192, 256 Statistics Attack
128, 160, 192,
CAST 256 v
224,256
Mars 128, 192,256 v
Truncated, Power
Twofish 128, 192, 256
Impossible Analysis
Cache
Camellia 128, 192, 256 Square Attack
Timing
Boomerang
Threefish 256,512, 1024
Attack
Boomerang
Safer-K 64,128 Attack, v
Impossible
3-Way 96 v
Power
Serpent 128, 192, 256 Differential-Linear
Analysis
Bicliques
AES 128, 192, 256 4 Brute Force
Attack
RSA 2,048 to 4,096 Shor’s Algorithm

Side-Channel Attacks (SCA): In SCAs, information leaks from a physical cryptosystem.
Timing, power consumption, and electromagnetic emissions can also be exploited.
Related-Key Attacks (RKA): An attack model called related-key is a subset of cryptanalytic
attacks in which the attacker is able to select or identify the relationship between multiple keys.
These keys are then used for both encryption and decryption operations.

Other attacks (Others): Other attacks, apart from DC, LC, M-in-M, SCA, and RKA, are
included in this category.
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The survey shows that different attacks on a cryptosystem are possible, even on an AES,
a highly secure block cipher. These attacks illustrate a requirement to modify various
cryptosystems to make them more secure against cryptographic attacks. Figure 3.3 represents

the graphical view of the cipher’s cryptanalysis by the specific cryptographic attacks.
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Figure 3.3 Graphical review of cryptographic cryptoanalysis
The next category discusses different RNGs and focuses on cryptosystems based on RNGs.

3.2. Literature review — random number generator-based cryptosystems
The cryptosystems are affected by the objectives and operations needed to perform their
functions. RNGs can play a significant role in providing cryptography’s fundamental function,
randomness, and enhancing the security of the cryptosystem. The randomness can be achieved
by different random method generators.
e Pseudo Random Number Generator
e True Random Number Generator

e Circuit Design-Based Random Number Generator
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e  Quantum Random Number Generator
Figure 3.4 illustrates the categories of RNGs and their implementation methodology or

practical approach for integrating them into a cryptosystem.

Pseudo Random Number Generator

PRNGs are computer-based algorithms that use mathematical computation to generate random
numbers. A PRNG sequence of the random number is periodic, which means the sequence
repeats itself periodically, and deterministic, in that the sequence reproduction is possible if the
initial value is known. Mathematical computations such as linear congruential generators,
LFSRs, and chaos provide pseudo-randomness.

A PRNG is a Cryptographic Secure PRNG, or CSPRNG if it passes the next-bit test (if
the attacker knows the first k bits, the attacker cannot predict the k+1 bits) and withstands the
state compromise extensions (if any stream of bits is guessed correctly, the last bits cannot be
predicted).

Programming languages have techniques for generating CSPRNG. The secrets [114]
module from Python and SecureRandom [93] class from Java support CSPRNG.

True random Number generator
True Random Number Generator: Random numbers generated by TRNGs are unbiased,
independent, and unpredictable because they are produced by different physical phenomena
such as infinite noise, voltage fluctuation, clock jitter, atmospheric radio noise, and continuous-
and discrete-time chaotic systems.

There are various USB interface-based TRNGs that help to quickly connect with a
laptop to work with any application. Alea II [22] by Araneus Information Systems, TrueRNG
v3 [23] by ubldit, and infinite noise TRNG [24] by Crowd Supply are some of the USB-based
TRNGS. On the other hand, RANDOM.ORG is a service-oriented online platform that provides

TRNGs for various applications such as games, lotteries, and web pages.

Circuit design-based random Number generator

Circuit Design-Based Random Number Generator: Circuit Design, including various
electronic components, such as gates, integrated circuits, is also helpful in generating RNGs.
Pietro Nannipieri et al. [115] proposed a TRNG using the Fibonacci-Galois Ring Oscillator for
cryptographically secure applications on a Field Programmable Gate Array (FPGA), resulting
in the best entropy. Luca Crocetti et al. [116] proposed an all-Digital RNG with high portability
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and entropy, resulting in it being ready to integrate with the European Processor Initiative (EPI)

[117] chip.

Pseudo Random Number Generators (Pseudo-RNGs)

! ’ Linear Feedback CSPRNG
Dl e Shift Register SecureRandom secrets Module

Generator (LCG) (LF SR) (Java Class) (Python)

True Random Number Generators (True-RNGs) USB-Based

Application-Specific Integrated
Circuit (ASIC)-Based

Quantum
Random
Numbers

* 20000000
POWERED BY ANU

Figure 3.4 Categorization of random number generators (RNGs): implementation with applications

Quantum Random Number Generator

Quantum Random Number Generator: The fourth classification of RNGs is quantum-based,
and is derived from quantum mechanics. Different QRNGs generate established and robust
outcomes by applying different entropy sources, the source of randomness, based on quantum
physics.

USB-based QRNGs are well tested and certified for generating high-quality and unique
random numbers such as Quantis [118] by IDQ. They also invented a chip-based QRNG that
can fit into small devices such as smartphones. Another project, named QRANGE [119], is
under the Quantum Flagship focused on CMOS technology generating quantum random
numbers. ANU QRNG [120] is an online platform on which anybody can generate quantum

random numbers with just one click and use them.
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These RNGs can be used in the RNG-based cryptosystem to enhance the security in the
KSA or encryption. Table 3.4 shows the survey of RNG-based cryptosystems, improving
different parameters due to the random numbers generated by incorporating RNGs. Also, the
survey indicates that RNGs can be used with any cryptosystem and that they make it more

secure than the system without RNGs.

Table 3.4 Survey of RNG-based cryptosystems

Type of
Cipher Design RNG Result Parameters Improved  Ref
Cryptosystem
Immune to Brute Force, » Speed,
) Statistical, Deferential, » Memory
Blostream PRNG Symmetric S ) [121]
Distinguishing and Requirements
Correlations Attacks
» Non-deterministic
) PRNG .
Hybrid ) » Unpredictable
+ Symmetric Strong Key ) [122]
Cryptosystem » Reproducible
TRNG
» Periodic
Text Encryption Immune To All Known » Large Plaintext
PRNG Symmetric [123]
Stream Plaintext Cryptanalysis Attacks » Key Sensitivity
» Slices
PRNG
) Better Performance with High > LookUp Table A
Present + Symmetric )
Security » Frequency [124]
TRNG
» Power
» Plaintext sensitivity
Strength against Linear, » Key sensitivity
Text Encryption
PRNG Symmetric Differential and Statistical » Robustness against  [125]
Algorithms
Attacks known plaintext
attack
Diffie-Hellman » Key Entropy
) Non-Vulnerable Cryptographic i B
Key Exchange — QRNG  Asymmetric » Plaintext Entropy
) System ) [126]
Using QRNG » Ciphertext Entropy
» Histogram
More Secure and Effective
» Correlation
CCAES -
PRNG Symmetric » Number of [127]
Chaos-based Resistant to Differential
Changing Pixel
Attacks
Rate (NPCR)
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Type of
Cipher Design RNG

Cryptosystem

Result

Parameters Improved  Ref

» Unified Averaged
Changed Intensity
(UACI)

» Information

Entropy

Image

Encryption
oP PRNG Symmetric

Algorithm -
Chaos-based

Security Enhancement

Entropy
Cross Correlation

Mean Square Error
[128]

YV V VYV V

Peak Signal to
Noise Ratio

(PSNR)

Authenticated
Encryption with
Associated Data PRNG
(AEAD) —

Chaos-based

Symmetric

Highly Secure for Ciphertext

and Authentication Tag

Resistant to Differential,
Linear, Algebraic, and Timing

Attacks.

» Privacy and
Integrity

» Measured by
Statistical Test
suite NIST,
DIEHARD and
ENT.

[129]

Hybrid RSA PRNG  Asymmetric

Strong Encryption

Histogram
Correlation
NPCR and UACI,
Key Sensitivity [130]

Key Space

vV V V V VYV V

Information

Entropy

Note: Publication project funded by

A- Supported by the Xiamen University Malaysia Research Fund (XMUMRF)

B- Prometeo Project of the Ministry of Education Superior, Science, Technology and Innovation of the Republic of

Ecuador

C- Fundamental Research Grant Scheme funded by the Ministry of Higher Education of Malaysia (MOHE)

3.3.Research objectives of quantum-RNGs for cryptosystems

QRNGs as an external device are most useful when the sender and receiver, i.e., Alice and Bob,

are the same. Alice wants to store data such as personal files (driving licence, passport, other

identity proof) and highly secure work files such as military data on the cloud. So, the data

should be encrypted before sending it to the network. Here, the KSA comprises the QRNG bits

to make the encrypted key stronger and more complex.
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Already discussed are classifications of RNGs in category II, and the survey shows the
improvement in various cryptosystem ciphers even using pseudo-randomness, which is not truly
random.

It is impossible to consider true randomness in PRNG-generated [21] sequences because
they are implemented by software, based on mathematical algorithms, and determined by an
initial (seed) value. In contrast, the TRNG and QRNG, based on unpredictable physical means,
generate the true randomness in the sequence of random numbers. Furthermore, there are two
significant differences between TRNGs and PRNGs. TRNGs [33] are non-deterministic and use
a physical mechanism, whereas PRNGs are deterministic and utilize mathematical algorithms.
Although TRNGs are unpredictable, they are still vulnerable to attack because a failure in the
TRNG hardware system is hard to detect.

Dr Mads Haahr [131] introduced the concept of providing different TRNGs online.
Some are freely available such as Numbers-based, Lists, Strings, and Maps-based; some are
paid for and used for Random Drawings. Web tools and widgets-based TRNGs are also freely
available to be integrated into web pages and to provide the TRNG-based random number. As
atmospheric noise creates these random numbers, they are better than pseudo random numbers.

In some TRNGs, the entropy generated by the entropy source may be confused with
thermal noise or shot noise [20]. However, a highly secure and unique random number is based
on the quantum principle and generated by the QRNG [4]. A QRNG-based cryptosystem
incorporates quantum randomness to generate a more robust key of the KSA or to enhance
encryption security.

Furthermore, Shor’s algorithm [132] concluded that quantum computers could easily
break public-key cryptography. It proposed to solve the prime factorization of RSA with high
probability. The quantum random numbers generated by QRNGs are also quantum-based and
might secure the new cryptosystem without a prime number. Also, incorporating quantum
randomness challenges this type of quantum algorithm for cryptoanalysis of the cipher.

In this category, the study discusses the QRNG that generates unbiased, high speed, and
unpredictable random numbers generated by various methods such as laser pulses, phases
diffusion, photon-based, and other quantum mechanics techniques. Figure 3.5 shows the
difference between RNGs in terms of their generation methods, properties, disadvantages and

advantages.
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Random Number Generators
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Figure 3.5 Categorization of random number generators (RNGs): generation methods, properties,

disadvantages and advantages

This section has reviewed 20 QRNGs and divided them into three important research
objectives: High Speed (HS), Bias Improvement (BI) and High Efficiency (HE).
High Speed: The speed of the RNG device is indicated by the rate at which random bits are
generated per second by the device. Speed is critical in determining the optimal trade-oft for the
RNG device. Different research methodologies attempt to identify the shortest time it takes for
the device to generate the most random bits.
BI: Random bits should be bias-free. Bias occurs when a significantly larger number of Os than
Is, or vice versa, are generated. If the difference between Os and 1s is small enough, it should
not introduce bias into the quantum random bits. Numerous research proposals have been
designed to improve the bias in order to achieve balanced quantum random bits.
High Efficiency: The performance of a QRNG can be improved by researching the different
technologies on which the generator can be built. The efficiency of a device is defined in terms
of extracting random bits or maximizing the percentage of bits with specific physical photon-
based conditions. Table 3.5 shows the survey of different QRNG techniques and their research

objectives.
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Table 3.5 Literature review of ORNGs

QRNG Proposal Techniques Ref | HS BI HE Other Properties

Weak Laser Pulses [133] | ¥V v

Random Quantum States in [134] | vV

Mathematica

Tapered Amplifiers [44] v Self-detecting

One Single-Photon Detector [135] v

Photon Arrival Time Selectively [45] v

Three-Types QRNG [136] | v Self-testing

Ultra-fast QRNG — Pulsed Laser Diode ~ [50] | v

Heterodyne-Based [137] | V¥ Security

16 x 16 Pixel QRNG Based on SPADs  [43] |V v

Laser Phase Fluctuations [138] | V¥

One And Two Entropy Sources [27] v

Phase Diffusion Process-Based [139] | V¥

SPAD-based QRNG using FPGA [140] v

SPAD-based QRNG Pixel-based [141] v

Multi-Bit [142] v

Uncharacterized Laser & Sunlight [46] |V

Coupled Quantum Dots [143] v

Phase Diffusion in Lasers [144] 4 Interference Quality,
Input/Output Monitoring

Quantis — USB 026] v Autocalibration Status
Monitoring

Qrange [119] | vV Security

Note: HS - High Speed; BI — Bias Improvement; HE — High Efficiency

The next section addresses some open research challenges specific to QRNG-based
cryptosystems.

3.3.1. Open research problems
Section II reviewed the literature, and the analysis identified some open research problems to
address to enhance the security of cryptosystems. RNGs play a significant role in securing
systems that use random numbers. QRNs [182][33] are based on true randomness and can be

used to strengthen the security of existing cryptography systems.

Future research will be needed to address the following challenges:
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a) Incorporate the quantum randomness in stream cipher operations compared to pseudo-
based ciphers.

Boolean arithmetic-based cryptography mainly uses CSPRNG. A Pseudo-Hadamard
transform based on the modular operation of Boolean arithmetic provides diffusion in a
cryptographic cipher. The diffusion depends on the change of an input bit. An RNG can generate
the input bit to affect the cryptanalysis of the cipher.

Guillermo Sosa-Gomez etal. [183] showed the -cryptanalysis of PRNGs for
cryptographic ciphers. Also, a correlation analysis of the entropy of PRNGs and Hadamard
values indicated a strong correlation. On the other hand, a QRNG based on the photon can
mitigate this cryptanalysis.

For most CSPRNGs, the entropy is derived from the operating system, along with a
PRNG generator [184]. The underlying PRNG often ‘reseeds’, which means that when an
entropy is supplied by the operating system (e.g., from user input, system interruptions, disk I/O
or hardware random generators) it changes its internal state. However, quantum randomness is

derived from quantum particles without the intervention of reseeding.

b) Design a KSA using different entropy sources for quantum random bits in order to randomize
the keyspace for differential attacks.
The differential attacks try to find the key with the chosen plaintext and corresponding
ciphertext. The subkeys of the KSA are vulnerable if the key space between them is not random
or large. Incorporating QRNGs can generate random subkeys, increasing or enhancing the
randomness of their key space. The stronger the key space the more challenging it is to detect
even a single subkey. As a result, a QRNG-based KSA may produce a strong cipher that is not

vulnerable to differential attack.

c) Study in depth the effects of key-related attacks on QRN-based ciphers
In key-related attacks, the attacker knows (or chooses) a relation between several keys (up to
256 in some recent attacks) and is given access to encryption functions with these related keys.
Keys and plaintexts can be selected with specific differences when using differential RKAs.
The QRNG will support the true randomness in the cryptography key against key-related
attacks. The effect of the true randomness on the cryptanalysis of the cipher should be analysed

to secure the key and to make it truly random.
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d) Designing a new high-speed encryption cipher based on different research designs (high
speed and bias-free), using QRNs to enhance the security of the cryptosystem.

The encryption speed of the block cipher is one of the major primary concerns when
designing a new cipher. However, the security of the cipher must not be compromised on the
basis of time, but the time complexity of an algorithm can make it more competitive against
alternatives. The QRNG will add true randomness into the key by generating the quantum
random bits from an external photon device. These random bits are highly important to secure
the cipher, but might come with a time cost. New cryptographic primitives are sought that reduce

this time and introduce quantum randomness, leading to a highly secure cryptosystem.

e) Research storing and exchanging the QRNG-based keys generated for asymmetric
cryptosystem over the cloud.

QRNGs are based on devices that can generate photons. These devices can be with sender or

receiver and so are important when both have the same key, i.e., symmetric cryptosystem. They

help generate two keys — a pair of public and private keys — but transfer them with the

knowledge of quantum random bits and store them on the cloud as a staging post. This needs

further research.

The next section focuses on the literature review on Key-schedule Algorithms.

3.4. Literature review — Key-schedule Algorithm
In cryptography, encryption methods [16] and ciphers are used to ensure data security and
prevent unauthorized access. An encryption algorithm combines plaintext with key information
to generate a ciphertext, making the plaintext difficult for hackers to decipher. This process of
encryption with a secret key can make the cipher secure by combining nonlinearity,
propagation criteria, correlation, algebraic immunity, and randomness [107][99].

As part of an encryption process, the strength of the KSA directly impacts the security
of an encryption algorithm. The KSA expands the secret key and generates subkeys according
to the number of rounds of encryption required for a particular cryptographic algorithm. This
generation and expansion of the secret key into multiple subkeys increases the robustness and
complexity of the KSA. One of the potential flaws in this approach is vulnerability in the key-
schedule expansion, which is characterized by the algorithm’s resistance to cryptoanalysis

attacks [41][145][146].
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Researchers have demonstrated that logical gates such as AND, NAND, XOR, and OR,
as well as Boolean functions with symmetrical properties, can be used to achieve security in
the key expansion [147]. In addition to that, quantum data generation by generating quantum
random number bits can increase security.

The key generation is a process that creates a key and expands it based on logical
operations to encrypt plaintext. The strength of the KSA [147] can be evaluated on the different
properties of the key. In 2019, Hakim and Nusrom [148] proposed a new algorithm for
scheduling subkeys in the L-block cipher, as the Niaz correlation test concluded that the
LBlock’s KSA generates keys with a high correlation. Kareem and Rahma [110] proposed a
novel method for modifying the Twofish algorithm by implementing multi-level keys in the
KSA to control the dynamic block bit sizes and multi-state tables. Using these keys allows for
a greater complexity in the algorithm while incurring a relatively small amount of additional
computational time. Sulaiman et al. [149] proposed an enhancement of Rijndael’s KSA [35].
The analysis conducted by Sulaiman addresses the algorithm’s shortcomings and optimizes the
KSA in terms of frequency and Strict Avalanche Criteria. Huang et. al. [150] modified the
AES’s KSA by transposing its subkey matrix. According to the authors, the new KSA is
immune to SQUARE, Mt-in-M, and related-key differential type attacks. Shahzadi et al. [151]
proposed that 2D Chaotic maps enhance the strength of the generated keys in the KSA of RC5
algorithm, making it difficult for hackers to decrypt the data. Their KSA work targets resource-
constrained environments and analyses the security mechanism for specific applications of
critical clinical images.

The security of the key generation process starts with the generation of bits based on a
random number. Sahmoud et al. [152] proposed generating distinct subkeys from the AES real
key using a PRNG and encrypting the block with each subkey of the KSA. Their research
focused on the two techniques: first, preventing predictions of obtaining the subkey from an
available one, and second, presenting an initialization method to speed up subkey generation.
Maram et al. [153] also used a PRNG and proposed a dynamic key-dependent S-box in the
KSA that achieved a better avalanche effect with a cryptography algorithm.

Rahul Saha et al. [95] took a different approach, proposing a Symmetric Random
Function Generator (SRFG) as a cryptographic function generating randomness in the KSA of
the AES. The results indicate that their proposed work has a threefold improvement in terms of
confusion property and avalanche effect over the original AES. In another study [111], the
FORTIS algorithm developed by Vuppala et al. [111] for generating subkeys of the KSA was

implemented on an FPGA and the authors analysed the algorithm’s resistance to a side power
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channel attack. Gaetan Leurent et. al. [154] presented a new representation for the AES’s KSA
that efficiently combined the information from the first subkey and the last subkey to
reconstruct the master key. Lauren et. al. [32] discussed the security properties of the AES’s
KSA and its vulnerability to published attacks. Also, based on the information principle
introduced by Claude Shannon, they proposed a faster and more secure KSA for generating
subkeys in an AES cipher.

Afzal et al. [155] recently published work that is closely related to this research. They
proposed a Key-Schedule Evaluation Criterion (KSEC) to evaluate the cryptographic strength
of subkeys of different KSAs and to establish a distinction between weak and strong keys using
four statistical [156] tests.

They proposed a test suite consisting of a frequency test to analyse the balance of 0 and
1 bits, Bit-Independence tests for confusion and diffusion property, Bitwise-Uncorrelation tests
for correlation among subkeys, and high/low-density key tests for testing randomness of the
subkeys. Their test suite compares the strength of KSAs of different block ciphers. This is the
first time that a framework, CryptoQNRG, has been built to compare the strength of the KSA
based on RNGs and various block ciphers.

The next section reviews different categories of the dynamic S-boxes.

3.5. Literature review — dynamic S-box

During the past two decades, cryptosystem designers have become increasingly concerned with
designing key-dependent S-box methods with random properties. Various cryptoanalysis
techniques, such as differential, linear, Mt-in-M, key recovery, and shortcut attacks, require
dynamic methods and randomly generated substitution cryptosystems. As such, a strong
emphasis has been placed on developing and implementing key-dependent S-box methods with
random properties resistant to various cryptoanalysis techniques. Julia Juremi et al. [157]
surveyed many dynamic S-boxes focusing on framing the technology for generating them and
creating them dynamically to increase cryptographic strengths and resist different attacks
significantly. Various methodologies for constructing dynamic S-boxes have been proposed,
including PRNGs and TRNGs with specific considerations, Chaos-based, algebraic, and
optimization techniques.

There are various approaches to creating a dynamic S-box:
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Algebraic theory-based: A mixture of classical and modern mathematics, Galois Theory used
to processe the solutions of polynomial equations (mathematical equations made of numbers
and variables) to form different values of a dynamic S-box [158][159][160][161].

Chaos theory-based: This theory uses different patterns and mathematical formulations to
generate randomness in the system and corresponds to different dynamic values of the S-box
[162][163][164].

Random number generator-based: The random numbers generated by sources such as
electrical and quantum noise lead to pseudo, true, and quantum generators, which are used to
generate the values of the dynamic S-box [165][166].

Advanced data analysis techniques-based: Advanced data analysis techniques such as machine
learning, particle swarm optimization, GAs, and heuristic techniques analyse the different
sources of data and generate the values of the S-box dynamically [167][168][169].

Mangal Deep Gupta et al. [170] proposed an architecture for reconfigurable PRNGs
designed using Verilog HDL, and synthesized on the Xilinx tool using the Virtex-5
(XC5VLXS50T) and Zynq (XC7Z045) FPGA. Utilizing these PRNGs they designed two 16 x
16 S-boxes. The proposed S-boxes fulfil the cryptographic criteria such as Bijective, Balanced,
Nonlinearity, Dynamic Distance, SAC, and BIC nonlinearity criterion. Mengdi Zhao et al.
[171] proposed a non-degenerate 2D enhanced quadratic map (2D-EQM) that exhibits
ergodicity and randomness. They used it to generate affine transformation matrices and
constants for seeding S-boxes based on affine transformation matrices, and generated a batch
of keyed strong S-boxes with high nonlinearity.

Researchers have also used irreducible polynomials, additive constants, and static
lookup tables [172] to make a dynamic S-box. Alamsyah et al.[173] proposed a combination
of an irreducible polynomial (three best irreducible polynomials) and an affine matrix (a
Boolean operation XOR for each affine matrix element of the AES S-box). Several high-quality
S-boxes with corresponding cryptographic properties are built from the combination of the
results of these modifications. Using dynamic S-boxes and shift rows to simplify the encryption
process also increased the encryption strength of the AES cipher [174]. Manjula G. et al. [175]
proposed that the modified S-boxes are dynamic, random, and key-dependent, adding to the
algorithm’s complexity and making cracking them more challenging. Praveen et al. [176]
proposed a dynamic key-dependent S-box that relies on affine transformations with irreducible
polynomials and affine constants. Grasha Jacob et al. [35] developed an S-box that can be

generated dynamically based on the sub-byte transformation used in cryptography.
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Chaos-based dynamic S-boxes are also of interest to many researchers. Alaa F. Kadhim
et al. [169] used shifting, chaotic theory (1D, 2D logistic maps), and particle swarm algorithms
to generate a dynamic S-box based on the input key. The system provides enhanced
cryptographic properties. The authors of another study [177] proposed an uncorrelated S-box
element for generating an S-box that meets cryptographic criteria, such as bijection,
nonlinearity, strict avalanche, output bit-independence, equiprobable input/output XOR
distribution, and maximum expected linear probability computed on typical chaos-based
schemes without taking into account lag-time chaotic series [177]. Muhammad et al. [109]
report a new chaos-based affine transformation generation method that uses rotational matrices
to generate key-based S-boxes.

Researchers also focus on GAs for creating dynamic S-boxes that lead to secure
symmetric cryptosystems. Aguirre et al. [178] proposed high nonlinearity using the multi-
objective evolutionary approach to evolve Boolean functions. Stjepan Picek et al. [179]
experimented with a GA and programming by modifying the mutation operator and
initialization process to search Boolean functions with cryptographic properties. Anand Kumar
et al. [180] proposed a robust S-box design with a hybrid approach of using a GA and particle
swarm optimization (PSO). Their performance evaluation is better regarding nonlinearity, strict
avalanche effects, bits distribution, and bijectivity. By employing a GA in SP boxes and
implementing a nonlinear neural network (NN) in the SP network, Kalaisel et al. proposed a
redesigned, enhanced AES cryptosystem that increases security against timing attacks and
reduces computation time. In order to reduce the probability of the algorithm being impervious
to future dialects, Alaa F. Haitham et al. [181] used the chaotic function to generate an initial
random sequence of bits and the quantum crossover to provide a new and improved substitution
box with increased nonlinearity.

Researchers focused on creating dynamic S-boxes. However, generating dynamicity
using quantum randomness and a user key, creating a dynamic S-box, and retaining the box’s
cryptographic properties still present a challenge for research.

Our proposed substitution method is a contribution to enhancing the security of
symmetric cryptosystems in HSCSN by generating the values of the S-box at the time of
execution from the secret key and QRNG.
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3.6. Summary and conclusion
This chapter reviewed the various literature associated with this research in terms of
cryptosystems of HSCSN, associated attacks, and the impact of RNGs used in different
cryptosystems. The focus on QRNGs highlighted their important properties in using the KSA
and S-box along with the GA. Other researchers focused on creating a dynamic S-box using

various techniques and focused on improving its cryptographic property.
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Chapter 4. Methodology

4.1. Introduction
The methodology of this study comprises different stages of review, designing the framework,
the algorithm, and quantitively analysing the proposed work. This chapter outlines the research
design and experimental set-up. The hardware and software specifications necessary for

replication are detailed and there is a thorough explanation of data analysis.

4.2. Research design
Figure 4.1 shows the research process for this study. The process starts with the preliminary
research and identifying the gaps related to data security of the HSCSN. Preliminary research
is followed by intensive research focusing deeply on related security prospects and
components, so formulating the research aim, objectives, and question. The design and
development of the framework and algorithm leads to the novel research of this study. The
study implements the research practically, and testing phases test the result on the basis of data

collection. Finally, the analysis phase assesses the results and concludes the research objectives.

Preliminary Research Design & Development Testing
Preliminary Research & Identify Design & Development of the Test the results on basis of
Research Gap Framweork and Algorithm specific tools.
Research Analysis
Design & mem Testing
Gap F Development Implem Conclusion
Implementation & Data Analysis & Conclusion
Collection
Intesive Literature Review to Analyse the result of the
formulate the Research Aims, Implementation & Data Experimenial Impelementation
Objectives & Question Collection of the Framework & & conclude the Research
Algorithm

Figure 4.1 Research design

Preliminary Research focuses on how the user acts as sender and receiver to send the data
stored on the cloud rather than as local data. The important components of the communication
between the user and the data travelling through the high-speed network move forward this
research towards the security of the data.

The literature review focuses on the various contexts of data security by the
cryptosystems in HSCSN and various attacks on the encryption and its components to identify
the research gaps. The Key-Scheduling Algorithm and its S-box is the main area of focus to
work with true randomness. The randomness made the static S-box dynamic through quantum

randomness and evolution computation, using the GA to find the optimized solution.
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Design & Development framework focuses on the KSA and dynamic S-box to develop the
novel KSA framework for RNGs and the algorithm needed to design the quantum randomness
and GA-based dynamic S-box for the KSA.

Experimental implementation implements this framework and algorithm and generates the data
for testing and statistical analysis.

The testing phases focus on the testing of the data with different tools and mathematical
formulae, leading to the analysis phases, which are based on the cryptographic property of the
KSA and dynamic S-box.

4.3. Research methodology

The data security of the HSCSN is ensured by encrypting the data into a ciphertext, with the
KSA and S-box serving as its primary components. The dynamic nature of the S-box enhances
the security of the data travelling into the network. This dynamic nature is related to
randomness, and shifts this research towards quantum randomness, the true randomness of
photons and the GA of evolution.

The techniques used in this research are based on quantitative analysis, which is used
to analyse the cryptographic properties of the KSA and dynamic S-box. The analysis of their
cryptographic behaviours is done through statistical testing of the numerical data to test the

hypothesis and produce the analysis results.

4.3.1. Design and development
The objectives of this study leads to the development and design of the KSA-RNG evaluation
framework and QRNG-GA-based dynamic S-box algorithm.

KSA-RNG evaluation framework

The framework evaluates the strong and weak keys of the various KSAs of the block cipher.
The framework consists of different statistical formulae to satisfy the cryptographic properties
of the keys. Figure 4.2 shows the block diagram of the KSA-RNG evaluation framework. The
two different bit streams of the two different RNGs of the block cipher’s KSA will be given to
a set of criteria proposed as an evaluation framework. The framework consists of different
criteria to justify the cryptographic properties of the KSA. The output will differentiate the
strong or weak keys based on different the RNGs of the KSA.
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Figure 4.2 Block diagram of KSA-RNG evaluation framework

ORNG-GA-based dynamic S-box

An evolutionary computation algorithm with the QRNG will make a QRNG-based dynamic S-
box This S-box will be used in the KSA to generate an encryption key. Figure 4.3 shows the
block diagram of the proposed work.

Evolutionary

Computation
Quantum Processing
Random

Bits Quantum RNG-based
Dynamic S-Box

Figure 4.3 Block diagram of the proposed QRNG-based dynamic S-box

Input: Quantum random bits from QRNG along with user-defined key is taken as input to the
evolutionary computation.

Processing: The evolutionary computation process first converts the user-defined key into bits
and processes it with quantum random bits for the cryptographic properties.

The algorithm based on a GA first represents these bits in a genetic representation and
then fitness function to evaluate the suitability for a cryptographic property. The genetic
representation can be an array of bits, binary, or parse trees. The genetic operators are the basis
of the algorithm’s design criteria: selection, crossover, and mutation with fitness function, and
will be scored for different cryptographic properties: nonlinearity, balance, LAP, DP, and

randomness.
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Output: The 256 elements of the 16 x 16 matrix of the S-box, and each element, has two nibbles
(a half byte) generating a dynamic S-box for a specific KSA based on quantum random bits

and evolutionary computation.

4.3.2. Implementation set-up & tools:
Hardware: Quantis [68] — A USB-based QRNG developed by IDQ. Its general specifications
include random bit rate 1 : 4 Mbit/s £ 10% (Quantis-USB-4M), Thermal noise contribution: <
1% (Fraction of random bits arising from thermal noise), Storage temperature : -25 to + 85°C,
USB specification 2.0 and Power Via USB port
Computer Processor: Intel(R) Core(TM) 17-1065G7 CPU @ 1.30GHz 1.50 GHz, RAM: 8.00
GB, System type: 64-bit operating system, x64-based processor
Software: Java — Netbeans with JDK 1.8.0
Quantis, the USB-based QRNG used in this research is compatible with the Java-based library
and used to generate the quantum random number from the device. Also, Java has a supporting
library to implement GAs. Java is a more suitable language compared to other languages such
as python and go for implementing the proposed framework KSA-RNG evaluation framework
and dynamic S-box QRNG-GA-based dynamic S-box.

The Cryptol [185] language code generates keys for the different KSAs of the block
ciphers for the KSA-RNG evaluation framework.

4.3.3. Data collection
KSA-RNG evaluation framework
The data collection of the framework is based on different keys generated by the KSA of the
various block ciphers. Two different RNGs (pseudo and quantum random numbers) will be
used in Cryptol language to create RNG-based keys for different block ciphers.
ORNG-GA-based dynamic S-box
The data collection for QRNG-GA-based dynamic S-box will be the dynamic S-box generated

based on the quantum random numbers and the GA-based generation evolution computation.

4.3.4. Testing
KSA-RNG evaluation framework:
The framework will be tested and evaluated by different statistical and hypothesis tests
[186][187], taking into consideration the cryptographic properties of the KSA.
ORNG-GA-based dynamic S-box
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The output of the algorithm with different cryptographic parameters of QRNG-GA-based
dynamic S-box will be tested by SET tool [55].

4.3.5. Analysis and conclusion
KSA-RNG evaluation framework
The framework focuses on the analysis and conclusion of differentiating the strong or weak
keys based on different RNGs of the KSA.
ORNG-GA-based dynamic S-box
The output of the algorithm generating a dynamic S-box based on quantum randomness and
GA will be evaluated based on the cryptographic properties of the S-box. The characteristics

of the proposed S-box will be compared to other state-of-the-art S-boxes to validate it.

4.4. Attacker model of HSCSN
The cloud network is vulnerable to a variety of different types of attacks, including network,
physical, and software-based attacks, which aim to compromise and infiltrate the network. This
study focuses on data security through encryption. The attacker attacks to access the key to
crypt the data and gain access to the data travelling through the network. Figure 4.4 illustrates

the classification of various attacks on the HSCSN.

Attacks on network
An attack on a network [188] occurs when an attacker attempts to access resources on the
network by exploiting vulnerabilities. Various types of attacks such as man-in-the-middle
attacks, denial of service attacks, and eavesdropping attacks are dealt with by hackers
attempting to spoof the entire network.

Attacks on hardware
An attack on hardware [189] involves the techniques used to compromise the components of
the system that are used to communicate with the user or with the network as a whole. USB
attacks are attacks carried out with pre-programmed USB devices to take advantage of the USB
port.

Attacks on data
The information derived from data helps the attacker gain knowledge. Attackers target the
system’s key components to gain access to sensitive data. The encryption key attack targets the

various components of encryption to gain access to the key used to encrypt the data. The data
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security measures are designed to protect data from these attacks [190][191] and make it harder
for attackers to execute them. This research focuses on the security of data travelling over high-
speed networks to cloud storage. Section 3.1.2 reviewed various attacks on encryption key

acCcCess.

—> Man-in-Middle Attack
—>» Attacks on Network ——F—> Eavesdropping Attack
—>» Denial Of Service

» Supply Chain Attack
——» Attacks on Hardware —>» Side Channel Attack
» USB Attack

— Cloud Data Breach
Attacks on High-Speed \( e ] »|Encryption Key Access

Cloud Storage Network 4 —» Ransomware

—» Security Misconfiguration

—> Human Error
—> Insider Attacks = ——F—> Espionage
—>» Sabotage

—>» Malware

—> SQL Injection

—> Cross-Site Scripting
—>» Virus

——» Attacks on Software

Figure 4.4 Classification of attacks on high-speed cloud storage network

Insider attacks
Insider attacks [192] are designed to exploit the vulnerabilities of an organization’s human side.
Often, attackers employ social engineering and espionage tactics to exploit human
vulnerabilities and achieve success in their attacks.

Attacks on software
Software attacks [193] include malicious code such as viruses, malware, SQL injection, or
cross-site scripting that takes advantage of vulnerabilities to gain unauthorized access to the

system or disrupt its operation.
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4.5. Threat modelling for HSCSN
Figure 4.5 shows the threat model for the network created in the Microsoft Threat Modeling
Tool 2016. The model represents the data starting from the cloud human user, Alice, and
flowing through the high-speed network to be stored on the cloud. The data flows from different
nodes in a bi-directional manner.
Table 4.1 presents a portion of the STRIDE framework[194], focusing on information
disclosure, to analyse the threats to the HSCSN related to data security.
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Figure 4.5 Threat model for HSCSN
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Table 4.1 Information disclosure threats to HSCSN

Weak Access

Control for a

Improper data protection of router can allow an attacker

to read information not intended for disclosure.

Resource
Data flowing across data flow may be sniffed by an
attacker. Depending on what type of data an attacker

Data Flow )

) can read, it may be used to attack other parts of the
Sniffing | | | o
system or simply be a disclosure of information leading
to compliance violations.
Weak Access

Control for a

Resource

Improper data protection of cloud storage can allow an

attacker to read information not intended for disclosure.

Weak Access

Control for a

Improper data protection of SQL database can allow an

attacker to read information not intended for disclosure.

Resource
Information Weak Access | Improper data protection of firewall and router can
Disclosure Control for a | allow an attacker to read information not intended for
Resource disclosure.
Data flowing across request & response may be sniffed
by an attacker. Depending on what type of data an
Data Flow )
) attacker can read, it may be used to attack other parts of
Sniffing ) ) ) )
the system or simply be a disclosure of information
leading to compliance violations.
Data flowing across generic data flow may be sniffed
by an attacker. Depending on what type of data an
Data Flow )
) attacker can read, it may be used to attack other parts of
Sniffing ) ) ) )
the system or simply be a disclosure of information
leading to compliance violations.
Weak Access

Improper data protection of Switch can allow an
Control for a
attacker to read information not intended for disclosure.
Resource

4.6. Summary and conclusion
This chapter highlighted the research design and methodology, including the tools and
experimental set-up required. An attack model described various attacks associated with

HSCSN and focused on data security attacks. The threat model exhibits the threats associated
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with information disclosure based on the STRIDE model. The next chapter will focus on the
design and development of the KSA-RNG evaluation framework based on the statistical

formulation and cryptographic properties.
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Chapter 5. CryptoQNRG: A new framework for KSA’s cryptographic

strength evaluation

5.1. Introduction
A KSA generates subkeys based on the input of the user-defined key. An RNG-based KSA adds
another layer of security to the subkeys. CryptoQNRG has a series of test criteria used to
evaluate the strength of an RNG-based KSA.

An improvement in terms of RNG, from pseudo-randomness to quantum randomness,
will benefit a KSA. The focus of this article is to create a framework to evaluate the strength
of cryptography KSAs generated by RNGs. In particular the concrete contributions of this work
are:

e Formulation of a test suite to evaluate the strength of cryptography KSAs generated by
RNGs. This test suite consists of four parts: a bit-frequency test, a bit-correlation test, a
bit-interfold test, and a bit-entropy test.

e Applying the proposed criteria in the framework’s test suite to a number of different block
ciphers’ key-scheduling algorithms. The P-value is a measure of the statistical significance
of a test result calculated by statistical computation. The test is based on statistics and
provides a P-value and the probability of achieving a pass or fail result. A pass does not
indicate that the cipher is secure against all attacks. However, a failure suggests that the

algorithm is highly susceptible to attacks.

In contrast to existing randomness tests such as CryptRndTest, NIST RNG test, and
Diehard battery test, the proposed test suite of this study evaluates the strength of the KSA’s
subkeys [195] [196] [197]. The tests of the framework are designed to evaluate the main
properties of a key-schedule such as unpredictability, balance, confusion, diffusion, and
correlation. Moreover, the proposed work compares two different RNG-based key-schedules

of the same block cipher simultaneously to distinguish their strength.
Figure 5.1 illustrates an example of a basic scenario considered in this research. In this

scenario personal data are stored on an internet server (cloud or a data centre) so that they can

be easily accessible from anywhere.
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Figure 5.1 Basic scenario of a secure communication

The requirement is that the files must be encrypted before being sent over the network
to make them secure, and when the user downloads them they can be decrypted locally. An
RNG plays a significant role as the KSA key comprises the bits of random numbers generated

by an RNG to encrypt the contents.

5.2. The CryptoQNRG framework
Figure 5.2 shows the block diagram of CryptoQNRG for evaluating the strength of an RNG-
based KSA. The two keys, K; and K,, are subkeys of individual KSAs generated using two
different RNGs. The K; and K, are then passed to the proposed KSEC — KSECgyq (Ky, K3) —
and tested for the cryptographic properties. The criterion includes four statistical tests. The first
test, the Frequency test FT (K, K,), calculates the frequency of Os and 1s and checks how
balanced their distribution is. The second test, the Bit-Correlation BCT (K, K,) test, measures
correlation, whereas Bit-Interfold BIT (K;, K;), the third test, checks for the confusion and
diffusion properties. The last test is called the Bit-Entropy BET (K, K,) test and examines the
unpredictability of the bit stream generation. Based on the evaluation of each test, the strength

of the KSA is considered. The strength of the KSA of K; and K, is strong if K; and K, pass all
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the tests of the KSECgys(Ky, K,); otherwise, the KSA is weak. The proposed criterion
CryptoQNRG also compares K; and K, with the Bit-Entropy test.
The strength of KSA (STksa) and difference of KSA (DFgsp) are defined as follows:

Strong, if (K;,K,) pass each test in ECgye(Ky, K3)

ST =
KSA { Weak, otherwise

K; is better then K,, if K; > K, in BET (Ky,K,) tests

DFksa = { K,, otherwis

Random Number
Generator 1 (RNG 1)

—
Random Data
Numbers Or Bits

Key Schedule H Strength of KSA
Algorithm (KSA) | e o
- RNG basec_i KSA S
Key Evaluation
(User Defined) Criterion -

KSECro(K1,K2)

Difference in KSA
DFxsa

Key Schedule
Algonthm (KSA)

Random Data

Numbers Or Bits

Random Number

Generator 2 (RNG 2)

Figure 5.2 Block diagram of CryptoONRG

The following notation is used in the equations below:
Key ... user-defined key
bsgngi --- the bitstring generated by RNG i, with i € {1,2}
K; ... the subkey of length L, obtained with the KSA based on RNG i using multiple
iterations (rounds), with i € {1,2}:
K; = KSA(Key, bsgygi, rounds, L)
K; j ... the j-th bit of subkey K;: 1 < j < len(K;) fori € {1,2}
len(K;) ... number of bits in K; , with i € {1,2}
(note that for all keys K; the length len(K;) is even)

5.2.1. Frequency test FT(K,, K,)
The first test to be performed is the frequency test, which checks that the number of 1s and 0s

in a sequence is the same, in order to avoid biasing in the K;. The test measures the distribution
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of bits in the RNG-based key-schedule algorithms. The sequence is a set of secret subkeys of
different block ciphers. A subkey that fails the frequency test is considered weak because it
fails the fundamental requirement of randomness, and there is no need to investigate other
weaknesses based on the remaining tests. The K; and K, are balanced if it satisfies the key bits

as;

len(K;)
FT(Kl,KZ) == VKL E{Kl,Kz}. U Ki,j _-= U Ki,j _-=
Ki,jEKi/\Ki,jzo Ki,jEKi/\Ki,jzl

5-1
where K; is the key obtained with the KSA based on RNG (KSAgrngi) with i € {1,2}

5.2.2. Bit-Correlation BCT (K4, K,)
The second test is the Bit-Correlation test, which measures the correlation of bits in the Kj.
This evaluation is divided into two parts, the Rogers-Tanimoto distance measure R(K;, K,) and
the Pearson’s Correlation 1, ..

The first part computes the dissimilarity index between the two different RNG key-

schedules with the Rogers-Tanimoto distance measure R(K,, K,) [198]:

T
R(K,Ky) =——7—— 5.2
(K1, K2) Cii+Coo+T

where Cpq is the number of corresponding pairs of elements in K; and K, respectively equal
topandqand T = 2(Cyy + Coy).

The second part calculates the Pearsons Correlation 1y, k, [199]. Based on that the
research tests whether the key-schedules K;, K, are independent (null hypothesis H,) or
dependent (alternative hypothesis Hy).

The Pearson’s Correlation 1, x, will be calculated as follows:
len(K;) > >
. 20y (K — KK — K3)
Ki.Kz =
len(K;) > len(K;) 72
VO, = 1) (S, - )

where K; is the mean value of K; ; with j = 1 ... len(K;).

5-3

Performing the Hypothesis Test based on the P-value generated by g, k,:

e Null hypothesis Hy: K; and K, are dependent on each other
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HO = (rKl,KZ < 01) 5-4
e Alternative hypothesis Ha: K; and K, are independent of each other
HA S (TKl'KZ > 01) 5-5

The Bit-Correlation Test BCT (K;, K,) combines the two parts and is calculated as follows:
Pass,Hy A (R(K;,K;) <0.5)

Fail, otherwise

BCT(Ky, k) = { 5.6

The advantage of using R(K;, K,) to compute dissimilarity is that it calculates the value of
symmetric binary attributes. Symmetric binary attributes mean both attributes are of the same
significance, and in terms of the input to this test, both the bits 0 and 1 are equally significant.
If K; and K, pass the frequency test, only R(K;,K,) is computed. The next part
Tk, k, determines the exact extent of the linear corelation between K; and K,. Linear
relationships occur when one variable changes proportionally to another.

Therefore, BCT (K, K,) combines the linearity and dissimilarity test for K; and K. The
K; and K, are considered acceptable if the dissimilarity index of the R(K;, K;) is greater than

or equal to the threshold value of 0.5 and is not linearly dependent on any other subkey.

5.2.3. Bit-Interfold BIT (K4, K,)

The third test is the Bit-Interfold test BIT (K, K, ), which measures the confusion and diffusion
in the K; and K,, which in turn is an important cryptographic property. This test is divided into
two parts.

The first part is the calculation of the Hamming Distance H (K7, K,) between the two
subkeys K;and K,. The Hamming Distance is a dissimilarity distance [200]. H(K;, K,) is
calculated as the number of bit positions of K; ; in K; that are different to those of K ; in K3,
divided by the subkey length:

| {Ky; | Ky # Ky A (0 <j < len(Ky))} |
len(K;)

H(KLKZ) = 5-7

The Inverse Hamming Distance H (Ky, K,), which is the inverse of H(K, K;), that is, counting
the number of equal bit positions, is calculated as follows:

H(Ky, Ky) = len(K;) — H(Kq, K;) 3-8
H(K,,K,) refers to whether the bits’ position will produce the same proportion of confusion
and diffusion in K; and K,. Confusion refers to the process of combining subkey bits with
plaintext to make a cipher. Diffusion refers to the change in a plaintext resulting in changes to

the bit order in the subkeys K; and K,. To analyse this proportion of similar bits leading to
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complex subkeys in K; and K, that are the basis of confusion and diffusion, the second part Z-
Proportion [201] statistics hypothesis, is introduced.

In the second part, the calculated Inverse Hamming Distance H(K;,K,) is used to
evaluate the Z-Proportion [201] statistics hypothesis. The analysis checks whether the
confusion and diffusion will be similar by K; and K.

The Z-proportion test is calculated as follows:

H(Kll KZ) - kO

ko(1 — ko) 59
’ len(K;)

where ko is the hypothesized value of population proportion in the null hypothesis, i.e., it is the

Z(Klf KZ) =

acceptance threshold of the Hamming Distance. len(K;) is the sample size.

The value of ko is 0.7, because at least 70 per cent of bits differ in K; and K, to justify
the bits responsible for confusion and diffusion; KSA is considered strong.
The Null Hypothesis (Ho) and Alternative Hypothesis (Ha) based on a P-value computed by
Z (K4, K,) are as follows:
H, = Confusion and Diffusion is similar in K; and K.

Hy = Z(Ky,K;) < 0.7 5-10

H, = Confusion and Diffusion is not similar in K; and K.

HA = Z(Kl, Kz) > 0.7 5-11

The Bit-Interfold Test BIT (K, K5) is calculated as:

Pass,Hy

Fail, Hy )12

BIT(Ky, K,) = {

The advantage of using H (K, K,) to compute dissimilarity is that it calculates the value of the
exact number of different bits in K; and K,. The inversion of H(K;, K>), i.e., H(Ky, K5), is
given to the Z(K;,K,) to analyse the proportion of bits responsible for generating similar
confusion and diffusion by K; and K,. K; and K, pass the Bit-Interfold Test if the confusion
and diffusion with threshold value is not similar in both the KSAs, i.e., the Z(K;, K,) results in
the Alternative Hypothesis (HA).
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5.2.4. Bit-Entropy BET (K4, K;)

The entropy is a measure of a random variable’s uncertainty, and plays a critical role in
information theory. The higher the entropy, the greater is the uncertainty in predicting the value
of an observation. There are various definitions available for entropy. This work uses the
Shannon entropy [202] (or entr for short) and the BiEntropy [203] (or BiEn for short).

The entr calculates the entropy as the amount of information conveyed when
identifying a random outcome. The BiEn is a weighted average of the Shannon entropies of the
string and the first n — 2 binary derivatives of the string.

The entr is advantageous for the larger value of binary strings, whereas the BiEn
calculation is helpful for the smaller length of binary strings.

The entr E(K;) of K; and K, which takes values from the set A={K; j, K; j41..... Kin}
with probability Pr (X=K;) = K; ; for i € {1,2} (keys K;,K;) and j € {1,2, ..., len(K;)}, is defined

as:

len(K;)

E(x) =— Z p(K;;)log,(K; ;) 5-13

j=1
The BiEn BiEn(K;) is calculated as follows for K; and K, distinctly. The BiEn value
ranges from 0 to 1. When the disorder is more significant in a binary string, the BiEn value will be

higher.

n-—2
BiEn(K)) = (1/(2""' = 1)) [Z(—p(b). log, p(b) — (1 = p(b)).log,(1 — p(b))). 2" 5-14
b=0

where, p(b) is the proportion of 1s in K; and K.
The Bit-Entropy Test BET (K, K5 ) is calculated as follows:

Pass, Ex, = 1.0 A (BiEn(K;) = 0.1)

, 5-15
Fail, otherwise

BET (K, K,) = {

The BET (K4, K;) combines Ey, and BiEn(K;) to test entropy along with relative and disorder

bits of any length in K; and K,. The K; and K, are considered to be a pass if the E (K;) is greater
than the threshold value of 0.1 and BiEn(K;) is greater than 1.0.

5.2.5. Key-schedule evaluation criterion — KSECgyq (Kq, K>)
The four tests: Frequency-FT(K;,K,), Bit-Correlation-BCT(K;,K;), Bit-Interfold-
BIT (K4, K,) and Bit-Entropy-BET (K3, K;) together form a test suite — KSECgryg(Kq, K3) —to
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evaluate the strength of the KSA based on RNG. An RNG-based KSEC, KSECgys (K1, K3), is
illustrated in Table 5.1.

Table 5.1 Performed Tests with the RNG-based KSEC — KSECryc (Kq, K,) with Key Size L = 2N with
N € {6,7,8}

Number Cryptographic

Test Type of Keys Property Threshold level
Freq::el:;incy 500 Balance of 0 and 1 len:gKl-)
Bit-Correlation

Rogers-Tanimoto 500 Correlation 0.5
Pearson Correlation 0.1
Bit-Interfold
Hamming Distance 400 Confusion & Diffusion 0.7
Z-Proportion
Bit-Entropy
BiEntropy: BiEn(K;) 50 0.1
Unpredictability
entr: E(K;) 500 1.0

Table 5.1 shows the required data generation for each test and the corresponding value for the
threshold. It also summarizes the cryptographic properties and random keys associated with
each test. During the test, a key size column specifies the length of the key in bits. The next

chapter describes the RNG-based KSA, data generation and evaluates their strengths.

5.1. Summary and conclusion
This chapter discussed CryptoQRNG, a new framework for evaluating a KSA’s cryptographic
strength. The proposed framework develops a test suite of statistical and hypothesis tests
designed to assess the strength of the RNG-based KSA, based on its cryptographic properties.
The next chapter will focus on the QRNG and GA-based dynamic S-box, and the algorithms

associated with generating it.
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Chapter 6. QuantumGS-box — a key-dependent GA and QRNG-based
S-box for high-speed cloud-based storage encryption

6.1. Introduction

Cloud computing has become a significant part of the IT landscape in the last few years due to
the migration from local drive to cloud computing storage. This has led to data being stored
remotely rather than locally and, through an interconnected network, being accessed over the
internet. Devices are connected, and data is transmitted using different network protocols. The
data travels at high speed [17] in a high-speed network, maximizing network efficiency but
depending on the various transmission protocols and resources needed to operate and maintain
the network.

Transmission of data over a network requires the consideration of a number of factors,
including processing speed and security concerns. Cloud storage networks transmit data
through a network of nodes, several devices or a series of devices connected by high-speed
links. However, data security is a significant concern as information flows through the internet.
Incorporating cryptography [16] that meets secure transmission requirements ensures that the
data is transmitted securely and with a high-quality service. Secure data transmission over a
network can be achieved by cryptography that uses KSAs [32] and encryption [33]. The S-box
does the substitution in both KSA and encryption.

Figure 6.1 shows data stored on a cloud storage system by a user, where Alice is both
the sender and receiver. Alice encrypts the data before sending it to the network and receiving
the same encrypted data. Encrypting the data before sending it to the network is the most
effective way of protecting cloud-based (remote) storage from unauthorized access or attacks.

Figure 6.2 illustrates a cloud-based storage network that uses a static S-box to
implement the KSA and encryption. The figure shows encryption with an AES S-box [39]. The
AES S-box is a 16 x 16 matrix of static bits. Using the KSA and S-box, Alice generates the key
and encrypts the data. Alice encrypts the data before sending it to cloud-based storage (remote)
through HSN, and then decrypts it after receiving it. The inverse of an S-box is used to decrypt
data.
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Data Storage Infrastructure
(Cloud, Database, Server)

| I Encrypted Data

Network
(Internet / High-speed Network)

Encrypted Data t l

I

Alice

Figure 6.1 Alice is sender and receiver

The static S-box is used to provide a substitution of values. The security strength of the
system depends on how vulnerable is the key generated by the KSA and its component [7] for
the cryptanalysis attack, which reserves the scope of research. In the last two decades, the
concept of a dynamic S-box has become the focus area for providing the needed security. The
static bits of an S-box make it vulnerable to attack and many researchers have focused on
making it dynamic with different scientific approaches. This research focuses on improving the
security by making the S-box of the KSA as dynamic using a QRNG and evolutionary
computation. The KSA depends on a proposed dynamic S-box based on quantum random bits
and the GA, an evolutionary computation to generate the key.

The GA [204] [205] is a well-known algorithm for search-oriented optimization
inspired by biological evolution. It provides an analogy for the Darwinian theory of survival of
the fittest. The GA dynamically changes the search process to reach an optimal solution based
on crossover and mutation probability as a part of different phases of its cycle. The binary GA,
as a search-oriented optimization, dynamically searches the solution within the generations of
the population based on the binary format. The fitness function is used to evaluate the
population that undergoes a crossover or mutation to find the best value.

The proposed work uses the transformation operations of the binary GA to provide
efficient big-shuffling for the determination of the values of a dynamic S-box.

Convention AES keys are based on a PRNG [152] [93] to generate random data to
enhance AES security. RK-AES [95] proposed a SRFG to achieve randomness in an AES key.
However, the highest quality [206] and true random data [26] can be achieved using a QRNG

based on the quantum principle.
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IDQ invented a USB-based QRNG for generating true (non-pseudo) randomness.
Quantis [26] is a state-of-the-art QRNG, exploiting an optical quantum process as the source

of randomness.
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Figure 6.2 AES static S-box in cloud-based storage encryption through high-speed network

The GA [51] is also a search heuristic inspired by the natural evolution of Charles
Darwin’s theory. The algorithm corresponds to the natural selection of selecting the fittest
individuals based on fitness function for reproduction to produce offspring of the next
generation. A GA requires the following two factors of a domain solution: a genetic
representation and a fitness function to evaluate suitability.

Initial population, fitness function, selection, crossover, mutation, and termination are phases
of the GA that results in an optimal solution.

The proposed work uses a 128-bit secret key and 128-bits from the QRNG as the initial
population and performs crossover and mutation to generate different values of the S-box. The
S-box values are dynamic and unique during execution of the proposed method, in contrast to

existing solutions.
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The focus of this study is to create a key-dependent dynamic S-box based on quantum
randomness and a bit-shuffling method. The concrete contributions of this work are:

e Designing an algorithm that takes a user-defined key and quantum random bits from a
QRNG and generates a dynamic S-box using bit-shuftling with genetic evolution.

e Analysing the proposed algorithm corresponding to a range of cryptographic properties,
including nonlinearity, randomness, linear and differential probabilities, bit-independence
criteria, and balance.

The proposed method of generating a dynamic S-box includes a QRNG and bit-shuffling based
on the operations of a GA to make the mathematical calculation simple, while at the same time
ensuring that the values generated by this method are cryptographically strong and secure. The
proposed QuantumGS-box values are generated dynamically with the user-defined key and
quantum random bits. The design principle is discussed first, followed by the proposed

methodology.

6.2. The design principle
The design principle of the proposed work uses algebraic techniques, quantum randomness,
and optimization techniques to generate a dynamic, high-quality S-box. There are a variety of
cryptographic properties associated with high quality. These properties include nonlinearity,
balance, correlation immunity, algebraic degree, and differential and linear approximation
probabilities. A diagram illustrating the design principles is shown in Figure 6.3. The RNGs-
based S-box effectively affect the randomness of bits in the S-box. The best RNGs generate
more random and unpredictable data to make keys resilient against a cryptanalysis attack.
Randomness is generated using an entropy source, which can be either pseudo- or quantum-
based. The PRNG- [170] and TRNG- [165] based S-boxes are proposed by some researchers
affecting the cryptographic properties. However, the QRNG [25] ensures high entropy using
quantum states of light from a quantum origin. A QRNG is superior to a traditional RNG
because its source of quantum randomness (QR) is invulnerable to environmental perturbations

such as temperature, voltage, or current and are provably secure RNGs [207][208].
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«—— Algebraic Techniques - AT (0.0.AT)
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Figure 6.3 Design principle of the proposed work

Algebraic techniques (AT) are used to achieve various cryptographic properties in
generating the S-box. These methods formulate cryptographic property and possess significant
cryptographic qualities. However, with the advancement of cryptanalysis [209][210] over the
last two decades, these methods are becoming more vulnerable to exploitation.

Another important criterion in the design of S-box dynamic bits is the speed at which
the bits are generated. There needs to be an increase in the speed at which the S-box is
constructed to make it more difficult to access the bits in the S-box. Dynamic S-boxes are the
basis for generating the key and encrypting the data using that key. The higher speed of
generating dynamic S-box values also contributes to the high-speed encryption of the data.
Increasing the generation speed of dynamic S-box values reduces encryption time and data
travel time on communication channels and data storage facilities.

The last criterion is the optimal values generated by optimization techniques (OT) based
on all three above-mentioned criteria, which can be achieved through evolutionary computation
(EC). There are various studies [211][212][213] by researchers who created dynamic S-boxes

based on EC and optimized the most effective solution for creating S-box values.

6.3. Proposed methodology
Figure 6.4 shows the dynamic proposed S-box, a QuantumGS-box for the KSA and for a cloud-
based storage encryption. The figure shows the encryption with the new QuantumGS-box. The
QuantumGS-box is a 16 x 16 matrix consisting of dynamic bits. The user will generate the key
with the KSA along with the S-box and encrypt the information. Alice is both sender and
receiver in this scenario, encrypts the data before sending it to the high-speed network, and

decrypts it once it is returned.
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Figure 6.4 Proposed QuantumGS-box in cloud-based storage encryption through high-speed network

The QuantumGS-box provides a matrix of substitution values based on a QRNG and
user-defined key for the KSA and on encrypting the data. Alice will send the encrypted
information over a communication channel to the cloud. The encrypted format makes the data
secure before it travels through various HSN nodes. This ensures that the data is protected from
Eve, a potential malicious attacker, who could attempt to intercept it while it is in transit.
Encrypted data is stored on multiple servers depending on their cloud application. The same
encrypted data travels back over the network when Alice wants to access the data. Overall, this
process ensures that Alice’s data remains secure and confidential during data transmission to
the cloud.

Figures 6.5 and 6.6 show how the proposed algorithm using the QRNG will be applied
to the AES and key expansion along with EC. The AES key-schedule includes AES key
generation and expansion. AES 128 generates a random key by 16 bytes, constituting Wo, Wi,
W2, and W3 that incorporates QRNG bits from Quantis. The key expansion will expand these

four words to 44 with g function and XOR operation. The total number of words required
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depends on the number of round keys. AES 128, 192, and 256 required 11, 13, and 15 Round
Keys, respectively. The total number of words needed is [Wo, W1, Wa....... War-1], where R is

the number of round keys required.

Plain Text
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Round Keys T
(128 Bits)
N Pre - Round
128 Bits Ko Transformation
Cipher User K
p N ey ‘E :
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Figure 6.5 QRNG applied to key expansion of AES
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Figure 6.6 Proposed research (QuantunGS-box) for AES key generation & expansion
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6.3.1. Step-by-step procedure and algorithm to generate QuantumGS-box
This section illustrates the mathematical calculation and the bit-shuffling based on the
operations of a GA of the proposed method to generate dynamic S-box values. The step-by-
step operation of the proposed method is shown with a control flow diagram in Figure 6.7.

The flowchart starts with taking a user key from the user and then random bits from a
QRNG. The GA will process the QRNG and user key bits as the initial population, and the
number of rounds as the generation, and will generate the binary string as chromosomes. A
fitness function is used to select the best chromosomes in order to find the index to generate

the values of the QuantumGS-box (QGSbhox).

Stepl (S1): Initially, the user inputs a 16-character key, denoted as UKey
Step2 (52): The QRNG generates the 128 quantum random bits, denoted as QRN G (128)
Step3 ($3): The user key UKey is converted into bits and denoted as Key,,
Step4 (§4): Initial population generation (Pyy,;;)
QRNG(128) - Quantum random bits from QRNG (128 bits)
Keyy, - User-defined key (128 bits)
P = P U(QRNG(128) @ Key,) 6-1

Step5 (S5): This step gives the GA the function name optimize GA and a parameter initial
population (P;,;¢), calculated at S4. Algorithm 5-2 shows the pseudo-code of the proposed
algorithm for optimize GA. Section 6.3.2 focuses on optimize GA.
Step 6 (S6): This step checks each element in the QGSbox with row m and column n. The
decision depends on the positions that have NaN (1) as their value.

The following steps will calculate the weight of that position, where there is a NaN (Not
a Number) in the QGSbox. If there is no NaN, this will proceed to stop.

Step 7 (S7) to Step 9 (S9): These steps will continue until QGSbox has NaN (1).
The quantum random number bits will be generated from QRNG and as QRNG(255). The
value of temporary weight denoted as weight is calculated by XORing the quantum random

bits and user-defined key bits.
weight = QRNG(255) @ Key, 6-2
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S1 / UKey = input_16Char_key() /

52 QRNG, = quani_random(128)
s3 K, = convert_to_128ht_hinary key(UKey)
54 P = QRNG, @ K3,
S5 QuantumGS-box = optimize GA(Piyt)
S6 Ym,n € QuantumGS§-Box[][]

|

No
o QuantumGS — boz[m|n] = L
Yes
L 4
s7 QRNG, = quant_random(255)
58 weight = QRNG, & K
D2 v
weight € QuantumGS-Box
N weight > 256

59 QuantumGS-Bozx[s] = weight

|

Figure 6.7 Flowchart of the proposed QuantumGS-box
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The next block will check whether the value for weight has already been stored in
QGSbox, and if it is greater than 256. If it is, the value will be regenerated; if it is not, the value
will be stored in the QGSbhox.

When the algorithm reaches the stop, all QGSbox values have been calculated and the

algorithm terminates. Algorithm 6-1 shows the pseudo-code of the proposed algorithm.

Algorithm 6-1 Algorithm to generate QuantumGS-box

Algorithm to generate QuantumGS-box

INPUT: UKey // 16-character textual key provided by user

Qgo Qo1 QAoF
Qo1 Ay Qgf
OUTPUT: QGSbox =| . .. |/ QuantumGS-box

Qpg  Qpy " Qpf

1 begin

2 K}, = convert _to 128bit binary key( UKey )

3 Pinir = @ // initial population

4 Vi € {1..PSIZE}.P = P U (QRNG(128) & Keyy) // fill initial population

5 QGSbox = optimize_GA (Pipit)

6 vm,n € QGSBox[ ][]

7 If QGSbox[m][n] =1

8 do

9 | weight = QRNG(255) @ Key,

10 while weight € QGSBox A weight > 256

11 QGSbox[s] = weight

12 end

Note: 1— Not a Number (NaN)

6.3.2. Algorithm optimize_GA(Pinit):
Algorithm 6-2 shows the steps to calculate the positions for weights of QGSbox.
Initialize the generation maximum iteration of generation denoted by RMAX. This step will
continue to execute from generation 1 to RMAX.

In a population of chromosomes, fitness_GA(C) computes the fitness of each
chromosome. The fitness value that is highest across all chromosomes will be considered the
most appropriate and its chromosome is denoted as Cpisrese. Algorithm 5-6 focuses on
fitness_GA(C) and how to calculate each fitness value.

This highest value chromosome C;es; tells the positions for the weights of QGSbox.
Four middle bits are chosen together with four of the most significant bits to calculate the row

and column index. The index positions x and y represent row and column positions. For
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example, the 60, 61, 62 and 63 bits of Cr;¢res are 0110 and 124, 125, 127, and 128 bits are
0100, so the x = 0110 in binary and x = 6 in hexadecimal. Similarly, y = 0100 and y =
4. These positions in QGSbox as QGSbox [4][6] and QGSbox [6][4] will now have NaN.

The next step will calculate the next population (Pgp,;,) using crossover and mutation
for the next iteration of the generation.

Algorithm 6-2 Algorithm optimize_GA(Pip;¢): Calculate positions for weights of QuantumGS-box

Algorithm to calculate positions for weights of QuantumGS-box
INPUT: P;y,;; //initial population (with PSIZE chromosomes)

Qoo Qo1 Qof
Qo1 A1 0 yp .

SShox = . . // static S-Box
App  App  * Qpf

RMAX // max number of S-Box weights to replace: 10 < RMAX < 250
OUTPUT: QGSboxtyy, // interim QuantumGS-box

1  begin:

2 Py = Pinic // initialize current population with initial population

3 QGSboxiyy, = SSbox // initialize output QuantumGS-box

4 for gen_cnt is I to RMAX // iterate RMAX times

5 Crittest = gzg;rtlax fitness_GA(C) // chromosome with max fitness value
mp

6 [ = Cfittest[60]:j = Cfittest[61]'k = Cfittest[62]'l = Cfittest[63]

7 D = Crittest[124], q = Crittest[125], 7 = Critrest[126], 5 = Critrese[127]

8 x = bin_to_hex(i,j, k, 1) //i-2°+j -2+ k-2 +1-2°

9 y = bin_to_hex(p,q,7,8) /p-2°+q-2*+r -2t +5-2°

10 QGSboxmy,[x][y] =1

11 QGSboxmy[y][x] =L

12 Py = mutate(crossover(Piyy)) / population of next generation

13 return QuantumGSboximy

14 end

Crossover: crossover (Pynp)

This research study focuses on the crossover operation of a GA [214]. The
chromosomes of each generation are combined via the crossover function to produce the
chromosomes of the next generation. A one-point crossover has been used. In order to create
new offspring, a crossover point is chosen at random and the tails of (C; and C,) are swapped
to create a new offspring. The crossover chromosome is calculated as follows:

crossover(Pemp) = f(Pemp) 6-3
where,
crossover (Ptpyy) - Population chromosome after crossover

n — a random number crossover point from QRNG.
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Algorithm 6-3 shows the crossover (Ptmp) function to calculate the crossover for the

current population. Algorithm 6-4 crossover.(C;,C,) shows the 1-point crossover with a

quantum random number.

Algorithm 6-3 Algorithm crossover (Ptmp): Calculate crossover for the current population

Algorithm to calculate crossover for the current population
INPUT: Py, // initial population (with PSIZE chromosomes)
OUTPUT: P,,,, // interim population for crossover
1 begin:
2 Poew = @ // initialize new population
3 While(Ptmp * QS)
4 C;,C, = remove (Ptmp) // Two chromosomes from current population
5
6
7

Prew = Puew U crossoverg(Cy, C,)
return Pe,,
end

Algorithm 6-4 Algorithm crossover:(Cy, C,): Calculate 1-point crossover.

Algorithm to calculate 1-point crossover
INPUT: C,, C, // two chromosomes from the current population
OUTPUT: C;,C, // new crossover chromosomes
begin:
p = QRNG(0..127) // a quantum random number from QRNG within the range
Ci = C4[0..(p — D] + C;[(p)..127]
C2 = C[0..(p — D] + C4[(p)..127]
return (C1,C3)
end

AN DN BN W

Mutation: mutate (Peyy)

This research focuses on the mutation operation of a GA [214]. In the GA, mutations
can be used to maintain diversity among the chromosomes in a population. A mutation has not
been incorporated into the population as a whole and is measured by a mutation probability
that is assigned to each individual according to their fitness value. The mutation probability in
the proposed work is 0.95. A random number is generated between 0 and 1. If it is greater than
probability, the values will be generated by QRNG, otherwise not.

The mutation chromosome is calculated as follows:

muate.c© = (NG e

where,
mutate_c(C) - Population chromosome after mutation

C— Chromosome of initial population (Pjy;t)
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Q,n(n4,n,) - arandom number from QRNG within the range n; < Q,,(n1,n;) < n,

The process will proceed to RMAX generation and the population for the next iteration will be

as follows:
Pipp = mutate(crossover (Pipyy)) 6-5
Algorithm 6-5 shows the mutate_c(C) function to calculate the mutation for the
current population.

Algorithm 6-5 Algorithm mutate_c(Prmy): Calculate mutation for the current population

Algorithm to calculate mutation for the current population
INPUT: Py, // initial population (with PSIZE chromosomes)
OUTPUT: P,,,, // interim population for mutation

1 begin:

2 Poew = @ // initialize new population

3 while(Ptmp * Q))

4 C= remove(Ptmp) // chromosome from current population

5

6

7

Pew = Phew U mutate,(C)
return Py,

end

6.3.3. Algorithm fitness_GA(C):
Algorithm 6-6 shows the pseudo-code of the proposed algorithm for fitness_GA(C) that
calculates the fitness value of each chromosome.

Algorithm 6-6 Algorithm fitness_GA(C): Calculate fitness value for a given chromosome (128-bit

sequence)

Algorithm to calculate fitness value for a given chromosome (128-bit sequence)
INPUT: C // chromosome (128-bit sequence)

OUTPUT: Fitness // fitness value

begin:

R = CJ0...63] // least significant 64 bits of C

L = C[64..127] // most significant 64 bits of C
Hgis; = Hamming_distance(R , L)

Wit = Jaro_Winkler_distance (R, L)

Lgist = Levenshtein_distance (R, L)
Fitness = Hyjse + JWaise + Laist

return Fitness

O 00 31N DN B W —

end

The current chromosome splits into two parts.

Chromosome: (Split the C into two halves R and L)
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R =C[0...63] 6-6
L=C[64..127] 6-7
Different distance values will be calculated using these two parts, leading to the fitness value,

Fitness. The highest fitness value is the optimum to optimize chromosomes.

6.3.4. Calculation of distance values: Hg;gt, [Waist, Laist
Fitness calculates the fitness function for QuantumGS-box as follows:
Fitness = (Hgist + JWaist + Laist) 6-8
where,
H;is¢ - Hamming Distance between R and L: Hgis: (R, L)
JWyis: - Jaro—Winkler Distance between R and L:  JWy;s: (R, L)

Lgist - Levenshtein Distance between R and L: Ly (R, L)

Hamming Distance (Hgist) :

Hgist(BSy , BS,), the hamming distance [200] between two bit sequences BS; and BS, is
calculated as the number of bit positions BS; ; in BS; that are different to those BS, ; in BS,,
divided by the chromosome length:

| {BS1; | BSy; # BS,; A (0 <j <len(BS,))}|
len(BS,)

Hdist(lelBSZ) = 6-9

Jaro—Winkler Distance (JWyist) :
The first step in calculating JWy;s:(BS; , BS,), the Jaro—Winkler Distance between BS; and

BS,, is to obtain the Jaro similarity JS(BS; , BS,), a score between BS; and BS,.
The JS(BS,, BS;) score is 0 if the strings do not match at all, and 1 if they are an exact match.
A JS is calculated as follows:

0,if m=20
6-10

JS(BSy, BS,) = 1( m o om
3\|BS,| " IBS,

m-—t
+ ) ,otherwise

| m

where,

|BS;| - is the length of the bitstring BS;

m - the number of matching bits

t - the number of transpositions
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The Jaro—Winkler similarity (JWS) uses a con for a more specific similarity with a defined

length len and is calculated as follows:

JWS(BS,, BS,) = JS(BS,, BS,) + len x con(1 — JS(BSy, BS,)) 6-11

where,
JS is the Jaro similarity between bitstring BS; and BS,
len — the length of common prefix at the start of the string with up to a maximum of four
characters
The final JW;4, is
JWyist(BSy,BS,) = 1 — JWS(BSy, BS,) 6-12

Levenshtein Distance (Lgist)

The Levenshtein distance Lg;5 (BS7 , BS;) between two bitstring BS; and BS,, is calculated
as follows

Lgist(BS1, BS3)

( |BS,| if |BS,| =0,
|BS,| if |BS,| =0,
_ ) Laist (tail(BSy), tail(BS,)) if BS1[0] = BS,[0], 6-13

Lgise (tail(BS;), BS;)
1+ min Lgist (BSy, tail(BS,) Otherwise
\ Laist (tail(BS,), tail(BS;))

The proposed algorithm generates different QuantumGS-boxes based on different generations
and keys. Table 6.1 shows the QuantumGS-box with the 75 generation and the user-defined
key — “The QuantumGS-box” . The following places are different with static S-box generated
[OF], [1E], [25], [2C], [4B], [4F], [SE], [6D], [6F], [B4], [C2], [CF], [D2], [D6], [DE], [El],
[ED], [FO], [F4], [F6], and [FC].
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Table 6.1 QuantumGS-box generated by 75-th generation of the GA

63 |7C |77 |7B |F2 |6B |6F |C5 |30 |1 67 2B |FE | D7 | AB |25
CA |8 |C9 |7D |FA |59 |47 |FO |AD |D4 | A2 |AF |9C | A4 | F6 | CO
B7 |FD |93 |26 |36 |[3F [F7 |CC |34 |A5 |E5 |Fl D9 | 8D |31 15
4 C7 |23 |C3 |18 |96 |5 9A | 7 12 80 E2 | EB |27 B2 |75
9 83 |2C |1A |1B |6E |5A | A0 |52 |3B | D6 |72 29 E3 | 2F | 8A
53 |D1 | 1D |ED |20 |FC |Bl |5B |6A |CB |BE |39 |4A |4C |58 CF
DO |EF |AA |FB |43 |4D (33 |8 |45 |F9 |2 7F | 50 B3 | 9F |42
51 | A3 |40 |8F |92 |9D |38 |F5 |BC |B6 | DA |2I 10 FF | F3 | D2

81 |4F | DC |22 |2A |90 |8 |46 |EE |B8 |14 |DE |S5E |B DB
EO |32 |3A | A 49 |6 24 |5C | C2 | D3 | AC |62 91 95 E4 |79
E7 |C8 |37 |6D |8 | DS |4E | A9 | 6C | 56 F4 | EA | 65 7A | AE |8

BA |78 |F8 |2E |1C | A6 | B4 |C6 |E8 | DD |74 IF |4B |BD | 8B |3C
70 |3E |B5 |66 |48 |3 D8 | E 61 |35 57 B9 | 86 Cl | B0 |9E
El |BF |98 |11 |69 |76 |8E |94 |9B |1E |87 E9 |CE |8C |28 DF
A8 | Al |8 |D 71 | E6 |55 |68 |41 |99 2D | F 0 54 BB | 16

0
1
)
3
4
5
6
7
8
B 60
A
B
C
D
E
F

6.4. Summary and conclusion
This chapter focused on design principle, methodology, and pseudo-code, along with flow
chart, explaining the step-by-step process of generating a QuantumGS-box. At the end it
showed a QuantumGS-box generated by the use key — the QuantumGS-box. The next chapter
is divided into parts. The first part will focus on the experimental details and analysis of the
CryptoQRNG and the second part will discuss the comparison of QuantumGS-box with the

existing dynamic S-box.
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Chapter 7. Experimental evaluation of CryptoQNRG and
QuantumGSbox

This chapter focuses on the experimental evaluation of the proposed work. Initially, it

evaluates CryptoQRNG. It then assesses QuantumGSbox.

7.1. The RNG-based KSAs tested with CryptoQNRG
This section focuses on the generation of different RNG-based KSAs and their evaluation based

on the proposed criterion of CryptoQRNG.

7.1.1. Data collection
This study analysed the KSA of the following five block ciphers from a symmetric
cryptosystem for an experimental purpose: AES, DES, CAST, Camellia, and GOST. The block
cipher encrypts data in blocks of specified key size. The KSA key size taken is 128 bits for
AES, Camellia, and CAST, 64 Bits for DES, and 256 bits for GOST. The subkeys are extended
using the key expansion function of the KSA. These ciphers are proposed by different authors
and with different KSA key size.

Rijndael [39] proposed an AES with three variants AES-128, 192, and 256, based on
KSA key length sizes of 128, 192, and 256 respectively, all of which were approved by NIST.
Endre Bangerter et al. [40] were able to recover AES-128 encryption keys in 2010. The second
block cipher, DES [56], with a KSA key size of 64 bits, is based on the Balanced Feistel
structure and was proposed by IBM. Biham and Shamir [146], who suggested a differential
cryptanalysis attack on complete rounds of DES.

CAST [71] is based on the Feistel Network (FN) with a KSA key size of 40 to 128 bits.
The fourth cipher, Camellia [81], was developed by Mitsubishi Electric and NTT of Japan,
based on the FN algorithm and with a KSA key size of 128, 192, or 256 bits. The final cipher,
GOST [84], supports KSA key sizes of 256 bits. Nicolas Courtois et al. [215] proposed a
Contradiction Immunity to attack the complete 32 rounds of the GOST cipher in 2011.

The RNG-based key-schedule also depends on different entropy based on its generator.
In the set-up, CSPRNG and QRNG are taken to evaluate the cryptographic strength. The
entropy within the system is used to provide pseudo random bits for the key-schedule (KSA px)
that is required to create the keys. In QRNG, photons are used to generate quantum random
bits for the key-schedule (KSAgk). The bits length depends on the key size of the KSA. The

subkeys are generated using the cryptol [185] language. The results will demonstrate the
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strength of the KSA in terms of cryptographic parameters for each block cipher. The same
notation is used for result analyses:
K; ... the subkey obtained with the KSA based on QRNG
K, ... the subkey obtained with the KSA based on PRNG.
To generate subkey K; of size L the bitstream of the QRNG is taken and combined with the
user-defined key (Key) with multiple KSA iterations (rounds):
K, = KSA(Key, bsgrng, Tounds, L)
Analogously, to generate subkey K, of size L the bitstream of the PRNG is taken and combined
with the user-defined key (Key) with multiple KSA iterations (rounds):
K, = KSA(Key,bspgng, rounds, L)
The experiment uses a KSA with 11 iterations (rounds) and subkey-size L = 2V with N €
{6,7,8}:
K, = KSA(Key, bsgrne,11,2V) | N € {6,7,8}
K, = KSA(Key, bspgng, 11,2Y) | N € {6,7,8}
where the subkey-size L = 2V depends on the concrete block cipher length. So for DES there
is N =6 (L = 2°% = 64), for AES, Camellia, and CAST, N =7 (L = 27 = 128), and for
GOST, N = 8 (L = 28 =256).
In this study, two sets of data are used, one for the Frequency and Bit-Entropy test,
where random subkeys are used, and another set for Bit-Correlation and Bit-Interfold, where

samples of subkeys are used to test the hypotheses.

7.1.2. Results and analysis
Finally, the KSEC KSECgy¢(Ky, K) is used to evaluate the cryptographic strength of K; and
K,.
7.1.2.1. Frequency Test

Table 7.1 displays the results of the frequency test. The number of bits is balanced in both K;
and K,. The numbers of bits in the Quantum K; and Pseudo-based K, key-schedule integrate
the equal number of Os and 1s. The table shows that the FT (K, K, ) of each block cipher passes
the frequency test. However, the frequency test alone cannot predict the strength of the RNG-
based key-schedule.
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Table 7.1 Frequency analysis FT (K4, K,) of bits in Ky and K, schedule of five block ciphers.

AES Camellia CAST DES GOST
Ratio of Percentage
50:50 50:50 50:50 50:50 50:50
of 0:1 in K;
Ratio of Percentage
50:50 50:50 50:50 50:50 50:50

of 0:1 in K,

The Number of Os and Is is compared in K; and K, schedules of five different block ciphers. The

statistical analysis shows the bits are balanced in Ky and K, for all the ciphers.

7.1.2.2. Bit-Correlation Test
Bit-correlation tests the strength in terms of the correlation, while taking the Pearson’s
correlation hypothesis test in conjunction with the Rogers-Tanimoto distance measure. The
graph in Figure 7.1 shows the changes in the Rogers-Tanimoto distance measure in K; and K.
The results show that the dissimilarity index of CAST is the lowest of all, whereas the GOST
key-schedule shows the highest. The index of DES is slightly less then Camellia and AES with
0.66589.

0.68
0.67
0.66
0.65
0.64
0.63
0.62
0.61
0.60

R'K,, K,

AES Camellia CAST DES GOST

Figure 7.1 Rogers-Tanimoto distance measure R(K,, K,) of five block ciphers.
The dissimilarity index of K, and K, is compared for five different block ciphers. Statistical analysis
shows the bits are nearly 30% similar in both the key-schedule for four ciphers and 40% in CAST;

among all the ciphers.

Table 7.2 shows the Pearson’s Correlation hypothesis testing result of each block cipher.
The values of the 1y, g, correspond to P-value statistics. The P-value of AES, Camellia, DES,
and GOST subkeys passes the threshold value of 0.1; therefore, this study rejects the null
hypothesis that the K; and K, key-schedules are dependent on each other for these ciphers. On
the other hand, CAST subkeys failed to pass the threshold value. This means the K; and K, are
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dependent on each other and do not pass the Bit-Correlation — BCT (K;,K,) test. This shows
that CAST keys are weak and susceptible for key-dependent [145] and correlation [216]

attacks, with both quantum and pseudo random number-based key-schedules.

Table 7.2 Correlation of bits of K; and K, of five block ciphers based on Pearson’s Correlation
Hypothesis Test.

AES Camellia CAST DES GOST

Tk, K, 0.979 0.889 0.076 0.745 0.808

H, or Hy Independent  Independent Dependent Independent  Independent

7.1.2.3. Bit-Interfold Test

Table 7.3 shows the results of the Bit-Interfold test. The test first calculates the Hamming
Distance of the K; and K, based on a 64, 128, and 256-bit key size with a sample of 400 keys.
The result of the Hamming Distance measures dissimilarity between the K; and K5, and the
inverse of that is then passed to Z-Proportions hypothesis testing and the corresponding P-
values are calculated.

Camellia and CAST result in the alternative hypothesis-H, (taken from below result
Table 3), which means they pass the Bit-interfold test. Any KSA that fails this test will create
a weak cipher that is vulnerable to an easy cryptoanalysis. For example, AES, DES, and GOST
failed the BIT (K;, K,) test and showed that they are weak and vulnerable to attacks such as
related-key and side-channel [217] attacks.

Table 7.3 Confusion and Diffusion of K; and K, of five block ciphers based on Hamming Distance and
Z - Proportion Hypothesis Test

AES Camellia CAST DES GOST
H(K;, K5) 27661 28502 31676 25623 27461
Z(Kl, Kz) H() HA HA HO HO

7.1.2.4. Bit-Entropy Test
The most critical parameter for a key in order to be secure is unpredictability. The K; and K,
are tested with two different entropy tests. The K; shows better entropy than the K,, as shown
in Figure 7.2 and Figure 7.3. The variations in entropy result in different values for the entr and

Bi-Entropy tests, one for each K; and K. These were analysed against the threshold value. The
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distinct entropy values of each block cipher exceed the threshold value of 1.0 for entr and 0.1

for Bi-Entropy; hence, all the K; and K, passed the entropy test — BEnT (Ky, K5).

entr

12.6 =K, = K,

12.4

12.
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11.
11. II
11.2
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Figure 7.2 Entropy analysis entr E (K;) for Ky and K, using five block ciphers.
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Figure 7.3 Bi_ Entropy analysis BIEn(K;) for Ky and K, using five block ciphers.
The Ky and K, of five different block ciphers are compared with the 500 and 50 different subkeys using two entropy
tests: entr and Bi_Entropy. Statistical analysis shows that the key-schedule generated by quantum random bits

are more unpredictable than pseudo random for all the block ciphers.

The analysis also proves that the quantum random number-based(K; ) key-schedule is

more unpredictable than the pseudo-random(K,) one. Unpredictability increases the K;
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schedule’s strength, making it strong and hard to do cryptanalysis to partially access the key
with Related-Key and Fault-Injection Attacks[218].

7.1.2.5. Encryption Time
The encryption time for all of the block ciphers was calculated to evaluate the impact of the K;
and K,. The research used two different file sizes, 8 MB and 16 MB, to illustrate the time
required to convert plaintext to ciphertext. The encryption time for each file size can be seen
in Figure 7.4. DES takes the longest time to encrypt, while GOST takes the second-longest
time. The minimum time computation is by AES in both the K; and K, schedules. The analysis
also shows that quantum- and pseudo-based key-schedules are taking nearly the same time for
encryption. All the ciphers showed nearly the same transformation time with K; and K,, with AES

taking the least time among all the ciphers for both the schedules.

Encryption Time

= EMB
m 16MB

K; K, K& K Ki K, K; K, Ky, K
AES Camellia CAST DES GOST
Figure 7.4 Encryption Time of plaintext with K, and K, with file size of 8 MB and 16 MB.

Time in Nanosecond
—_ —_ [\ [\ (O8] (O8]
[, () ()] () )3 o (9,
(@) o o () o () (@) o

The time of converting plaintext to ciphertext with the help of quantum- and pseudo-based key-schedules
is measured in nanoseconds.
Chapter 8 concludes the CryptoQNRG, a new framework in order to evaluate the
strength of RNG-based key-schedules.

7.2. The QuantumGS-box comparison with existing dynamic S-box
This section covers results and data. The result is drawn on the strength of S-box measures

such as nonlinearity, bit-independence, and avalanche properties including differential and
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linear approximation analysis. There are several tools to evaluate the performance analysis of
cryptographic properties of the S-box. The most common of them are MATLAB, Sage [219],
SET [220] and the S-box performance analysis [221] tool. The results were evaluated using
SET and the S-box performance tool.

7.2.1. Bijectivity property
An S-box of n x n size is said to be bijective if it has all possible output values from interval

[0,2n-1]. If f;(1 < i < n)is a Boolean function of an S-box [36], it satisfies

Wiz, aify) =271 7-1

where a; € {0,1}, (a4a; ... ... a,) # (0,0....0)and wt(.) is the hamming weight, which
indicates the number of 1s in a given vector. f; is to be balanced between 0 and 1. The proposed

QuantumGS-box generates the n X n matrix of unique values, as shown in Table 5.3.

7.2.2. Nonlinearity
An S-box is strong if it has the Boolean function with a high nonlinearity value. The

nonlinearity [222] Nf of a Boolean function f(x) is:

Ny = 2" 1(1 — 27" max|S;(w)|) 7-2
where f, if defined as
n
Sp(@) = (~1)f@xo 3
WEGF(2M)

where w € GF(2™) and x. w represents the dot product of x and w.

Table 7.4 shows the nonlinearity of different S-boxes generated by different
generations. The speed illustrates the time taken to generate the dynamic S-box bits based on
generations.

Table 7.5 presents a comprehensive comparison of S-box security analysis of
nonlinearity. The sample of QuantumGS-box (75" generation), generated by the proposed
method, is compared with relevant dynamic S-boxes published in the last few years in different
categories. In the proposed work, a maximum of 110 nonlinearity and an average of 108.75 are

achieved. Figure 7.5 shows the graphical representation of comparison of nonlinearity.
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Table 7.4 Nonlinearity of the QuantumGS-box with three different generations and their generation

time

Generation 50, Time: 3.238 sec

Nonlinearity 108 | 110 | 112 | 112 | 112 110 110 | 110
Generation 75, Time: 4.560 sec

Nonlinearity 106 | 108 | 108 | 110 | 108 110 110 | 110
Generation 100, Time: 4.874 sec

Nonlinearity 112 | 108 | 108 | 108 | 108 108 108 | 110

Table 7.5 Comparison of QuantumGS-box with different research studies in terms of nonlinearity

Non-Linearity

Design Methodology Ref
Min Max Avg
[223] 106 108 107
[224] 106 108 107.25
[225] 104 108 106.8
Algebraic
[226] 102 111 106.5
[160] 106 110 107.75
[227] 106 108 106.5
[228] 108 110 109.5
[229] 104 110 106.3
[230] 108 112 109.25
Chaos Based Design
[231] 100 106 104
[232] 100 110 103.8
[233] 100 108 105
[165] 99 108 103.5
Others [234] 102 110 106.5
[211] 102 110 107
QuantumGS-box 75 Gen  this work 106 110 108.75
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Figure 7.5 Comparison of QuantumGS-box (this work) with different research studies in terms of
nonlinearity.

7.2.3. Bit- Independence criteria — Strict Avalanche criteria (BIC-SAC)

The Bit-Independence Criteria (BIC) tests measure the correlation between each pair of output
bits when one input bit changes in response to the change in the output bit. In this test, the
diagonal is excluded from the output matrix of n x n dimensions.

If a Boolean function satisfies the SAC [35], half of the output bits should change when
there is a change in one bit. Any change in the input vector will significantly changes the output
vector with a probability of '42. Table 7.6 shows the BIC-SAC values of the proposed
QuantumGS-box. The research obtained a maximum, minimum, and average SAC value for
QuantumGS-box equal to 0.525391, 0.46875, and 0.497070 correspondingly. Based on the
results, the proposed QuantumGS-box fulfils the property of SAC as the average value for the
QuantumGS-box is equal to the desired value of SAC (0.5).

Table 7.6 BIC-SAC of QuantumGS-box

0 0.511719 0.503906 0.525391 0.513672 0.486328 0.46875 0.509766
0.511719 0 0.511719 0.496094 0.498047 0.507813 0.507813 0.515625
0.503906 0.511719 0 0.527344 0.501953 0.507813 0.486328 0.505859
0.525391 0.496094 0.527344 0 0.519531 0.517578 0.503906 0.503906
0.513672 0.498047 0.501953 0.519531 0 0.519531 0.515625 0.5
0.486328 0.507813 0.507813 0.517578 0.519531 0 0.509766 0.488281

0.46875 0.507813 0.486328 0.503906 0.515625 0.509766 0 0.517578
0.509766 0.515625 0.505859 0.503906 0.5 0.488281 0.517578 0

9% |Page



Efficient File Encryption for Cloud Computing Using a Quantum Random Number Generator

7.2.4. Linear approximation probability
The LAP assesses the security of S-boxes against linear cryptanalysis. An S-box provides
diffusion and confusion of bits through linear mappings between inputs and outputs. The LP of

an event determines a maximum imbalance.[109][220]

x|(x€eR) AN (x.p, =S(x). 1
AP = max WL EER) A Cepe=S5G).q0) 3 1 »
Px,dx*0 AL 2

where,
Py and g, are the input and output values respectively and R = {1,2,3,4 ... 255}

A small linear probability in an S-box makes the box very resistant to linear
cryptanalysis. In the proposed work a LAP value of 0.1015 is achieved. Table 7.7 compares the
maximum LP of different researchers with the proposed work. Figure 7.6 shows the graphical
representation of the comparison data.

Table 7.7 Comparison of QuantumGS-box with different research studies in terms of LAP.

Design Methodology Ref Ligiiﬁﬁgﬁgﬁ?ﬁ;“
[223] 0.1560
[224] 0.1094
[225] 0.1400
Algebraic
[226] 0.1090
[160] 0.1172
[227] 0.1250
[228] 0.1328
[229] 0.1250
[230] 0.1250
Chaos Based Design
[231] 0.1328
[232] 0.1250
[233] 0.1250
[165] 0.1406
Others [234] 0.1484
[211] 0.1172
QuantumGS-box 75 Gen this work 0.1015
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Figure 7.6 Comparison of QuantumGS-box (this work) with different research studies in terms of LAP.

7.2.5. Difterential approximation probability
An effective way to assess S-box resistance to differential attacks is to use the DP [109][235].
DP indicates the probability that a particular change in output bits will occur due to a change
in input bits.
The DP is calculated as follows
{x1xex) A ((SWasa@rn) = ay)]

DP(Ax — Ay) = T 7-5

where X represents the set of all possible input values, 2n is a total number of all the elements.
An S-box with a small differential value is strongly resistant to differential cryptoanalysis. In

the proposed work a DAP value of 0.03125 is achieved.

7.2.6. Balanced output
An S-box with n input bits and m output bits, m < n, is balanced if each output occurs 2n—m
times. For the S-box to be balanced [35], it should have the same number of Os and 1s. The

result from the SET [37] tool is that the QuantumGS-box is balanced.
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7.3.Summary and conclusion
This chapter discussed the evaluation and analysis of both CryptoRNG and the QuantumGS-
box. It first discussed the data collection for the CryptoRNG based on pseudo and true random
numbers. It then evaluated and differentiated the strengths and weaknesses of the KSAs of five
different block ciphers. (AES, Camellia, CAST, DES, and GOST ).

The chapter also focused on evaluating the various cryptographic properties of the
QuntumGS-box and compared them to existing research studies in a similar area.

The next chapter discusses the conclusion of the proposed work. This is of great
significance because it not only summarizes the findings and results but also provides a
comprehensive understanding of the research implications and potential contributions to the
field. It reflects the hard work and dedication put into the project, ultimately paving the way

for future studies and advancements in the subject matter.
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Chapter 8. Conclusion

8.1. Discussion of objectives and research question

A HSCSN provides the flexibility of storing data remotely and ensures its availability as
required. The data travel from different layers of networks, exhibiting a risk of information
disclosure by various attackers. Cloud model mapping to the security model leads to data
security with cryptosystems. The cryptosystem provides a KSA to generate the key for
encryption (that converts the plaintext into ciphertext) and decryption (that converts ciphertext
into plaintext). The research focuses on sending the data from the cloud user to cloud storage,
passing through different layers of high-speed networks. This research is based on the secured
data travelling in an encrypted form before being transferred to the network from the user and
stored in an encrypted form. The encrypted data is based on the KSA and its components. The
literature review focused on various cryptosystems (Section 3.1.1) and attacks on
cryptosystems (Section 3.1.2), focusing on the KSA, its cryptographic parameters, and its
components. The security of components deals with randomization, which includes RNGs in
this study.

The RNG generates random numbers that possess randomness in different
components of the cryptosystems. The different RNGs were classified (PRNGs, CDRNGs,
QRNGs) with their different properties and focused towards the true random number based on
quantum principles, the QRNG for this study. Section 3.2 discussed various cryptosystems
based on RNGs that affected the various properties of the cryptosystems. The RNGs generate
numbers based on different sources of entropy and were classified into different categories with
their properties. Section 3.3 discussed various RNGs and focused on the properties or
objectives for using QRNGs. This study uses a USB-based QRNG to focus on the components
of the cryptosystems.

This research proposed CryptoQNRG (Chapter 5), a new framework to enable the
evaluation of the strength of RNG-based key-schedules using four tests: Frequency, Bit-
Correlation, Bit-Interfold, and Entropy. The test suite evaluated the resilience of subkeys of the
KSA in terms of the balance of Os and 1s, the correlation of bits, confusion and diffusion, and
an essential parameter of security, uncertainty.

The proposed CryptoQNRG was evaluated (Chapter 7) and assessed the subkeys of the
most common KSA with quantum and pseudo random numbers. The main focus of the thesis
was to compare the strength of the KSA based on RNGs, as compared to Afzal et al. [155],

who evaluated the subkeys without considering them. The results indicate the strength of a
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quantum- and pseudo-based key-schedules and their cryptographic properties, and showed that
CAST did not pass the Bit-Correlation test and that keys are prone to cipher attacks. The
analysis also indicated that the AES, DES, and GOST did not pass the Bit-Interfold test,
whereas CAST and Camellia did. However, the computational time required to generate a
cipher with a quantum random number-based(K;) key-schedule and pseudo-random(K5;) of
AES was much faster than the others. The results also revealed that a quantum-based key is
less predictable than a pseudo random number-based key.
This research concluded that the quantum random number-based GA generated dynamic
QuantamGS-boxes with different random S-box values at different arbitrary positions for
cloud-based storage. The dynamic feature of the algorithm based on bit-shuffling with the
operations of a GA also made it more resilient to modern cryptographic attacks. QuantumGS-
boxes generated by the proposed algorithm were majorly nonlinear. The QuantumGS-box also
had low differential and linear approximation properties in addition to exhibiting bijectivity
cryptography properties, making it resistant to differential and linear attacks. Low differential
and linear approximation properties meant that guessing the algorithm’s output from its inputs
was not possible and made it resistant to attacks that sought to exploit patterns in the input or
output of the cryptographic system. Moreover, the different generations of the proposed
QuantumGS-box were generated at a speed of a few seconds. Therefore, the bits of the S-box
could be generated quickly and efficiently, increasing the security of the encryption system.
The overall strengthened design of the proposed S-box ensured that cloud-based storage over
high-speed networks was more resilient to various cryptographic attacks. Chapter 6 focused
on generating the QuantumGS-box and Chapter 7 analysed and compared its different
cryptographic properties with those of existing S-boxes.

In conclusion, this research proposed and investigated the random number-based KSA

evaluation CryptoQNRG and a dynamic QRNG and GA-based S-box QuantumGS-box.

8.2. Research limitation
The research focused on the data security of an HSCSN, where the sender, Alice, sends data
encrypted by a QRNG based on the source of quantum randomness and the evolution
computation of a GA stored on the cloud. The stored encrypted data is fetched from the cloud
whenever required by the local machine and decrypted by Alice to access the contents of the
data in the original form. The research includes the quantum randomness and genetic

computation in a key generated for symmetric encryption.
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However, asymmetric encryption is also capable of utilizing a quantum source for key
generation, but creating and storing a pair of public and private keys still requires further

exploration and research.

8.3. Summary and conclusion
This chapter concluded the research questions and highlighted the research outcomes,
specifically in terms of CryptoQRNG and the QuantumGS-box. The detailed analysis in the
previous chapter helped to draw conclusions and answer the research questions. The next

chapter focuses on the future work of the QuantumGS-box.
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Chapter 9. Future work

9.1. The QuantumGSbox with IoT smart home system

Future work will focus on proposing the QuantumGS-box in the loT Smart Home System.

Using symmetric cryptosystems as part of IoT security enhances the security of IoT devices.

The implementation of a smart home involves connecting devices in the home to sensors, and

controlling them with IoT devices such as Raspberry Pi. These sensors collect data and store it

on the cloud for future use.

Another focus is to incorporate a specific machine learning algorithm for a

QuantumGSbox and analyse the impact on different cryptographic properties.

The future work also includes designing a physical-digital device comprised of

Raspberry Pi, and QRNG. The device will be connected with a LAN connection to any

computer or laptop.
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Figure 9.1 loT-based Smart Home System with QuantumGS-box.
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The encryption process of the cryptosystem using the QuantumGS-box encrypts the
user’s data. The device sends the encrypted data over the high-speed network on cloud storage
and receives the same encrypted data. The received encrypted data will be decrypted by the
device with the key entered by the user. The device encrypts the user’s data in front of them at
their premises. The data will be encrypted before being sent over to the internet, and the user
will receive the same encrypted data from the internet. The device is then used to decrypt the
data. The device also eliminates the requirement for a key storage management system.

Figure 9.1 [236] illustrates a smart home system based on IoT technology, where
different rooms are connected via separate IoT networks equipped with sensors. The home
server generates keys using a device called an S-box, encrypts the data collected by the various
sensors, and stores it on the cloud. The encrypted data can be retrieved later by the home server

and will then be decrypted to analyse or control the other sensors in the home.

9.2. Final thoughts

This study focused on the data security of a high-speed cloud storage network, where a
user of cloud storage encrypts the data with the KSA and S-box of the cryptosystem. The
cryptographic characteristics indicate that the QuantumGS-box is a promising candidate for
real-world cloud-based storage encryption applications, where the sender and receiver are the
same. Also, KSECgy¢, the framework of the KSA, evaluates the strength of an RNG-based
KSA.

Future work will focus on the use of QuantumGS-box in [oT-based smart home systems
and storing encrypted sensor data in cloud storage. The future work of the study also includes
testing the KSA of lightweight cryptographic algorithms that play a major role in the field of
the Internet of Things (IoT).
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Abstract: Cryptography is the study and practice of secure communication with digital data and
focuses on confidentiality, integrity, and authentication. Random number generators (RNGs) generate
random numbers to enhance security. Even though the cryptographic algorithms are public and their
strength depends on the keys, cryptoanalysis of encrypted ciphers can significantly contribute to the
unveiling of the cipher’s key. Therefore, to ensure high data security over a network, researchers need
to improve the randomness of keys as they develop cryptosystems. Quantum particles have a leading
edge in advancing RNG technology as they can provide true randomness, unlike pseudo-random
numbers generators (PRNGs). In order to increase the level of the security of cryptographic systems
based on random numbers, this survey focuses on three objectives: Cryptosystems with related
cryptographic attacks, RNG-based cryptosystems, and the design of quantum random number
generators (QRNGs). This survey aims to provide researchers with information about the importance
of RNG-based ciphers and various research techniques for QRNGs that can incorporate quantum-
based true randomness in cryptosystems.

Keywords: cryptosystems; cryptoanalysis; RNG-based cipher; QRNG

1. Introduction

Information security is the principal concern whenever data is transmitted over a
network, a confined physical space of connected digital equipment, or a public network,
such as the Internet. The information is considered secure if it cannot be understood
by someone other than the intended recipient. The unintended person trying to steal
the information is referred to as a hacker. In cryptography [1], one part of cryptology,
such information is termed encrypted data, and the cryptosystem is designed with the
primary concern of confidentiality and a security measure to safeguard the information
from unauthorized access. The cryptosystem includes three significant processes: the Key
Schedule Algorithm (KSA), the Encryption Algorithm, and the Decryption Algorithm.

The KSA is a process of generating keys for encryption and decryption. It takes the
user-defined or original key as a set of bits, such as 40, 128, 192, 256, or more significant
bits, to expand them based on its processing steps or the number of rounds designed for
the encryption algorithm. The purpose of the KSA is to make the key so strong that it is not
vulnerable to attack, and hackers cannot find the original key.

The Encryption Algorithm (EA) encrypts data by using a key and converts it to an
unreadable format, and this process is called encryption. On the other hand, a Decryption
Algorithm (DA) involves using the same or different key for decoding the cipher and
converting the cipher back into the original data, which is called decryption. Figure 1a,b
shows the three processes.

Encryption transforms plaintext into the ciphertext and secure ciphers by associating
various cryptographic properties such as nonlinearity, propagation criteria, correlation,
and algebraic immunity. However, the security of a cipher depends on how vulnerable the
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used key is to a cryptanalysis attack [2]. In addition to KSA, which divides the key into
subkeys, random numbers can be used to make the key more robust and complex.

Figure 2 shows the KSA and encryption of a cryptosystem with a random number
generator (RNG). RNGs provide the random numbers or bits used in achieving randomness
in a cryptosystem. Encryption encrypts the plain text into ciphertext with advancement
in an RNG-based cryptosystem; the KSA key also incorporates the random number bits
generated by an RNG.

Data/ Plain Text

...................

CIPHER
Key Schedule

Algorithm (KSA) ENCRYPTED IE:SIPAHKEERYTEXT USING

Key

User Defined
Key

@)

CIPHER

Decryption Data/ Plain Text
ENCRYPTED CIPHER TEXT USING

KSA KEY

Key User Detined
Key

(b)

Figure 1. (a) Key Schedule Algorithm (KSA) and encryption of a cryptosystem; (b) decryption of
a cryptosystem.

CIPHER

ENCRYPTED CIPHER TEXT USING
RNG-BASED KSA KEY

Key

Key Schedule

User Defined Algorithm (KSA)

Key

...................

Random Data
Numbers Or Bits

Random Number

Generator

Figure 2. Key Schedule Algorithm (KSA) and encryption of an RNG-based cryptosystem.

RNGs’ randomness critically depends on the type of RNG.
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Pseudorandom number generators (PRNGs) [3,4] are based on algorithms for gen-
erating seemingly random numbers, which are determined by their seed, or initial value
to enhance security. Shobhit Sinha et al. [5] compared various PRNGs based on their
statistical randomness and cryptographic security, concluding that some PRNGs performed
significantly worse than others.

Hardware and portable USB-based true random number generators (TRNGs) generate
a truly random number based on digital noise intervention. The entropy or randomness
source for TRNGs is usually electrical noise and an unpredictable component of electronic
systems. Lishuang et al. [6] compared the advantages and challenges of entropy sources
that use electrical noise.

True (non-pseudo) random data [7,8] can also be achieved by using a quantum random
number generator (QRNG) based on quantum particles. Random number generators
with quantum [9] randomness are superior to pseudo or true RNGs, as their source of
randomness is invulnerable to environmental disturbance, such as temperature, voltage, or
current and provides the highest level of entropy [10].

In this survey, we discuss and categorise various studies on cryptography and RNGs.
In the first category, we study cryptosystems and cryptographic cryptoanalysis of the
ciphers. Our second category focuses on different RNG-based cryptosystems in light of
the RNGs’ robustness. This category results help analyze the enhancement in the security
of a cryptosystem. We will discuss in the last category the multiple features of QRNGs,
analyzing how the QRNGs differ from each other and which of the QRNG features are best
suited for any given application.

Lastly, this paper discusses and proposes open research problems for a cipher function,
which relates to the randomness of quantum random numbers (QRN).

This research aims to contribute to the future of cryptography and to become a part of
the open quantum-safe project [11]. The survey is organised as follows: Section II provides
a survey methodology, categorised into three subsections. Section III focuses on open
research problems of ciphers based on QRNGs. The paper is concluded in Section IV.

2. Survey Methodology
The survey methodology is subdivided into three categories:

A.  Category I: Cryptosystems and cryptographic attacks
B.  Category II: RNG-based cryptosystems
C.  Category III: Research objectives of quantum-RNGs for cryptosystems

2.1. Category I: Cryptosystems and Cryptographic Attacks

In cryptology, a cryptography algorithm is an art of creating codes or algorithms that
turn plain text into ciphertext and ciphertext into the original text. It establishes secure
communication between two entities in the public domain, such as the Internet, where
unauthorized users and information hackers are present.

The main difference between the cryptography algorithm is the relationship between
the encryption and the decryption key. Logically, in any cryptographic system known
as a cryptosystem, keys generated and expanded by KSA play an essential role in the
cryptographic process.

A private key is used for both encryption and decryption, and algorithms are classified
as symmetric key cryptography, whereas asymmetric key cryptography uses a pair of
public and private keys for encryption and decryption or signing and verification.

Figure 3a,b visualizes symmetric key cryptography and asymmetric key cryptography,
respectively.
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Figure 3. (a) Symmetric key cryptography; (b) Asymmetric key cryptography.

There are two types of symmetric key cryptography, block cipher and stream cipher.

Block cipher: A block cipher encrypts or decrypts a block of data. Encryption trans-
forms plaintext into an equal length of ciphertext block, whereas the decryption performs
the reverse process on the same block of ciphertext block. It primarily uses either of the
following two network structures.

Feistel (F)-Network: In F-Network, the input data splits into two parts—the left and
the right. The right part remains unchanged, and the left part goes through the operation
with the key. After processing several rounds of operations designed by the algorithm, the
combination of the left and right parts constitutes the ciphertext.

Substitution-permutation (SP) network: In the SP network, the substitution layer
consists of a substitution (S)-box and operates on short data segments. Due to the layer’s
highly nonlinear property, it creates confusion in the internal ciphertext. The permutation
layer diffuses the effect of substitution across the entire block.

Stream cipher: A stream cipher performs encryption or decryption on a digital data
stream of 1 byte or 1 bit. When data is to be transmitted over a communication channel
or through a web browser, this can be helpful. It depends on different structures broadly
categorized as follows: arithmetic and XOR(AX), linear feedback shift register (LFSR), a
combination of LFSR and nonlinear-feedback shift register (LFSR+NFSR), and pseudo-
random function (PF)

Arithmetic and XOR(AX): Arithmetic operations include all bitwise operations (XOR,
NAND, OR, Modulo operator) for cryptographic functions.

LFSR: LFSR is a shift register where the input bit is a previous state’s linear function
(exclusive-or (XOR)). The input is affected by previous stage values, so it operates as a
feedback mechanism.

NFSR: NFSR is a shift register where the input bit is a previous state’s non-linear
function. The stream cipher also uses the LEFSR+NFSR structure, which combines the LFSR
and the NFSR.

PF: These functions are based on pseudo-random numbers generated by PRNGs.

Table 1 summarises the symmetric key cryptography categorized into block cipher
and stream ciphers.

Equally important, asymmetric key cryptography, based on a pair of keys, is catego-
rized into two approaches: public key cryptography and digital signature.

Public key cryptography: A public key cryptography system uses a pair of public
and private keys. The KSA generates both the keys—a public key for the encryption and
a private key for the decryption. Encryption is performed by the receiver’s public key,
generating the ciphertext, and the ciphertext can only be decrypted with the sender’s
private key. Factorization and Diffie-Hellman’s (DH) key exchange are the two main
techniques of public key cryptography.

Factorization: In factorization, a composite number, part of mathematical computation,
is transformed into a product of smaller integers, whereas when the integers are primes,
the process is known as prime factorization.
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Table 1. List of symmetric key cryptography systems.

Symmetric-Key Cryptography
(A Secret Key Generated by KSA for Encryption & Decryption)

12
12

20

27

27

30

32

33

21

28

28

34

41

40

38

17

18
19
13
14 22
15 23
16 24 -
25
26 31
17
35 39
36
37
42

Diffie-Hellman (DH) key exchange: DH is a cryptographic set of rules for exchanging
the private key over an unsecured channel. The KSA of both the sender and receiver
generates the public and private key pair. Both the parties share their public key. Once
they get the public key, they calculate their secret or private key and use it for sending
data securely.

Post-quantum public key cryptography: The cryptoanalysis of classical ciphers led
researchers to develop quantum and classical computer-resistant cryptosystems. More-
over, these systems can communicate with an existing communication protocol, allowing
their practical implementation for applications. The National Institute of Standards and
Technology (NIST) [43] announced the four post-quantum public key encryption and key-
establishment algorithms in round 3 compared to seventeen algorithms in round 2. NIST
has started the process of standardizing these algorithms.

Digital signature: The digital signature is an electronic signature in which the sender
signs or encrypts the document with a private key. The receiver will decrypt or verify that
document with the sender’s public key. It can be incorporated into cryptography by using
the digital signature standard or elliptic curve cryptography.

Digital signature standard (DSS): DSS is a standard established by NIST to generate
digital signatures.

Elliptic curve cryptography (ECC): A cryptographic algorithm based on elliptic
curves generates smaller key sizes while providing the same level of security as those
without them.

Post-quantum digital signature: NIST announced the three post-quantum digital
signature algorithms in round 3 compared to nine algorithms in round 2. These are
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another part of post-quantum cryptography. Furthermore, NIST has started the process of

standardizing these algorithms.

Table 2 shows the asymmetric key approaches used by public key cryptography and

digital signatures.

Table 2. List of asymmetric key cryptography systems.

Asymmetric-Key Cryptography
(A Public and a Private Key Generated by KSA for Encryption/Signing & Decryption/Verification)

Public-Key cryptography Digital Signature
Factorization { DH-Key Exchange DSS { ECC
2000’s
—  RSA, [44] 1978 —  ElGamal, [45] 1985 DSA, [46] 1994 —  ECIES [47]
’ — ECDSA, [47]
— EdDSA, [48]

Post-Quantum Public-Key cryptography [43]

—  BIKE

—  CRYSTALS-KYBER —  Classic McEliece

— HQC —  FrodoKEM

— LEDAcrypt - I&IACH

o — ewHope
NTRU — NTRU Prime

—  NTS-KEM — ROLLO

— SIKE — Three Bears

— RQC —  SABER

—  Roundb5

Post-Quantum Digital Signature [43]
CRYSTALS-DILITHIUM

GeMSS
MQDSS
qTESLA
SPHINCS+
FALCON
LUOV
Picnic

Rainbow

The security of symmetric key or asymmetric key depends on the vulnerability of
their key to the cryptographic attacks. Cryptoanalysis analyzes cryptosystems to look for
weak points or opportunities for information leaks to access or find the key. Cryptoanal-
ysis is another part of cryptology that differentiates different cryptographic attacks. We
have categorised the cryptographic attacks into six categories: differential cryptoanalysis,
linear cryptoanalysis, meet-in-the-middle, side-channel attacks, related key attacks and

other attacks.

Differential cryptoanalysis (DC): DC refers to a chosen-plaintext attack, where the
attacker can choose a plaintext and find the corresponding ciphertext in order for them to
obtain the key. By computing the differences between the ciphertexts, the attacker can detect
statistical patterns in their distribution. These differences constitute a differential attack.

Linear cryptoanalysis (LC): LC finds affine approximations to the cipher’s action based
on linear equations. Depending on linear equations, it comes close to a plaintext-ciphertext

pair and attempts to find the key.

Meet-in-the-middle (Mt-in-M): An Mt-in-M attack is a known-plaintext attack that
breaks the long chain of encryption blocks into half to analyze the blocks independently
and find the key more accurately. This accuracy cost depends on breaking the encryption
chain into smaller parts requiring more storage. However, it is still more efficient than a
brute force attack regarding time and computational complexity.

Side-channel attacks (SCA): In side-channel attacks, information leaks from a physical
cryptosystem. In addition to timing, power consumption and electromagnetic emissions

can also be exploited.

Related key Attacks (RKA): An attack model called related key is a subset of crypto-
analytic attacks in which the attacker is able to select or identify the relationship between
multiple keys. These keys are then used for both encryption and decryption operations.

Other attacks: Other attacks, apart from DC, LC, M-in-M, SCA, and RKA, are included

in this category.
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Table 3 shows the survey of cryptographic attacks on different ciphers with the key

size of KSA.

Table 3. Cryptanalysis of cryptography ciphers.

Cryptoanalysis
, KSA Key ,
Ciphers Size (Bits) DC LC Mt-in-M SCA Others
DES 56 Vv 4 Vv Brute-Force
3 DES 112 or 168 Sweet32
Bicliques
IDEA 128 Attack
_ Birthday
Blowfish 32-448 Attack
Tea 128 Vv
GOST 256 v Reflection
CAST 128 40 to 128 Vv
XTEA 128 Vv Vv
RC2 1-128 Bytes
Statistics
RC6 128, 192, 256 Attack
128, 160, 192,
CAST 256 204,256 v
Mars 128, 192, 256 Vv
Twofish 128,192,256  runcated, Power
Impossible Analysis
. Cache Square
Camellia 128, 192, 256 Timing Attack
. Boomerang
Threefish 256, 512, 1024 Attack
Boomerang
Safer-K 64,128 Attack,
Impossible
3-Way 96
Serpent 128, 192, 256 Differential-Linear Power.
Analysis
Bicliques
AES 128,192, 256 Attack Brute-Force
Shor’s
RSA 2048 to 4096 Algorithm

The survey shows that different attacks on a cryptosystem are possible, even on an
advanced encryption system (AES), a highly secure block cipher. These attacks illustrate a
requirement to modify various cryptosystems to make them more secure against crypto-
graphic attacks. Figure 4 represents the graphic view of the cipher’s cryptoanalysis by the

specific cryptographic attacks.

In the next category, we have discussed different RNGs and have focused on cryp-

tosystems based on RNGs.
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Figure 4. Graphic review of cryptographic cryptoanalysis.

2.2. Category II: RNG-Based Cryptosystems

The cryptosystems are affected by the objectives and operations to perform their
functions. The RNGs can play a significant role in providing cryptography’s fundamen-
tal function, randomness, and enhancement of the security of the cryptosystem. The
randomness can be achieved by different random method generators.

Pseudo-random number generator (PRNG)

True random number generator (TRNG)

Circuit design-based random number generator (CDRNG)
Quantum random number generator (QRNG)

Pseudo-random number generator (PRNG): PRNGs are computer-based algorithms
that use mathematical computation to generate random numbers. A PRNG sequence of
the random number is periodic, which means the sequence repeats itself periodically, and
deterministic, in that the sequence reproduction is possible if the initial value is known.
Mathematical computations like linear congruential generators, LFSRs, and chaos provide
pseudo-randomness.

A PRNG is a cryptographic secure PRNG, or CSPRNG if it passes the next-bit test (if
the attacker knows the first k bits, the attacker cannot predict the k + 1 bits) and withstands
the state compromise extensions (if any stream of bits is guessed correctly, the last bits
cannot be predicted).

Programming languages have techniques for generating CSPRNG. The secrets [49]
module from Python and SecureRandom [4] class from Java support CSPRNG.

True random number generator (TRNG): Random numbers generated by TRNGs are
unbiased, independent, and unpredictable as produced by different physical phenomena
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such as infinite noise, voltage fluctuation, clock jitter, atmospheric radio noise, continuous
and discrete time chaotic system.

There are various USB interface-based TRNGs that help to quickly connect with
a laptop to work with any application. Alea II [50] by Araneus Information Systems,
TrueRNG v3 [51] by ubldit, and infinite noise TRNG [52] by Crowd Supply are some of
the USB-based TRNGs. On the other hand, RANDOM.ORG is a service-oriented online
platform that provides TRNGs for various applications such as games, lotteries, and
web pages.

Circuit design-based random number generator (CDRNG): Circuit design, including
various electronic components, such as gates, integrated circuits, etc., is also helpful in
generating RNGs. Pietro Nannipieri et al. [53] proposed TRNGs using the Fibonacci-Galois
ring oscillator for cryptographically secure applications on a field programmable gate array
(FPGA), resulting in the best entropy. Luca Crocetti et al. [54] proposed an all-digital RNG
with high portability and entropy. As a result, it is ready to integrate with the European
Processor Initiative (EPI) [55] chip.

Quantum random number generator (QRNG): The third classification of RNG is
quantum-based and derived from quantum mechanics. Different QRNGs generate estab-
lished and robust outcomes by applying different entropy sources, the source of random-
ness, based on quantum physics.

USB-based QRNGs are well tested and certified for generating high-quality and unique
random numbers such as Quantis [56] by IDQ. They also invented a chip-based QRNG
that can fit into small devices like smartphones. Another project named QRANGE [57]
under the quantum flagship focused on CMOS technology generating quantum random
numbers. ANU QRNG [58] is an online platform where anybody can generate quantum
random numbers with just one click and use them.

Figure 5 illustrates the categories of RNGs and their implementation methodology or
practical approach for integrating them into a cryptosystem.

These RNGs can be used in the RNG-based cryptosystem to enhance the security in
the KSA or encryption. Table 4 shows the survey of RNG-based cryptosystems, improving
different parameters due to the random numbers generated by incorporating RNGs. More-
over, the survey indicates that RNGs can be used with any cryptosystem and make it more
secure than the system without RNGs.

Table 4. Survey of RNG-based cryptosystems.

Type of

Cipher Design RNG Cryptosystem Result Parameters Improved Ref.
Immune to Brute-Force,
. Statistical, Deferential, > Speed,
Blostream PRNG Symmetric Distinguishing and > Memory Requirements (591
Correlations Attacks
> Non-deterministic
Hybrid Cryptosystem PRNG + TRNG Symmetric Strong Key = Unpredictable [60]
> Reproducible
> Periodic
Immune To All . L Plaintext
Text Encryption Stream PRNG Symmetric Known-Plaintext arge Tamtex [61]
C . > Key Sensitivity
ryptanalysis Attacks
> Slices
. Better Performance with > LookUp Table A
Present PRNG + TRNG Symmetric High Security >  Frequency [62]
> Power
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Table 4. Cont.
Cipher Design RNG C Type of Result Parameters Improved Ref.
ryptosystem
. . > Plaintext sensitivity
. Strength against Linear, e
Text Enc.ryptlon PRNG Symmetric Differential and > Key sensitivity . [63]
Algorithms -~ > Robustness against
Statistical Attacks .
known plaintext attack
e : >  Key Entropy
Excl?llsz:;eliell}g;f\g (I;;?II\T G QRNG Asymmetric lgf;ngtg;?ﬁ}ll;ys tem > Plaintext Entropy [ 21]
> Ciphertext Entropy
More Secure and Effective : Igcl)srtrz%ar;g;
CCAES—Chaos-based PRNG Symmetric Rgmstant. to - NPCR and UACT [65]
Differential Attacks .
> Information Entropy
. > Entropy
Image Encryption .
Algorithm—Chaos- PRNG Symmetric Security Enhancement > Cross Correlation [66]
based > Mean Square Error
> PSNR
Authenticated gﬁﬂifﬁ;:éi:ggg?aherteﬂ > Privacy and Integrity
Encryption with . . . & > Measured by Statistical C
: PRNG Symmetric Resistant to Differential, .
Associated Data Linear, Aleebraic. and Test suite NIST, [67]
(AEAD)—Chaos-based near, /'8 ’ DIEHARD and ENT.
Timing Attacks.
> Histogram
> Correlation
Hybrid RSA PRNG Asymmetric Strong Encryption : Eelz)ycge ralzi(;liggCI [68]
> Key Space
> Information Entropy

NPCR—Number of Changing Pixel Rate, UACI—Unified Averaged Changed Intensity, PSNR—Peak Signal
to Noise Ratio. Note: Publication project supported by: A—The Xiamen University Malaysia Research Fund
(XMUMREF); B—Prometeo Project of the Ministry of Education Superior, Science, Technology and Innovation of
the Republic of Ecuador; C—Fundamental Research Grant Scheme funded by the Ministry of Higher Education of
Malaysia (MOHE).

In the next category, we have focused on QRNG and its research design, which is the
basis of incorporating quantum randomness into a cryptosystem.

2.3. Category III: Research Objectives of Quantum RNGs for Cryptosystems

QRNGs as an external device are best suited when the sender and receiver, e.g.,
Alice and Bob, are the same. Alice wants to store data like personal files (driving license,
passport, other identity proofs) and highly secure work files like military data on the cloud.
Consequently, the data should be encrypted before sending it to the network and stored in
the cloud. Here, KSA comprises the QRNG bits to make the encrypted key stronger and
more complex.

We have discussed classifications of RNGs in category II, and the survey shows the
improvement in various cryptosystem ciphers even using pseudo-randomness, which is
not truly random.

It is impossible to consider true randomness in PRNG-generated [5] sequences as they
are implemented by software, based on mathematical algorithms and determined by an
initial (seed) value. In contrast, the TRNG and QRNG, based on unpredictable physical
means, generate the true randomness in the sequence of random numbers. Furthermore,
there are two significant differences between TRNGs and PRNGs. TRNGs [69] are non-
deterministic and use a physical mechanism, whereas PRNGs are deterministic and utilize
mathematical algorithms. Although TRNGs are unpredictable, they are still vulnerable to
attack because if a failure occurs in the TRNG hardware system, it is hard to detect it.

Dr. Mads Haahr [70] introduced the service of providing different TRNGs online.
Some are freely available like number-based TRNGs, lists, strings, and map-based TRNGs;
some are paid and used for random drawings. Web tools and widget- based TRNGs are
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also freely available for the website to be integrated into the webpage and provide the
TRNG-based random number. As atmospheric noise creates these random numbers, they
are better than pseudo-random numbers.

Pseudo Random Number Generators (Pseudo-RNGs)

Linear Feedback CSPRNG

Linear Congruential Shift Register SecureRandom secrets Module
Generator (LCQG) (LFSR) (Java Class) (Python)

True Random Number Generators (True-RNGs) USB-Based

Application-Specific Integrated Array (FPGA)-Based
Circuit (ASIC)-Based

Quantum Random Number Generators (Quantum-RNGs)

Field-Programmable Gate

Quantum
Random
Numbers

* 00000000
POWERED BY ANU

Figure 5. Categorization of random number generators: Implementation with applications.

In some cases of TRNGs, the entropy generated by an entropy source may be confused
with thermal noise or shot noise [71]. However, a highly secure and unique random
number is based on the quantum principle and generated by a QRNG [4]. A QRNG-based
cryptosystem incorporates quantum randomness to generate a more robust key of the KSA
or enhance encryption security.

Furthermore, Shor’s algorithm [72] concluded that quantum computers could easily
break public key cryptography. It proposed to solve the prime factorization of RSA and
results with high probability. The quantum random numbers generated by QRNGs are
also quantum-based and might secure the new cryptosystem without a prime number.
Also, incorporating quantum randomness challenges this type of quantum algorithm for
cryptoanalysis of the cipher.

In this category, we discuss the QRNG, which generates unbiased, high-speed, and
unpredictable random numbers by various methods such as laser pulses, phase diffusion,
photon-based methods, and other quantum mechanics techniques. Figure 6 shows the
difference between RNGs in terms of their generation methods, properties, disadvantages,
and advantages.
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Random Number Generators
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Hard to detect failure High Throughput
Entropy Identification Issue

Figure 6. Categorization of Random Number Generators: generation methods, properties, disadvan-
tages advantages.

We have reviewed 20 QRNGs and divided them into three important research objec-
tives: High speed (HS), bias improvement (BI) and high efficiency (HE).

High speed (HS): The speed of the RNG device is indicated by the rate at which
random bits are generated per second by the device. Speed is critical in determining the
optimal trade-off for the RNG device. Different research methodologies attempt to identify
the shortest time it takes for the device to generate the most random bits.

Bias improvement (BI): Random bits should be bias-free. Bias occurs when a signifi-
cantly more zeros than ones, or vice versa, are generated. If the difference between zeros
and ones is small enough, it should not introduce bias into the quantum random bits.
Numerous research proposals have been designed to improve the bias in order to achieve
balanced quantum random bits.

High efficiency (HE): The performance of a QRNG can be improved by researching
different technologies on which the generator can be built. The efficiency of a device
is defined in terms of extracting random bits or maximising the percentage of bits with
specific physical photon-based conditions.

Table 5 shows the survey of different quantum random number generation techniques
and their research objectives.

The next section addresses some open research challenges specific to QRNG-based
cryptosystems.
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Table 5. Literature review of QRNGs.

QRNG Proposal Techniques Ref. HS BI HE  Other Properties

Weak laser pulses [73] Vv Vv

Random quantum states in mathematica  [74] v

Tapered amplifiers [75] v Self-Detecting

One single-photon detector [76] Vv

Photon arival time selectively [77] Vv

Three-types QRNG [78] v Self-testing

Ultra-fast QRNG—pulsed laser diode [79] Vv

Heterodyne-based [80] v Security

16 x 16 pixel QRNG based on SPADs [81] Vv Vv

Laser phase fluctuations [82] Vv

One and two entropy sources [83] Vv

Phase diffusion process-based [84] Vv

SPAD-based QRNG using FPGA [85] Vv

SPAD-based QRNG pixel-based [86] v

Multi-bit [87] Vv

Uncharacterized laser andsunlight [88] Vv

Coupled quantum dots [89] Vv

Phase diffusion in lasers [90] v Interference Quality, Input/Output Monitoring

Quantis—USB [8] Vv v Autocalibration Status Monitoring

Qrange [57] v Security

Note: HS, high speed; BI, bias improvement; HE, high efficiency.

3. Open Research Problems

In Section II, we reviewed the literature, and our analysis identified some open research
problems to address and enhance the security of cryptosystems. RNGs play a significant role
in securing systems that use random numbers. QRNs [9,32] are based on true randomness
and can be used to strengthen the security of existing cryptography systems.

Future research will be needed to address the following challenges:

(a) The analysis of incorporating the quantum randomness in stream cipher operations
compared to pseudo-based ciphers.

Boolean arithmetic-based cryptography mainly uses cryptographic-secure pseudo-
random number generators (CSPRNG). A pseudo-Hadamard transform based on the
modular operation of boolean arithmetic provides diffusion in cryptographic cipher. The
diffusion depends on the change of an input bit. RNGs can generate the input bit to affect
the cryptanalysis of the cipher.

Guillermo Sosa-Gomez et al. [91] showed the cryptanalysis of PRNGs for crypto-
graphic ciphers. Also, a correlation analysis of the entropy of PRNGs and Hadamard
values indicate a strong correlation. On the other hand, QRNG based on the photon can
mitigate this cryptoanalysis.

For most CSPRNGs, the entropy is derived from the operating system, along with a
PRNG generator [92]. The underlying PRNG often “reseeds”, which means that when an
entropy is supplied by the operating system (e.g., from user input, system interruptions,
disk I/O, or hardware random generators), it changes its internal state. However, quantum
randomness is derived from quantum particles without the intervention of reseeding.

(b) Design a KSA by using different entropy sources for quantum random bits in order to
randomize the keyspace for differential attacks.

The differential attacks try to find the key with the chosen plaintext and corresponding
ciphertext. The subkeys of KSA are vulnerable if the keyspace between them is not random
or large. Incorporating QRNGs can generate random subkeys, increasing or enhancing
the randomness of their keyspace. The stronger the keyspace, the more challenging it is to
detect even a single subkey. As a result, a QRNG-based KSA may produce a strong cipher
that is not vulnerable to differential attack.
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1.

()  An in-depth study is needed to analyse the effects of key-related attacks on
QRN-based ciphers.

In key-related attacks, the attacker knows (or chooses) a relation between several keys
(up to 256 in some recent attacks) and is given access to encryption functions with such
related keys. Keys and plaintexts can be selected with specific differences when using
differential related-key attacks.

The QRNG will support the true randomness in the cryptography key against key-
related attacks. The effect of the true randomness on the cryptanalysis of the cipher is to be
analysed to secure the key and to make it truly random.

(d) Designing a new high-speed encryption cipher based on different research designs
(high-speed and bias-free) by using QRNs to enhance the security of the cryptosystem.

The encryption speed of the block cipher is one of the major primary concerns when
designing a new cipher. However, the security of the cipher must not be compromised on
the basis of time, but the time complexity of an algorithm can make it more competitive
against alternatives. The QRNG will add true randomness into the key by generating
the quantum random bits from an external photon device. These random bits are highly
important to secure the cipher, but might come with a time cost. New cryptographic
primitives are sought after that reduce this time and introduce quantum randomness,
leading to a highly secure cryptosystem.

(e) Research analysis on storing and exchanging the QRNG-based keys generated for
asymmetric cryptosystem over the cloud.

The QRNGs are based on devices that can generate photons. These devices can be with
sender or receiver, and are hence important when both have the same key, i.e., symmetric
cryptosystem. They help generate two keys, a pair of public and private keys, but transfer
them with the knowledge of quantum random bits and store them on the cloud as staging
post needs further research.

4. Conclusions

We have surveyed cryptosystems, different cryptanalysis techniques, and RNGs. The
analysis shows that cryptoanalysis is possible for various ciphers and, therefore, requires
modification in the cryptosystem to secure them. RNGs provide random numbers in
the cryptosystem and enhance the cipher’s security by making the encryption robust or
resistant to various cryptographic attacks. In addition, QRNGs provide true randomness,
compared to PRNGs and atmospheric noise-based TRNGs, because they are based on
quantum principles by different theories of quantum physics. Finally, the identification of
open research problems guides researchers in the cryptography security field to improve
the security based on the quantum randomness in a cryptosystem.
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Abstract

In a cryptosystem, a cipher's security is directly dependent on a key-schedule or Key-
Scheduling Algorithm (KSA) or that is used for both encryption and decryption. The random-
number-based KSA adds another layer of security and prevents hackers from performing
cryptanalysis. Several previous studies have investigated the strength of a cipher's encryption
process. The strength evaluation of the key scheduling process has received less attention, that
can lead to weaknesses in the overall encryption process. This paper proposes a new framework
consisting of cryptographic strength evaluation criteria for Random Number Generators (RNG)
based KSAs. Our framework (CryptoQNRG) evaluates different key-schedules based on
pseudorandom and quantum random number generators with a set of tests. There are test suites
that compare the strength of KSAs for different block ciphers. To the best of our knowledge
this is the first time that a framework is built to compare the strength of KSAs incorporating
RNGs and various block ciphers. CryptoQNRG comprises of four tests: Frequency,
Bit_Correlation, Bit Interfold, and Bit Entropy. The tests are used to explore cryptographic
properties such as unpredictability, balance of bits, correlation, confusion, and diffusion in the
subkeys generated by the RNG based KSA. We have evaluated the most common KSAs with
different block ciphers and a significant outcome of the proposed framework is the distinction
between strong and weak RNG-based KSAs.

Keywords: Pseudo Random Number Generator, Quantum Random Number Generator, Block
Cipher, Key Schedule Algorithms

1. Introduction

In cryptography, encryption methods[1] and ciphers are used to ensure data security and
prevent unauthorized access. An encryption algorithm combines plaintext with key information
to generate a ciphertext, making the plaintext difficult for hackers to decipher. This process of
encryption with a secret key can lead to a secure cipher by combining nonlinearity, propagation
criteria, correlation, algebraic immunity and randomness [2][3].

As part of an encryption process, the strength of the Key-Schedule Algorithm (KSA)
directly impacts the security of an encryption algorithm. The KSA expands the secret key and
generates subkeys according to the number of rounds of encryption required for a particular
cryptographic algorithm. This generation and expansion of the secret key into multiple subkeys
increases the robustness and complexity of the KSA. One of the potential flaws in this approach



is the vulnerability in the key schedule expansion, which is characterised by the algorithm's
resistance to cryptoanalysis attacks [4][5][6].

Researchers have demonstrated that logical gates such as AND, NAND, XOR, and OR,
as well as Boolean functions with symmetrical properties, can be used to achieve security in
the key expansion [7]. In addition to that, quantum data generation by generating quantum
random number bits can increase security.

The best RNGs generate more random and unpredictable data to make keys resilient
against a cryptanalysis attack. Randomness is generated using an entropy source, which can be
either pseudo or quantum-based [8]. Pseudorandom number sequences are associated with an
initial input seed, whereas the Quantum Random Number Generator (QRNG) [9] ensures high
entropy from a quantum origin such as light or thermal noise for example.

There are various studies related to QRNGs focusing on different features. Lunghi et
al. [10] proposed a protocol for self-testing quantum random number generation, in which the
user can monitor the entropy in real time. Hesong Xu et al.[11] proposed a QRNG using single-
photon avalanche diodes (SPADs) that produces a quantum random number without any post-
processing. Biasing is one of the critical features that researchers consider when generating a
quantum number. R.C.Pooser et al. [12] used a tapered amplifier that consists of optical
semiconductor devices and an array of random number registration techniques to create
quantum-based random numbers. A photon arrival time selectively based high-quality bias-
free QRNG was introduced by Jian-min Wang et al.[13].

Another aspect of quantum processes is the speed at which random numbers can be
generated. Yu-Huai Li et al. [14] proposed quantum random number generation with an
uncharacterized laser and sunlight that generates random numbers at 1 Mbps. Abellan et al.
[15] proposed an ultra-fast quantum random number generation accelerated phase diffusion in
a pulsed laser diode observing 43 Gbps.

Quantis [16], a QRNG developed by IDQ, generates random numbers using light
consists of elementary "particles" called photons [17][18]. The device allows live verification
of its operation and provides a high level of entropy without requiring a post-processing
function to increase its entropy rate. QRNG [19] is considered superior to traditional random
number generators, as their source of randomness is invulnerable to environmental
perturbations such as temperature, voltage, or current and considered highly secure random
number generators [20] [21].

An improvement in terms of RNG, from pseudo randomness to quantum randomness,
will benefit a KSA. The focus of this article is to create a framework to evaluate the strength
of cryptography KSAs generated by RNGs. In particular the concrete contributions of this work
are:

e Formulation of a test suite to evaluate the strength of cryptography KSAs generated by
RNGs. This test suite consists of four parts: a bit-frequency test, a bit-correlation test, a
bit-interfold test, and a bit-entropy test.

e Applying the proposed criteria in the framework’s test suite to a number of different block
ciphers’ key-scheduling algorithms. P-value is a measure of the statistical significance of
a test result calculated by statistical computation. The test is based on statistics and
provides a P-value and the probability of achieving a pass or fail result. A pass does not



indicate that the cipher is secure against all attacks, however, a failure suggests that the
algorithm is highly susceptible to attacks.

In contrast to existing randomness tests such as CryptRndTest, NIST Random Number
Generator test, Dieharder battery test, our proposed test suite evaluates the strength of the
KSA’s subkeys [35], [36], [37], [38]. The tests of our framework are designed to evaluate the
main properties of a Key-schedule such as unpredictability, balance, confusion, diffusion and
correlation. Moreover, our proposed work compares two different RNG-based key schedules
of the same block cipher simultaneously to distinguish their strength.

The organisation of this paper is as follows: section 2 provides information about related
work; section 3 introduces the structure and evaluation criteria of our framework; section 4
presents the different RNG-based key-scheduling algorithms we use in our tests. The test
results and analysis are presented in section 5, while in section 6 the conclusion can be found.

2. Related Work

The key generation is a process that creates a key and expands it based on logical
operations to encrypt plain text. The strength of the KSA [7] can be evaluated on the different
properties of the key. In 2019, Hakim and Nusrom [22] proposed a new algorithm for
scheduling subkeys in the L-block cipher, as the Niaz correlation test concluded that the
LBlock’s KSA generates keys with a high correlation. Kareem and Rahma [23] proposed a
novel method for modifying the Twofish algorithm by implementing multi-level keys in the
KSA to control the dynamic block bit sizes and multi-state tables. Using these keys allows for
a greater complexity in the algorithm while incurring a relatively small amount of additional
computational time. Sulaiman et al. [24] proposed an enhancement of Rijndael’s KSA [35].
The analysis conducted by Sulaiman addresses the algorithm’s shortcomings and optimises the
KSA in terms of frequency and Strict Avalanche Criteria. Huang et. al. [25] modified AES’s
KSA by transposing its subkey matrix. According to the authors, the new KSA is immune to
SQUARE, meet-in-the-middle, and related-key differential type attacks. Shahzadi et al. [26]
proposed that 2D Chaotic maps enhance the strength of the generated keys in the KSA of RC5
algorithm, making it difficult for hackers to decrypt the data. Their KSA work targets resource-
constrained environments and analyses the security mechanism for specific applications of
critical clinical images.

The security of the key generation process starts with the generation of bits based on a
random number. Sahmoud et al. [27] proposed generating distinct subkeys from the AES real
key using a Pseudo-Random-Number-Generator (PRNG) and encrypting the block with each
subkey of KSA. Their research focused on the two techniques: first, preventing predictions of
obtaining the sub-key from an available one, and second, presenting an initialisation method to
speed up sub-key generation. Maram et al. [28] also used a PRNG and proposed a dynamic
key-dependent S-box in KSA that achieved a better Avalanche effect with a cryptography
algorithm.

Rahul Saha et al. [29] took a different approach, proposing a Symmetric Random
Function Generator (SRFG) as a cryptographic function generating randomness in the KSA of
AES. The results indicate that their proposed work has a threefold improvement in terms of
confusion property and avalanche effect over the original AES. In another study [30], the
FORTIS algorithm developed by Vuppala et al. [22] for generating sub-keys of KSA was
implemented on an FPGA and the authors analysed the algorithm’s resistance to a side power
channel attack. Gaetan Leurent et. al. [31] presented a new representation for the AES’s KSA



that efficiently combined the information from the first sub-key and the last sub-key to
reconstruct the master key. Lauren et. al. [32] discussed the security properties of AES’s KSA
and its vulnerability to published attacks. Also, based on the information principle introduced
by Claude Shannon, they proposed a faster and more secure KSA for generating subkeys in an
AES cipher.

Afzal et al. [33] have recently published work that is closely related to our research.
They proposed a Key-Schedule Evaluation Criterion (KSEC) to evaluate the cryptographic
strength of subkeys of different KSA and establish a distinction between weak and strong keys
using four statistical [34] tests.

They proposed a test suite consisting of a frequency test to analyse the balance of 0 and 1
bits, Bit Independence tests for confusion and diffusion property, Bitwise Uncorrelation tests
for correlation among subkeys, and High/low-density key tests for testing randomness of the
subkeys. Their test suite compares the strength of KSA of different block ciphers. To the best
of our knowledge this is the first time that a framework is built to compare the strength of KSA
based on RNGs and various block ciphers.

3. The CryptoQNRG framework

A KSA generates subkeys based on the input of the user-defined key. A RNG-based KSA adds
another layer of security to the subkeys. CryptoQNRG has a series of test criteria in order to
evaluate the strength of an RNG-based KSA.

Figure 1 illustrates an example of a basic scenario that we considered in our research.
In this scenario personal data are stored on an internet server (cloud or a data center) so that
they can be easily accessible from anywhere.

Database

Server
(>

Web Storage
nterface Server

Cloud Service Provider (CSP)

TCP/TP Communciation
including

K;A - HTTP Request
. . - HTTP Response
Encryption/Decryption - Data(Encrypted) Upload

USB - Data - Data(Encrypted) Download

Packet Transfer

Alice/Bob
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L

Figure 1 Basic scenario of a secure communication



The requirement is that the files must be encrypted before being sent over the network
to make them secure, and when the user downloads them, they can be decrypted locally.
Random Number Generator (RNG) plays a significant role as the KSA key comprises the bits
of random numbers generated by an RNG to encrypt the contents.

Figure 2 shows the block diagram of CryptoQNRG for evaluating the strength of RNG-
based KSA. The two keys, K; and K, are subkeys of individual KSAs generated using two
different RNGs. The K; and K, are then passed to the proposed Key Schedule Evaluation
Criterion — KSECgryq(K1,K;) and tested for the cryptographic properties. The criterion
includes four statistical tests. The first test, Frequency test FT (K, K,), calculates the frequency
of 0’s and 1’s and checks how balanced their distribution is. The second test, Bit Correlation
BCT(K,,K,) test, measures correlation, whereas, Bit Interfold BIT(K;, K,), the third test,
checks for the confusion and diffusion properties. The last test is called Bit Entropy
BET (K, K,) test and examines the unpredictability of the bit stream generation. Based on the
evaluation of each test, the strength of KSA is considered. The strength of KSA of K; and K,
is strong if K; and K, pass all the tests of the KSECgys (K7, K3); otherwise, the KSA is weak.
The proposed criterion, CryptoQNRG, which also compares K; and K, with the Bit Entropy
test.

The strength of KSA (STksa) and difference of KSA (DFgga) are defined as follows:
STwen = {Strong, if (K1, K;) pass each test in ECpye(Kq, K2)
KSA Weak, otherwise

DFwes — {Kl is better then K,, if K; > K, in BET (Ky,K) tests
KSA = K,, otherwise

Random Number

Generator 1 (RNG 1)

Random Data
Numbers Or Bits

Key Schedule -
Algorithm (KSA) Strength of KSA

RNG-based KSA
STksa

Key Evaluation

(User Defined)
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Figure 2 Block diagram of CryptoQNRG



We use the following notation in the equations below:
Key ... user-defined key
bSgnei --- the bitstring generated by RNG i, with i € {1,2}
K; ... the subkey of length L, obtained with the KSA based on RNG i using multiple
iterations (rounds), with i € {1,2}:

K; = KSA(Key, bsgygi, rounds, L)

K;; ... the j-th bit of subkey K;: 1 < j < len(K;) fori € {1,2}
len(K;) ... number of bits in K; , with i € {1,2}
(note that for all keys K; the length len(K;) is even)

a. Frequency Test— FT (K, K,)

The first test to be performed is the frequency test which checks that the number of ones
and zeroes in a sequence are the same in order to avoid biasing in the K;. The test measures the
distribution of bits in the RNG-based key-schedule algorithms. The sequence is a set of secret
subkeys of different block ciphers. A subkey that fails the frequency test is considered weak as
it fails the fundamental requirement of randomness, and there is no need to investigate other
weaknesses based on the remaining tests. The K; and K, are balanced if it satisfies the key bits
as;

len(K;)
FT(Ky,Ky) = VK; € (Ky, Ky}, U K| == U K| ==

Ki,jEKL'AKi,jZO Ki,jEKiAKi,jzl

where, K; is the key obtained with the KSA based on RNG (KSArnGi) withi € {1,2}
b. Bit Correlation Test — BCT (K4, K,)

The second test is the Bit- Correlation test which measures the correlation of bits in the
K. This evaluation is divided into two parts, the Rogers-Tanimoto distance measure R (K, K,)
and the Pearson’s Correlation 1y, g, .

The first part computes the dissimilarity index between the two different RNG key-schedules
with the Rogers-Tanimoto distance measure R(Ky, K;) [35]:

T 2

R(K,K,)) =—————
(K1, K2) Cii+Coo+T

where, C,4 is the number of corresponding pairs of elements in K; and K, respectively equal
to p and q.
and T S Z(Clo + CO].)

The second part calculates the Pearson’s Correlation 1y, k, [36]. Based on that we test whether

the key schedules K;, K, are independent (null hypothesis Hy) or dependent (alternative
hypothesis Hy).

The Pearson’s Correlation ry, ., will be calculated as follows:



i (K K Ky, — K2)

I e len(K;) ’
en(K; 57 en(K; k7
JEO ke, — K [E0 by, - )
where K; is the mean value of K; ; with j =1 ... len(K;).
Performing the Hypothesis Test based on the P-value generated by g . :
e Null hypothesis Hy: K; and K, are dependent on each other
Hoy = (rg, x, < 0.1) 4
0 Tk k, = V.
e Alternative hypothesis Ha: K; and K, are independent of each other
5

HA - (TKl'KZ > 01)

The Bit_Correlation Test BCT (K;, K,) combines the two parts and is calculated as follows:

Pass, Hy A (R(Ky,K,;) <0.5) 6

BCT (K1, Kz) = { Fail, otherwise

The advantage of using R(K;, K,) to compute dissimilarity is that it calculates the value of
symmetric binary attributes. Symmetric binary attributes mean when both attributes have the
same significance. It means the input to this test; both the bits 0 and 1 are equally significant.
If K; and K, passes the frequency test, then only R(K;,K,) is computed. The next part
Tk, k, determines the exact extent of the linear corelation between K; and K. Linear

relationships occur when one variable change proportionally with another.

Therefore, BCT (K, K,) combines the linearity and dissimilarity test for K; and K,. The K; and
K, are considered to be acceptable if the dissimilarity index of the R(K, K,) is greater than or
equal to threshold value of 0.5 and it is not linearly dependent on any each other subkey.

c. Bit-Interfold Test — BIT (K;, K;)

The third test is the Bit-Interfold test BIT (K;, K;), which measures the confusion and
diffusion in the K; and K, which is an important cryptographic property. This test is divided
into two parts.

The first part is the calculation of the Hamming Distance H (K, K,) between the two
subkeys K;and K,. The Hamming Distance is a dissimilarity distance [37].

H(K;, K3) is calculated as the number of bit positions K; ; in K; that are different to those K5 ;

in K, divided by the subkey length:

| {Ky; | Kij#Kyjn(0<j<len(Ky))}| 7
len(K;)

H(Klf KZ) =



The Inverse Hamming Distance H(K;, K;), which is the inverse of H(Kj, K,), i.e., counting
the number of equal bit positions, is calculated as follows:

H(le Kz) = len(Kl) - H(Kl; Kz) 8

H(K;, K;) refers to whether the bits' position will produce the same proportion of confusion
and diffusion in K; and K,. Confusion refers to the process of combining subkey bits with plain
text make a cipher. Diffusion refers to the change in a plaintext resulting in changing the bit
order in the subkeys K; and K,. To analyse this proportion of similar bits leading to complex
subkeys in K; and K, that are the basis of confusion and diffusion, the second part Z-Proportion
[38] statistics hypothesis, is introduced.

In the second part, we use the calculated Inverse Hamming Distance H (K, K;) to evaluate the
Z-Proportion [38] statistics hypothesis. The analysis checks whether the confusion and
diffusion will be similar or not by K; and K.

The Z-proportion test is calculated as follows:

H(Ky, K;) — ko
ko(1-ko)
len(Ky)
where ko is the hypothesized value of population proportion in the null hypothesis, i.e., it is the
acceptance threshold of the Hamming Distance. n is the sample size.

The value of ko is 0.7 as at least 70 percent of bits differ in K; and K, to justify the bits
responsible for confusion and diffusion, and KSA is considered strong.

Z(KlfKZ) =

The Null Hypothesis (Ho) and Alternative Hypothesis (Ha) based on a P-value computed by
Z (K4, K,) are as follows:

H, = Confusion and Diffusion is similar in K; and K.

Hy = Z(K., K,) < 0.7 10
H, = Confusion and Diffusion is not similar in K; and K.
_ 11
H, = Z(Ky,K;) > 0.7
The Bit Interfold Test BIT (K, K,) is calculated as:
Pass, H, 12

BIT(Ky, Kz) = { Fail,  H,
The advantage of using H (K7, K,) to compute dissimilarity is that it calculates the value of the

exact number of different bits in K; and K. The inversion of H(K,, K>), i.e., H(K;, K,) is given
to the Z(K;, K,) to analyse the proportion of bits responsible for generating similar confusion



and diffusion by K; and K;. K; and K, pass the Bit-Interfold Test if the confusion and diffusion
with threshold value is not similar in both the KSAs, i.e., the Z(K;, K;) results in Alternative
Hypothesis (HA).

d. Bit-Entropy Test — BET (K1, K;)

The entropy is a measure of a random variable's uncertainty, and it plays a critical role
in information theory. The higher the entropy, the greater is the uncertainty in predicting the
value of an observation. There are various definitions available for entropy. In this work we
use the Shannon entropy [39] (or entr for short) and the BiEntropy [40] (or BiEn for short).

The entr calculates the entropy as the amount of information conveyed when
identifying a random outcome. The BiEn is a weighted average of the Shannon entropies of the
string and the first n — 2 binary derivatives of the string.

The entr is advantageous for the larger value of binary strings, whereas the BiEn
calculation is helpful for the smaller length of binary strings.

The entr E(K;) of K; and K,, that takes values from the set A={K;;, K;ji1..... Kin} with
probability Pr (X=K;) = K; ; for i € {1,2} (keys K;,K;) and j € {1,2, ..., len(K)} is defined as:

len(K;)

E(K)=— Z p(Ki;)logz(Ky )

j=1

13

The BiEn BiEn(K;) is calculated as follows for K; and K, distinctly. The BiEn value
ranges from 0 to 1. When the disorder is more significant in a binary string, the BiEn value will be
higher.

n—2
BiEn(K)) = (1/(2" - 1)) [Z(—p(m. log, p(b) — (1 - p(®)).logs(1 - p®))).2%|  1*
b=0

where, p(b) is the proportion of 1’s in K; and K,.
The Bit-Entropy Test BET (K, K>) is calculated as follows:

Pass, Ex, = 1.0 A (BiEn(K;) = 0.1) 15

BET(K,, K. ={
(K3, Kz) Fail, otherwise

The, BET (K1, K;) combines Ey, and BiEn(K;) to test entropy along with relative and disorder

bits of any length in K; and K,. The K; and K, are considered to be pass if the E (K;) is greater
than threshold value of 0.1 and BiEn(K;)is greater than 1.0.

e. RNG-based Key Schedule Evaluation Criterion - KSECgys (K1, K2)
The four tests: Frequency-FT(K;, K;,), Bit Correlation-BCT (K4, K,), Bit_Interfold-

BIT (K4, K,) and Bit_Entropy-BET (K, K,) together form a test suite — KSECgyq (K4, K3) - to
evaluate the strength of the KSA based on RNG.



An RNG-based key schedule evaluation criterion KSECgryq (K7, K,) is illustrated in Table 1.
The table shows the required data generation for each test and the corresponding value for the
threshold. The table also summarizes the cryptographic properties and the random keys
associated with each test. During the test, a key size column specifies the length of the key in
bits. In the next session, we have described the RNG-based KSA and data generation to
evaluate their strength.

Table 1 Performed Tests with the RNG-based Key Schedule Evaluation Criterion —
KSECryc (K1, K,) with Key Size L = 2N with N € {6,7,8}

Number Cryptographic

Test Type of Keys Property Threshold level

Frequency 500 Balance of 0 and 1 Len(K;)

Frequency 2
Bit_Correlation

Rogers-Tanimoto 500 Correlation 0.5

Pearson Correlation 0.1
Bit_Interfold

Hamming Distance 400 Confusion & Diffusion 0.7

Z Proportion
Bit_Entropy

Erigng(()?:) BiEn(K:) 55000 Unpredictability (1) (1)

In the next session, we have described the RNG-based KSA and data generation to evaluate
their strength.

4. The RNG-based KSAs tested with CryptoQNRG

We analysed the KSA of the following five Block ciphers from a symmetric
cryptosystem for an experimental purpose: AES, DES, CAST, Camellia, and GOST. The block
cipher encrypts data in blocks of specified key size. The KSA key size taken is 128 bits for
AES, Camellia, and CAST, 64 Bits for DES, and 256 bits for GOST. The sub keys are extended
using the key expansion function of the KSA. These ciphers are proposed by different authors
and with different KSA key size.

Rijndael [41] proposed an Advanced Encryption Standard (AES) with three variants
AES-128, 192 and 256 based on KSA key length sizes of 128, 192, and 256 respectively, all
of which were approved by National Institute of Standards and Technology(NIST). Endre
Bangerter et al. [42] were able to recover AES-128 encryption keys in 2010. The second block
cipher, DES [43] with KSA key size of 64 bits, is based on the Balanced Feistel structure and
was proposed by IBM. Biham and Shamir [6] proposed a differential cryptanalysis attack on
complete rounds of DES.

CAST [44], is based on the Feistel Network (FN) with a KSA key size of 40 to 128 bits.
The fourth cipher, Camellia [45], was developed by Mitsubishi Electric and NTT of Japan,
based on the FN algorithm with a KSA key size of 128, 192 or 256 bits. The final cipher,
GOST [46], supports KSA key sizes of 256 bits. Nicolas Courtois et al. [47] proposed a
Contradiction Immunity to attack the complete 32 - rounds of GOST cipher in 2011.



The RNG-based key-schedule also depends on different entropy based on its generator.
In our set up we have taken CSPRNG and QRNG to evaluate the cryptographic strength. The
entropy within the system is used to provide pseudo-random bits for the key-schedule (KSA px)
that is required to create the keys. In QRNG, photons are used to generate quantum random
bits for the key schedule (KSAgk). The bits length of the generated random key depends on the
key size of the KSA. The subkeys are generated using the cryptol [48] language. The results
will demonstrate the strength of KSA in terms of cryptographic parameters for each block
ciphers.

We use the same notation for result analyses:

K; ... the subkey obtained with the KSA based on QRNG

K, ... the subkey obtained with the KSA based on PRNG
To generate subkey K; of size L we take the bitstream of the QRNG and combine it with the
user-defined key (Key) with multiple KSA iterations (rounds):

K, = KSA (Key, bsgrng, Tounds, L)

Analogously, to generate subkey K, of size L we take the bitstream of the PRNG and combine
it with the user-defined key (Key) with multiple KSA iterations (rounds):

K, = KSA(Key, bspgyg, rounds, L)

In our experiment we use KSA with 11 iterations (rounds) and subkey-size L = 2V with N €
{6,7,8}:

K, = KSA(Key, bsgrne, 11,2V) | N € {6,7,8}
K, = KSA(Key, bspryg,11,2") |N € {6,7,8}

where the subkey-size L = 2V depends on the concrete block cipher length, so for DES we
have N = 6 (L = 2° = 64), for AES, Camellia, and CAST we have N = 7 (L = 27 = 128),
and for GOST we have N = 8 (L = 28 =256).

In this study, we use two sets of data, one for the Frequency and Bit Entropy test, where we
used random subkeys, and another set for Bit Correlation and Bit_Interforld, where we used
the samples of subkeys to test the hypotheses.

Finally, the key schedule evaluation criterion KSECgyq (K1, K;) is used to evaluate the
cryptographic strength of K; and K.

5. Results and Analysis

The results and data are covered in this section, where the result is drawn on the strength

of the KSArnG. We have used the following hardware and software to implement the proposed
framework.
Hardware: Quantis [49]- A USB-based Quantum random number generators developed by
IDQ Its general specifications include - Random bit rate 1 : 4 Mbit/s = 10% (Quantis-USB-
4M), Thermal noise contribution: < 1% (Fraction of random bits arising from thermal noise),
Storage temperature : - 25 to + 85°C, USB specification 2.0 and Power Via USB port

Computer - Processor: Intel(R) Core(TM) 17-1065G7 CPU @ 1.30GHz 1.50 GHz,
RAM: 8.00 GB, System type: 64-bit operating system, x64-based processor
Software: Java — Netbeans with JDK 1.8.0



a. Frequency Test

Table 2 displays the results of the frequency test. The number of bits is balanced in both
K; and K,. The numbers of bits in the Quantum K; and Pseudo-based K, key-schedule
integrate the equal number of 0’s and 1’s. The table shows that the FT (K;, K,) of each block
cipher passes the frequency test. However, the frequency test alone cannot predict the strength
of the RNG-based key-schedule.

Table 2 Frequency analysis FT (Ky, K,) of Bits in Ky and K, Schedule of five block ciphers.

AES Camellia CAST DES GOST

Ratio ot.“Pc'trcentage 50:50 50:50 50:50 50:50 50:50
of 0:1 in K

Ratio of Percentage 5050 50:50 50:50 50:50 50:50

of 0:11in K,

The Number of 0’s and 1’s is compared in Ky and K, schedules of five different block ciphers. The
statistical analysis shows the bits are balanced in Ky and K, for all the ciphers.

b. Bit— Correlation Test

Bit correlation tests the strength in terms of the correlation while taking the Pearson’s
correlation hypothesis test in conjunction with the Rogers-Tanimoto distance measure. The
graph in Figure 3 shows the changes in the Rogers-Tanimoto distance measure in K; and K.
The results show that the dissimilarity index of CAST is the lowest of all, whereas the GOST
key-schedule shows the highest. The index of DES is slightly less then Camellia and AES with
0.66589.

0.68
0.67
0.66
0.65
0.64
0.63
0.62
0.61
0.60

R'K,, K,

AES Camellia CAST DES GOST

Figure 3 Rogers-Tanimoto distance measure R(Ky, K,) of five block ciphers.

The dissimilarity index of K1 and K, is compared for five different block ciphers. Statistical analysis
shows the bits are nearly thirty percent similar in both the key-schedule for four ciphers and forty
percent in CAST,; among all the ciphers.



Table 3 shows the Pearson’s Correlation hypothesis testing result of each block cipher. The
values of the 1y, g, correspond to P-value statistics. The P-value of AES, Camellia, DES and
GOST subkeys passes the threshold value of 0.1; therefore, we reject the null hypothesis that
the K; and K, key-schedules are dependent on each other for these ciphers. On the other hand,
CAST subkeys are failed to pass the threshold value. This means the K; and K, are dependent
of each other and do not pass the Bit Correlation — BCT(K;, K,) test. This shows that CAST
keys are weak and susceptible for key-dependent [5] and correlation [50] attacks with both,
Quantum and Pseudo random number-based key-schedules.

Table 3 Correlation of bits of K; and K, of five block ciphers based on Pearson’s Correlation
Hypothesis Test.

AES Camellia CAST DES GOST

Tk, K, 0.979 0.889 0.076 0.745 0.808

Hy or Hy Independent  Independent Dependent Independent  Independent

c. Bit— Interfold Test

Table 4 shows the results of the Bit-Interfold test. The test first calculates the Hamming
Distance of the K; and K, based on a 64, 128 and 256-bit key size with a sample of 400 keys.
The result of the Hamming Distance measures dissimilarity between the K; and K5, and the
inverse of which is then passed to one Z-Proportions hypothesis testing and the corresponding
P-values are calculated.

Camellia and CAST result in the alternative hypothesis-H, (taken from below result
Table 3), which means they pass the Bit-interfold test. Any KSA that fails this test will create
a weak cipher which is vulnerable to an easy cryptoanalysis. For example, AES, DES and
GOST failed the BIT (K, K;) test and showed that they are weak and vulnerable to attacks such
as related-key and side-channel [51] attacks.

Table 4 Confusion and Diffusion of K, and K, of five block ciphers based on Hamming
Distance and Z - Proportion Hypothesis Test

AES Camellia CAST DES GOST
H(K;, K5) 27661 28502 31676 25623 27461
Z(K1,K>) Ho Ha Ha Ho Ho

d. Bit— Entropy Test

The most critical parameter for a key in order to be secure is unpredictability. The K;
and K, are tested with two different entropy tests. The K; shows better entropy than the K5, as
shown in Figure 4 and Figure 5. The variations in entropy resulted in different values with the
entr and Bi_ Entropy tests, one for each K; and K,, and same were analysed against the
threshold value. The distinct entropy values of each block cipher exceed the threshold value of
1.0 for entr and 0.1 for Bi_Entropy; hence, all the K; and K, pass the entropy test —
BEnT (K4, K3).
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Figure 4 Entropy analysis entr E(K;) for K, and K, using five block ciphers.
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Figure 5 Bi Entropy analysis BIEn(K;) for K; and K, using five block ciphers.

The K; and K, of five different block ciphers are compared with the 500 and 50 different subkeys using two entropy
tests: entr and Bi_Entropy. Statistical analysis shows that the key-schedule generated by quantum random bits
are more unpredictable than pseudo random for all the block ciphers.

The analysis also proves that the quantum random number-based(K;) key-schedule is
more unpredictable than the pseudo-random(K,) one. Unpredictability increases the K;
schedule's strength, making it strong and hard to do cryptanalysis to partially access the key
with Related-Key and Fault-Injection Attacks[52].



e. Encryption Time

The encryption time for all of the block ciphers was calculated to evaluate the impact of the K;
and K,. We used two different file sizes, 8 MB and 16 MB, to illustrate the time required to
convert plain text to ciphertext. The encryption time for each file size can be seen in Figure 6.
DES takes the longest time to encrypt, while GOST takes the second-longest time. The
minimum time computation is by AES in both the K; and K, schedules. The analysis also
shows that quantum and pseudo-based key-schedules are taking nearly the same time for

encryption. All the ciphers showed nearly the same transformation time with K; and K,, with AES
taking the least time among all the ciphers for both the schedules.

Encryption Time

= 3SMB
350
m |6MB
- 300
3 250
S
5 200
Z
£ 150
g
= 100
50
o mi =B
K K, K; K, K; K, K; K, K K,
AES Camellia CAST DES GOST

Figure 6 Encryption Time of plain text with K, and K, with file size of 8 MB and 16 MB.

The time of converting plain text to cipher text with the help of Quantum and Pseudo based key-
schedule is measured in nanoseconds.

6. Conclusion

We proposed CryptoQNRG, a new framework in order to evaluate the strength of RNG-
based Key Schedules using four tests: Frequency, Bit Correlation, Bit-Interfold, and Entropy.
The test suite evaluates the resilience of subkeys of KSA in terms of the balance of 0 and 1°s,
correlation of bits, confusion and diffusion, and an essential parameter of security, uncertainty.

The proposed CryptoQNRG evaluates and assesses the subkeys of the most common
KSA with quantum and pseudo-random numbers. The main focus of the paper is to compare
the strength of KSA based on RNGs, as compared to Afzal et al. [33], who evaluated the
subkeys without considering them. The results indicate the strength of Quantum- and Pseudo-
based key-schedules and their cryptographic properties. The results show that CAST did not
pass the Bit Correlation test, and keys are prone to cipher attacks. The analysis also indicates
that the AES, DES, and GOST did not pass the Bit-Interfold test, whereas CAST and Camellia
did. However, the computational time required to generate a cipher with a quantum random
number-based(K;) key-schedule and pseudo-random(K,) of AES is much faster than the



others. The results also revealed that a quantum-based key is less predictable than a pseudo-
random number-based key.

The future work of the study includes testing the KSA of lightweight cryptographic algorithms
that play a major role in the field of the internet of things (IoT).
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Abstract: Cloud computing has revolutionized the digital era by providing a more efficient, scalable,
and cost-effective infrastructure. Secure systems that encrypt and protect data before it is transmitted
over a network and stored in the cloud benefit the entire transmission process. Transmission data can
be encrypted and protected with a secure dynamic substitution box (S-box). In this paper, we propose
the QuantumGS-box, which is a dynamic S-box for high-speed cloud-based storage encryption gener-
ated by bit shuffling with a genetic algorithm and a quantum random number generator (QRNG). The
proposed work generates the S-box optimized values in a dynamic way, and an experimental evalua-
tion of the proposed S-box method has been conducted using several cryptographic criteria, including
bit independence criteria, speed, non-linearity, differential and linear approximation probabilities,
strict avalanche criteria and balanced output. The results demonstrate that the QuantumGS-box can
enhance robustness, is resilient to differential and provide improved linear cryptoanalysis compared
to other research works while assuring non-linearity. The characteristics of the proposed S-box are
compared with other state of the art S-boxes to validate its performance. These characteristics indicate
that the QuantumGS-box is a promising candidate for cloud-based storage encryption applications.

Keywords: dynamic S-box; QRNG; cloud-based storage; encryption

1. Introduction

Cloud computing has become a significant part of the IT landscape in the last few
years due to the migration from local drive storage to cloud computing storage. This
leads to data being stored remotely rather than locally and with interconnected networks,
being accessed over the Internet [1]. Transmission of data over a network requires the
consideration of a number of factors, including the processing speed and security. Data
security is a significant concern as information flows through the internet. Incorporating
cryptography [2] that meets secure transmission requirements ensures that the data is
transmitted securely. Secure data transmission over a network transmission can be achieved
by cryptography that uses Key Schedule Algorithms (KSA) [3] and encryption [4].

KSA includes methods of generating a random key typically based on substitution
and permutation. The substitution replaces the specific bits with other defined bits, and
a substitution-box (S-box) is used to implement substitution. Permutation includes the
shuffling of bits with specific operations. The S-box performs substitution in both KSA
and encryption.

Our approach is shown in Figure 1, where Alice is both the sender and receiver. Alice
encrypts the data before sending it to the network receiving the same encrypted data.
Encrypting the data before sending it to the network is the most effective way of protecting
cloud-based (remote) storage from unauthorised access or attacks.

Figure 2 illustrates a cloud-based storage network that uses a static S-box to implement
KSA and encryption.
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Figure 2. Usage Motivation: AES static S-box in cloud-based storage encryption through high-
speed network.

The AES S-box shown is a 16 x 16 matrix of static bits. Using the KSA and S-box,
Alice generates the key and encrypts the data. Alice encrypts the data before sending it
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to cloud-based storage (remote) through HSN, and then decrypts it after receiving it. The
inverse of an S-box is used to decrypt data.

The static S-box is used to provide a substitution of values. The security strength of the
system depends on how vulnerable is the key generated by the KSA and its components [5]
for the cryptanalysis attack, which is a key point of our research. In the last two decades the
concept of a dynamic S-box has become an important research area for enhancing security.
The static bits of an S-box make it vulnerable to attack and many researchers have focused
on making a dynamic S-box with different scientific approaches.

There are various approaches of creating dynamic S-box with

o Algebraic theory-based: A mixture of classical and modern mathematics, Galois Theory
processed the solutions of polynomial equations (mathematical equations made of
numbers and variables) to form different values of dynamic S-box [6-9].

o Chaos theory-based: The theory uses different patterns and mathematical formulations
to generate randomness in the system and corresponds to different dynamic values of
the S-box [10-12].

e Random number generator-based—The random number generated by sources like electri-
cal and quantum noise leads to pseudo, true, and quantum generators, processing the
values of dynamic S-box [13,14].

o Advanced data analysis techniques-based: Advanced data analysis techniques like ma-
chine learning, particle swarm optimization, genetic algorithms, and heuristic tech-
niques analyze the different sources of data and generate the values of the S-box
dynamically [15-17].

Conventional AES keys are based on Pseudo-Random Number Generators [18,19]
to generate random data to enhance AES’s security. RK-AES [20] proposed a Symmetric
Random Function Generator to achieve randomness in AES’s key. However, the most
unpredictable [21] and truly random data [22] can be achieved using a quantum random
number generator (QRNG) [23].

Miguel Herrero-Collantes et al. explained different types of Quatum Number Gen-
erator based on different sources like optical and non-optical QRNG [24]. Xiongfeng Ma
et al. categorized the QRNGs into three groups: the practical QRNG (generate random-
ness at a high speed and built on fully trusted and calibrated devices), self-testing QRNG
(randomness without the trusting the actual implementation) and semi-self-testing QRNG
(a tradeoff between the trustworthiness on the device and the random number generation
speed) [25]. Jinlu Liu et al. proposed a 117 Gbits/s random bit generation rate QRNG
using min-entropy estimation and Toeplitz-hashing randomness extraction, based on the
quantum phase fluctuation of a distributed feedback (DFB) laser [26]. Meilana Siswanto,
et al. designed a photonic-based RNG to enhance the security of an Internet of Things
(IoT) system comprised of optical components, analog-digital electronic systems, and
an asynchronous transmitter [27]. It also utilizes Verilog firmware to integrate the IoT sys-
tem. Zhu Cao et al. proposed a source-independent QRNG in which output randomness
can be certified even when the source is uncharacterized and untrusted. Figure 3 shows
the random number generation process using optical device and generating quantum
random numbers.

IDQ created a hardware QRNG for generating true (non-pseudo) randomness. Quan-
tis [22] is a state-of-the-art QRNG, exploiting an optical quantum process as the source of
randomness. A QRNG is superior to traditional random number generators as their source
of randomness is associated with environmental perturbations [28]. The device has also
a monitoring function. If a failure is detected, the random bit stream created is immediately
disabled. The device provides true randomness from the first bit, separates Quantum noise
from classical noise, auto calibrated and certified [29].
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Figure 3. Random number generation using optical process as QRNG.

On the other hand, a genetic algorithm [30] is a search heuristic inspired by the natural
evolution of Charles Darwin’s theory. The algorithm corresponds to the natural selection
of selecting the fittest individuals based on a fitness function in order for reproduction
to produce offsprings of the next generation. A genetic algorithm requires the following
two factors of a domain solution: a genetic representation and a fitness function to eval-
uate suitability. Initial population, fitness function, selection, crossover, mutation, and
termination are phases of a genetic algorithm aiming to an optimal solution.

Sourabh Katoch et al. reviewed various advantages, disadvantages of different GAs
like Classical GA, Binary coded GAs, Real-coded GAs, Multiobjective GAs, Parallel GAs,
Chaotic GAs and Hybrid GAs [31]. They also discussed various operators used for different
GAs. Yong Wang et al. proposed a novel method for constructing S-box by transforming
it to a Traveling Salesman Problem and designed S-box based on chaos and genetic algo-
rithm [32]. Another research by Yong Wang et al. proposed a novel genetic algorithm to
construct bijective S-boxes with high nonlinearity, taking the nonlinearity of the S-box as
the optimization objective [33].

Our research focuses on improving security by creating an S-box that is dynamic using
a quantum random number generator and evolutionary computation. The KSA depends
on a proposed dynamic S-box based on quantum random bits and a genetic algorithm in
order to generate the key.

Our proposed work uses a 128-bits secret key and 128-bits from the QRNG as an initial
population and performs crossover and mutation functions to generate different values in
the S-box.

The focus of this article is to create a key-dependent dynamic S-box based on quantum
randomness and a bit shuffling method. The contributions of this work are:

e  Designing an algorithm that takes a user-defined key and quantum random bits from
a QRNG and generates a dynamic S-box using bit shuffling with genetic evolution.

e Analysing the proposed algorithm corresponding to a range of cryptographic prop-
erties, including nonlinearity, randomness, linear and differential probabilities, bit
independence criteria, and balance.

The organisation of this paper is as follows: Section 2 covers the background of AES
static S-boxes; Section 3 provides information about related work; Section 4 introduces the
design principles and proposed methodology of the proposed dynamic S-box (QuantumGS-
box); The test results and analysis are presented in Section 5, while Section 6 concludes
the paper.

2. Background

An AES static S-box [34,35] having the order (p X g) is a mapping function L = S(c),
where S = {0,1}" — {0,1}7 which is used to map p-bits input string ¢ to g-bits output
string L. The input is mapped with its multiplicative inverse in GF (2)8.
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L The first step is a nonlinear function f(c) defined as:
0,ifc=0

c)= 1

f(c) {c_l,ifc;éo @

The function f(c) maps zero to zero, and for a non-zero field element ¢, it maps the
element to its multiplicative inverse ¢! in GF(2)®

II.  The multiplicative inverse is then transformed using the following affine transformation

L = Affineg(C) + b @)

where Affineg is 8 x 8 matrix and b is a constant. Namely, for a field element C = (C7, C6,
C5,C4,C3,C2,C1, C0), L = Affineg(C) + b with

;7 1 1 11100 0] T[] [0
Le 01111100 cs 1
Ls 00111110 cs 1
Lif {00001 1 11 1) fegf [0
Ls 10001111 3 0
L, 11000111 0 0
L 11100011 a 1
L] 1 111000 1] Lled 1]

Table 1 shows an AES static S-box. Itis a 16 x 16 matrix of hexadecimal values that are
used in KSA and encryption. There are several cryptographic properties that make an AES
S-box unique, such as high nonlinearity, correlation immunity, algebraic immunity, and no
fixed points or opposite fixed points. However, because of its static nature, it is susceptible
to enhanced cryptoanalysis techniques [36,37].

Table 1. Value matrix of an AES Static S-box.

0 1 2 3 4 5 6 7 8 ) A B C D E F
63 7C 77 7B EF2 6B 6F C5 30 1 67 2B FE D7 AB 76
CA 82 9 7D FA 59 47 FO AD D4 A2 AF 9C A4 72 Co
B7 FD 93 26 36 3F F7 CcC 34 A5 E5 F1 71 D8 31 15
4 c7 23 C3 18 96 5 9A 7 12 80 E2 EB 27 B2 75
9 83 2C 1A 1B 6E 5A A0 52 3B Dé6 B3 29 E3 2F 84
53 D1 0 ED 20 FC Bl 5B 6A CB BE 39 4A 4C 58 CF
DO EF AA FB 43 4D 33 85 45 F9 2 7F 50 3C 9F A8
51 A3 40 8F 92 9D 38 F5 BC Bé6 DA 21 10 FF F3 D2
CD C 13 EC 5F 97 44 17 C4 A7 7E 3D 64 5D 19 73
60 81 4F DC 22 2A 90 88 46 EE B8 14 DE 5E B DB
EO 32 3A A 49 6 24 5C C2 D3 AC 62 91 95 E4 79
E7 C8 37 6D 8D D5 4E A9 6C 56 F4 EA 65 7A AE 8
BA 78 25 2E 1C Ab B4 Cé6 E8 DD 74 1F 4B BD 8B 8A
70 3E B5 66 48 3 F6 E 61 35 57 B9 86 C1 1D 9E
El F8 98 11 69 D9 8E 94 9B 1E 87 E9 CE 55 28 DF
8C Al 89 D BF E6 42 68 41 99 2D F BO 54 BB 16

The other part of this research study is the evolution computation with a genetic algo-
rithm. A genetic algorithm (GA) is a well-known algorithm for search-oriented optimization
inspired by biological evolution. A GA derives from the Darwinian theory of survival of
the fittest. A GA dynamically changes the search process to reach an optimal solution based
on crossover and mutation probabilities as a part of different phases of its cycle. Binary GA,
as a search-oriented optimization, dynamically searches the solution within the generations
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of the population encoded in the binary format. The fitness function is used to evaluate the
population that undergoes a crossover or mutation to find the best value.

Our proposed work uses the transformation operations of a binary GA to provide
efficient shuffling for the determination of the values of a dynamic S-box.

The initial population phase sets the foundation for the genetic algorithm by creating
a diverse set of candidate solutions. The fitness function phase evaluates the quality of each
solution, allowing the algorithm to prioritize the fittest individuals. The selection phase
determines which individuals will be chosen as parents for reproduction, promoting the
propagation of desirable traits. The crossover phase combines the genetic information of
selected parents to create offspring with potentially improved characteristics. The mutation
phase introduces small random changes to the offspring, ensuring the exploration of new
solutions. Finally, the termination phase stops the algorithm once a satisfactory solution is
found, or a predefined number of generations is reached.

3. Related Work

During the past two decades, cryptosystem designers have become increasingly con-
cerned with designing key-dependent S-box methods with random properties. Various
cryptoanalysis techniques, such as differential, linear, meet-in-the-middle, key recovery,
and shortcut attacks, require dynamic methods and randomly generated substitution cryp-
tosystems. As such, a strong emphasis has been placed on developing and implementing
key-dependent S-box methods with random properties resistant to various cryptoanalysis
techniques. Julia Juremi et al. surveyed many dynamic S-boxes focusing on framing the
technology for generating them and creating them dynamically to increase cryptographic
strengths and resist different attacks significantly [38].

Various methodologies for constructing dynamic S-boxes have been proposed, includ-
ing pseudo random number generators (PRNGs) and true random number generators
(TRNGs) with specific considerations, Chaos-based, algebraic, and optimization techniques.

Mangal Deep Gupta et al. proposed an architecture for reconfigurable PRNG designed
using Verilog HDL, synthesized on the Xilinx tool using the Virtex-5 (XC5VLX50T) and
Zynq (XC7Z045) FPGA [39]. Utilizing these PRNGs, they design two 16 x 16 substitution
boxes (S boxes). The proposed S-boxes fulfil the cryptographic criteria such as Bijective,
Balanced, Nonlinearity, Dynamic Distance, Strict Avalanche Criterion (SAC), and BIC
nonlinearity criterion. They enhanced the security for image encryption by using these two
S-boxes in terms of various parameters of image encryption like key space, information
entropy, number of pixels change rate (NPCR), unified average changing intensity (UACI),
and image encryption quantitatively in terms of (mean-squared error (MSE), structural
similarity index (SSIM) and peak signal-to-noise ratio (PSNR)). Mengdi Zhao et al. a non-
degenerate 2D enhanced quadratic map (2D-EQM) that exhibits ergodicity and randomness.
In addition, they used it to generate affine transformation matrices and constants for seeding
S-boxes based on affine transformation matrices [40]. They generated a number of keyed
strong S-boxes with high nonlinearity.

Researchers have also used irreducible polynomials, additive constants, and static
lookup tables [41] to make a dynamic S-box. Alamsyah et al. proposed a combination of an
irreducible polynomial (irreducible polynomials) and an affine matrix (a Boolean operation
XOR for each affine matrix element of the AES S-box) [42]. Several high-quality S-boxes
with corresponding cryptographic properties are built from the combination of the results
of these modifications. Using dynamic S-boxes and shift rows to simplify the encryption
process also increased the encryption strength of the AES cipher [43]. Manjula G. et al.
proposed that the modified S-boxes are dynamic, random, and key-dependent, adding
to the algorithm’s complexity and making cracking them more challenging [44]. Praveen
et al. proposed a dynamic key-dependent S-box that relies on affine transformations
with irreducible polynomials and affine constants [45]. Grasha Jacob et al. developed an
S-box that can be generated dynamically based on the sub-byte transformation used in

cryptography [46].
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Chaos-based dynamic S-boxes are also of interest to many researchers. Alaa F. Kadhim
et al. used shifting, chaotic theory (1D, 2D logistic maps), and particle swarm algorithms
to generate a dynamic S-box based on the input key [17]. The system provides enhanced
cryptographic properties. The authors of another study proposed an uncorrelated S-box
element for generating an S-box that meets cryptographic criteria like bijection, nonlinearity,
strict avalanche, output bit independence, equiprobable input/output XOR distribution,
and maximum expected linear probability computed on typical chaos-based schemes
without taking into account the lag time of a chaotic series [47]. Muhammad et al. report
a new chaos-based affine transformation generation method that uses rotational matrices
to generate key-based S-boxes [48].

Researchers also focus on genetic algorithms for creating dynamic S-boxes that lead to
secure symmetric cryptosystems. Aguirre et al. proposed high nonlinearity by using the
multi-objective evolutionary approach to evolve Boolean functions [49]. Stjepan Picek et al.
experimented with a genetic algorithm and programming by modifying the mutation opera-
tor and initialization process to search Boolean functions with cryptographic properties [50].
Anand Kumar et al. proposed a robust S-box design with a hybrid approach of GA and
Particle Swarm Optimization (PSO) [51]. Their performance evaluation is better regarding
nonlinearity, strict avalanche effects, bits distribution, and bijectivity. By employing a GA
in SP boxes and implementing a nonlinear neural network in the SP network, Kalaisel et al.
proposed a redesigned, enhanced AES cryptosystem that increases security against timing
attacks and reduces computation time. In order to reduce the probability of the algorithm
being impervious to future dialects, Alaa F. Haitham et al. used the chaotic function to
generate an initial random sequence of bits and the quantum crossover to provide a new
and improved substitution box with increased nonlinearity [52].

Researchers focused on creating dynamic S-boxes; however, generating dynamicity
using quantum randomness and a user key and creating a dynamic S-box while retaining
the box’s cryptographic properties is still an unexplored of research.

Our proposed substitution method contributes to existing knowledge by enhancing
security of symmetric cryptosystems in HSN by generating the values of S-box at the time
of execution from the secret key and (QRNG).

4. QuantumGS-Box—High-Speed Cloud-Based Storage Encryption with GA-Based
Key Optimisation

The proposed method of generating a dynamic S-box includes a QRNG and bit shuf-
fling based on the operations of a genetic algorithm to make the mathematical calculation
simple while at the same time ensuring that the values generated by this method are highly
secure. The proposed QuantumGS-box values are generated dynamically with the user
defined key and quantum random number generated bits. The design principle is discussed
first, followed by the proposed methodology.

4.1. The Design Principle

The design principle of the proposed work uses algebraic techniques, quantum ran-
domness, and optimization techniques to generate a dynamic, highly secure S-box. There
are a variety of cryptographic properties associated with a highly secure S-box. These prop-
erties include nonlinearity, balance, correlation immunity, algebraic degree, and differential
and linear approximation probabilities. A diagram illustrating the design principles is
shown in Figure 4.

The random number generators (RNGs)-based S-box effectively affects the randomness
of bits in the S-box. Pseudo-random number generator (PRNG) [39] and true random
number generator (TRNG) [13] based S-boxes are proposed by some researchers in order to
enhance the cryptographic properties. However, QRNG [53] ensures high entropy using
quantum states of light. Quantis [22], a QRNG developed by IDQ, generates random num-
bers using a quantum process [54,55]. The device allows live verification of its operation
and provides the highest level of entropy without requiring a post-processing function
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to increase its entropy rate. QRNGs [23] are considered superior to traditional random
number generators, as their source of randomness is invulnerable to environmental pertur-
bations such as temperature, voltage, or current and are provably secure random number
generators [28,56].

A
(OT.QR,AT)
«—— Algebraic Techniques - AT (0,0,AT)
Quantum Randomness - QR
<«—— Optimization Techniques - OT
(0,0,0) >

(OT.0.0)

Figure 4. Design principle of the proposed work.

Algebraic methods are used to achieve various cryptographic properties in generating
the S-box. However, with the advancement of cryptanalysis [57,58] over the last few years,
these methods are becoming more vulnerable to exploitation.

Another important criterion in the design of S-box dynamic bits is the speed at which
the bits are generated. There needs to be an increase in the speed at which the S-box
is constructed to make it more difficult to access the bits in the S-box. Dynamic S-boxes
comprise the basis for generating the key and encrypting the data using that key. The higher
speed of generating dynamic S-box values also contributes to the high-speed encryption of
the data. Increasing the generation speed of dynamic S-box values reduces encryption time
and data travel time on communication channels and data storage facilities.

The last criterion is the optimal values based on all three above-mentioned criteria,
which can be achieved through evolutionary computation (EC). There are various stud-
ies [59-61] by researchers who created dynamic S-boxes based on EC and optimized the
most effective solution for creating S-box values.

4.2. Proposed Methodology

Figure 5 shows the dynamic proposed S-box, called QuantumGS-box, for KSA and
for a cloud-based storage encryption. The figure shows the encryption with the new
QuantumGS-box. The QuantumGS-box is a 16 X 16 matrix consisting of dynamic bits. The
user will generate the key with KSA along with S-box and encrypt the information. Alice is
both sender and receiver in this scenario, who encrypts the data before sending it to the
high-speed network and decrypt it once it receives back.

The QuantumGS-box provides a matrix of substitution values based on a QRNG
and a user defined key for KSA and encrypting the data. Alice will send the encrypted
information over a communication channel to the cloud. The encrypted format makes
the data secure before traveling through various HSN nodes. This ensures that the data
is protected from Eve, a potential malicious attacker, who could attempt to intercept the
data while in transit. The encrypted data is stored on multiple servers depending on their
cloud application. The same encrypted data travels back over the network when Alice
wants to access the data. Overall, this process ensures that Alice’s data remains secure and
confidential during data transmission to the cloud.
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Figure 5. Proposed QuantumGS-box in cloud-based storage encryption through high-speed network.

4.2.1. Step by Step Procedure and Algorithm to Generate QuantumGS-Box

This section illustrates the mathematical calculation and the bit shuffling based on the
operations of a genetic algorithm (GA) of the proposed method to generate dynamic S-box
values. The step-by-step operation of the proposed method is shown with a control-flow
diagram in Figure 6.

The flowchart starts with taking a user key from the user and then random bits from
QRNG. The genetic algorithm will be processed with initial population, the generation and
generating the chromosomes. A fitness function is used to select the best chromosomes in
order to find the index to generate the values of QuantumGS-box.

Step1 (S1): Initially, the user inputs a 16-character key, denoted as UKey

Step2 (S2): The QRNG generates the 128 quantum random bits, denoted as QRN G(128)

Step3 (S3): The user key UKey is converted into bits and denoted as Key,,

Step4 (S4): Initial Population generation ( P;,;;)

QRNG(128)—Quantum random bits from QRNG (128 bits)
Key, —User defined key (128 bits)

P =P U(QRNG(128) & Key,) 3)

Step5 (S85): This step calls the genetic algorithm with the function name optimize_GA
and a parameter initial population (P,,;), calculated at S4. Algorithm 1 shows the pseudo-
code of the proposed algorithm for optimize_GA. Section 4.2.2 focuses on the optimize_GA.
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S1 / UKey = input_16Char_key() /
S2 QRNG, = quant_random(128)
S3 K = convert_to_128bit_binary_key(UKey)
sS4 I Pinit = QRNG, & K, I
S5 I QuantumGSbox = optimize_GA(Pinit) I
S6 I Vm,n € QuantumGSBoz|[ ][] I
1
No
D1 QuantumGSbox[m|[n] = L
Yes

L 4
S7 QRNG, = quant_random(255)
S8 weight = QRNG, ® K,

do-while
D2 weight € QuantumGSBoz
A weight > 256

S9 QuantumGSBoz[s| = weight

1

Figure 6. Flowchart of the proposed QuantumGS-box.
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Step 6 (S6): This step checks each element in the QGSbox with row m and column n.
The decision depends on the positions that have NaN (L) as their value.

The following steps will calculate the weight of that positions, where there is a NaN
(Not a Number) in the QGSbox. If there is no NaN, then this will proceed to stop.

Step 7 (S7) to Step 9 (S9): These steps will continue till QGSbox has NaN (L).

The quantum random number bits will be generated from QRNG and as QRN G(255)

The value of temporary weight denoted as weight is calculated by using a XOR
function on the quantum random bits and user-defined key bits.

weight = QRNG(255) @ Key, 4)

The next block will check if the value for weight has already been stored in QGSbox,
and greater than 256. If it is, the value will be regenerated; if it does not, the value will be
stored in the QGSbox.

When the algorithm reaches the stop, then all QGSbox values have been calculated and
the algorithm terminates. Algorithm 2 shows the pseudo-code of the proposed algorithm.

Algorithm 1: Algorithm optimize_GA(P,,;,): Calculate positions for weights of QuantumGS-box

INPUT: Py, //initial population (with PSIZEchromosomes)

ap0 401 - AoF
a1 411 - A1F )

SShox = . . ) .| //static S-Box
aro A4r1 - AfF

RMAX//max number of S-Box weights to replace: 10 < RMAX < 250

OUTPUT: QGSboxyy,,/ /interim QuantumGS-box

1 begin:

2 Pimp = Pyjp  //initialize current population with initial population

3 QGSboxyy, = SSbox  //initialize output QuantumGS-box

4 for gen_cntis1to RMAX  //iterate RMAXtimes

5 Crittest = argmaxfitness_GA(C)//chromosome with max fitness value
Ce Puy

6 i= Cfittest[60]' j= Cfittest [61], k= Cfittest[62]' I= Cfittest[63}

7 P = Cittest[124], 7 = Crintest[125], 7= Crintest[126], s = Ciptes[127]

8 x = bin_to_hex(i,j,k,1) //i-2°>+j- 22 + k-2 +1.20

9 y = bin_to_hex(p,q,v,8) //p-2°+q-22+r-2! +5.20

10 QGSboxyy,[x][y] = L

11 QGSboxyyyly]x] = L

12 Pyyp = mutate(crossover (Pynp) )//population of next generation

13 return. QuantumGSboxyy,,

14 end

Algorithm 2: Algorithm to generate QuantumGS-box

INPUT: UKey //16-character textual key provided by user
ap0 401 - A0F
a1 411 - 41F
OUTPUT: QGSbox = . . ) . //QuantumGS-box
arp 4r1 - A4rf
1 begin:
2 Ky, = convert_to_128bit_binary_key(UKey)
3 Py =9 / /initial population
4 Vie {1...PSIZE}. P =P U(QRNG(128) @ Key,,) //fill initial population
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5 QGSbox = optimize_GA ( Pyy;t)

6 Vm,n € QGSBox[][]

7 If QGSbox[m][n] = L

8 do

9 | weight = QRNG(255) @ Key,
10 while weight € QGSBox A weight > 256
11 QGSbox[s] = weight

12 end

Note: | —Not a Number (NaN).

4.2.2. Algorithm optimize_GA(P ;)

Algorithm 1 shows the steps to calculate the positions for weights of QGSbox.

This step will continue to execute from generation 1 to RMAX. RMAX is used to
define the upper limit of the generation of the genetic algorithm.

In a population of chromosomes, fitness_GA(C) computes the fitness of each chro-
mosome. The fitness value that is highest across all chromosomes will be considered the
most appropriate and its chromosome is denoted as Cgiyess- Algorithms 3 and 4 focuses on
fitness_GA(C) and how to calculate each fitness value.

This highest value chromosome Cpiy,st tells the positions for the weights of QGSbox.
We have chosen four middle bits and four most significant bits to calculate the row and
column index. The index positions 41 and a, represent row and column positions. For
example, the 60, 61, 62 and 63 bits of C;yes; are 0110 and 124, 125, 127 and 128 bits are 0100,
so the a; = 0110 in binary and a4; = 6 in hexadecimal. Similarly, a; = 0100 and a; = 4.

These positions in QGSbox as QGSbox [4][6] and QGSbox [6][4] will now have NaN.

The next step will calculate the next population (P

tmp) using crossover and mutation

for the next iteration of the generation.

Crossover: crossover (Pimp)

We are using the crossover operation of a GA [62]. The chromosomes of each gener-
ation are combined with via the crossover function to produce the chromosomes of the
next generation. A one-point crossover mechanism has been used. In order to create a new
offspring, a crossover point is chosen at random and the tails of (C; and C;) are swapped
to create a new offspring. The crossover chromosome is calculated as follows:

crossover (Pynp) = f (Ponp) (5)

where:

crossover (Ptmp)—Population chromosome after crossover

n—a random number crossover point derived from the QRNG

Algorithm 3 shows the crossover(Ptmp) function to calculate the crossover for the
current population. Algorithm 4 crossoverc(Cy, C2) shows the 1-point crossover with
a quantum random number.

Algorithm 3: Algorithm crossover (Pyyp) : Calculate crossover for the current population
INPUT: Py //initial population (with PS1ZEchromosomes)
OUTPUT: Pyer / /interim population for crossover

1 begin:

2 Puew = @ //initialize new population

3 while (Ptmp + @)

4 Cq,C = remove(Ptmp) //Two chromosomes from current population
5 Pyew = Prew U crossoverc(Cy, Ca)

6 return Ppey

7 end
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Algorithm 4: Algorithm crossoverc(Cy, Cy) : Calculate 1-point crossover.

INPUT: Cq1, Cp//two chromosomes from the current population
OUTPUT: C} , C,//new crossover chromosonies

1 begin:

2 p = QRNG(0...127)//a quantum random number from QRNG within the range
3 C:l:Cl[O...(pfl)]+C2[(p)...127]

4 2:C2[0(p*1)]+cl[(p)127]

5 return (Cj, C5)

6

Mutation: mutate (Pymp)

We are using the mutation operation of a GA [62]. In the GA, mutations can be used
to maintain diversity among the chromosomes in a population. A mutation has not been
incorporated into the population as a whole, it is measured by a mutation probability
that is assigned to each individual according to their fitness value. A random number
is generated between 0 and 1 and the mutation probability (k) of our proposed work is
0.95 (see (5)). If the random number is greater than the (k) probability, the values will be
generated by QRNG.

The mutation chromosome is calculated as follows:

mutate_c(C) = {QRNG(DS)’QV”(O’U >k| k=095 ”

C,otherwise

where:
mutate_c(C)—Population chromosome after mutation
C—Chromosome of initial population (Pj;;)
Qrn (11, n3)—a random number from QRNG within the range ny < Q,,,(11,12) < 1y
The process will proceed to RMAX generation and the population for the next iteration
will be as follows:
Piyp = mutate(crossover (Pynp)) (7)

Algorithm 5 shows the mutate_c(C) function to calculate the mutation for the cur-
rent population.

Algorithm 5: Algorithm mutate_c(Piyp) : Calculate mutation for the current population.

INPUT: Py / /initial population (with PS1ZEchromosomes)

OUTPUT: Pyey/ /interim population for mutation

1 begin:

2 Puew =@ //initialize new population

3 while (Pimp # @)

4 C = remove(Pynp)  //chromosome from current population
5 Puew = Prewy Umutatec (C)

6 return Ppew

7 end

4.2.3. Algorithm fitness_GA(C)

Algorithm 6 shows pseudo-code of the proposed algorithm for fitness_GA(C) and
the calculation of each of the chromosomes fitness value.
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Algorithm 6: Algorithm fitness_GA(C): Calculate fitness value for a given chromosome
(128-bit sequence).
INPUT: C //chromosome (128-bit sequence)
OUTPUT: Fitness //fitness value
1  begin:
2 R=C[0...63] //least significant 64 bits of C
3 L=Cl64...127) //most significant 64 bits of C
4 Hyiss = Hamming_distance(R , L)
5 JW gist = Jaro_Winkler_distance (R, L)
6 Lgiss = Levenshtein_distance (R, L)
7 Fitness = Hyjst + JWist + Laist
8 return Fitness
9 end
The current chromosome splits into two parts.
Chromosome: (Split the C into two halves R and L)
R=CJ0...63] 8
L=Cl64...127] )

Different distance values will be calculated using these two parts, leading to the fitness
value, Fitness. The highest fitness value is the optimum to optimize chromosomes.

4.2 4. Calculation of Distance Values: Hjst, JIW gist, Ldist

Fitness calculates the fitness function for the QuantumGS-box as follows:
Fitness = (Hgjst + JW gist + Laist) (10)

where:
Hji—Hamming Distance between R and L: Hy;g; (R, L)
JW 4;ss—Jaro-Winkler Distance between R and L: JW ;. (R, L)
Liss —Levenshtein Distance between R and L: Ly (R, L)

Hamming Distance (Hgjst)

Hgist(BS1, BS2), the hamming distance [63] between two bit sequences BS; and BS;
is calculated as the number of bit positions BSy j in BS; that are different to those BS, j in
BS,, divided by the chromosome length:

BSy; | BSy;#BSy:A(0<]<Ilen(BSy))
Hdist(lerBSZ) = | { / ‘ ! l@n(]le) } |

(11)

Jaro-Winkler Distance (JW giq¢)

The first step in calculating JW st (BS1 , BS2), the Jaro-Winkler Distance between BS;
and BS;, is to obtain the Jaro similarity JS(BS; , BS;), score between BS; and BS,.

The JS(BS1, BS) score is 0 if the strings do not match at all, and 1 if they are an exact
match. JS is calculated as follows:

0ifm=0
JS(BS;, BS;) = l< m m m—t
3

) e 12
,otnerwise
|le| |B52| m

where:
|BS;|—is the length of the bitstring BS;
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m—the number of matching bits

t—the number of transpositions

The Jaro-Winkler similarity (JWS) uses a con for a more specific similarity with
a defined length len and is calculated as follows:

]WS(BSl, BSz) = ]S(le, BSz) + len x C01’l(1 — ]S(le, BSz)) (13)

where:

JS is the Jaro similarity between bitstring; BS; and BS;

len—the length of common prefix at the start of the string with up to a maximum of
4 characters

The final JW 4, is

JW 4ist(BS1, BSp) =1 — JWS(BSy, BS;) (14)

Levenshtein Distance (L dist)

The Levenshtein distance Ly;; (BS1, BSy) between two bitstring BS; and BS; is
calculated as follows:

|BS,| if |BSz| =0,
BS,| if [BS ] =0,
' _J Lyist(tail(BSy), tail(BS,)) if BS1[0] = BS;[0],
Laist (BS1, BS2) = Lyist (tail(BS1), BSy) (13)
1+ min Lyist(BS, tail (BS;) Otherwise

Ldl-st(tail(le), tﬂll(BS 2))

The proposed algorithm generates different QuantumGS-boxes based on different
generations and keys. Table 2 shows the QuantumGS-box using the 75th generation of the
GA and the user defined key—*“The QuantumGS-box”.

Table 2. QuantumGS-box generated using the 75-th generation of the GA.

0
1
)
()
7
| s |
9
A
| B |
C
D)

63 7C 77 7B EF2 6B 6F C5 30 1 67 2B FE D7 AB 25
CA 82 C9 7D FA 59 47 FO AD D4 A2 AF 9C A4 F6 Co
B7 FD 93 26 36 3F F7 CcC 34 A5 E5 F1 D9 8D 31 15
4 c7 23 C3 18 96 5 9A 7 12 80 E2 EB 27 B2 75
9 83 2C 1A 1B 6E 5A A0 52 3B D6 72 29 E3 2F 8A
53 D1 1D ED 20 FC Bl 5B 6A CB BE 39 4A 4C 58 CF
DO EF AA FB 43 4D 33 85 45 F9 2 7F 50 B3 9F 42
51 A3 40 8F 92 9D 38 F5 BC B6 DA 21 10 FF F3 D2
CD C 13 EC 5F 97 44 17 C4 A7 7E 3D 64 5D 19 73
60 81 4F DC 22 2A 90 88 46 EE B8 14 DE 5E B DB
EO 32 3A A 49 6 24 5C C2 D3 AC 62 91 95 E4 79
E7 C8 37 6D 84 D5 4E A9 6C 56 F4 EA 65 7A AE 8
BA 78 F8 2E 1C Ab B4 Cé6 E8 DD 74 1F 4B BD 8B 3C
70 3E B5 66 48 3 D8 E 61 35 57 B9 86 C1 BO 9E
El BF 98 11 69 76 8E 94 9B 1E 87 E9 CE 8C 28 DF
A8 Al 89 D 71 E6 55 68 41 99 2D F 0 54 BB 16

5. Result Analysis

Results are drawn from the strength of S-box parameters such as nonlinearity, bit-
independence, avalanche properties including differential and linear approximation anal-
ysis. There are several tools to evaluate the performance analysis of cryptographic prop-
erties of S-box. The most common tools are MATLAB, Sage [64], SET [65] and the S-
BOX performance analysis [66] tool. We evaluated our results using SET and the S-BOX
performance tool.
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SET-UP experiments and Tools

Hardware: Quantis [29]—A USB-based Quantum random number generators de-
veloped by IDQ Its general specifications include—Random bit rate 1:4 Mbit/s + 10%
(Quantis-USB-4M), Thermal noise contribution: <1% (Fraction of random bits arising from
thermal noise), Storage temperature: —25 to + 85 °C, USB specification 2.0 and Power Via
USB port

Computer—Processor: Intel(R) Core(TM) i7-1065G7 CPU @ 1.30GHz 1.50 GHz, RAM:
8.00 GB, System type: 64-bit operating system, x64-based processor

Software: Java—Netbeans with JDK 1.8.0

S-box Testing Tools: SET [65] and S-BOX performance analysis [66]

5.1. Bijectivity Property

An S-box of n x n size is said to be bijective if it has all possible output values from
interval [0,2""1]. If fi(1 < i < n)isaBoolean function of an S-box [67], it satisfies

wt(Zle a; ﬁ) —on-1 (16)

where a; € {0,1}, (a1a2...a,) # (0,0...0) and wt(x) is the hamming weight, which
indicates the number of 1’s in a given vector. f; is to be balanced between 0 and 1. The
proposed QuantumGS-box generates the n x n matrix of unique values, as shown in
Table 2.

5.2. Non-Linearity

An S-box is strong if it uses a Boolean function with a high non-linearity value. The
non-linearity [68] N [ of a Boolean function f(x) is

Ny =21 (1 - 2’”max‘WSf(w)D (17)
where WS¢ (w), the Walsh spectrum of function f is defined as

WS (@) = Yo (-1 (18)

where, x-w represents the dot-product of x and w

Table 3 shows the nonlinearity of different S-boxes generated by different generations.
The speed illustrates the time taken to generate the dynamic S-box bits based on the
related generations.

Table 3. Nonlinearity of the QuantumGS-box with three different generation and their genera-

tion time.
Generation 50, Time: 3.238 s
Nonlinearity 108 110 112 112 112 110 110 110
Generation 75, Time: 4.560 s
Nonlinearity 106 108 108 110 108 110 110 110
Generation 100, Time: 4.874 s
Nonlinearity 112 108 108 108 108 108 108 110

Table 4 presents a comprehensive comparison of our proposed S-box security anal-
ysis of nonlinearity. The sample of QuantumGS-box (75th generation), generated by the
proposed method is compared with relevant dynamic S-boxes published in the last few
years in different category. In the proposed work, we achieve a 110 as the maximum value
of nonlinearity with an average of 108.75. Figure 7 shows the graphical representation of
nonlinearity comparisons.
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Table 4. Comparison of QuantumGS-box with different research studies in terms of nonlinearity.

Non-Linearity

Design Methodology Ref.
Min Max Avg
[69] 106 108 107
[70] 106 108 107.25
Algebraic [71] 104 108 106.8
[72] 102 111 106.5
[8] 106 110 107.75
[73] 106 108 106.5
[74] 108 110 109.5
[75] 104 110 106.3
Chaos Based Design 76l 108 112 10925
[77] 100 106 104
[78] 100 110 103.8
[79] 100 108 105
[13] 99 108 103.5
Others [80] 102 110 106.5
[59] 102 110 107
QuantumGS-box 75 Gen this work 106 110 108.75
Nonlinearity
Gao, W (2020)
Ibrahim, S (2021)
'§ Ejaz, A 202]) —
;‘;" Zahid, A.H, (2019) e
Attaullah (2018) e
Zahid, AH (2019
- Liu, H (2020) e—
o0
'z Belazi, A (2017) ———————
% Wang, X (2020) m—
= Ahmad, M (2018)
g Lu, Q 2019) e
U Alzaidi, AA (2018)  ——————————
. Khan, M.F (2022) —
S Soto, R (202]) e
© Abd-El-Atty, B (2023)  m——
this work
97 99 101 103 105 107 109 111 113

Nonlinearity Avg ~ M Nonlinearity Max M Nonlinearity Min

Figure 7. Comparison of QuantumGS-box(this work) with different research studies in terms
of nonlinearity. Zahid, A.H (2019)—[69]; Attaullah (2018)—[70]; Zahid, A.H, (2019)—[71];
Ejaz, A (2021)—[72]; Ibrahim, S (2021)—[8]; Gao, W (2020)—[73]; Al-zaidi, A.A (2018)—[74];
Lu, Q (2019)—[75]; Ahmad, M (2018)—[76]; Wang, X (2020)—[77]; Belazi, A (2017)—[78]; Liu, H
(2020)—([79]; Khan, M.F (2022)—[13]; Soto, R (2021)—[80]; Abd-El-Atty, B (2023)—[59].
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5.3. Bit-Independence Criteria—Strict Avalanche Criteria (BIC-SAC)

Bit-Independence Criteria (BIC) tests measure the correlation between each pair of output
bits when one input bit changes in response to the change in the output bit. In this test, the
diagonal values are excluded from the output matrix of n x n dimensions.

If a Boolean function satisfies the Strict Avalanche Criteria (SAC) [46], half of the output
bits should change when there is a change in a bit. Any change in the input vector will
significantly change the output vector with a probability of %. Table 5 shows the BIC-
SAC values of the proposed QuantumGS-box. The maximum, minimum and average SAC
values for the QuantumGS-box are equal to 0.525391, 0.46875, and 0.497070 correspondingly.
Based on the results, the proposed QuantumGS-box fulfils the SAC property as the average
value for the QuantumGS-box is equal to the desired value of SAC (0.5).

Table 5. BIC-SAC of QuantumGS-box.

0 0.511719 0.503906 0.525391 0.513672 0.486328 0.46875 0.509766
0.511719 0 0.511719 0.496094 0.498047 0.507813 0.507813 0.515625
0.503906 0.511719 0 0.527344 0.501953 0.507813 0.486328 0.505859
0.525391 0.496094 0.527344 0 0.519531 0.517578 0.503906 0.503906
0.513672 0.498047 0.501953 0.519531 0 0.519531 0.515625 0.5
0.486328 0.507813 0.507813 0.517578 0.519531 0 0.509766 0.488281

0.46875 0.507813 0.486328 0.503906 0.515625 0.509766 0 0.517578
0.509766 0.515625 0.505859 0.503906 0.5 0.488281 0.517578 0

5.4. Linear Approximation Probability (LAP)

The LAP assesses the security of S-boxes against linear cryptanalysis. An S-box
provides diffusion and confusion of bits through linear mappings between inputs and
outputs. The LAP of an event determines a maximum imbalance [48,65].

LAP = max [MELGRER) A Gope =504 )] _ 1 )
Pxgx 70 2 2

where:
px and gy are the input and output values respectively and R = {1,2,3,4,... ,255}
A small linear probability in an S-box makes the box very resistant to linear crypt-
analysis. In our proposed work, we achieve a LAP value of 0.1015. Table 6 compares
the maximum LP of different researchers with the proposed work. Figure 8 shows the
graphical representation of the comparison data.

Table 6. Comparison of QuantumGS-box with different research studies in terms of LAP.

Design Methodology Ref. Linear Approximation Probability (LAP)
[69] 0.1560
[70] 0.1094
Algebraic [71] 0-1400
[72] 0.1090
[8] 0.1172

[73] 0.1250
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Algebraic

Chaos Based Design

Others

Table 6. Cont.

Design Methodology Ref. Linear Approximation Probability (LAP)
[74] 0.1328
[75] 0.1250
[76] 0.1250
[77] 0.1328
[
[
[
[

Chaos Based Design

78] 0.1250
79] 0.1250
13] 0.1406
80] 0.1484
[59] 0.1172
QuantumGS-box 75 Gen this work 0.1015

Others

Linear Approximation Probability (LAP)

Zahid, A.H (2019) 1 —— (). 56
Attaullah (2018) 0.1094
Zahid, A.H, (2019) 0.14
Ejaz, A (2021) s 0.109
Ibrahim, S (2021) e ()] 172
Gao, W (2020) e () 125
Alzaidi, A.A (2018) o —— (). 328
Lu, Q (2019) e ().125
Ahmad, M (2018) 0.125
Wang, X (2020) e ().1328
Belazi, A (2017) e —— () |25
Liu, H (2020) o — (). {25
Khan, MLF (2022) . (). 1406
Soto, R (20271 s —— (). 1484
Abd-El-Atty, B (2023) e (),1172
this work TS ().]015625

0 0.02 0.04 0.06 0.08 0.1 0.12 0.14 0.16 0.18

Figure 8. Comparison of the QuantumGS-box with different research studies in terms of LAP.
Zahid, A.H (2019)—[69]; Attaullah (2018)—[70]; Zahid, A.H, (2019)—[71]; Ejaz, A (2021)—[72];
Ibrahim, S (2021)—[8]; Gao, W (2020)—([73]; Alzaidi, A.A (2018)—[74]; Lu, Q (2019)—([75];
Ahmad, M (2018)—[76]; Wang, X (2020)—[77]; Belazi, A (2017)—[78]; Liu, H (2020)—[79]; Khan,
M.F (2022)—[13]; Soto, R (2021)—[80]; Abd-El-Atty, B (2023)—[59].

5.5. Differential Approximation Probability (DP)

An effective way to assess S-box resistance to differential attacks is to use the differen-
tial approximation probability (DP) [48,81]. DP indicates the probability that a particular
change in output bits will occur due to a change in input bits.

The DP is calculated as follows

rl e X) 1 (SISO =0} g

DP(Ax — Ay) = (
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where

x represents the set of all possible input values, 2n is a total number of all the elements
in the S-box with a small differential value is strongly resistant to differential cryptoanalysis.
In our proposed work, we achieve a DAP value of 0.03125.

5.6. Balanced Output

An S-box with n input bits and m output bits, m < n, is balanced if each output occurs
2n—m times. For the S-box to be balanced [46], it should have the same number of 0’s and
1’s. The result from the SET [65] tool assessed that the QuantumGS-box is balanced.

6. Conclusions

Our research concludes that the quantum random number-based genetic algorithm
can generate dynamic QuantamGS-boxes with different random S-box values at different
arbitrary positions for cloud-based storage. The dynamic feature of the algorithm based on
bit-shuffling with the operations of a genetic algorithm also makes it more resilient to mod-
ern cryptographic attacks. In our proposed work, we achieve the lowest LAP value when
compared to other researches. QuantumGS-boxes generated by the proposed algorithm
assures nonlinear. The QuantumGS-box also has low differential and linear approximation
properties in addition to satisfying bijectivity cryptography properties, making it resistant
to differential and linear attacks. Low differential and linear approximation properties
makes guessing the algorithm’s output from its inputs difficult and resistant to attacks that
seek to exploit patterns in the input or output of the cryptographic system. Our proposed
QuantumGS-box ensures that cloud-based storage over will be more resilient to various
cryptographic attacks.

The future work of this research focuses on the proposed QuantumGSbox for the
LoRaWAN IoT security symmetric algorithm and can be used to enhance the IoT security.
LoRaWAN is a low-power wide-area network that connects devices with long-range
communication over a low bit rate. This protocol is widely used in IoT communication.
The encryption process of the LoRaWAN using the QuantumGS-box encrypts the user’s
data. The user sends the encrypted data over the high-speed network on IoT cloud storage
and receives the same encrypted data.
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