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ABSTRACT

This work analyses policies related to the Problematic Usage of the Internet (PUI) and its relationships to
adolescent mental health across the United Kingdom, France, Germany, Italy, Australia, Canada, the United
States, and New Zealand. Using a policy path dependency framework, national legislation was examined to assess
relationships with PUL The study maps policy by reviewing governmental legislation and databases, analysing
them on macro (societal), meso (market/intermediary organisations), and micro (citizen rights, duties, and
protection) levels. It explores legal instruments related to PUI, including data protection, cybersecurity, content
regulation, and harassment, offering both historical and comparative analyses across the eight countries. Find-
ings indicate that while several countries have policies indirectly regulating PUI, significant legislative gaps
persist relating to adolescent mental health. Most policies address broader internet concerns without specifically
targeting PUI or its effects on mental health. Overall, the analysis highlights the need for more targeted public
health policies to address the root causes of PUI, advocating for tailored interventions focused on adolescent

well-being.

1. Introduction

The advancement of digital technologies has significantly reshaped
daily human interactions, offering both considerable benefits and sub-
stantial challenges [1]. Adolescents, who heavily use digital media, may
be particularly vulnerable to both its positive and negative impacts.
Problematic Usage of the Internet (PUI) encompasses a spectrum of
maladaptive online behaviours, including excessive video gaming,
shopping, gambling and use of pornography and social media, which are
associated with detrimental health features such as functional impair-
ment, mental health issues, and physical health problems [2,3].
Nevertheless, there is little consistency regarding the terminology used
in research, and PUI is commonly also referred to as internet addiction
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or compulsive internet use, for example [4]. Due to its far-reaching
impact on health and well-being, the concept of PUI has been increas-
ingly accepted and will therefore also be used in this study [2].

Over the past decade, the public health implications of PUI have
garnered increasing attention, particularly concerning vulnerable pop-
ulations such as adolescents [5]. A key concern is the rise of harmful and
constantly evolving unregulated social media trends that promote risky
behaviours, such as misleading inspirative contents which promote the
pursuit of unrealistic body ideals through unhealthy lifestyle habits and
engagement in potentially harmful practices [6]. These trends, often
fuelled by algorithm-driven content amplification, have been associated
with body image dissatisfaction, eating disorders, and use of substance
to boost appearance and performance, exacerbating risks associated
with PUI [7]. Current estimates show that approximately 25% of the
global population is affected by some degree of PUI, with the issue being
more widespread in low and lower-middle-income countries [8].
Beyond the individual-level effects, the proliferation of PUI raises
broader societal concerns, including economic costs and political ram-
ifications [5,9,10].

From a social justice perspective, PUI could be analysed through the
lens of social, digital, economic, and commercial determinants of health
inequity. Under this approach, PUI presents a dynamic vector of
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engagement that includes the digital sphere, social influence, and indi-
vidual (algorithm-driven) behaviour, which together create a complex
and risky digital landscape. This interconnected structure not only im-
merses individuals in vast digital networks, but also subjects them to
advanced algorithmic systems, potentially triggering certain types of
social interactions, amplifying influences of the digital world in today's
society and affecting people's daily lives and well-being.

Adolescents, among other groups, are particularly vulnerable to PUI
due to their deep engagement with the digital world [11] and their
neurodevelopmental stage characterised by substantial physical,
emotional, and social changes, increased susceptibility to addictive be-
haviours, and heightened sensitivity to peer influences [12-14]. These
factors amplify their risk of experiencing a range of mental health issues,
including addictions, eating and body dysmorphic disorders [1,5,15].
Additionally, reports indicate that commercial priorities of technology
companies often prioritise engagement of individuals and profit over
individuals' well-being, exacerbating concerns [5,16,17]. In response to
this growing issue, the European Problematic Use of the Internet (EU-
PUI) Research Network was established to define research priorities,
policy objectives, and diagnostic criteria for PUI [2,18]. In this line, in
2019 the World Health Organization included gaming disorder in the
International Classification of Diseases (ICD-11). However, PUI itself is
not formally recognized as a mental health condition yet, and no clas-
sifications exist for other problematic online behaviours aside from
gaming and gambling [18,19]. An analysis of European Union (EU)
legislation (Larrain et al., in press A), as well as a study in seven selected
nations belonging to the EU or related to it (Larrain et al., in press B),
reveals a significant gap in policies and approaches specifically related
to PUL Although some regulations touch on aspects of digital and
internet governance, as well as mental health, there are no legal in-
struments explicitly targeting PUI at the EU level. However, the analysis
shows that relevant policy recommendations have been proposed, such
as funding research on responsible use of the internet, promoting edu-
cation among adolescents, and enhancing family support services
[17,20,21]; so as a result, these topics remain underexplored. Our recent
EU analysis also suggests that the EU's narrow health mandate and
devolution to member states may limit its ability to directly address PUI,
leaving the possibility that relevant legislation might be part of the
legislation of each country (Larrain et al., in press A). As conse,
knowledge gaps remain, including variations in PUI by age, race, and
sex/gender, the early identification of at-risk individuals, and the
development of effective prevention strategies [16,22,23]. Moreover,
the COVID-19 pandemic heightened these concerns, highlighting the
need for further research on PUI's impact on adolescents, who were
already at high risk before the pandemic [24,25], with pre-existing
vulnerabilities potentially worsening since 2020 [26]. This study sys-
tematically explores the policy landscape surrounding PUI by examining
policies across eight selected countries. The research aims to map
internet, public health, and mental health policies within these nations,
while also assessing the historical and cultural contexts that have shaped
them. By analysing the historical and regulatory roles and the macro,
meso, and micro level effects of PUlI-related policies, the paper provides
individual country analyses followed by a comparative assessment. This
critical evaluation contributes to a nuanced understanding of how these
policies may prevent, protect against, treat, and mitigate the risks
associated with PUL

2. Methodology
2.1. Methodological strategy: Policy path dependency approach

A policy path dependency methodology was employed to analyse
historical events related to PUI, exploring their contingency, interde-
pendence, and influence on current policies, in order to develop a
comprehensive policy map [27]. This methodological strategy aims to
highlight the evolution of the political environment through pivotal
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moments or turning points that have shaped fundamental aspects of
policies, in this case, related to PUI [27].

By focusing on policy outcomes influenced by previous legislation,
critical moments, and societal processes driving the evolution of PUI-
related policies, this study provides a context-specific and critical
analysis of the policymaking, understanding it as a fluid and dynamic
process that is constantly evolving based on historical policy de-
velopments broadly aligned with shared social values aimed to promote
a safer online environment (Larrain et al., in press A). These methods
have been successfully employed and validated across various policy
domains, including education [28,29], employment [30], digital health
and artificial intelligence [22,31], and PUI (Larrain et al., in press A).

2.2. Selecting the cases and collecting data

This study examined policies from eight countries that represented a
mix of political and healthcare systems. These countries were chosen
through convenience sampling [32], considering countries that either
belong to the G7 or have had recent important policy developments;
therefore, they cooperate on issues like trade, education, health, and
governance. Likewise, the selection of countries aimed to include
diverse sizes and levels of digital development [33], aiming to inform an
analysis and comparison.

The policies included in this analysis are exclusively legal in-
struments (namely acts, laws, decrees, regulations, and orders, among
others) from various periods (no time restriction) enacted by each of
these countries. Eligible legal instruments were required to be issued by
government institutions and possess binding authority, meaning they
carry legally enforceable obligations for the entities to which they apply
(e.g., laws, policies, acts, decrees). While various national plans, stra-
tegies, and social programs are relevant to this area, they were excluded
from the analysis as they do not constitute legally enacted instruments.

The data collection was developed via targeted searches using offi-
cial national policy repositories and EU policy databases (Eur-LEX; N-
Lex) (See Table 1), supplemented by searches in academic and grey
literature databases. Consequently, all data utilized in this article are
publicly available. The first step involved creating a list of general
topics, primarily focused on use of the internet, such as digital space,

Table 1
Data collection strategy.

Source Key words Action

PubMed and Google
Scholar.

“problematic internet use”
OR “internet addiction” OR
“digital addiction” AND
policy [insert country of
interest].

Variations of the following
search string: (Digital OR
Cyber* OR Internet OR
Network) AND
((Protection OR Market OR
Service OR Device OR
Media) AND (Health OR
Wellbeing OR Disease OR
Illness OR Abuse)))

The first 10 pages of
each of the databases
were reviewed, and
relevant articles were
selected and added to
Official policy the EndNote repository.
repositories and
databases (United
Kingdom: legislation.
gov.uk, France,
Germany, Italy: eur-lex.
europa.eu, Australia:
legislation.gov.au,
Canada: laws-lois.just
ice.gc.ca, United States:
congress.gov, New
Zealand: legislation.go
vt.nz)
European policies from
EUR-LEX, N-Lex

Variations of the following
search string: (Digital OR
Cyber* OR Internet OR
Network) AND
((Protection OR Market OR
Service OR Device OR
Media) AND (Health OR
Wellbeing OR Disease OR
Illness OR Abuse)))



http://legislation.gov.uk
http://legislation.gov.uk
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http://lex.europa.eu
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Identification through national Identification through EU policy Searches in grey literature
policy repositories databases (EUr-LEX; N-Lex) databases
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Fig. 1. Flow-Chart of the data collection processA systematic search was conducted in MEDLINE. Targeted grey literature searches were performed using Google
Scholar, with only the first 300 hits screened. This limit was chosen based on multiple trial searches, where results beyond this threshold were unlikely to yield
relevant findings or were too numerous and/or unrelated to the topic [34]. Finally, data from both the policy and supplementary searches were consolidated into a

single dataset.

data protection, age checks, cybersecurity, and online gambling and
pornography, particularly in relation to adolescents. Keywords were
then translated into the respective languages of the studied countries.
The second step, policy identification, entailed locating policies relevant
to the field of PUI, particularly in relation to adolescents, as well as
policies related to internet and market regulation and/or public health.
In the third step, national policy data related to PUI were extracted from
their original sources (refer to Appendix 1 for the list of policy re-
positories consulted). The fourth step involved supplementing the policy
data with scientific and grey literature to reduce the risk of overlooking
relevant policy developments. Fig. 1 depicts this process of data
collection.

2.3. Outcomes

The raw output produced 209 results from the United States; 68 re-
sults from the United Kingdom, 276 results from Eur-Lex (specifically,
France: 102 results. Germany: 98 results, Italy: 76 results), 25 results
from Australia, 29 results from Canada, and 15 results from New Zea-
land. After that, there was a revision of each instrument aiming to select
the relevant policies in relation to PUL For this, we used broad cate-
gories of analysis, such as data protection and privacy, cybercrime and
security, harassment and abuse prevention, content and communication
regulation, e-commerce, and artificial intelligence, and general under-
standing of PUL The resulting number of legal instruments included was
85 (See Appendix 1); specifically, 14 for the United Kingdom, 16 for the
United States, 11 for Canada, 10 for Italy, 9 for Australia, 9 for Germany,
7 for New Zealand and 9 for France. A final review was implemented to
ensure quality and additional checks for new or updated policies were
conducted throughout the research project to ensure up-to-date sources.

2.4. Strategy of analysis

The analytical strategy was developed following the previously
described, policy path dependency framework, allowing an historical
analysis of the evolution of the policy frame as well as an analytical
exploration, that included an individual analysis (each country) and
then a comparative analysis between the eight nations included.

The historical review aimed to identify key legislative instruments in

each country related to internet usage, offering both a temporal and
contextual reflection on the evolution of policies in these nations. This
review visually tracks the policies and examines the progression of legal
frameworks, providing a comprehensive look at how political and social
forces intersect to shape PUI policies within a broader context. There-
fore, also policies established before the arrival of the internet are
included, where relevant, as these provide an important basis for con-
textualising subsequent legislation and understanding the legal frame-
works succeeding them.

The analytical exploration was conducted through two levels of
policy mapping. First, an individual analysis was performed for each of
the eight countries, focusing on enacted legal instruments, their objec-
tives, implementation strategies, and the potential impact on PUI. This
analysis followed a three-level framework: (a) macro level, examining
policies addressing interactions at the broadest scale, including regula-
tions that govern social interactions, norms, and the economic and
health dimensions of PUIL; (b) meso level, focusing on policies that
regulate and set norms for interactions between groups, such as private
companies, corporations, and public services. It includes policies that
balance the protection of rights and freedoms with the regulation of
activities in line with social norms and legal protections; (c) micro level,
where the analysis centres on policies that regulate individuals and
engagement with PUL This includes fostering political agency and
protecting individual rights, autonomy, and freedom, as well as estab-
lishing social responsibilities and duties of citizens.

These individual analyses provided insights into each country's local
context, forming the foundation for the comparative assessment. The
comparative analysis evaluated the development, effectiveness, and
gaps in PUI policies, highlighting differences and similarities in policy
approaches across the countries, and identifying areas for improvement
and potential alignment in addressing PUI challenges.

3. Results
3.1. Historical analysis
The countries included in this policy mapping have implemented

numerous policies addressing various aspects of internet use over the
years. Initially, these policies took a more general approach, lacking
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Fig. 2. Historical policy path concerning Problematic Usage of the Internet (PUI), illustrating key legislative and institutional milestones over time.

Table 2
Key to policies for Fig. 2.

Italy
1 Italian Penal Code
2 Constitution of the Italian Republic
3 Italian Data Protection Code
(Legislative Decree No. 196/2003)
4 Protection of Children from Online
Sexual Exploitation Act, Law No. 38
5 Protection from Stalking Act (Law
No. 38/2009)
6 Media and Minors Code (Law No.
203/2012)
7 Digital Republic initiative (Law No.
107/2015)
8 Cyberbullying Prevention Law (Law
No. 71/2017)
9 Cybersecurity Act (Legislative Decree
No. 65/2018)
10 General Data Protection Regulation
(GDPR)

United States
1 Computer Fraud and Abuse Act
(CFAA)
2 Electronic Communications Privacy
Act (ECPA)
3 Communications Decency Act (CDA)
4 Children's Online Privacy Protection
Act (COPPA)
5 Children's Internet Protection Act
(CIPA)
6 CAN-SPAM Act
7 Adam Walsh Child Protection and
Safety Act
8 PROTECT Our Children Act
9 Protecting Children in the 21st
Century Act
10 Cybersecurity Enhancement Act
11 Cybersecurity Information Sharing
Act (CISA)
12 California Consumer Privacy Act
(CCPA)
13 STOP School Violence Act
14 California Privacy Rights Act
(CPRA)
15 Child Online Safety Modernization
Act
16 Social Media Child Protection Act

Germany
1 Basic Law (Grundgesetz)

2 Protection Against Violence Act
(Gewaltschutzgesetz)

3 Youth Protection Act
(Jugendschutzgesetz, JuSchG)

4 Federal Office for Information Security
Act (BSI-Gesetz)

5 IT Security Act (IT-Sicherheitsgesetz)
6 Interstate Treaty on the Protection of
Minors in the Media (JMStV)

7 Network Enforcement Act (NetzDG)
8 Federal Data Protection Act (BDSG)
9 General Data Protection Regulation
(GDPR)

Canada

1 Privacy Act

2 The Canadian Human Rights Act

3 Personal Information Protection and
Electronic Documents Act (PIPEDA)

4 Safe Streets and Communities Act

5 Canada's Anti-Spam Legislation (CASL)
6 Digital Privacy Act

7 Digital Charter Implementation Act (Bill
C-11)

8 The Canadian Human Rights Act

9 Broadcasting Act (Amendments)

10 Cybersecurity Enhancement Act (Bill C-
26)

11 Protecting Children from Online Sexual
Exploitation Act (Bill C-22)

12 Online Harms Act (Bill C-63)

France

1 French Constitution

2 Law on the Protection of Minors (Loi
relative a la protection des mineurs).
3 Law for Confidence in the Digital
Economy (LCEN)

4 National Cybersecurity Strategy

5 French Data Protection Act (Loi
Informatique et Libertés)

6 Law on the Fight Against Fake News
7 Law on the Prevention and
Punishment of Sexual and Sexist
Violence

8 Military Programming Law (Loi de
Programmation Militaire)

9 Avia Law (Loi Avia)

New Zealand

1 The Crimes Act 1961

2 Broadcasting Standards Act 1989

3 New Zealand Bill of Rights Act 1990
4 Domestic Violence Act 1995

5 The Harmful Digital Communications
Act 2015

6 The Cybersecurity Strategy 2019

7 The Privacy Act 2020

United Kingdom
1 Protection of Children Act

2 Malicious Communications Act
3 Computer Misuse Act

4 Protection from Harassment Act
5 Human Rights Act

6 Investigatory Powers Act

7 Communications Act

8 Terrorism Act

9 Criminal Justice and Courts Act
10 Serious Crime Act

11 Investigatory Powers Act

12 Digital Economy Act

13 Data Protection Act

14 Online Harms White Paper

15 Online Safety Act

Australia

1 Australian Human Rights Commission Act
2 Privacy Act

3 Broadcasting Services Act

4 Criminal Code Act

5 Cybercrime Act

6 Enhancing Online Safety Act

7 Privacy Amendment (Notifiable Data
Breaches) Act

8 Enhancing Online Safety (Non-consensual
Sharing of Intimate Images) Act

9 Telecommunications and Other Legislation
Amendment (Assistance and Access) Act

10 Online Safety Amendment (Social Media
Minimum Age) Act 2024

specificity and focus. However, recent developments indicate a shift
toward more specific and targeted regulations, reflecting a growing
recognition of the relevance of internet use and its possible pervasive
influences on societies. Similarly to what has been happening recently in
Europe (Larrain et al., in press A and B), these countries have become
increasingly productive in developing policies related to internet
governance, signalling PUI's emergence as a critical sociopolitical topic.
The key legislative and institutional milestones are visualized in Fig. 2
and Table 2.

Despite this progress, the policies enacted often relate only tangen-
tially to the regulation of PUI among adolescents. Most existing regu-
lations focus broadly on issues such as data protection, content
regulation - including pornography and potentially harmful materials —
abuse prevention, and cybercrime. While these concerns are vital for
safeguarding individuals, they do not explicitly address the complexities

of PUI This lack of direct focus reveals a significant gap in the policy
landscape, underscoring the need for more nuanced and targeted stra-
tegies to effectively tackle PUI and its associated challenges.

3.2. Policy mapping: an analysis by country

This section explores the development of policies and regulation
related to PUI in each of the analysed countries. By focusing on three
levels of analysis (macro — meso - micro) it aims to provide a short
overview on each nation (See Appendix 1 for the list of policies
mentioned in this paper).

3.2.1. United Kingdom
In the United Kingdom, the regulatory approach to internet use
operates within a framework that indirectly touches on aspects related
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to PUIL At the macro level, the Investigatory Powers Act (2000, updated
in 2016) provides a legal framework for government surveillance. The
2016 amendment expanded the powers of law enforcement to access
personal data for “legitimate purposes,” prioritising national security
over individual privacy protections. Additionally, there are a handful of
policies in place (such as The Computer Misuse Act of 1990, Terrorism
Act of 2006, and Serious Crime Act of 2015) to safeguard the UK against
incidents of cybercrime, as well as generally establishing measures that
ensure the safety of individuals using the internet.

At the meso level, policies such as the Investigatory Powers Act of
2000 and the Data Protection Act of 2018, which enforces GDPR
(General Data Protection Regulation) standards, focus on regulating the
interactions between private companies and individuals, especially
regarding data privacy and online safety. These laws ensure that orga-
nisations handling data adhere to privacy and security standards,
limiting exposure to harmful influences online, which can contribute to
PUIL. The Communications Act (2003) and the Digital Economy Act
(2017) lay a broad foundation by setting guidelines for digital commu-
nication and media regulation. While primarily aimed at controlling
online content and safeguarding consumers from harmful media, they
indirectly affect PUI by creating a more regulated digital environment.
The Online Harms White Paper (2020) proposes a regulatory framework
for tackling disinformation, cyberbullying, and consumer safety by
establishing a regulatory body to enforce platform accountability.
Although it notes associations between screen time and mental health
issues like anxiety and depression in adolescents, it does not implement
direct mental health regulations but suggests further research and
parental guidance on screen time limits. The subsequent Online Safety
Act (2023) builds on this, becoming a key legislation on PUI by holding
platforms accountable for removing harmful content, particularly that
involving cyberbullying, a major factor in adolescent PUI. At the micro
level, the Protection from Harassment Act (1997) and the Malicious
Communications Act (1988) provide legal protections for individuals,
criminalising online harassment and harmful communications. These
policies contribute to a safer digital environment by protecting in-
dividuals from the personal harms that may often exacerbate PUI, such
as cyberbullying and online abuse. Discussions are being also held about
following Australia age restrictions for those under 16 years of age.

3.2.2. United States

In the United States at the federal level, internet regulation is largely
driven by security and citizens protections, but also strongly guided by
privacy concerns and protecting minors from harmful content, with
limited direct attention to PUIL The macro level is defined by laws like
the Cybersecurity Enhancement Act (2014) and the Cybersecurity In-
formation Sharing Act (CISA) of 2015 that strengthen the digital infra-
structure by focusing on securing the broader internet ecosystem. CISA
facilitates the sharing of cybersecurity threat information between the
private sector and the federal government to improve collective cyber-
security defences, indirectly mitigating risks associated with PUI but
opening a debate about privacy protection.

At the meso level, laws like the Children's Internet Protection Act
(CIPA) (2000) and the Adam Walsh Child Protection Act (2006) safe-
guard institutions such as schools and libraries by requiring content
filters, creating safer online environments for children, regulating the
interaction between public institutions and children's internet use, and
creating safer online environments in educational settings. In market
regulation, Section 230 of the Communications Decency Act grants
website platforms immunity for third-party content, promoting free
speech and impacting how platforms manage individual-generated
content and balances free expression with the need to protect con-
sumers from harmful material. Enacted in the 1990s, it remains central
to internet law and online content management. Likewise, the Social
Media Child Protection Act (proposed in 2023) limits data collection and
screen time for minors by imposing stricter regulations on social media
platforms regarding data collection, content moderation, and time limits
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for minors. The micro level approach is exemplified by The Children's
Online Privacy Protection Act (COPPA) of 1998, which set early stan-
dards for protecting children's data online, requiring parental consent
for collecting data from children under 13. While mainly a privacy law,
COPPA helps limit targeted marketing toward youth. Other key policies
like the Protecting Children in the 21st Century Act (2008) and the Child
Online Safety Modernization Act (proposed in 2023) focus on internet
safety education, age verification, and content regulation to protect
minors. Though the US policy landscape for PUI is limited, these mea-
sures mark progress.

3.2.3. Canada

In Canada, the legal framework is well-developed in terms of privacy
and online safety but remains blurred when it comes to PUIL At the
macro level, the Cybersecurity Enhancement Act (Bill C-26, proposed in
2022) aims to strengthen Canada's cyber defences by mandating actions
to secure Canada's telecommunications system, creating a safer online
environment.

At the meso level, laws like the Personal Information Protection and
Electronic Documents Act (PIPEDA) of 2000 and the Digital Privacy Act
of 2015 create a privacy-first regulatory environment that ensures per-
sonal data are securely managed and protected online. While these laws
primarily protect consumer privacy, they indirectly help mitigate PUI by
limiting the data collected from youth, thereby reducing their exposure
to harmful online influences. The Digital Charter Implementation Act
(Bill C-11) of 2020 was established to modernise the regulation of digital
platforms, adhering to international standards to address such concerns.
Likewise, the Canada's Online Harms Act (proposed in 2024) mandates
platforms to take proactive measures to detect and remove harmful
content, including cyberbullying and sexually exploitative material. At
the micro level, The Safe Streets and Communities Act of 2012 and the
Protecting Children from Online Sexual Exploitation Act (Bill C-22) of
2023 increase protection for online risks (harassment and general online
sexual exploitation) by increasing penalties for perpetrators and
enhancing law enforcement capabilities. Although not focused explicitly
on PUI, this law directly aims to protect adolescents from the kind of
harmful interactions that can lead to PUIL

3.2.4. Italy

In Italy, internet regulations indirectly touch on PUI through a
combination of data-protection and content-regulation policies. At the
macro level, the EU's GDPR (2018) and the Italian Data Protection Code
(2003) form the backbone of data-protection laws, promoting protection
and transparency and creating a safer digital environment. Italy's
Cybersecurity Act of 2018 (Decree No. 65) enhances the security of in-
formation systems across several sectors, including energy, trans-
portation, banking, and healthcare.

At the meso and micro levels, the Media and Minors Code (2012)
establishes comprehensive guidelines for protecting minors from
harmful online content, mandating that content providers restrict access
to material that could impair youth mental or moral development. The
Cyberbullying Prevention Law (2017) specifically targets harmful online
behaviours like cyberbullying, providing legal recourse for victims and
mandating educational programs in schools to raise awareness about
online safety. The Digital Republic Initiative (2015) emphasises digital
literacy among students, integrating internet safety and responsible use
into school curricula. This approach directly addresses one of the root
causes of PUI by equipping adolescents with the skills to manage their
online behaviour responsibly.

3.2.5. Germany

In Germany, the regulatory approach aligns closely with EU stan-
dards and provides comprehensive protections that indirectly influence
PUI. At the macro level, the Federal Data Protection Act (2018) and
GDPR (2018) provide robust protections for personal data, helping to
create a controlled digital space where misuse of information is
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minimised. The Federal Office for Information Security Act (2009)
established Germany's central authority for cybersecurity, responsible
for preventing and responding to Information Technology (IT) security
risks. Together with the IT Security Act (2015), these policies enhance
cybersecurity in Germany, indirectly impacting PUI by creating a safer
online environment.

At the meso level, the Youth Protection Act (2002) and the Interstate
Treaty on the Protection of Minors in the Media (2016) regulate content
that can impair minors' development, ensuring that harmful media are
limited. These laws shape interactions between content providers and
adolescent consumers by enforcing age verification systems and classi-
fying certain content as inappropriate for younger audiences. The
Network Enforcement Act (2017) is also noteworthy at this level,
requiring social media platforms to remove illegal content, including
hate speech, within 24 h. At the micro level, the Protection Against
Violence Act (2002) provides legal avenues for individuals to seek
protection against online harassment, including through restraining
orders. This law, alongside the Network Enforcement Act, helps protect
youth from harmful online interactions, although it does not specifically
address PUI prevention strategies.

3.2.6. France

At a macro level, the French regulatory framework addressing
internet use operates broadly through foundational laws like the French
Constitution of 1959 and the GDPR of 2018, implemented via the French
Data Protection Act of 2018. These policies focus on safeguarding pri-
vacy, data protection, and freedom of expression, establishing the
broader norms and rules for internet use. However, they do not directly
address PUL

The meso level is marked by The Law for Confidence in the Digital
Economy (2004). This further regulates online content and fosters trust
in the digital economy, ensuring illegal content is restricted but without
focusing on PUI. At this level, policies such as the Avia Law (2020) and
the Law on the Fight Against Fake News (2018) regulate the re-
sponsibilities of online platforms, holding companies accountable for
the removal of harmful content. These regulations focus on the inter-
action between corporations and consumers, aiming to protect public
interests but without addressing PUI directly. On the micro level, laws
like the Law on the Prevention and Punishment of Sexual and Sexist
Violence (2018) provide individual protections against cyberbullying
and harassment, while the Law for Confidence in the Digital Economy
(2004) also introduces measures like age verification to safeguard mi-
nors from harmful content. However, while these policies protect con-
sumers from possible harm, they focus on reactive solutions rather than
proactively addressing the public health concerns linked to PUL

3.2.7. Australia

The Australian regulatory framework surrounding internet use fo-
cuses on consumer safety and privacy, with limited direct reference to
PUI. At the macro level, the Privacy Act (1988) and its amendment, the
Notifiable Data Breaches (NDB) scheme, introduced in 2017, are sig-
nificant laws aimed at protecting personal data and privacy. These laws
set the foundation for a safe online environment by mandating that both
government and private sector organisations handle personal data
responsibly, thereby indirectly contributing to reducing risks associated
with PUI by safeguarding consumers' data from misuse. Aiming to create
a safer environment, The Cybercrime Act (2001) targets hacking,
unauthorised access, and malware, and the 2018 Telecommunications
Amendment enhances law enforcement's access to encrypted commu-
nications to boost cybersecurity and combat terrorism.

At the meso level, the Broadcasting Services Act (1992) established
the Australian Communications and Media Authority (ACMA), which
regulates online content and digital safety standards. This act is essential
in monitoring the interaction between media companies and consumers,
ensuring that content accessible to the public, especially minors, is safe
and appropriate. This regulatory framework indirectly addresses PUI by
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controlling what kinds of media and interactions are allowed in public
digital spaces. At the micro level, the Enhancing Online Safety Act
(2015) plays a more direct role by creating the Office of the eSafety
Commissioner, which has the authority to demand the removal of
cyberbullying content aimed at children. This policy, focused on indi-
vidual protection, highlights the Australian government's recognition of
the mental health risks posed by online harassment and cyberbullying,
which are contributing factors to PUL As of December 10, 2025,
Australia has implemented a strict ban on children under 16 accessing
major social media platforms, with companies facing fines up to AU
$49.5 million for non-compliance. The law forces platforms to take
"reasonable steps" to prevent under-16s from holding accounts.

3.2.8. New Zealand

The legal framework is structured around privacy protection and safe
digital communication, with limited direct policies aimed at PUI At the
macro level, the Privacy Act (2020) governs how personal data are
collected, used, and stored, providing individuals with protections
against data misuse and emphasising transparency. New Zealand's
Cybersecurity Strategy 2019 strengthens national cybersecurity, pro-
tects infrastructure, and promotes international cooperation. The
Crimes Act (1961) criminalises unauthorised access and data breaches,
both indirectly influencing PUL

At the meso level, the Broadcasting Standards Act (1989) regulates
broadcast content, ensuring that harmful material is not disseminated
via television and radio, indirectly shaping norms for safe media con-
sumption. At the micro level, the Harmful Digital Communications Act
(2015) is New Zealand's primary policy addressing PUI-related con-
cerns. This act aims to prevent and reduce harm caused by digital
communications, including cyberbullying, by allowing courts to issue
orders for the removal of harmful content. Similarly, the Domestic
Violence Act (1995) addresses digital harassment by allowing victims to
seek protection orders if they are harassed through digital means,
including psychological abuse via online platforms. While not exclu-
sively focused on PUI, this law provides essential protections for in-
dividuals from harmful digital interactions that could contribute to PUL

3.3. Policy mapping: A comparative analysis

In analysing the regulatory frameworks of the eight countries
through the lens of market development and public health, specifically
focusing on PUI, it was possible to observe strong similarities and a few
differences. These countries, while diverse in their approaches, reveal a
shared challenge in addressing PUI explicitly within their legislative
agendas. This comparative analysis will critically assess their strategies
by examining how they balance market interests with mental health
concerns.

3.3.1. Market development perspective

From a market development standpoint, most of the studied coun-
tries have developed robust legal frameworks that protect and prioritise
market development and regulation, data protection, and corporate
responsibility in the digital space. These laws create a structured envi-
ronment in which digital industries can operate, encouraging innovation
while intending to protect consumers, particularly minors, from harmful
content and data exploitation.

The United Kingdom's Communications Act (2003) and Digital
Economy Act (2017) regulate digital communication sectors, creating
market oversight primarily through OFCOM, the UK's communication
regulator. This approach is mirrored in Germany through the Network
Enforcement Act (2017), which requires social media platforms to
remove harmful content swiftly. In both cases, the emphasis is placed on
the efficient operation of the digital market, fostering competition, and
safeguarding consumers without overly encumbering corporate
freedom. Similarly, France's Law for Confidence in the Digital Economy
(2004) establishes market rules for online service providers, ensuring
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that illegal content is removed while also protecting corporate freedom.
However, none of these regulations focus directly on PUI; instead, they
aim to create an environment where internet use is safer, but the burden
of addressing PUI falls primarily on individuals. Conversely, Canada has
taken a somewhat stricter approach with PIPEDA and Digital Privacy
Act (2015), requiring rigorous data protection standards that govern
corporate behaviour regarding consumer data collection and processing.
These laws, while vital for consumer privacy, also regulate how com-
panies interact with personal data, restricting business activities that
might encourage PUIL such as targeted advertising to minors. The US
takes a more market-friendly approach, focusing on privacy through
COPPA, but prioritising corporate freedoms with laws like the Com-
munications Decency Act. While this protects companies and fosters
innovation, it also creates an environment where harmful content,
potentially contributing to PUI, can proliferate with limited account-
ability. In Australia and New Zealand, market regulation focuses more
on safety within corporate practices, notably with the Broadcasting
Services Act of 1992 (Australia) and Broadcasting Standards Act of 1989
(New Zealand), both of which regulate harmful content. Although these
laws protect consumers from exposure to harmful media, their market
emphasis is on ensuring business compliance without significantly
impeding corporate growth. Meanwhile, Italy stands out with a more
fragmented approach, such as the Cyberbullying Prevention Law (2017)
and Digital Republic Initiative (2015), which focus on specific sectors,
like education and media content, fostering safe digital spaces while
promoting digital literacy.

3.3.2. Public mental health perspective

From a public health perspective, the legislative frameworks in these
countries are generally reactive rather than preventive and tension
public health to market directives, focusing more on addressing the
symptoms of harmful internet use — such as cyberbullying and online
harassment — than on treating or preventing PUIL The intersection of
mental health and internet use is underexplored in most of the legal
frameworks.

The UK, for example, has taken significant steps with the Online
Harms White Paper (2020) and Online Safety Act (2023), which both
address cyberbullying, harmful content, and disinformation. However,
these laws largely stop short of framing PUI as a public health crisis,
instead treating it as an issue of platform responsibility. Similarly,
Germany's Youth Protection Act (2002) and Interstate Treaty on the
Protection of Minors in the Media (2016) aim to protect minors from
harmful content but do not explicitly address PUI from a mental health
standpoint. These laws highlight a reactive rather than preventive
approach, addressing harms after they occur rather than preventing
internet overuse or its mental health effects. In contrast, Canada's Online
Harms Act (2024) stands out as a more comprehensive policy, directly
targeting harmful online content, including cyberbullying and sexually
exploitative material, with a clear focus on protecting children's mental
health. While not explicitly labelled as a PUI regulation, it comes closest
to addressing the psychological impacts of harmful digital interactions.
However, even in Canada, PUI is not framed as a public health concern
requiring proactive intervention. Italy's approach is also noteworthy for
its focus on educational interventions. The Digital Republic Initiative
(2015) integrates digital literacy into the school curriculum, teaching
responsible internet use and helping adolescents manage their digital
behaviours. While this policy indirectly addresses PUI, it provides a
critical public health perspective by empowering adolescents to make
healthier decisions online. Similarly, Australia's Enhancing Online
Safety Act (2015) creates the Office of the eSafety Commissioner, which
directly tackles cyberbullying, offering individual protections that align
with mental health concerns by focusing on reducing online harass-
ment's negative psychological impacts. The US takes a more fragmented
approach, with laws like the Social Media Child Protection Act (2023)
limiting minors' social media use and regulating harmful content on
these platforms. While these policies aim to protect mental health, they
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mostly address symptoms rather than the systemic issues contributing to
PUI Likewise, New Zealand's Harmful Digital Communications Act
(2015) addresses the mental health consequences of cyberbullying but
falls short of framing PUI as a broader public health issue. France is
perhaps the least progressive in addressing mental health concerns
linked to PUL While the Law for Confidence in the Digital Economy
(2004) and Law on the Protection of Minors address harmful content,
their focus is on content regulation and safety, with minimal emphasis
on the mental health impacts of internet use or the behavioral factors
leading to PUIL Australia has moved further toward age-based regulation
with the Online Safety Amendment (Social Media Minimum Age) Act
2024, which introduces a legislated minimum age requirement for ac-
cess to certain social media services, generally set at 16 years. The Act
places the compliance burden on platforms rather than children or
parents, requiring companies to implement reasonable age-verification
measures and face significant penalties for systemic non-compliance.
While framed primarily as a child safety and harm-reduction measure,
aimed at limiting exposure to cyberbullying, harmful content, and
addictive platform design, it also reflects growing recognition of the
developmental risks associated with early and intensive social media
use. Internationally, similar conversations are underway. The UK has
debated stricter age-verification mechanisms under the Online Safety
Act framework; several U.S. states have introduced or passed laws
requiring parental consent or age checks for minors; and the European
Union continues discussions on strengthening child protections under
the Digital Services Act. These developments indicate a broader global
shift toward preventive, age-based regulatory strategies, even if most
jurisdictions still stop short of explicitly framing problematic internet
use as a public health crisis.

4. Discussion

The comparative analysis of national-level regulatory frameworks
regarding PUI reveals significant variations across the eight selected
countries. The absence of explicit regulatory measures targeting the
complexities of PUI highlights a critical gap in current legislative ap-
proaches. A key trend observed is the prioritization of market regula-
tions across most countries. Governments tend to focus on ensuring the
safe operation of digital platforms and reinforcing consumer pro-
tections, yet comprehensive strategies addressing the mental health
implications of PUI, particularly among adolescents, remain underde-
veloped. This regulatory imbalance suggests a need for more integrative
policies that not only regulate digital environments, but also consider
their psychological and social impact.

The current state of regulation highlights a broader challenge in
aligning economic growth with important public health protections. To
bridge this gap, policymakers should explore innovative approaches that
embed mental health considerations into digital governance strategies.
This would require a shift from reactive policies, which address issues
only after harm has occurred, to proactive and preventive measures that
promote responsible digital consumption. This could include intro-
ducing policies specifically designed to mitigate the risks of PUI, such as
educational campaigns, guidance for parents, and readily available
mental health resources, particularly for youth. Equally important is the
need for parental guidance and support programs, as many parents
struggle to regulate their children's digital consumption. Providing
families with resources, workshops, and tools to set appropriate
boundaries can be instrumental in preventing PUI At the same time,
accessible mental health resources should be integrated into digital
platforms and public health services, ensuring that adolescents and
other vulnerable populations can seek help when needed.

Additionally, it is also vital to evaluate the already implemented
policies, in regards to their effects on PUI and youth's well-being. This
knowledge is essential in order to adopt evidence-based policies which
effectively address the challenges posed by PUL An issue in the policy
evaluation in regards to mental health, although, is the lack of



J. Snegg et al.

appropriate measurement tools [35]. Furthermore, there is no consensus
regarding diagnostic criteria or measurement instruments for PUI
[36,37]1, which makes it more difficult to find suitable indicators to
evaluate these policies. These challenges are even exacerbated as there
are no regulatory measures explicitly targeting PUI, as this study shows,
making the evaluation of these policies in relation to PUI even more
demanding. Nevertheless, many nations are implementing pieces of
legislation which target PUI, demonstrating the importance of evalu-
ating their effects on adolescents.

Countries with different political systems and cultural backgrounds
have adopted different approaches in addressing PUI at policy level.
China, for example, limits the total time youth can spend on online video
games, as well as the daytime they are available for them [38,39]. India
has also introduced stricter policy approaches in handling minor's digital
data via the Digital Personal Data Protection Act (2023) [40]. Section 9
thereof prohibits the processing of minor's data that could harm their
well-being without a guardian's consent, behavioral monitoring and
targeted advertising. These approaches illustrate, how political systems
and cultural values shape the policy responses which countries imple-
ment to tackle the rising issue of PUL These policy approaches demon-
strate, that the issue of PUI has prompted legislators globally, to address
this challenge and seek individual solutions within their legal systems.

Based on these research results, there are great opportunities to build
upon existing frameworks by incorporating a more sophisticated
approach to the use of the internet and its relationship with mental
health, especially regarding adolescents and proof of this are policy
discussions around age of access. This study has explored the progres-
sion of digitalization and its associated challenges, providing a critical
analysis of internet-related policies across eight nations. Nonetheless, it
is essential to recognize certain limitations inherent in the study's nar-
row focus, sampling approach, and chosen analytical framework. One
limitation originates from the authors' disciplinary and regional back-
grounds, as well as the received funding. These factors may have
influenced the selection of specific countries. A key limitation lies in its
emphasis on legislative measures, which may not fully capture the
broader efforts of national and regional authorities or the significant role
of non-governmental organisations in addressing PUI at multiple soci-
etal levels. Therefore, these findings should be interpreted within a
wider context that also incorporates evidence from related initiatives.

5. Conclusion

The examination revealed that while these countries have developed
sophisticated legal frameworks that indirectly touch on issues related to
PUI through policies concerning data protection, privacy, cybercrime,
content regulation, and protection of children, the majority of these
policies remain reactive rather than proactive. As such, they generally
fail to fully address the root causes of PUI The study found that despite
growing awareness of the importance of protecting developing youth in
the digital space, many of these regulatory efforts are limited in scope,
fragmented, and focused more on market regulation than on youth
mental health as a public concern. The findings suggest that while there
are indirect measures in place to protect youth using the internet, such
as controlling harmful content and ensuring privacy, none of the
countries approach PUI from a public health perspective. Countries like
Canada, the UK, and Italy have made some progress in integrating dig-
ital literacy, online safety, and cyberbullying prevention into their pol-
icies, but no country in this study has fully recognized PUI as a public
health crisis requiring targeted, preventive measures. These existing
frameworks often prioritise corporate freedoms, data privacy, and con-
tent moderation, leaving the responsibility of managing PUI to in-
dividuals rather than addressing the social, economic, and psychological
factors that contribute to PUI. Looking forward, it is crucial that gov-
ernments develop a more integrated approach that combines both
market regulation and public health initiatives. Policymakers should
collaborate with public health professionals to address PUI more
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effectively, focusing on preventative measures that safeguard adolescent
mental health in the digital age. Additionally, future research is needed
to assess the effectiveness of current regulations and their impact on
reducing PUI among adolescents. Long-term studies should be con-
ducted to inform policymakers and guide the development of legislation
that addresses both the market and mental health dimensions of PUIL
Only through such collaborative, research-informed efforts can we
ensure that youth may explore and benefit from the digital world in a
safe and supportive environment.
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