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This paper presents an integrated control and transactional framework aimed at enhancing the stability, resil-
ience, and automation of decentralized microgrid systems. The proposed approach combines an advanced Sliding
Mode Control (SMC) scheme with blockchain-enabled smart contracts to address critical challenges associated
with conventional control strategies, including slow convergence rates, susceptibility to disturbances, and
limited scalability. The SMC is augmented with a nonlinear disturbance observer to provide fast transient
response, robust disturbance rejection, and reduced control chattering under dynamic operating conditions. A
closed-loop interaction between the SMC and blockchain layers enables continuous two-way communication.
Real-time operational parameters, such as power imbalances, voltage deviations, and frequency fluctuations, are
transmitted from the controller to the blockchain layer. In response, smart contracts autonomously trigger
control adjustments and Demand Response (DR) actions, which are fed back to the SMC as reference inputs. This
dynamic feedback loop enables the system to adapt to fluctuations and uncertainties in both energy generation
and consumption, thereby ensuring consistent power quality and system stability. Experimental results confirm
the system’s ability to maintain stability and improve power quality under varying operational conditions.
Moreover, the system facilitates coordinated energy exchange among interconnected microgrids, thereby sup-
porting the integration of local renewable energy sources and reducing dependence on centralized grid
infrastructure.

1. Introduction

The transition toward sustainable energy systems is essential to
address rising electricity demand, increase renewable energy integra-
tion, and improve the resilience and efficiency of modern power net-
works. Traditional centralized grids are often characterized by
operational inefficiencies, high costs, and vulnerability to disturbances,
limiting their suitability for increasingly distributed energy systems. At
the same time, the rapid growth of smart home energy systems, IoT-
enabled devices, and industrial electronics has increased the need for
advanced local energy-management solutions (Pandiyan et al., 2024),
(Yuan et al., 2025). Recent developments in blockchain-based secure
architectures have further improved system transparency, trust, and
protection against cyber threats (Sun et al., 2021). Microgrids offer a
promising decentralized solution by enabling localized energy
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management and facilitating the integration of renewable energy sour-
ces, such as solar and wind. However, their operation is challenged by
renewable intermittency, load uncertainty, and the need to maintain
stable performance under dynamic conditions (Junaidi et al., 2023). In
this regard, sliding mode control (SMC) is well-suited for microgrid
applications because of its robustness against uncertainties and distur-
bances. The integration of nonlinear disturbance observers can further
improve control accuracy, disturbance rejection, and chattering reduc-
tion. Motivated by these challenges, this work explores integrating
observer-based SMC with blockchain-enabled smart contracts to
enhance microgrid management. The proposed framework combines
robust control performance with secure, transparent, and decentralized
coordination to provide a resilient, scalable, and autonomous solution
for uncertainty regulation and adaptive demand response in localized
energy systems.
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In microgrid systems, inverters play a critical role in maintaining
voltage and frequency control. Various control strategies, such as droop
control and Virtual Synchronous Generator (VSG) schemes (Chen et al.,
2023), have been implemented for parallel-connected inverters. En-
hancements to droop control include proportional-integral terms to
improve power controllability, while VSG controllers enhance
steady-state regulation and transient response (Loh and Holmes, 2005).
However, traditional multi-loop control structures often neglect the
inner-loop  dynamics, resulting in performance limitations.
Voltage-controlled inverters typically use nested-loop control structures,
comprising an outer voltage control loop and an inner current control
loop to ensure reference tracking and dynamic compensation (Tian
et al., 2023; Bharatee et al., 2023). Despite their prevalence, these
structures often suffer from long transient responses and voltage de-
viations during load or reference variations. Advanced control strategies
have emerged to address these limitations. Methods such as Deadbeat
Control (Song et al., 2016), Finite Time Model Predictive Control (Shan
et al., 2018), and Nonlinear Model-Based Control (Zhao et al., 2022)
offer improved performance but are sensitive to model uncertainties and
parameter perturbations, necessitating additional complexity in the
form of disturbance observers or state compensators. Traditional control
strategies, particularly those based on PI controllers, struggle with
managing disturbances and parameter variations. Moreover, they
introduce complexities such as phase-locked loops (PLLs) and filtering,
which can slow system dynamics and exacerbate instability (Behera and
Pattnaik, 2023). Furthermore, dual current controllers and
cross-coupling between the d- and q-current components complicate the
control structure. To tackle these challenges, innovative control strate-
gies have been developed. SMC has shown particular promise due to its
robustness, rapid dynamics, and disturbance rejection capabilities
(Martins et al.,, 2019). However, conventional SMCs aim for
sliding-mode variable convergence to zero, which requires high
switching control gains and results in chattering (Alipour et al., 2023).
Previous solutions using saturation or higher-order functions to reduce
chattering have compromised the Lyapunov stability of SMC (Long
et al., 2023), (Gui et al., 2021), (Shen et al., 2020), and (Zheng et al.,
2018).

Blockchain technology significantly supports the management of
regulatory uncertainty in microgrid energy trading through several key
mechanisms. Transparency and trust are fundamental benefits of
blockchain, as it provides a transparent ledger that records all trans-
actions (Musleh et al., 2019) and (Islam et al., 2024). This transparency
allows all participants in the microgrid network to view and verify
transactions, fostering trust. With every transaction being publicly
accessible and verifiable, the risk of fraud or manipulation is minimized,
which is crucial for maintaining confidence in a decentralized energy
trading system. The security and immutability of blockchain ensure that
once transactions are recorded, they cannot be altered or deleted. This
immutability is vital for maintaining the integrity of transaction records,
ensuring that all data related to energy trading is secure and reliable.
This security feature is particularly important in managing un-
certainties, as it guarantees that the historical data used for forecasting
and decision-making is accurate and tamper-proof (Golyan et al., 2024),
(Danzi et al., 2017), and (Mumtaz et al., 2017). Decentralization is
another significant advantage of blockchain. Operating on a decentral-
ized network of nodes eliminates the need for a central authority,
enhancing the resilience and reliability of the microgrid energy trading
system. Even if some nodes go offline, the network continues to function,
ensuring continuous operation and reducing the risk of single points of
failure. Smart contracts are a key feature of blockchain technology that
facilitates uncertainty management in microgrid energy trading. By
automatically enforcing predefined conditions, smart contracts ensure
transactions are executed efficiently and without intermediaries,
reducing transaction costs and processing times (Chi et al., 2023),
(Sivianes et al., 2023). This automation helps manage uncertainties by
providing a predictable and reliable mechanism for energy trading.

Table I
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Comparative analysis of the proposed SMC with blockchain approach to other
prominent techniques.

Control Advantages Disadvantages Proposed SMC

Method with Blockchain
— Comparative
Benefits

Fuzzy-Based Simple Limited Provides real-time
Control ( implementation, adaptability to adaptability, fast
Ranjan Das suitable for basic real-time grid response, and
et al., 2024) stability control in changes; poor blockchain-based

microgrids. disturbance security for P2P
rejection and slow  trading.
response times;
and a lack of a
secure,
decentralized
framework.

Passivity Improved High Achieves fast
Fractional- robustness; computational response with low
Order SMC ( moderate response demand limits computational
Long et al., times under stable real-time complexity;
2023) conditions. applications; lacks ~ blockchain

scalability for enhances
large networks; no  scalability and
blockchain security.
integration for

secure

transactions.

Predictive Supports Centralized design ~ Decentralized,
Control with automated DR with  limits scalability transparent P2P
Private basic security and and flexibility; it energy trading

Blockchain (

improved energy

lacks transparent

with Polygon

Danzi et al., management. P2P trading and a Layer 2
2017), ( secure, public blockchain;
Sivianes et al., blockchain. superior
2023), (Yu scalability.
et al., 2023b)

Distributed Decentralized, High complexity; Lower complexity
Control with resilient framework  limited with adaptive
Cooperative with moderate adaptability for SMC; enhanced
Agents transaction high-frequency real-time
+ Hybrid scalability. control; a adaptability and
Blockchain ( blockchain hybrid  economic
Yu et al., may lack cost efficiency.
2023a), (Li efficiency.
et al., 2024), (

Yu et al.,
2023b)

Moreover, smart contracts enable dynamic pricing and load balancing.
They can adjust energy prices in real time based on supply and demand,
helping balance the load and optimize resource utilization within and
between microgrids.

Additionally, during peak demand periods or energy shortages,
smart contracts can automatically activate DR programs, incentivizing
participants to reduce consumption or shift it to off-peak times. This
proactive management of energy resources helps mitigate the un-
certainties associated with variable energy generation and consumption.
The proposed nonlinear observer-based adaptive SMC controller offers
significant improvements, as shown in Table I.

First, it resolves the chattering issue by ensuring that the control gain
exceeds the disturbance derivative boundary and applying disturbance
compensation techniques using nonlinear disturbance observers. Sec-
ond, it addresses the challenge of balancing disturbance approximation
speed and sensor noise sensitivity by dynamically adjusting gains: a
rapidly increasing control gain during the transient phase and a quickly
diminishing gain during the steady state to alleviate chattering. By
integrating the robust control capabilities of SMC with the security and
transparency of blockchain, this approach optimizes microgrid perfor-
mance, manages uncertainties, and improves local energy generation,
reducing reliance on the main grid. In Fig. 1, the local microgrid
controller processes data from PV systems, BESS, and loads, and
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Fig. 1. Observer-based sliding mode controller with blockchain-enabled EMS for real-time demand response and adaptive microgrid control.

transmits real-time operational parameters (e.g., active power, fre-
quency, voltage deviations) to the microgrid control center. The energy
management system (EMS) in the control center optimizes load gener-
ation and communicates with a smart contract layer on the blockchain
to trigger demand response (DR) actions. The resulting demand response
setpoints are sent back to the local inverter controller for real-time
actuation, forming a cyber-physical feedback loop for secure and
adaptive microgrid operations. The decentralized nature of blockchain
promotes energy independence and resilience, as microgrids can operate
autonomously or in cooperation with neighboring microgrids, creating a
flexible and adaptable energy ecosystem.
Major Contributions:

e Stability via Adaptive SMC & Blockchain: Introduces an adaptive
sliding mode control (SMC) with nonlinear observer and blockchain
smart contracts to enhance microgrid stability, minimize chattering,
and ensure robustness under disturbances.

Reliable Power & Fault Management: Proposes a macro-variable-
based SMC ensuring balanced power sharing and finite-time
convergence, preventing inverter faults and load shedding.

e Automated Real-Time Demand Response: Embeds DSM logic into
smart contracts for autonomous, real-time voltage/frequency-based
demand response, improving grid resilience and reducing manual
control.

Scalable Blockchain-Enabled Operation: Leverages Polygon Layer 2
blockchain for low-cost, high-speed P2P energy trading and DR
execution in large-scale, interconnected microgrid systems.

1.1. The paper is organized as follows

Section II explains the design of the SMC, detailing the control
strategy and its enhancements for improved disturbance handling and
stability. Section III covers the implementation of blockchain technol-
ogy, describing the development and use of smart contracts on the
Ethereum platform to enable secure and decentralized P2P energy
trading and DR programs. Section IV presents the results and discussion,
showcasing simulations and hardware-in-the-loop experiments that
validate the system's performance and highlight improvements in sta-
bility, efficiency, and reliability. Finally, Section V concludes the paper

by summarizing key findings and contributions, and by suggesting areas
for future research, emphasizing the importance of integrating SMC and
blockchain for advanced microgrid management and sustainability.

2. Microgrid system modeling and proposed control laws

The proposed SMC controller uses a multi-layer structure: an inner
current control SMC loop, a middle voltage control SMC loop, and an
outer power control SMC loop, all coordinated via the observer. The
controller rapidly adjusts the inverter’s output to maintain voltage sta-
bility and power balance. The overall control diagram and SMC control
law schematic are depicted in Figs. 3 and 4, respectively, highlighting
how the loops interact. This control strategy maintains stable voltage
and frequency in the microgrid and shares power according to setpoints,
even under disturbances like sudden load changes or inverter faults. The
microgrid’s inverter-based generation system is modeled as a nonlinear
system with parametric uncertainties and external disturbances.
Nonlinear systems with variable degrees of uncertainty can be repre-
sented as:

x = Ax+£(y,u) + B(t,y,u)p + Dw(t) 1)
y==Cx (2)

where the system states, output, and controllable input are given by the
vectors x€N", y€N and ueNrespectively. p-€Ndenotes parameters
that are unknown and w-€f. These are the external disturbances. It is
further recognized that the functions B and ¢ guarantee unique solutions
(x(t, to,Xo)) to system (1) for all permissible errors/disturbances for an
initial condition x, at time t;. The intended objective is to produce es-
timates of the state and the unknown parameter ¢, by relying only on
data from y, the output, and dampening the impact of w, the external
disruptions.

2.1. A. Nonlinear observer design

Nonlinear observer design estimates the state of an unobservable
system (Martins et al., 2019). The nonlinear observer design can be
implemented as:

# = (A—KC)®+B(t,y,u) 3
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Fig. 2. Schematic of the overall control diagram.

0 =T¥'CT[y - Cx|* “
x=z4+Ty (5)
2= Az+ £(y,u) + B(t,y, )0 + K(y — Cz) + ¥0 6)
e =Apc+aly—Cz) +N(a,y — Cz) @
where, X, 6 € R"and z denotes the estimated vectors and state esti-

mator, respectively. The error dynamics of the state estimation is given
by .. # € " is a supplementary variable. Eq. (4) characterizes the
nonlinear dynamics of the model parameter estimation in terms of
a= 0 for discretized domain, a= 1 for linearized domain and a-€ (0, 1)
for continuous domain analysis. The observer gain is denoted as K € R"
and T is the transformation matrix. The nonlinear perturbation
R € R+« R—>NR" can be characterized as:

Kil(y —C2) — )%

n-2
R(e,y—Cz) = | ke[ =C2) =] m ©

kal(y — C2) — 1]°

2.2. B. SMC-sliding manifold design and stability laws

Sliding manifold design and stability laws are key components of
SMC (Shan et al., 2018) and (Alipour et al., 2023). The reaching law
drives the state/error trajectory to the sliding manifold, and the control
law maintains that trajectory on the manifold. The nonlinear uncertain
system is asymptotically stable in the sliding manifold defined by:

s=2 + Z?;lz CiZir1 +2n (s=Hurwitz for all ¢; > 0) (9)

The Lyapunov stability of the sliding manifold can be defined by a
function:

T 1/2 ~2 ~2
V:gPg+§(91+02+...+0n,2+9n,1) (10)
The time derivative of V along the trajectory of error dynamics:

V= fsvl?ngg <0 11

where P = positive definite and symmetric and 51 = — kg™ V(z)...
O = k@ (z1), O = -  k¢M(z)and k

2y|s|7/l’(k13ysign(s) +kow)

The proposed sliding-mode-based controller for inverter-based re-
sources achieves multiple control objectives, including power and cur-
rent tracking and DC-link voltage regulation. By rapidly switching
between control modes, the controller maintains the system on the
sliding manifold, ensuring convergence to the intended state. The con-
trol diagram (Fig. 2) and schematic of the control laws (Fig. 3) illustrate
the key features.

2.3. C. Active and reactive power control loop
To guarantee that the P and Q tracking errors converge to specified

boundaries in a finite time, an enhanced SMC is proposed here. The
dynamics of the overall controller loops are as follows:

Vop  X1lUgp X2

iy =2 12
' L 2L \/§L L U, U, Usll o
\/i allp and
Vgic = Ugﬂ ia/}/c - zvdc/RC = Vticl +Vd'c2 13)
u:/;ia/i 2X1
=¥ _Z1 14
1 C CR as
. 2uliqplt, 1 s o\, .
X2 7w+@<(ua7uﬂ)la72uaUﬁlﬁ) (15)

where the vector data of the phase current and grid voltage in af

reference frame are denoted by iy = [is, is] and vg =
[Va, Vg }T respectively. The dc link voltage is represented as
Vac (X1 = Vige1 +Vigea; X2 = Vg —Vaez) and the average duty cycle vectors
are given by u,usu, =

[a, u,;,u,]T.The control action also facilitates the P and Q injections

which can be represented as:

D = Volo + Vpis ae)
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Fig. 3. Schematic of the proposed SMC control laws.

q = Vals — Vsl

17)
1
Hv{,ﬁH S Vaplles + 04 1s)
. 1 T
4= -5 (Vap) Uap — P (19)

where, w is the grid angular frequency and J = [(1) _01 ]. The tracking

error dynamics as well as the sliding manifolds are described as:

e =p"—p, eg=q"—q (20)

Ssmcp = kpSMCepa Ssmcq = Kpsmc€q 21

kpsucis a constant, whereas the reference values are p* and q*. The

derivative of e,and e, following the error dynamics trajectory over time
are obtained:

. 1 2 1

é = 7Z||va,;{| +ﬁx1vaﬂTuaﬂqu+wp (22)
. 1 T

¢ =5 (JVap) Uap + 0p + W (23)

1. Monitors voltage, frequency, energy balance

2. Determines control actions for stability

SMC: Energy Control Layer

u(t), o(t), Poar, Af
Control Actions Generated by SMC

where, Wy = [p* ¢*]” represents external disturbances. As a result, the

power control loop's tracking error dynamics are constrained by the
sliding manifold as:

Uap = U — p(€p) Vap — 1 (€q) IVap 24

eqf

Uy = ———3 [(H"a/f I +Log )Va/f — Loplva (25)

2
x1 [V

where the steady state equilibrium condition u is generated after

equating p, ¢ = 0. Similarly, for the current control loop, the tracking
error dynamics of the observer can be defined as:

. 1
Ty = — dap[iop|*sign (iaﬂ) + s (26)

(ba/f = — @q8ign (ia/i> + Wigs 27)

The SMC power controller applies corrections to the inner-loop
reference signals (voltage or current) so that any deviation in output
power (due to load changes or faults) is swiftly corrected. The error
dynamics for power and current loops are formulated and shown to be
globally bounded on their respective sliding surfaces. By properly

1. Executes control actions securely
2. Automates P2P transactions

Blockchain Smart Contracts:
Execution Layer

o
where:
d(v,
0(8) = A(Vrer = Vour) + ——L—"=
Pyq = qun = Pioad

dt

SCstate (t + 1) = f(SCstate (t), TXexec)

Txfeedback = {szmtu_s ’ Txtime ’ Txcast}

out )

u(t) = —n.sign(o(t))

Af = fref - f;neas

Ctrans = @ * Etrade

a(t) = k. Txfeedback

\

1. Provides actionable feedback to SMC

2
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=
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Feedback Loop: Data and Transactions

Fig. 4. Interaction dynamics between the sliding mode controller (Smc) and blockchain-enabled smart contracts.
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Fig. 5. Experimental Setup for the proposed design framework.

selecting gains and reaching laws, we ensure that the tracking errors for
active power P and reactive power Q are driven to a neighborhood of
zero in finite time, thereby achieving near-instantaneous power-sharing
adjustments among inverters.

3. Blockchain smart contracts design under uncertainty
regulation

The proposed framework establishes a seamless integration between
the Sliding Mode Control (SMC) system and blockchain-enabled smart
contracts, forming a closed-loop interaction between the physical and
cyber layers of the microgrid. In this design, the SMC controller is
responsible for maintaining voltage and frequency stability and man-
aging active and reactive power flows in response to system dynamics
and disturbances. Simultaneously, blockchain smart contracts govern
decentralized energy trading and demand response (DR) by executing
validated peer-to-peer transactions among microgrid participants. The
connection between the two components is realized through real-time
data exchange: the SMC continuously monitors parameters such as
power surplus or deficit, frequency deviations, and voltage variations,
and relays these measurements as input signals to the blockchain layer.
Smart contracts utilize this control-side information to automate trading
decisions or trigger DR events, ensuring energy balance and system
reliability. Once a trade is executed or a DR event is initiated on the
blockchain, the resulting transaction data, such as updated energy al-
locations, target power setpoints, and curtailment commands, is trans-
mitted back to the controller as reference signals. The SMC then adapts
its control actions accordingly to enforce these decisions at the physical
level, ensuring that the outcomes of smart contract logic are reflected in
real-world power flows. This bidirectional communication enables a
fully autonomous, adaptive microgrid system in which secure energy
transactions and control stability are co-optimized in real time.

Figs. 3 and 4 illustrates the vital interplay between the Sliding Mode
Controller (SMC) and Blockchain Smart Contracts in achieving

decentralized microgrid management. This interaction establishes a
closed-loop system in which robust control dynamics are tightly coupled
with secure, decentralized transaction processing to enhance the
microgrid's operational stability and transparency. The SMC generates
control signals, denoted by u(t), which are computed based on the de-
viation between the reference voltage V,, and the actual voltage output
Vou, captured through the sliding surface o(t). These control signals,
along with key state variables such as power balance P,y and frequency
deviation Af, are transmitted to the blockchain layer for secure
execution.

Upon receiving these control inputs, the blockchain smart contract
enforces predefined operational rules in a tamper-proof, transparent
manner. This includes validation of energy balance constraints and
associated transaction costs, thereby maintaining system integrity while
supporting decentralized decision-making. The smart contracts process
energy trading and operational commands, generating feedback outputs
such as transaction status Txqys, energy balance verification Epy, and
incurred transaction costs Cpqns. These outputs are sent back to the
control layer, enabling the SMC to incorporate real-time transaction
outcomes into its control decisions. The feedback mechanism facilitates
adaptive control by dynamically updating the sliding surface o(t) and its
derivative 6(t), thereby refining the control signal u(t), to ensure system
stability. If the blockchain feedback indicates transaction failures,
imbalance in generation and demand, or rising transaction costs, the
SMC adjusts its control strategy to compensate for these deviations. This
bidirectional integration ensures that the microgrid remains resilient,
maintains voltage and frequency stability, and operates efficiently under
diverse operational conditions, including faults or sudden demand
shifts.

In smart home energy systems using IoT devices (Mumtaz et al.,
2017), efficient energy management is crucial. The Microgrid Operator
analyzes data to determine the optimal energy distribution strategy,
taking into account energy demand, supply, and storage levels. During
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high demand, non-critical loads are reduced or shifted to off-peak pe-
riods, and microgrids are incentivized to increase production or release
stored energy. The challenge is to optimize resource use to minimize
costs while maintaining stability and efficiency (Chi et al., 2023). This
involves complex decisions on when to generate, store, or consume
energy based on local demand, renewable availability, and storage
levels. Without a main grid connection, balancing generation and con-
sumption within and between microgrids is crucial to prevent outages.
Blockchain technology enhances coordination by providing a secure,
transparent platform for P2P energy trading and demand response,
which can be seamlessly integrated into smart home systems. Decen-
tralized decision-making allows each microgrid to manage its resources
while contributing to overall system efficiency. The contracts manage
the automatic adjustment of energy consumption in response to grid
signals or market prices. For example, during peak demand periods, the
contract can trigger load reductions by temporarily turning off
non-essential appliances or by shifting consumption to off-peak hours.
Algorithm 1 outlines a blockchain-based energy trading process for DR
activation. The consumer flexibility profiles are predefined in the con-
tracts and can be dynamically adjusted based on real-time grid condi-
tions. The system continuously monitors voltage and frequency levels
within each microgrid.

Algorithm 1. Smart Contract for DR Program Activation

Energy Reports 15 (2026) 109387
4. Results and discussions

This section presents a detailed analysis of both simulation and
experimental validations. The performance of the proposed controller is
thoroughly evaluated and benchmarked against two prominent alter-
natives: a conventional Sliding Mode Controller (SMC) using a sign-
function-based sliding manifold with a disturbance observer, and a
Proportional-Integral (PI) controller, widely adopted in industrial
applications.

To validate the efficacy of the proposed SMC, a laboratory test setup
was constructed as shown in Fig. 5. The test bed includes two 3.3 kVA
three-phase VSCs, which can both act as either GFL/GFM inverters from
SEMIKRON with local loads connected in parallel at the PCC, an auto-
transformer, LEM current and voltage sensors for accurate measure-
ments, a TLP 250-based gate driver circuit, and a programmable DC
supply. The network and control settings follow those specified in
Table II.

1) Case 1: Comparative Performance analysis against nonlinear
loading conditions:

In Fig. 6, a graphical analysis of the efficacy of the proposed SMC in
the context of harmonics rejection and robustness against nonlinear
loading conditions. Turning our attention to the SMC's response to
nonlinear loading conditions, we note a commendable level of robust-
ness. As the loading conditions become increasingly nonlinear, charac-
terized by rapid fluctuations and distorted waveforms, as indicated by
the THD values, the SMC maintains a stable output current profile

1. SmartContract DR

2. procedure SmartContract DR(voltage, frequency)

3. if voltage < V_min or voltage > V_max or frequency < f min or frequency > f max then
4. dsmActions = determineDSM Actions(voltage, frequency)
5. executeDSMActions(dsmActions)

6. recordDSMActionsOnBlockchain(dsmActions)
7. end if

8. end procedure

9. determineDSMActions

10. procedure determineDSMActions(voltage, frequency)
11. actions =[]

12.  if voltage < V_min then

13. actions.append(reduceNonCriticalLoad())

14. actions.append(increaseGeneration())

15.  elseif voltage > V_max then

16. actions.append(increaseNonCriticalLoad())

17. actions.append(decreaseGeneration())

18. end if

19.  if frequency < f min then

20. actions.append(dischargeStorage())

21. else if frequency > f_max then

22. actions.append(chargeStorage())

23. end if

24. return actions

25. end procedure

26. executeDSMActions

27. procedure executetDSMActions(dsmActions)

28. for each action in dsmActions do

29. performAction(action)

30. end for

31. end procedure

32. recordDSMActionsOnBlockchain

33. procedure recordDSMActionsOnBlockchain(dsmActions)
34. recordEventOnBlockchain(dsmActions)

35. end procedure
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Table II
System parameters.
Parameter Values
Input voltage 750 vV
Output voltage 380V
Switching frequency 10 kHz
Filter L and C 2 mH and 10 micro-F
Output Power 6 kW
Sliding coefficients K=0.15
SMC-Current regulation loop hee = 4000, 1. = 2800, ke = 1000,
£cc= 0.001
SMC-Voltage regulation loop Aye = 1500, nye = 200, kyc= 1000,
ey = 0.01
SMC-Power regulation loop Ape = 2000, npe = 400, kye = 1000,
£pe = 0.01

compared to traditional SMC.

2) Case Study 2: Load variations (active power reference variation)

The proposed controller's robustness and performance were evalu-
ated under load variations in grid-following and grid-forming inverters,
highlighting its effectiveness for practical applications. Introducing load
variations of 25%, the proposed controller demonstrated exceptional
adaptability and responsiveness. It dynamically adjusted control loops
to accommodate changing load conditions, maintaining stable voltage
and frequency despite fluctuations. The system exhibited acceptable
transient response and settling time, indicating efficient handling of load
variations, which was also proved through experimental results in Fig. 7
(a) and (b), showing less tracking error dynamics.

3) Case Study 3: Grid harmonics rejection in case of sudden changes
of grid impedance

Assessing the responsiveness of GFL and GFM inverters to rapid
changes in grid impedance is a significant component of evaluating their
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performance. During a rapid variation in grid impedance of Lg= 6 mH
(weak grid) and Lg= 12 mH (very weak), it significantly affects the
stability and degradation in the power quality delivered to the con-
nected loads whenever traditional control is applied, as can be seen in
Fig. 8(a). In comparison, the performance analysis signifies that the
proposed controller exhibits a high degree of robustness against changes
in grid impedance, as can be seen from Fig. 8(b). The controller quickly
adjusts the control loops to compensate for variations in grid impedance,
ensuring accurate voltage and frequency regulation with minimal fluc-
tuations and low overshoot, and a fast transient response, as illustrated
and confirmed by experimental results.

4) Case Study 4: comparative analysis of the proposed controller with
state-of-the-art controllers

Fig. 9 presents an experimental comparison, and Table III details the
comparative performance analysis of three control strategies: fuzzy-
based intelligent control (Ranjan Das et al., 2024), Passivity
Fractional-Order Sliding-Mode Control (Long et al., 2023), and the
proposed strategy combining Sliding Mode Control (SMC) with a
nonlinear disturbance observer and blockchain technology. Table III
shows that the proposed SMC with a blockchain framework provides the
most balanced performance among the compared methods. In addition
to achieving the lowest THD, overshoot, settling time, and steady-state
error, it also offers stronger disturbance rejection and adaptability to
grid distortions. Unlike the benchmark controllers, the proposed method
further incorporates blockchain-enabled transparency, cybersecurity,
and decentralized coordination, making it better suited to practical
autonomous microgrid operation. Fig. 10 illustrates the experimental
comparison between conventional fuzzy-based intelligent control
(Ranjan Das et al., 2024) and the proposed strategy, which employs a
nonlinear disturbance observer-based Sliding Mode Control (SMC) in-
tegrated with blockchain smart contracts. The results are captured
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Fig. 7. Experimental comparative results (a) Traditional control (b) Proposed control.

within a single measuring window, with an intermediate variable for
analysis. As shown in Fig. 10(a), when the a-phase and b-phase grid
voltages decrease by 10% and 25%, respectively, the proposed strategy
achieves a significant reduction in dc-link voltage ripple, highlighting its
superior ability to handle voltage sags. In contrast, the fuzzy-based
control method exhibits severe input current distortion, resulting in a
maximum Total Harmonic Distortion (THD) of 31%. The proposed
strategy, however, reduces the input current THD to an impressive 2.5%.

In Fig. 10 (b), under distorted grid conditions, the maximum input
current THD using the fuzzy-based approach is 18%. Switching to the
proposed strategy further reduces the input current THD to 2%,
demonstrating its effectiveness in maintaining power quality even under
non-ideal grid conditions. Furthermore, Fig. 10(c) shows that, with the
fuzzy-based strategy, the input current THD spikes to 40% and a sig-
nificant dc-link voltage ripple is observed. The proposed strategy
effectively suppresses this ripple and reduces the input current THD to
2.1%, confirming its robustness against disturbances. Fig. 10 (d) and (e)
further corroborate these findings, showing phase-voltage and current
waveforms and FFT results of grid voltage and input current, respec-
tively, demonstrating the superior harmonic-mitigation capabilities of
the proposed strategy under unbalanced and distorted grid conditions.
These results indicate that the improved performance is not limited to a
single operating case but is maintained across unbalanced, distorted,
and combined disturbance scenarios. This consistency confirms that the
nonlinear disturbance observer enhances disturbance estimation, while
the multiloop SMC structure improves tracking precision and dynamic
regulation, leading to better waveform quality and harmonic suppres-
sion than the compared benchmark strategies. The proposed control
strategy, which integrates a nonlinear disturbance observer-based
Sliding Mode Control (SMC) with blockchain-enabled smart contracts,
demonstrates significant performance enhancements over conventional
methods such as fuzzy-based control, Passivity Fractional-Order SMC
(FOSMCQ), droop control with virtual inertia, predictive control with a
private blockchain, and conventional PI control. The experimental re-
sults, as summarized in Table III, underscore the advantages of the

proposed approach in several critical areas.

Power Sharing Between the Microgrids and Blockchain Implementation:
Table IV summarizes five representative scenarios in a blockchain-
enabled microgrid hardware setup, demonstrating the interaction be-
tween energy exchange, SMC-based control, and system behavior. In
Case 1, a low-load condition with high PV generation results in a 0.2 kW
surplus, which is securely traded via smart contracts, with the SMC
maintaining 98% tracking accuracy. Case 2 illustrates a high-load situ-
ation where a 1 kW deficit is covered through blockchain-mediated
import, and the SMC ensures grid power matching with +1% voltage
regulation. Case 3 involves real-time fluctuations managed through
dynamic P2P contracts updated every 200 ms, where the SMC adapts
effectively, achieving over 90% improvement in power quality. Case 4
reflects an islanding condition with 3.2 kW demand met locally, and
SMC enables a smooth transition with < 1.5% voltage deviation. Finally,
in Case 5, during a DR event, 2.5 kW is supplied through the prosumer
network, and the SMC tracks DR-modified references with 94% accu-
racy. Across all cases, the integration of blockchain ensures secure
transactions, while the SMC delivers stable and responsive control
performance.

The results from Table V highlight significant advancements in the
scalability and performance of blockchain networks, particularly with
the integration of the Polygon network. The scalability improvements
are evident with methods like Layer 2 rollups, which significantly in-
crease transaction throughput and reduce latency compared to the base
Ethereum network. For instance, while the base Ethereum network
processes 30 transactions per second (TPS) with a 15-second latency,
Polygon, as a Layer 2 solution, boosts throughput to between 2000 and
7000 TPS, with latency reduced to just 1-2 s. In parallel, the perfor-
mance metrics for smart contracts in Table VI focus on optimizing
execution time and gas costs within the Polygon network. Contracts
designed for secure energy trading and demand response exhibit varying
execution times and gas costs. For instance, the secure energy trading
contract, despite its higher gas cost on the Ethereum main chain, ben-
efits from Polygon's negligible transaction fees. Fig. 11 illustrates the
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Table IIT

A Comparative Analysis of the Performance Metrics of “Proposed SMC Controller with Blockchain” with Other Controllers.

Performance Metric Proposed SMC Fuzzy-Based Control  Passivity FOSMC Droop + Virtual Conventional PI
+ Blockchain Ranjan Das et al., Long et al., (2023) Inertia Control
(2024)
Convergence Rate (ms) <10 ~30 ~15 ~20 ~35
Disturbance Rejection High (95%) Low (50%) Moderate (75%) Moderate (70%) Low (45%)
(Suppression)
Transaction Transparency High (Blockchain Enabled) Low Moderate None None
Frequency Deviation Suppression 95% 50% 75% 65% 40%
(%)
Power Quality Improvement (%) 90% 40% 70% 60% 35%
Total Harmonic Distortion (THD) 2%-2.5% 18%-40% 10%-15% 15%-20% 25%-30%
Overshoot (%) Minimal (~2%) High (~15%) Moderate (~8%) Moderate (~10%) High (~20%)
Settling Time (ms) <8 ~30 ~15 ~18 ~35
Rise Time (ms) <5 ~25 ~12 ~15 ~30
Latency for Transactions (ms) <5 N/A N/A N/A N/A
Scalability High (Decentralized, P2P) Low Moderate Low Low
Cybersecurity High (Blockchain Secured) Low Moderate None Low
Implementation Complexity Moderate Low High Low Low
Computational Overhead Moderate (Blockchain) Low High (Fractional Low Low
Calculations)
Cost Effectiveness High High Moderate Low High
Adaptability to Grid Distortions High (Dynamic Low Moderate Low Low
Compensation)
Steady-State Error (%) ~0.5% ~7% ~3% ~5% ~8%
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Table IV
Summary of Energy Exchange Scenarios, SMC Reference Signals, Control Performance, and Key Observations in a Blockchain-Enabled Microgrid Hardware Testbed.

Scenario Energy Exchange Through Blockchain  Reference Signal for SMC SMC Control Performance Key Observations

Minimal disturbance due to
high generation. Stable
operation observed with
minimal chattering.
Transient disturbance
observed initially but rejected
within 0.4 s. Stable operation
achieved.

Fast adaptation of SMC

Case 1: Low Load,
High Renewable
Generation

2 kW energy generated by PV; 1.8 kW
consumed by smart appliances; 0.2 kW
surplus injected into the grid. Smart
contract executed for P2P energy sharing.
4.5 kW requested from the grid; 3.5 kW
supplied by wind and PV sources; 1 kW
imported from external grid via
blockchain smart contract.

Real-time energy exchange (1.5 kW)

Reference signal generated with
P* = 2 kW, Q* = 0 VAR sent to
SMC to maintain voltage and
power balance.

Reference signal generated with
P* = 4.5 kW, Q* = 50 VAR sent
to SMC to ensure grid power
matching.

Reference updated dynamically

SMC maintained power and voltage
with 98% tracking accuracy.
Convergence achieved within 0.25 s.

Case 2: High Load,
Low Renewable
Generation

SMC adjusted duty cycle to match
energy demand. Voltage maintained
within +1% with 95% transient
suppression.

Case 3: Dynamic SMC dynamically adjusted to load

Load and between dynamic loads and PV sources; with P* and Q* adjustments every  variations with 90% reduction in ensured that power quality was
Generation Smart contract triggered every 200 ms 200 ms to adapt to fluctuations. frequency deviation and 93% power  maintained during rapid
Fluctuation for P2P updates. quality improvement. fluctuations.

Case 4: Grid 3.2 kW load demand supported solely by ~ Reference signal dynamically SMC achieved islanding transition Seamless transition to
Islanding Mode local PV and battery systems. Blockchain =~ modified to P* = 3.2 kW, Q* with voltage deviation < 1.5%. islanding mode with zero fault
(Emergency confirmed islanding mode with peer = 30 VAR to maintain voltageand =~ Convergence time 0.3 s. conditions and stable
Scenario) verification. frequency within limits. operation maintained.

Case 5: P2P Trading
with Demand
Response (DR)

2.8 kW requested through DR event;
2.5 kW supplied from prosumer network
with blockchain verification.

Reference modified in real-time to
P* = 2.8 kW, Q* = 40 VAR with
DR profile.

SMC adjusted dynamically to
demand response, achieving 94%
accuracy in maintaining power
balance.

Effective DR participation
facilitated by blockchain and
accurately managed by SMC.

11



A. Umar et al.

Table V
Scalability and transaction speed improvements.

Scaling Method Transaction Throughput Average Latency
(TPS) (seconds)
Base Ethereum 30 15
Polygon (Layer 2000-7000 1-2
2)
Table VI

Performance Metrics of Smart Contracts on Polygon Networks.

Smart Contract Type Execution Time (ms) Gas Cost (Gwei)

Energy Trading 100 2-5
Demand Response 90 2-5

deployment and execution of a Solidity smart contract on the Polygon
network to monitor voltage and frequency in a microgrid.

Although the blockchain layer improves security, transparency, and
decentralized coordination, it also introduces additional computational
and communication overhead, including smart-contract execution
delay, transaction latency, and resource consumption associated with
blockchain processing. These overheads may become more significant in
resource-constrained microgrid controllers with limited computational
and memory resources. In the proposed framework, this issue is miti-
gated by separating fast local dynamic regulation from blockchain-based
coordination: the SMC layer performs real-time control locally, while
the blockchain layer primarily supports secure verification, coordina-
tion, and transaction management. However, the practical deployment
of such architectures in low-resource microgrids should carefully bal-
ance control performance and blockchain-related overhead.

5. Conclusions

This study presents an integrated approach to microgrid manage-
ment that combines Sliding Mode Control (SMC) with blockchain-
enabled smart contracts, yielding significant improvements in stabil-
ity, response time, and economic outcomes for decentralized microgrids.
The hardware implementation of the proposed SMC approach achieves a
total harmonic distortion (THD) reduction of 2%-2.5%, which is
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markedly lower than that of conventional control methods, and main-
tains dc-link voltage ripple below 2%, thereby supporting enhanced
power quality. Additionally, the system's rapid response is evident in its
settling time (~8 ms), making it suitable for real-time applications. The
blockchain integration, using the Polygon Layer 2 network, further
supports system scalability, enabling transaction throughput of
2000-7000 transactions per second (TPS) with latencies of 1-2 s. These
technical advancements demonstrate the practical applicability of the
proposed SMC with a Blockchain framework, positioning it as a robust
solution for secure, autonomous energy management in decentralized
microgrid systems. A practical limitation of the framework is the
computational and communication overhead introduced by blockchain-
based coordination, especially in resource-constrained microgrids;
however, this impact is reduced by separating fast local SMC-based
control from higher-layer blockchain functions. Looking ahead, future
work may focus on extending smart contracts to support multi-party
energy negotiation and dynamic pricing via game-theoretic strategies,
further enriching the energy exchange landscape. Additionally, inte-
grating zero-knowledge proofs and lightweight cryptographic primitives
can reinforce privacy and security in real-time data exchange across
participants. These future directions will help translate the current
research into a more comprehensive, field-deployable smart energy
ecosystem.
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Appendix A. Nomenclature and Modeling Assumptions for the Proposed Observer-Based SMC Framework

This appendix summarizes the principal variables, parameters, and assumptions used in the nonlinear observer design, sliding-mode control

derivation, and blockchain-coupled microgrid operation.

A.1 Main Variables and Parameters

Table A1

State-space and observer variables

Symbol

Description

xeR"
X eRrR"

ZHRY O R A DR
Il
=
|
=)

=

State vector of the nonlinear microgrid system; may include voltage, current, and power-related states.
Estimated state vector generated by the nonlinear observer.

Measured system output used by the observer and controller.

Controllable input vector applied to the inverter or converter interface.

Vector of unknown or uncertain model parameters.

Estimated parameter vector obtained from the adaptive observer law.

External disturbance vector representing load variations, renewable intermittency, and other perturbations.
Auxiliary observer state used in the nonlinear observer realization.

State estimation error.

Supplementary observer variable used in the parameter adaptation dynamics.

Observer gain matrix that determines the convergence speed of the state observer.

Transformation matrix used in the observer construction.

Nonlinear perturbation term in the estimation error dynamics capturing residual nonlinear effects.

Table A2

Sliding-mode control variables

Description

& a.py, A ke

Sliding manifold or sliding variable used to enforce robust closed-loop convergence.
Reaching-law or sliding-surface-related quantity used in the SMC implementation.
Lyapunov function used to establish stability of the sliding dynamics.

Time derivative of the Lyapunov function.

Positive definite symmetric matrix used in the Lyapunov function.

Positive coefficients of the sliding manifold polynomial, selected such that the sliding dynamics are Hurwitz stable.

Controller gains or tuning parameters used in the observer-based SMC loops.

Table A3
Power-control and inverter variables

Symbol Description

P Active power.

Q Reactive power.

Pref, Qret Active and reactive power reference values.

ep = P — P Active-power tracking error.

eq = Qref — Q Reactive-power tracking error.

igq Inverter/grid current vector in the synchronous dgreference frame.
Vg Grid voltage vector in the synchronous dgreference frame.

Ve DC-link voltage of the inverter.

@ Angular frequency of the grid or microgrid reference frame.

C,L.R Filter capacitance, inductance, and resistance parameters of the inverter interface.
¢ Phase angle.

Vet Reference voltage used in voltage regulation and controller action.

Time constant in the control dynamics.
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Table A4
Blockchain interaction variables
Symbol Description
u(t) Control signal generated by the SMC and forwarded to the blockchain-coordination layer.
Pya Power-balance indicator exchanged between the control and blockchain layers.
Af Frequency deviation used as an operational condition indicator.
TXstatus Transaction status returned by the blockchain smart contract.
Epal Energy-balance verification output.
Clrans Transaction cost associated with blockchain execution.

A.2 Modeling Assumptions

Table A5
Modeling assumptions used in the derivation

Assumption Description

Assumption 1 The inverter-based microgrid is modeled as a nonlinear system with parametric uncertainty and external disturbances.
Assumption 2 The nonlinear functions satisfy the regularity conditions required for existence and uniqueness of solutions for admissible initial conditions and bounded

disturbances.

Assumption 3~ The measured output yis available in real time for observer and controller implementation.

Assumption 4  External disturbances and parametric uncertainties are bounded.

Assumption 5  The observer gain matrix Kand transformation matrix Tare selected such that the estimation error dynamics remain stable and converge sufficiently fast.
Assumption 6  The coefficients c;of the sliding manifold are chosen to satisfy Hurwitz stability conditions.

Assumption 7 The outer active/reactive power loop is designed so that the tracking errors converge to a bounded neighborhood of zero in finite time.

Assumption 8 A time-scale separation is assumed between the fast local SMC control layer and the slower blockchain coordination layer.

Data availability
Data will be made available on request.
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