Eﬁ algorithms

Article

P3CRID: A Threat Model Methodology for Smart Homes

Shruti Kulkarni, Alexios Mylonas *

W) Check for updates

Academic Editors: Sihai Tang and
Song Fu

Received: 10 February 2026

Revised: 2 April 2026

Accepted: 14 April 2026

Published: 1 May 2026

Copyright: © 2026 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license.

and Stilianos Vidalis

Cybersecurity and Computing Research Group, School of Physics, Engineering and Computer Science (SPECS),
University of Hertfordshire, College Lane, Hatfield AL10 9AB, UK; s.s.kulkarni@herts.ac.uk (S.K.);
s.vidalis@herts.ac.uk (S.V.)

* Correspondence: a.mylonas@herts.ac.uk

Abstract

Threat modelling is a methodology employed for identifying and analysing threats and
applicable mitigations for web applications, mobile applications, infrastructure, and en-
vironments including smart home environments. Threat modelling starts with a tabletop
exercise to identify threats. It provides extremely important insights into what can go
wrong if certain events or a series of events take place. The identification of these events
is critical to ensuring the right mitigation strategies are applied. Threat modelling also
helps to identify security controls that may be assumed to provide required security, but,
in reality, may not be addressing the existing and applicable threat(s). Existing literature,
in the public domain and in academia, discusses threat materialisation for smart homes;
however, entry points for a threat to materialise and exploit these vulnerabilities are not ex-
plored and a dedicated threat model for smart home environments is currently unavailable.
Whilst threats can be mitigated by smart home device manufacturers, there are also mitiga-
tions that need to be applied by smart home owners who are both technology-aware and
technology-unaware. In this paper, we propose a structured, domain-specific threat mod-
elling methodology for smart home environments. The methodology models threats from a
smart home owner’s perspective, identifies entry points and the mitigations that need to be
implemented by a smart home owner. It also acknowledges that the attack surface expands
and contracts and is not constant; which is addressed by applying zero-trust principles.

Keywords: threat modelling; attack vectors; mitigations; zero-trust policies; smart
home environments

1. Introduction

The use of smart homes is on the rise because of the seamless automation and control,
remote monitoring and access, and safety and personalised experiences they provide. In one
of their reports, the UK Government mentioned that each home in the UK has an average
of nine connected devices, and by 2050, the world will have 24 billion interconnected
devices [1]. Interconnection in smart homes is brought about by voice assistants, home
automation hubs, integrations, smartphones and so on. Now, devices can be instructed to
perform an activity using a chain of devices, thus amplifying the attack surface [2]. A smart
home owner can instruct a voice assistant to turn on a CCTV camera, which in turn switches
on a smart light and supports motion detection with a motion sensor. Compromise of any
of the devices in the chain of interconnections may result in lateral movement within the
connected devices. This situation, when coupled with the fact that owners of connected
devices can either be technology-aware or technology-unaware [3,4], results in differing
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impacts of any threat materialisation as a technology-aware owner may secure the devices
in a different manner than a technology-unaware owner.

Smart homes are different from a corporate or an industrial environment because
smart homes do not have any formal organisational security policies and are not governed
by any information security regulations or compliance requirements. As a result, smart
home owners cannot be mandated to monitor their homes for vulnerabilities and to patch
devices. The cycle of patching is also at the discretion of the owners, which often comes
with a financial cost, such as upgrading a Jelly Bean operating system to an Oreo operating
system, that the owner may not be inclined to incur. Similarly upgrading devices or
adapting to new features may result in a learning curve, which, again, an owner may not be
inclined to undertake. Senior people may not be very keen to learn about new features or
about patching their devices. Smart home devices are manufactured by vendors who may
or may not add security controls depending on the speed-to-market requirements. This in
turn leads to the purchase of devices—with and without security controls—by smart home
owners from common marketplaces or directly from the vendors. Lack of appreciation of
the absence of security controls on the devices may result in adverse impacts on the smart
home owners. In the face of such nuances, coupled with the need to secure smart home
devices, it is important that smart home owners are provided with methodologies that
help them identify threats and identify mitigations that are user-friendly for a smart home
owner to implement.

We propose a structured threat modelling methodology for smart home environments,
as the currently available methodologies are not entirely applicable to smart home envi-
ronments when viewed from a smart home owner’s perspective. Our threat modelling
methodology is from the perspective of a smart home owner and not from that of a cloud
provider or a mobile application developer. From a smart home owner’s perspective, our
threat modelling methodology answers two questions: a) Can anything go wrong in a
smart home environment? And b) can any mitigations be applied by a smart home owner
to reduce the risk of device compromises?

As such, our paper makes the following contributions:

1. We introduce P3CRID, a threat modelling methodology, which specifically targets
smart home environments. To the best of our knowledge, we are the first to provide
a structured, domain-specific methodology for this environment. We have applied
the threat modelling methodology to use cases and created a threat model along with
mitigations that can be applied by a smart home owner.

2. Due to the dynamic nature of the threat landscape, we list and regularly update the
identified mitigations along with zero-trust policies on a GitHub repository (https:
/ / github.com /Shruti-s-kulkarni/smart-home-mitigations-P3CRID). Smart home
owners can access this repository to help them understand the security implications
of the threats, as well as the mitigations and zero-trust policies needed to address
the threats.

3. We present the evaluation results for P3CRID, which are obtained via structured
interviews with industry professionals.

The rest of the paper is structured as follows: Section 2 provides a background to
threat modelling methodologies and related work. Section 3 contains the design of P3CRID
and the implementation of two use cases. Section 4 evaluates the methodology. Section 5
discusses ongoing issues, limitations and directions for future work, before the paper
concludes in Section 6.
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2. Background
2.1. Smart Home Environments

A smart home environment is made of several smart devices, including but not
limited to smart boilers, smart meters, smart televisions, smart bulbs, smart switches,
integrations [5], and home automations. Smart homes are used and managed by both
technology-aware users and technology-unaware users [3]. The authors of [4] discuss users’
lack of understanding of security regarding smart home devices, irrespective of whether
they are technology-aware or technology-unaware. This lack of understanding of security
controls has security implications which are explored in this section.

The threats for smart home devices are different to the threats for IT, OT or industrial
IoT devices. This is because all smart home devices are typically available on a single LAN,
as demonstrated by [6], and when examined as an example architecture by ETSI [7]. In
the absence of a guest network being enabled on the home router [6], any intrusion into a
device may result in lateral movement to other devices, with few barriers. Nonetheless,
depending on security awareness, a technology-aware smart home owner may have a
choice to use more than one router to create a segmented network. However, this would
result in more expenses as the owner would need to pay for more than one Internet Service
Provider. Many users may not choose to incur this expense or may lack the technical
expertise to do so. Irrespective of the number of home routers used, smart home devices
depend on the home router for access control, stopping any malicious traffic coming in or
any outbound internet connections being made with malicious IP addresses or malicious
external cloud storage. Unlike IT, OT, IoT or industrial IoT environments, it is difficult to
capture egress traffic from smart home devices, as owners may typically not choose to use
Intrusion Detection System/Intrusion Prevention System (IDS/IPS).

Updates and patching smart home devices are challenging as they may have a financial
impact. Asking users to upgrade their device to remediate a vulnerability may result in
an expensive purchase, which the owner may not want to incur [8]. Applying over-the-air
software patches of smart home devices may be challenging, as a smart home owner may
ignore the patching notifications or may choose to postpone the activity.

Smart home environments do not have any overarching information security pol-
icy management system or any applicable regulatory/compliance requirements, such as
1SO27001 [9]. Information security policy management systems apply (if mandated by a
regulatory authority or legal requirements) to vendors who manufacture the devices. The
owners cannot be compelled to follow them. Owners of smart televisions, smart bulbs,
smart switches and so on cannot be compelled to follow policies such as vulnerability
management and patching policies.

The devices are manufactured by diverse manufacturers who have varying maturity
levels of security standards. It may be challenging to enforce common security standards
among vendors unless there are protocols such as Matter, which enforces security on
devices that are certified by the Connectivity Standards Alliance [10] or by enforcing
ETSI standard [7]. Detecting any security incidents that may materialise in a smart home
environment is difficult because of the absence of logs and monitoring, as well as a lack of
security controls that can detect anomalies, unless a smart home owner chooses to detect
anomalies, which would be an exception and not a common practice.

In the face of such disparities in the security controls of smart home devices, a lack of
security policies/regulatory requirements and a varying range of technical skills, a smart
home environment needs a solution that supports the security of the devices which can
be implemented by smart home owners with the necessary technical expertise and those
without. The solution also needs to reduce cognitive burden such that the security of smart
homes is appreciated and implemented by smart home owners.
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2.2. Threat Modelling Methodologies

Threats are prevalent for assets and information that have value or can be weaponized.
Information like personally identifiable information (PII) has value because if PII is ac-
quired maliciously, a malicious actor can steal the identity of the person [11]. Conversely,
information that can lead to security decisions for a device, such as making changes to
the configuration of vital services, can be weaponized to impact the public or individuals
at large. Reports from [12] show how home technology can be used to abuse victims. A
widely known example of the weaponisation of public-related data is the attack on citizens
of a small town in Pinellas County, FL, USA. The attack was prevented by a water treatment
plant operator who noticed the attackers increasing the levels of sodium hydroxide in the
water supply to a dangerously high level [13]. Assets are impacted with a loss when a
threat materialises to exploit a vulnerability.

This paper does not delve into the details of how the loss is calculated. It will, however,
list threats, vulnerabilities and the resulting impact of risk materialisation for smart home
devices which act as assets for a smart home environment. Risks need to be treated before
threats materialise. Risks are managed in four ways: (a) by accepting the risk, (b) by
avoiding the risk, (c) by transferring or sharing the risk and (d) by mitigating the risk [14].

To treat risks, the applicable threats, applicable vulnerabilities, assets in scope and
impacts of risk materialisation must be identified. A threat model is a structured represen-
tation of threats applicable to assets/information and corresponding mitigations designed
to protect information/assets of value [15,16]. Various environment agnostic threat model
methodologies are available to perform a threat model [17], including, but not limited
to, the following: STRIDE [18], VAST [19], PASTA [20], TRIKE [21], LINDDUN [22], and
OCTAVE [23].

STRIDE identifies threats using the expansion Spoofing, Tampering, Repudiation,
Information Disclosure, denial of service and Elevation. In practice, it is widely used
to threat model APIs and applications, both web and mobile. The main purpose of the
STRIDE threat model method is to apply the model to cyber and cyber—physical systems
that are a part of the same ecosystem. Research in the public domain and in academia
acknowledge that STRIDE is for software development and is not suitable for other domains
or industries [24,25]. Threats like spoofing may avoid the abuse of identities and only focus
on the spoofing of identities [24].

PASTA identifies threats using the Process for Attack Simulation and Threat Analysis,
which combines business context with technical analysis to identify threats to organisations
and applications. The creators of the method acknowledge the fact that PASTA helps
organisations prioritise the security of their assets while working to minimise risks and
impacts. It helps the involved stakeholders to assess threats and develop effective risk
mitigation strategies. However, smart home devices (smart home assets) have equal priority
as they are typically on a single VLAN [7].

VAST is an acronym for Visual, Agile, and Simple Threat modelling and is focused on
identifying threats to vulnerabilities of enterprise applications and IT systems. VAST relies
on automation and not on manual methods of identifying threats. It relies on operational
tools; it is agile and brings an iterative approach to the software development lifecycle. As
the method’s focus is on the software development lifecycle, it is challenging to use VAST
to threat model smart home environments.

The Trike threat model method focuses on data flows and important stakeholder
assets. Trike is a useful method for the risk management of assets from a perspective
of identifying defensive controls. Trike is also useful when creating an access control
matrix that defines the create/read /update/delete (CRUD) permissions for the actors to
perform on IT assets. For smart home environments, though create/read/update/delete
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permissions exist, they are typically carried out by device manufacturers. For home
automation systems, permissions applied by the owner are for the devices to make changes
and not for actors to make changes. The threats for a smart home environment go beyond
the access control matrix, making Trike unsuitable.

LINDDUN (i.e., Linking, Identifying, Non-repudiation, Detecting, Data Disclosure,
Unawareness, and Non-compliance) is a privacy threat modelling framework. The method
requires the analyst using LINDDUN to have extensive privacy expertise and experience
in threat modelling. Smart home owners may not have the level of expertise required to
use LINDDUN. Like Trike, LINDDUN also looks at data flow diagrams and considers
asset categories such as computational units, data stores and external entities. The method
does not consider security threats such as malware being pushed into a smart home device
via an approved HTTPs connection between the cloud and the device, leading to gaps in
threats identified for smart home environments.

OCTAVE (i.e., Operationally Critical Threat, Asset, and Vulnerability Evaluation) is
aimed at identifying operationally critical threats. The methodology considers three types
of assets: assets that hold information (i.e., health information, intellectual property), in-
frastructure assets (i.e., servers, network equipment) and human assets. OCTAVE assumes
that the employees of the organisation in question possess institutional knowledge; hence,
it is best to threat model the organisation from an operational perspective. It has a dual
focus, blending both technical and business perspectives, making it unsuitable for a smart
home because of the missing business perspective.

The methodologies discussed above do not completely address the threats affect-
ing smart homes that are influenced by various background nuances specific to a smart
home environment. A comparative analysis of the environment agnostic methodologies is
presented in Table 1. P3CRID addresses the gaps in the existing threat models.

Table 1. Comparative analysis of applicability of environment agnostic threat modelling methodolo-
gies to smart home environments.

Threat Model Main Domains Strengths Limitations
APIs and applications (web
and mobile). Misses threats such as lack of
STRIDE Cyber and cyber—physical Applicability to software. technology awareness, lack of
systems within the information security policies.
same ecosystem.
Combines business context with  Prioritises assets, assesses Misses environments with
PASTA technical analysis to identify threats, and develops devices of equal priority that are
threats specific to organisations. ~mitigation strategies. hosted on the same VLAN.
. I Agile and tterative. Misses threats such as lack of
Enterprise applications and IT ~ Integrates with the software
VAST . . technology awareness, lack of
systems using automated tools.  development lifecycle and . : . .
. information security policies.
automation tools.
.. . Useful for defining and Misses threats such as open
. Defining defensive controls . o
Trike . . analysing access control ports, supply chain risks and
using access control matrices. . L .
and permissions. machine identities.
Privacy-focused threat Strong focus on privacy Misses threats such as malware
LINDDUN Y threats and delivered through legitimate
modelling framework. . . . . -
privacy-by-design principles.  cloud device communication.
f)diI;:tfiloezg ggglsf;ﬁisngc’gon Combines technical and Misses threats for environments
OCTAVE P " Dbusiness perspectives for that do not have prevailing

infrastructure, and
human assets.

risk assessment.

business perspectives.
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2.3. Attack Surface and Communication Vectors

Extracting common denominators from the technical reports and papers [7,26-35]
the layered stack of smart home devices consists of the following: (a) hardware,
(b) firmware/OS, and (c) network. Smart home devices typically have a cloud environment,
a mobile application, an optional web application and optional integrations. The network
protocols appearing in Figure 1 are indicative communication vectors curated from (a) a
matter database [36], including devices that have the capabilities of Thread, Wi-Fi and
Bluetooth-connected Matter devices, and (b) a Vesternet database that offers z-wave and

ZigBee devices for sale [37-39].
B .

2 3 Bluetooth e
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r Mobile application
- l@wave: e oo g
Network ¢
> 2 zigbee
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Home royter
Hardware
» *HREAD
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device and cloud and mobile app " Ethgm’e‘t
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Figure 1. Technology stack of a smart home device.

The authors of [4] have elaborated on the attack surface for an example smart home
environment, as depicted in Figure 2.

Smart Home @ Physical boundary
Daily Use

smart
home
S erry Pi l
i
H é MOSQU|TTO Home Automation

eg Home Wifi

lome Network Router

Smart Home
Owner - Phone

Smart Home

Owner - Phon
g Smart Light D—%’
% b

‘Smart home owner é
Smart home owner's -~ %
family and friends :‘ 0
] S|M
—’ Mobile Connection

dug

Web Application

Figure 2. An example of a smart home environment [4].

The authors [4] indicate that the attack surface for a smart home environment includes
(a) the smart home devices themselves, (b) cloud environments, (c) mobile applications,
(d) web applications, (e) integrations with home automations, (f) communication lines,
(g) network protocols used in communication with smart devices, and (h) home routers.
However, with integrations [40], the smart home environments now include assets such as a
MQTT server, and a web server, thus increasing the attack surface. Integrations are depicted
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in Figure 2. The ease of using integrations with smart home devices is demonstrated in
both academia [41] and the public domain [5,42,43].
An example of such integrations in a smart home environment can be seen in Figure 3.

® O,
e
@ ‘Smart Garden CAMERA
NodeMCU w/
IS 1 Semp ® e i) . ®
@ : Gateway . = MQTT server g . Dashboard -
P I I |
n Cable : B : :(—> - Local Machine or

Arduino w/ = Node-RED " . Node-RED
sensors/actuators .

Raspberry Pi - . Raspberry Pi . B 1BM CLOUD

MOBILE

SLACK

Figure 3. An example of a smart home environment, with integrations [41].

An increase in attack surface is also due to cellular-enabled smart home devices [44,45]
as these devices have public IP addresses. Assets are the main components of and make up
a smart home environment [46]. Asset categories also include near-field activated devices.

Communication vectors are also part of the attack surface for smart home IoT systems;
they encompass many interconnected devices and communication protocols vulnerable to
unauthorised access or exploitation [47]. Passive traffic sniffing meant to compromise the
transport layer typically requires that the attacker has local network access, either by being
on the same LAN/Wi-Fi segment or by compromising an intermediate network component,
such as a router or access point (passive sniffing is inherently local network-bound) [48].
As a result, passive network listening is not considered a remote threat vector for data
exfiltration or exposure in typical smart home deployments, assuming the use of standard
network isolation and encrypted transport protocols [49].

The attack surface for a smart home environment expands and contracts based on
the devices used, the integrations implemented and the remote connections put in place.
After factoring in the technical skills of the users and the ease of setting the integrations
and remote connections, it is challenging to keep up with the security controls required
to secure the devices. This anomalous situation needs to be addressed with dual controls:
securing the devices and securing the use of the devices. Securing devices from threats is
the duty of the vendor, as a smart home owner would purchase a device and not build one.
However, securing the use of the devices from threats can be addressed by smart home
owners if they have access to the right level of advice, education and training [46,50].

A threat is a circumstance or an event that can potentially impact an entity ad-
versely [51]. The entity could be an organisation or an asset or an environment. In
addition, an attack vector [52-54] is a route adopted by a threat actor to carry out malicious
activities on a system or an asset, for a gain or to create disruption. An attack vector is also
referred to as a threat vector. A threat actor [55] instigates the threat, either by discovering a
vulnerability or by actively seeking to discover a vulnerability in order to cause an impact.

In particular, the available attack vectors for a smart home matched to MITRE
ATT&CK [56], include (a) physical access, because cyber-enabled physical access devices
(such as smart lock devices) with weak SSID credentials, vulnerabilities, etc., can lead
to compromised physical barriers of smart homes; (b) cloud environment, because mis-
configurations or malicious insiders in the cloud environment can lead to unauthorised
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access to smart home owners’ cloud-stored data; (c) applications, mobile and/or web,
because compromised vulnerabilities in the application or an absence of MFA on the web
application can result in changes in the settings of the smart home device(s); (d) home
routers with which any insecure ports enabled on the router could allow second-order at-
tacks; (e) integrations with which malicious commands can be processed, malicious emails
or calendar invites can be read, leading to damage of the devices or emotional impacts
due to rapid configuration changes; (f) supply chain, because devices can be assembled
using third-party components with vulnerabilities; and (g) cellular devices, because their
public IP addresses are discoverable and could be compromised with their accompanying
administration consoles that may contain vulnerabilities [57].

Vulnerability [58] or weakness [59] is a deficiency in a system or an entity that may
lead to undesirable effects when a threat materialises. Using the route of attack vectors, a
threat actor compromises vulnerabilities in the assets to reach the assets. Vulnerabilities
related to smart home environments have been curated from open-source vulnerability
databases such as Vuldb.com [57], exploit-db [60], and Censys.com [61]. The following is a
curated list of vulnerabilities related to smart home devices:

(a) A lack of security processes, leading to (i) ineffective authentication and access
controls, weak credentials or over-permissioned identities which can be brute forced; (ii) a
lack of logging and monitoring procedures, leading to lack of visibility to incidents; and
(iii) a lack of firewall rule reviews, leading to over-permissioned firewall rules.

(b) Security misconfiguration or weak configuration, leading to (i) incorrect or missed
system hardening, (ii) weak cryptography cyphers, (iii) databases exposed to the internet,
(iv) databases without any authentication procedures, (v) ease of opening ports on fire-
wall/router, (vi) open insecure ports on firewall/router, (vii) a lack of approval for the
automated opening of ports such as uPnP.

(c) Lack of secure coding in applications leading to (i) cross-site-scripting, (ii) cross-
origin resource sharing, and (iii) man-in-the-middle attacks when public keys are not pinned.

(d) A lack of security testing leads to undiscovered and untested vulnerabilities in
applications that can be exploited by malicious actors.

(e) A malicious supply chain manifests vulnerabilities in various ways, through
(i) backdoors in firmware and hardware as well as (ii) built-in malicious code.

(f) Lack of security awareness leads to (i) the insecure use of devices and services,
such as clicking on a link in a phishing email or not suspecting a social engineering attack,
which in turn can lead to Al prompt injection on voice assistants, (ii) building insecure
applications for both web and mobile applications and (iii) building insecure devices with
a lack of supply chain assessments.

(g) Lack of security features leads to (i) the insecure use of devices, leading to a lack
of mitigation regarding prevalent threats, such as not encrypting data in transit, (ii) not
encrypting data at rest, (iii) storing credentials in clear text, and (iv) a lack of secure
management of keys.

Impacts include the harm that is caused when a threat actor uses an attack vector to
trigger a threat and exploit a vulnerability [62].

For a threat to materialise and cause an impact, the asset and its associated vulner-
ability(ies) must be visible to the threat actor in order for them to exploit it. Extending
this definition to smart homes, in order to compromise a smart home environment, an
external threat actor needs visibility of the attack surface and the vulnerabilities it may
have. This act of gaining visibility to the attack surface and its vulnerabilities is referred to
as reconnaissance on MITRE ATT&CK [56].

There are two reconnaissance for the attack surfaces of smart home environments,
namely: (a) the one that has devices with public IP addresses and (b) near-field con-

https:/ /doi.org/10.3390/a19050347


https://doi.org/10.3390/a19050347

Algorithms 2026, 19, 347

9 of 43

nections, such as Bluetooth and RFID. Smart home devices that are not on a cellular
network are not visible on public networks/internet on their own. This is because the
devices do not have public IP addresses. They are on the internal LAN/VLAN with pri-
vate IP addresses; network address translation (NAT) is typically provided by the home
router [36,63-65]. Devices with private IP addresses are not visible to threat actors using a
public network/internet connection.

Circling back to reconnaissance for smart home environments, as discussed in Section 2,
connections to smart home devices can exist with near-field network protocols, such as
Bluetooth and Thread. For instance, Bluetooth connections are discoverable by a threat
actor who is within a distance of 43 metres (10 metres on an iPhone) [66,67], in contrast
with a threat actor who is on a public network and can discover other entry points into
a smart home with technical components, including (a) clouds, (b) mobile applications,
(c) web applications, (d) home routers, (e) externally exposed integrations, (f) supply chain
risk materialisation on smart home devices, and (g) breaking the physical barrier. Any
externally visible vulnerabilities in these components can be discovered remotely by a
threat actor, which in turn are used to access smart home devices via existing/discoverable
attack vectors or entry points. Reconnaissance for smart home environments now expands
beyond devices with public IP addresses and Bluetooth connections.

Our research provides a collection of matching security controls for a smart home
owner to apply based on their applicable threats. These security controls are mapped
to zero-trust policies by looking at each device as a protect surface and not as an attack
surface, which helps to identify mitigations when more devices are added or a new network
protocol is introduced.

The rest of the section focuses on the threats that are applicable to smart home environments.

2.3.1. Physical Perimeter Threats

Smart home environments can be subject to cyber-physical attacks [50]. For instance,
a smart lock can be bypassed [8] and could allow malicious actors to enter a home and
cause bodily harm, or lead to burglary. Malicious profiling or occupancy detection can
lead to burglary or stalking. Authors [68] discuss the cyber-enabled harm caused by smart
home devices, including fraud, stalking and grooming. These harms could be carried
out by (a) obtaining unauthorised access to systems (activation of web cam, control of
voice-assisted devices), (b) malicious changes to security settings, and (c) damaging devices
to ensure that the security functionality is not available, including compromised door locks,
burglar alarms, and CCTV cameras.

The authors of [46,69] discuss malicious actors entering homes of vulnerable
people/technology-unaware owners and changing security controls. Furthermore, smart
locks running on ZigBee, z-wave, and Bluetooth can be jammed and disabled, as demon-
strated by [8]. Such attacks can help the attacker bypass the security offered by the devices
and/or cause a denial of service for the users.

The author of [70] discusses two types of locks that use similar types of keys: passcodes,
PINSs, fingerprints, RFID smart cards, and mobile apps that control locks via Wi-Fi and
low-energy Bluetooth. The keys can be compromised with cloned cards (for example,
Flipper [71]), bluesmacking, bluejacking, bluesnarfing, and KRACK attacks on the WPA2
protocol (which allows an attacker to copy and keep the keys forever).

The authors of [72] discuss smart locks that contained vulnerabilities, especially the
presence of dangerous permissions or a lack of required permissions. They also discuss
the vulnerabilities in applications supporting the smart locks and the impacts of exploiting
such vulnerabilities on the physical safety of the smart home. Security controls exist on
smart home devices such that appropriate settings may be enabled by the smart home
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owners [73]. These settings could be either mis-handled or may be inadequate. For example,
static keys that are required for the devices to communicate with its application may be
discovered by a malicious actor.

Threat materialisation achieved via the covering of CCTV cameras installed outside
of a smart home are known to take place, but evidence of this type of attack is not easily
available in the public domain and in academia. Also, the risk of disconnecting the ethernet
cable that runs from the Internet Service Provider’s hub to the home’s router—accidentally
or deliberately—is difficult to prove. These actions cause a larger impact on an unoccupied
house that is monitored with CCTV cameras and an internet connection that uses the
ethernet cable.

Any retrieval of the SSID and the PSK of the Wi-Fi connection from the devices would
result in the attacker virtually living in the smart home [74]. Smart home owners share
passwords for the SSID of their Wi-Fi routers. The shared credentials are stored on their
devices, which if stolen can lead to malicious connections into the smart homes [75].

Any SSID with a weak password may be brute-forced, giving attackers access to all
smart home devices in the environment [76]. Similarly, a Bluetooth connection without any
verification code can be accessed with [77].

Figure 4 shows the attack vectors that a malicious actor can use for threat materialisa-
tion via physical access.

smart

Home Network Router

Compromise the
firmware to unlock the lock

Mor,Elt oy Smart Lock

extract keys with
/u passive listening Brute force

the SSID
Brute force
near-field activation4

Observe the traffic for malicious profiling

Figure 4. Materialisation of compromise of physical access.

2.3.2. Cloud-Related Threats

The authors of [78,79] discuss functionalities such as the control, monitoring and
managing of smart devices via cloud connections. Smart home devices that connect to
the cloud to also provide remote access for management of the devices, which includes
switching off a smart bulb or monitoring CCTV feeds. Vulnerabilities in the cloud include a
lack of security features for the components that make up the cloud, the absence of security
processes in the cloud, a lack of security awareness from the personnel who maintain the
cloud and weak configurations or security misconfigurations.

Any compromises in the cloud environment can lead to compromise of the data
of smart home devices persisting in or shared via live feeds in the cloud environments.
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Compromises can also take place via capabilities that inject components into smart home
devices. Ref. [69] discusses ways in which physical access can be compromised via the
cloud and applications. These methods include the following: (a) unencrypted backups
exposing credentials or authentication data that are then used to compromise devices,
allowing attackers to break into houses; (b) preventing sensors from detecting risks such
as fire, motion, and carbon monoxide leaks by jamming and tampering at the physical
layer; (c) malicious profiling with statuses of door locks and smart meter signals; and
(d) determining occupancy with a compromised motion sensor. For example, from 8 to
9 March 2021, Verkada'’s cloud platform was compromised via a misconfigured customer
support server that was exposed to the internet. The attackers accessed cameras and viewed
video and image data [80].

Security researchers Noam Rotem and Ran Locar from vpnMentor discovered a user
database belonging a company called Orvibo, which runs a smart home management
platform. The database was available on public networks/internet without any password.
The database stored more than 2 billion records containing everything from user passwords
to account reset codes and even a “smart” camera-recorded conversation.

An organisation that managed clouds misconfigured an Elastic database and exposed
it to a public network (with a public IP address) [77,81]. CCTV feeds that were sent to a
cloud environment and CCTV images that accept direct feeds from CCTV cameras installed
in smart homes [82] were compromised via compromise of the cloud.

As per documents dated June 2014, the operating system of Samsung smart televisions
were designed to create a “fake-off” mode that made users believe the television had been
switched off, when in fact recordings of conversations in the smart home were transferred
to the destinated cloud once the televisions were switched back on [83,84].

Figure 5 shows the attack vectors that a malicious actor uses for threat materialisation
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home
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Information related to the @ J
usage of the thermostat persisted in a database
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Access the database
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Figure 5. Threat materialisation of compromise via cloud.

2.3.3. Threats from Mobile Apps and Web Applications

Smart home environments are compromised when web applications and mobile
applications are built insecurely due to lack of secure coding, which leads to vulnerabilities
in the applications, a lack of security testing leading to a lack of knowledge of existing
vulnerabilities in the applications and misconfigurations or weak configurations. As
an attack vector, applications (mobile or web) could allow a malicious actor to make
unauthorised changes to the device settings, move laterally using network protocols,
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observe communication in clear text, cause denial of service for the smart devices, or
connect to other smart devices via their vulnerabilities.

Applications (web and/or mobile) typically configure the smart devices and optionally
monitor them. Modern smart home devices are configured with a mobile application using
near-field activation methods such as Bluetooth. Attackers that compromise vulnerabilities
in mobile apps then move on to compromise vulnerabilities in network protocols (ZigBee, z-
wave, Bluetooth, Thread, matter). This is demonstrated by the authors of [85], who moved
laterally in a smart home environment using smart light bulbs when mobile application
exploited the non-mandatory use of asymmetric keys for authentication and authorization
when using a ZigBee protocol. The author of article [86] describes how malware could be
installed on a smart bulb that can then control the lights and the control hub.

The authors of [65] discussed the feasibility of malware in a mobile application to
circumvent the firewall rules on a home router. The authors demonstrate that such mal-
ware can scan the smart home environment to locate smart devices in the home, identify
vulnerabilities and expose the smart devices to public networks, thus defeating the very
purpose of the internal network provided by the home router.

A security researcher disclosed cross-site scripting (XSS) in the web interface of Tas-
mota [87]. Separately, a different security researcher disclosed an HTTP CORS issue on the
Tasmota web interface, mentioning that the vulnerability was complicated, along with the
fact that the web application does not require a password [88].

Threat actors who compromise vulnerabilities in mobile devices like laptops, desktops,
tablets, etc., move laterally in the environment to compromise other vulnerabilities in
mobile apps and place malware in smart home devices or move laterally in the smart home
environment, as discussed by [89,90]. The authors of [91,92] discuss the impact of cross-site
scripting that is present on the web application of a smart home device. Brute force attacks
on the mobile applications of smart locks are discussed by [93,94], where a malicious actor
was able to open doors using unpatched applications.

Compromised smart home devices via web applications have been reported by [95,96];
a couple reported changes in thermostat temperatures and music coming from security
cameras. This breach was attributed to the reuse of passwords on Nest and the absence of
multi-factor authentication (MFA).

Figure 6 shows the attack vectors that a malicious actor uses for threat materialisation
of compromise via mobile applications.
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Figure 6. Materialisation of compromise via mobile applications.

Figure 7 shows the attack vectors that a malicious actor uses for threat compromise
via web applications.
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Figure 7. Threat materialisation of compromise via web application.

2.3.4. Threats from Home Router

The threat of compromise via home routers is due to vulnerabilities such as a lack of
security processes enforced by the manufacturers, a lack of security awareness or a lack
of security testing, resulting in exposed ports, embedded credentials, default credentials,
etc., [6]. As an attack vector, routers can be used to carry out further compromises and
forward traffic to malicious destinations via port forwarding [6]. The absence of any
configured policies on the router may enable smart home devices with capabilities to
open ports on routers; for example, cameras opening ports on routers. Reports of routers
permitting cameras to open ports without user consent have occurred in the distant past,
but this is not a frequently appearing example [97] in recent times. However, exposed ports,
weak passwords, default credentials, deprecated protocols, etc., that allow a malicious
actor to access the router and scan for devices in the smart home environment have been
demonstrated by various authors [6,97-99].

Home routers with weak policies may be passive participants in second-order attacks,
as described by a security researcher who has written about compromised home routers
attacking word press sites [100]. The report also includes traffic forwarded to malicious
sites by compromised routers. These routers had ports 21, 20 and 25 open, among others,
and they were subjected to eavesdropping [100,101]. Reports of more vulnerabilities with
routers used in smart homes are demonstrated in [102-104].

Threat materialisation via compromise of routers is depicted below in Figure 8.
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Figure 8. Materialisation of threat compromise via home router.
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2.3.5. Threats from Integrations

Smart home integrations connect various smart home devices to provide a unified,
seamless experience for smart home owners. Currently, integrations are available as add-on
components, such as voice assistant and virtual assistants, or they can be created from
software programmes available on GitHub or can be built using discrete components
like Mosquitto servers for communications using Message Queuing Telemetry Transport
(MQTT). Integrations are attack vectors, as any compromise of vulnerabilities in the soft-
ware programmes or home assistants or voice assistants can result in an impact. The
vulnerabilities include a lack of secure coding, a lack of security testing, a lack of security
processes followed by the owner, and a lack of security awareness by both the integration
provider and the home owner.

Smart home integrations provide seamless automation and control, ease of use, conve-
nience, personalization and accessibility. Depending on the functionality in place, integra-
tions store credentials, which can be stored in clear text. Integrations such as MQTT or SBM
blocks can be enabled to be visible on the internet. Compromised vulnerabilities in software
applications could lead to lateral movements in smart home environments and control
over devices [85]. Official documentation from a provider of home integration for home
automation documents that user information (including device information, certificates,
tokens, etc.) from the user’s account is stored in clear text after successful login [105].

The Home Assistant, which provides local smart home control, disclosed a vulnerabil-
ity [106] caused by a lack of authentication which allowed an attacker to access any file that
was accessible by the Home Assistant process. This access included any credentials that
might have been stored to allow the Home Assistant to access other services.

The Home Assistant disclosed a different vulnerability [107] which allowed an attacker
to remotely bypass authentication and interact directly with the Supervisor API, called the
Supervisor (the operating system of the Home Assistant). The attacker can then gain access
to Home Assistant updates, add-ons and backups.

A finding by Avast, the world leader in digital security products, shows that more than
49,000 Message Queuing Telemetry Transport (MQTT) servers are publicly visible online
worldwide due to protocol misconfiguration. In France, nearly 900 servers, unprotected
by passwords, were found exposed, putting them at the risk of data leakage. On the hub
software, communications are public and accessible to malicious actors if they are made via
the open and unprotected Server Message Block (SMB) protocol, used to share resources on
internal networks, primarily on Windows. Avast also found that directories are shared with
all Home Assistant files, including those related to configuration. Among the exposed files,
Avast identified one containing passwords and keys, stored in plain text. This information
could allow an attacker to completely control a person’s home [108].

The authors of [109] discussed side-channel attacks conducted by malicious applica-
tions using attacks such as timing analysis, simple power analysis, and differential power
analysis. Such attacks are capable of malicious profiling, resulting in occupancy detec-
tion. Malicious profiling has been discussed by researchers [110] when they inferred user
activities with high accuracy.

Security researchers from [111,112] report on and discuss the attack vectors used on
Apple smartphones to infect speakers, which in turn infect other smartphones. Third-party
AirPlay enabled devices that were allowed to run their own code on Apple products, acted
as attack vectors. This resulted in third-party users connected to the same home router as a
smart TV, speaker or set-top box at a party, to potentially use open AirPlay connections to
spread malicious code from one device to another. Bluetooth-enabled integrations are used
by threat actors for eavesdropping.
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Researchers demonstrated control over smart home devices by using a poisoned
Google calendar, in the form of an Al prompt [113]. The authors of [114,115] demonstrate
several abuse cases of prompt-ware. The authors describe how a malicious calendar entry
or an email that is accessed and read by the voice assistant can lead to a boiler being set to
a boiling point, window blinds being opened, etc. The authors of [116] researched attacks
on the web interface of smart devices, which led to brute force attacks on the devices.

Laser-based command injections of malicious commands on voice-controlled micro-
phone arrays have been researched by [117]. Though laser signals cannot travel past walls,
they can be used on open windows, especially unguarded windows that are left open
at night.

Threat materialisation of compromise via integrations using attack vectors is depicted
in Figure 9.
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Figure 9. Threat materialisation of compromise via integrations.

2.3.6. Threats from Vulnerable Devices

Vendors adopt various ways to build smart home devices: a) they obtain components
of the technology stack—hardware, firmware, network interface—as commercial off-the-
shelf (COTS) products from third parties, assembling them together to build smart home
devices; b) they outsource the assembly and/or build of the components to third parties; or
¢) build the entire device in a factory environment. In this paper, we will not describe the
details about how the base-level components, like the various items of hardware (RAM or
ROM that may be purchased from third parties) or firmware (third-party code available on
GitHub), are assured for security by the manufacturer. This paper focuses on hardware
and/or software and/or network components purchased from third parties by smart home
vendors that are put together to manufacture the devices and ship them for sale.

Smart home devices are an attack vector that compromise vulnerabilities such as a
lack of supply chain management, a lack of security processes, a lack of awareness and a
lack of security testing, resulting in impacts on the smart home owner.

The authors of [118] discussed various supply chain-related threats for IOT devices,
including smart home devices. They discuss device manufacturers and their reliance on
commercial off-the-shelf (COTS) products; these provide them with various advantages,
such as reductions in the cost of production and speed-to-market effects. This reliance
brings about security issues, as a lack of security assurance for the procured components
may lead to the shipping of devices with vulnerabilities.

Security researchers [86,119] discuss vulnerabilities in smart home devices (hardware,
firmware, bridges). They discuss how, despite the lack of visibility of smart devices and
their vulnerabilities on public networks/internet connections, compromised devices may
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exploit existing vulnerabilities to send data to malicious locations because the egress
communications are encrypted and outbound communications are not monitored.

Cybersecurity firm A&O IT Group Clear found vulnerabilities [120] in smart plugs,
and one of them was that the plugs communicated over HTTP in place of HTTPs; this
includes the SSID and the WPA2-PSK sent in clear text. This communication not only
impacts smart plugs but also the whole of the smart home environment. A malicious actor
capturing the PSK can position themselves in a nearby reachable location and enter the
smart home environment, virtually.

Security researchers [121] discuss the impact of supply chain risks in smart doorbells
and smart cameras and the privacy violations that take place because of such vulnerabilities.
They discussed the compromise of sensitive information about the device’s owners and
how smart gadgets were taken over, for example, by speaking through the devices, stealing
footage and recordings, or flickering the lights. Bigger companies can enforce fixes quickly
when a vulnerability is disclosed. That is not always the case for smaller brands. Security
breaches impact companies of all sizes. Amazon and Google have experienced security
breaches with Ring and Nest security devices in recent years.

Devices that connect to clouds that are in a jurisdiction with different privacy rights
for citizens compared to the area where the consumers are located, pose privacy issues
for consumers [122]. Any threat materialisation with such devices results in privacy
violations for the owners and could also lead to espionage of people of interest and high-
profile individuals.

Figure 10 shows an instance of a malicious actor using attack vectors to materialise
threat compromise via vulnerable devices.

smart L1l > w
home @ = Malicious thermLstat . | —

uses an open port on the router
and exfiltrates data

Home Network Router

Smart Home Owner

Figure 10. Materialisation of threat compromise via vulnerable devices.

2.3.7. Threats from Cellular Devices

Cellular devices use mobile SIM connections to provide the required functionality.
These devices typically have both mobile applications and a web application. Mobile
applications are typically for monitoring devices and web applications provide adminis-
trative capabilities. Smart home devices on cellular networks provide an entry point to
attackers, not with a cellular connection per se, but with administration pages without
authentication or weak authentication. Vulnerabilities include a lack of security processes,
misconfiguration or weak configurations, and a lack of secure coding. The attack vectors
are cellular devices, along with the associated applications, as they are visible on public
networks/internet with a public IP address [57,61,63].
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Devices with cellular networks have public IP addresses. In the absence of any
integrations within the smart home environment, the impact of compromise would be
restricted to the information present on the device [82]. However, any integrations of
such devices with home automation within a smart environment [45] would have the
same threat actors as the ones for the following threats: (a) compromise via cloud, and
(b) compromise via mobile and web applications.

Threat materialisation of compromise via cellular devices using attack vectors is
depicted in Figure 11.
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Figure 11. Threat materialisation of compromise via cellular devices.

hone App

Smart Home

Auth
Owner - Phone Credentials|

2.4. Impact

Compromised smart home devices have an impact on the devices and/or the smart
home owner.

Threat materialisation of smart home devices that provide physical perimeter security
elements, such as door locks, cameras monitoring the perimeter, and burglar alarms,
could result in burglaries and bodily harm. Compromised door locks and burglar alarms
could lead to malicious actors carrying out burglaries, causing bodily harm to residents
in isolated locations. Compromised cameras can lead to eavesdropping, with visual and
audio information leaked to threat actors, leading to an invasion of privacy [82,123,124].
Brute force attacks on SSID and Bluetooth connections result in attackers virtually entering
and living in the smart home environment [46].

Cloud components of smart home devices provide functionality for remote access to
the devices and to manage events from the devices. Most, if not all, smart home devices
connect to a home cloud environment. The compromise of such devices could result
in exfiltration of user data [125] with egress traffic. Compromised cameras can lead to
eavesdropping, with visual and audio information leaked to threat actors, causing privacy
compromise privacy [82,123,124] that may also result from compromise of the cloud. Any
malicious traffic pushed to the smart home devices could lead to electronic eavesdropping
and compromise of privacy [84].

Mobile applications and web applications provide interfaces for management and
administration of smart home devices. Compromise via mobile applications and web
applications may result in bodily harm, such as a boiler being disabled in winter or being
set to its burning point [46]. This also includes alarms being disabled via brute force attacks
on web applications.

Compromised vulnerabilities in connected devices can lead to lateral movement. This
in itself is not an impact. However, (a) lateral movement to smart lights may result in the
strobing of lights, causing emotional impacts [46], and (b) lateral movement to devices
such as blinds or boilers may lead to unauthorised switching on or and off of devices [126],
resulting in device damage.
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The authors of [127] evaluated the security of smart fridges and the impact of com-
promise of the attack surface. Such assets have email addresses associated with owners
to configure services. When email addresses are compromised and smart fridges are dis-
covered, malicious actors may change delivery addresses, causing items to be shipped
elsewhere, resulting in financial losses for the smart home owner [128].

A lack of egress traffic filtering resulted in smart fridges getting converted into bots
and sending 750,000 spam emails [129]. Smart home devices can be turned into zom-
bies/bots with second-order threats such as port forwarding. Smart fridges listening to
voice commands and ordering food items lead to privacy issues with advertisements for
the food items coming up on the users’ social media accounts (such as Facebook) which
has been documented by [130].

A lack of controls on financial information entered on integrations such as voice
assistants like Alexa, Echo and Siri led to financial impacts due to unwanted purchases [131].
This is demonstrated when a child placed an order for a pricey dollhouse without the
knowledge of her parents.

In line with the purchase of the pricey dollhouse enabled by a voice assistant, a
different news article [132] reported deliberate and innocent prompt injections into voice
assistants. As the devices keep learning prompt injections, this may result not just in
financial impacts via unwanted purchases, but also privacy issues and even being a witness
to crimes.

Lateral movement to devices such as laptops/desktops are second-order threats
because the devices themselves do not provide any smart home device functionality, but
the attacker’s intention may be to get to these devices via compromise of smart home
devices. The impact of second-order attacks are discussed by [133,134] when smart home
devices were used in a social media attack. The opposite of this situation also works.
Malware may jump on smart devices via mobile applications or administration portals.

Devices manufactured with vulnerable components lead to impacts on the physical
security of the smart house. Vulnerabilities in smart devices such as smart meters (power,
water) which have their own cellular connections/proprietary protocols such as z-wave
can lead to malicious profiling, which in turn can lead to stalking, burglaries or bodily
harm. Malicious profiling is an impact when vulnerable devices exfiltrate monitoring data
to the cloud. Such devices can lead to greater compromise of smart home houses [135].

The impacts of compromised smart home devices via devices using cellular connec-
tions are not very evident at first glance, due to the challenging compromise of cellular
connections (4G/5G). However, these devices are available on public networks as they
have public IP addresses. As such, they are discoverable devices, as are their administra-
tion interfaces. Compromised administration interfaces or any vulnerabilities in devices
can lead to breaches of privacy or a second-order attack. Examples include (a) brute
forcing of default, generic credentials on the administration interface, resulting in the
owner of the camera suffering a breach of privacy; (b) breach of privacy via viewing of
the images; and (c) ransomware attacks by exploiting vulnerabilities in publicly available
devices [82,136,137].

2.5. Mitigations

Mitigations are the security [14] controls that aim to reduce the probability of threat ma-
terialisation. The other ways to treat threats and the resulting risks include (a) avoiding the
threat (avoid), (b) accepting the risk of threat materialisation (accept), and (c) transferring
the risk (transfer) [14].

Mitigation involves taking action to prevent a threat from materialising. Mitigating
threats of physical perimeter devices via weak processes used to build smart devices
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such as smart locks, are actioned by the manufacturer by adding strong processes such as
authentication and authorisation or vulnerability and patching processes. However, weak
authentication of near-field activation such as Bluetooth can be mitigated by the smart
home owner with a verification PIN.

Some threats cannot be mitigated by a smart home owner, such as the threat of compro-
mise via the cloud. Any weak processes such as weak vulnerability and patching process
or misconfiguration of databases that expose the database to public networks/internet
connections, or any missing security features such as TLS certificates can only be addressed
by the manufacturer. In this scenario, the smart home owner transfers risk mitigation to
the manufacturer. Similarly, the threat of compromise via vulnerable devices cannot be
mitigated by the smart home owner because the owner cannot carry out assurances for
the security of the firmware, the hardware, the network and any other components of the
device. Here too, the owner transfers the security of devices to the manufacturers.

However, threats such as weak security processes, including weak authentication
for applications, have dual responsibility. Strong authentication needs to be built into
the application, which the smart home can then configure and apply. On the contrary,
some materialisations of compromise via integrations can only be mitigated by the smart
home owner, such as securing an MQTT server or reviewing code that is downloaded
from GitHub.

2.6. Zero Trust in Smart Home Environments

Compromises in smart home environments take place because resources of value
exist [4]. Smart home owners access resources to either consume the offered functionality or
to carry out a smart home activity. Confidentiality, integrity and availability of these assets
and activities are governed by access control and authentication. With authentication, an
entity proves who they are. With access control, an entity accesses the resource with the
allocated permissions and privileges. Permissions are granted to an entity if there is a need
for the entity to access the resource. Privileges are the granular activities that an entity can
carry out with the resource.

Compromises take place if permissions and privileges are not granted correctly or if
the entity is not authenticated before access is granted. This is because a malicious actor
could be masquerading as the entity. A malicious actor masquerades as an authenticated
entity because the environment implicitly trusts the entity, as it has provided authentication
credentials at some point in time.

To reduce implicit trust, the entity needs to be authenticated before granting access
to the resource. Authentication before authorisation is challenging in a smart home envi-
ronment because of (a) devices manufactured with different protocols by various vendors,
(b) access requests made mostly by devices than humans, and (c) nuances of device-to-
device authentication and authorisation.

With such complexities and little exposure to authentication and authorisation pro-
cesses of and between the devices, the following zero-trust policies can be adopted in
handling the various asset categories in the environments [4].

Need to know basis: Need to know basis is a security construct. This construct guides
people on who their information should be shared with, and more importantly, who it
should not be shared with. For example, a credit card owner would not want to share the
16-digit card number, the expiry date and the CVV with anybody who asks for them. The
same concept holds true in the digital world as well. Owners of the credit card should
exercise caution and share the details only where required. If there is no need to share the
details with a voice assistant, it should not be done.
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Least privilege: Least privilege, as a security construct, guides people in ensuring that
only the required permissions and privileges are for a device or a person to carry out
activities. For example, a smart home owner should disable any unnecessary connections
between assets, such as a smart fridge and a smart window blind.

Authentication before authorisation: This principle ensures that details of a device, its
metadata or its settings are not shared without knowing who the entity is. This principle
applies to devices/settings/network vectors such as SSID, near-field activation PINs. For
instance, hiding SSID from external unknown actors.

Comprehensive visibility: This principle helps acquire information about a device and
an egress connection. This principle can be used for detecting unusual occurrences in
the environment. Logging everything and monitoring logs adds helps identify unusual
activities with a device. This adds to situational awareness of the communication vectors
and assets.

Verified source and destination: In an IT/OT/IoT environment, this policy would be
applicable to firewall rules (which has source, destination, protocol and port), an identity
allowed to access a resource, the type of device, health of device, type of API call, etc.
However, in the context of a smart home environment, this policy can be applied on
routers to ensure that only known and secure ports are enabled, and the endpoints of APIs
are verified before enabling them on the environment. This policy is also applicable for
integrations and their visibility, as any integration that has public network visibility would
be visible to a malicious actor.

Hashed credentials: Credentials (passwords, keys, etc.) must not be stored in clear text.
This is because it defeats the very purpose of having authentication. Anybody who has
access to the system can go look up the credentials. However, before adding any integration,
checks need to be carried out for credentials that are stored in clear text.

2.7. Related Work

The past literature has focused on applying threat modelling to smart home environ-
ments. In particular, authors of [138] developed a transfer learning-based threat model
for attack detection in smart homes (SALT), which is based on data flow diagrams (DFDs)
and uses a transfer learning scheme to identify known and unknown threats. The au-
thors studied threat modelling methods such as STRIDE and VAST and deduced that
the methods do not identify any unknown threats in the process. Their method uses six
phases which includes identifying the target environment, identifying the assets in the
environment, identifying threats, generating alerts, identifying mitigations and validating
the system. The method does not identify threat actors who can enter the environment via
attack vectors or attack vectors [52-54] to compromise the environment.

The author [139] used DFDs and Process Flow Diagrams (PFDs) and created zones in
an Internet of Things (IoT) environment, applied to a smart home use case. They threat
modelled the smart home use case using STRIDE and VAST. They concluded the paper by
recommending mitigations that include limiting unused services/features, implementing
detection of jailbroken devices, using firewall rules for auditing and encryption of traffic.
The authors do not mention anything about attack surface, entry points into smart home
environment or attack paths or about supporting components such as cloud, mobile and
web applications and integrations.

The authors [140,141] used STRIDE to threat model the DFDs for smart home topology.
They identified threats using STRIDE threat taxonomy and applied this concept to six
scenarios: (a) IP camera and IoT gateway, (b) unidirectional communication between an IP
camera and the cloud, (c) bidirectional communication between an IP camera and the cloud,
(d) smartphone-controlled IP camera, (e) smartphone communication with the cloud and
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(f) links among smart devices. They developed network topology and simulated malware
propagation in the environment. They concluded that their threat model has its limitations
and threats like denial of service for physical infrastructure cannot be detected.

Security properties defined by the Federal Information Processing Standards (FIPS),
such as confidentiality, integrity and availability, have been included in a threat model for
smart home gateways by [142]. Along with the security properties, the researchers con-
sidered authentication, authorisation and non-repudiation. They considered assets which
are (a) plugins, (b) smart home gateway application, (c) applications running on physical
gateway, (d) operating system on the gateway and (e) smart home devices, with a primary
focus on plugins that provide extensibility capability. Through the analysis of the use
case, they deduced recommendations, including directions for developers of smart home
components, which include security practices for development. The recommendations also
include behaviours that should not be included in plugins. However, the authors do not
consider a smart home environment as a whole and did not consider the lack of security
awareness of smart home owners.

The authors of [143] have expanded STRIDE threat model method for threat analysis of
smart home scenarios. They additionally used Microsoft’s Security Development Lifecycle
(SDL), which is used for development of software for smart home assets. They used DFDs to
identify the flow of threats in the environment, identified entry points into the environment
and describe assets. The authors concluded that their methods refine the approach of
Microsoft’s SDL and elicited various smart home scenarios with their approach. However,
supporting components (cloud, applications and integrations), lack of security awareness
or the disparity in the security controls of smart home devices are not considered.

Iman et al. used Arduino and Cayenne’s website, along with sensors (such as sensors
for motion, gas leaks, temperature changes) and an Intrusion Detection System (IDS) to
identify nine possible attack scenarios for smart homes [144]. They use STRIDE to threat
model the scenarios. The results of the threat model were fed into risk assessment to work
out the accuracy and precision of the time delays of the sensors in smart home devices
to detect anomalies in the smart home devices. The IDS improved the overall security
of the smart home by providing detection services. The authors concluded that users
can be alerted of the anomalies in the smart homes on the Cayenne website, which was
demonstrated with their experiments. However, the authors did not consider the technical
expertise, or lack of, of the smart home owners in setting up the IDS and Cayenne website.

A threat modelling method to identity privacy threats was created by Raciti et al. [145].
They named their method SPADA, which is an acronym for “Source of Documentation”,
“Property”, “Application domain”, “Detail (level of)” and “Agent(s) raising the threats”.
Their key research question is based on modelling (hard and soft) privacy threats. The
authors define a hard threat to be a domain-independent threat and a soft threat to be
domain-dependent. Their domains are a smart car and smart home environment. They
combined privacy threats for smart homes to create a repository of threats. They propose
that SPADA incorporates both domain-specific and non-domain-specific knowledge for
threat elicitation and asset collection using the variables of “Source of Documentation”,
“Property”, “Application domain”, “Detail (level of)” and “Agent(s) raising the threats”.
The focus of SPADA is threat elicitation and asset collection, differing from P3CRID, which
focusses on threat modelling and mitigations.

Profiling of threats caused by humans in smart home environments has been studied
by [146]. The authors have identified six types of human threat actors, four motivation
factors which are broad in nature and three levels of capability. The authors have used these
parameters to demonstrate a scenario where a smart home has smart lighting controlled
via a web application with weak authentication and authorisation. For this weakness, the
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authors threat modelled the security and privacy impacts for the threats materialised via
identified threat actors. The authors concluded that existing threat models have limitations
and recommend security education and awareness sessions for smart home owners. The
authors do not consider the mitigations that need to be added by manufacturers and the
ones that need to be configured by smart home owners.

The authors of [147] threat modelled IoT-based smart home architecture. They con-
sidered threats such as (a) eavesdropping, (b) impersonation, (c) denial of service (DoS)
and (d) software exploitation. They conclude that adding encryption for data in transit and
using unique identifiers for access controls addresses eavesdropping and impersonation
threats. However, denial of service is not addressed effectively at network layer. Similarly,
software exploitation is not addressed by vendors because of lack of validation of firmware
integrity and not checking for backdoors. The authors do not consider the attack vectors
and the impact of the threat materialisation.

3. Methodology

P3CRID models threats in a smart home by first identifying assets and aligning them
with applicable attack vectors. For each asset—vector pair, the methodology identifies rele-
vant vulnerabilities, derives the corresponding threat, determines the resulting impact, and
then selects mitigations. The final output is a structured threat model and a consolidated
set of mitigations for the smart home environment.

Let H denote a smart home environment and let

A =identify assets (H) = {a1,a2,...,41}

be the finite set of assets. The method outputs a threat model R and a mitigation set M,
both initialised as
Ro=0, My =0.

For each asseta € A, let
V (a) = identify attack vectors(a)

be the set of applicable attack vectors.
For each vector v € V (a), let

U(a,v) = identify vulnerabilities(a,v)

be the vulnerability set relevant to (a,v).
For each tuple (a,0,u) witha € A,v € V (a), and u € U(a,v), define

t(a,v,u) := identify threat(a,v,u),

i(a,0,u) := assess impact(t(a,v,u)),
m(a,v,u) := select mitigations(a,v,u,t(a,o,u),i(a,v,u)),

The structured threat model record r, added at each iteration is:
r(a,v,u)=a,v,u,t(a v,u),ila v u),m@a, v, u)
Hence, the threat model is updated by

R < R U {r(a,o,u)}.
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If mitigation is selected by the smart home owner, then the mitigation set is updated by
M +— M U m(a,o,u)

After all assets, attack vectors, and vulnerabilities are processed, the mitigation set
is applied:
M <+ apply(M).

Finally, the method returns (R,M). P3CRID methodology is summarised in Algorithm 1:

Algorithm 1: P3CRID

Input:
Smart home environment H

Output:
Threat model R and mitigation set M

1: A < identify_assets(H)

22 RO, M+ Q@

3: foreach asseta € A do

4. V < identify_attack_vectors(a)

5: for each vector v € V do

6: U < identify_vulnerabilities(a, v)

7: for each vulnerability u € U do

8: t < identify_threat(a, v, u)

9: i < assess_impact(t)

10: m < select_mitigations(a, v, u, t, i)
11: R+ RU{(a, v, u, t, i, m)}

12: if mitigation_is_selected(m) then
13: M+~MUm

14: end if

15: end for

16: end for

17: end for

18: M « apply (M)
19: return (R, M)

Using P3CRID, a smart home owner starts by identifying assets/smart home de-
vices that they own. To aid the users to identify the attack vectors, we maintain a live
GitHub project (https:/ /github.com/Shruti-s-kulkarni/smart-home-mitigations-P3CRID)
that maps attack vectors to asset types and their mitigations. For readability reasons and
due to the dynamic nature of threat models for smart homes, we provide examples of such
Tables in the Appendix A, namely Table A1.

The owner identifies the vulnerabilities for the assets, the threats, and the impact of
the threat materialisation. The owner can now look up the other files for the mitigations
and the applied zero-trust principles. Based on the smart home owner’s risk appetite, they
can now apply the mitigations to the assets.

Zero-trust principles and their applicability to smart home environments have been
discussed by the authors in [4]. These zero-trust principles were applied on the identified
threats and mitigations of smart homes, based on NIST SP 800-207 and NSTAC report [4].
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The following subsections demonstrate the application of P3CRID in two scenarios.

3.1. Applying P3CRID

We implement P3CRID methodology using two use cases. The first use case uses an
example smart home with cloud access. The second use case has an example smart home
without any cloud access.

3.1.1. Smart Home with Cloud Access

The architecture below is for a smart home environment that uses only Thread protocol
over Wi-Fi using a bridge.

As Figure 12 depicts, the assets include (a) smart plug, (b) smart LED, (c) smart
thermostat, (d) home router, and (e) the bridge. The bridge connects to the home router
such that the smart plug, the smart LED and the smart thermostat can be monitored
remotely. For this to take place, the devices connect to their respective clouds and to the
mobile apps via Wi-Fi [148,149]. The attack vectors for this architecture include home
router, mobile applications, the devices, the bridge and the clouds.

©

Cloud

Smart Home Use
[
| \ smart }'
home
—
Smart Plug
= e
hermostat Home Wifi

<

Home Network Router Smart LED
Smart Hogme
Smart Home 1
Owner Owner - Phone
Smart Home Smart TTermostat

Smart Home Owner - Phone

User/Family/Friends

Figure 12. Example smart home environment with cloud-enabled devices.

The smart home environment is threat modelled using P3CRID and the results are

summarised in Table 2.

Table 2. Threat model using P3CRID for smart home with cloud access.

Asset Attack 1aes cee ie Applied by
Category Assets Threat Vectors Vulnerabilities Impact Mitigations Owners?
Weak Unauthorised Usg fgmque
configurations of access to device, Ver(li 1cat.1c;1n Y
Bluetooth damage to devices, %(l)u:t‘(/)\/(::h €s
connections. emotional impact. connection.
) : . Wealg Unauthorised
Near-field Smart plug, Cf)mprormse Physical configurations of A
actlvgted smart LED, via physical access Bluetooth damage to devices Hide SSID. Yes
devices smart thermostat access connections emotional impact 4
and SSID. pact.
Use a
Lack of security Damage to et.h err}et protective
cable, resulting in X
property of lack of monitorin covering for Yes
ethernet cable. £ devi & the ethernet
of devices. cable.
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Table 2. Cont.
Asset Attack . e Applied by
Category Assets Threat Vectors Vulnerabilities Impact Mitigations Owners?
Smart Plug Weak Privacy Ensuring
Cloud configuration compromise via assets with
Smart LED Compromises Cloud resulting in unauthorised sensitive data No
Cloud in cloud database being access to data, are not
Smart thermostat available on the electronig exposed to
cloud internet. eavesdropping. the internet.
Smart Plug lack of security
Cloud processes Privacy .
Cloud Smart LED Compromises Cloud resulting in weak compromise, Uf}llng ts.tr(f,‘g No
enabled Cloud in cloud authentication electronic ali/vif}?l\l/flg A10n
devices Smart thermostat for cloud eavesdropping. )
cloud administrators.
Applyjng
Smart Plug lack of security (}elffectlve.
Cloud awareness Privacy aut e;r’sicanon
Smart LED Compromises leading to compromise L
Cloud in cloud Cloud phishing attack Electronic aglti}:j?;f:lt(l)?ln No
Smart thermostat on the cloud eavesdropping Isvith MFA f0§
cloud administrators. administra-
tors.
Damage to the
devices and to
Lack of smart home via Di‘éile(;gégigt
ac (zilrslecure unauthorised P lud No
coding. access to security MY (f. secure
settings of coding.
Smart Plug the devices.
mobi!e /web Damage to the
application Compromise . devices and to :
Application Smart LED via Ineffegtwg smart home via Testmg the
enabled mobi}e / Web applications—  Applications authermcathn unauthorised security No
devices application mobile and Lack of security access to security ~ features of the
Smart thermostat web testing settings of applications.
mobile/web the devices.
application
Lack of security Pushing
. Damage to the
processes leading . patches to the
devices and to N No
to unpatched smart home applications
devices. ' regularly.

Missing secur tl}tly Damage to the Applying MFA
proce‘:,\s]seziw1 devices and to to web Yes
authentication. smart home. application.

Mls.ctciln.f igurations Unauthorised Closing Yes

WItH msecure connections. insecure ports.
Router . open ports.
connected Home router Compromise Router Lack of security Appl h
devices via router features which PPy patches
Unauthorised provided by
allows the router connections th Yes
to have ’ p et
backdoors. manufacturers.
Lack of security Revi
H Compromise features Damage to devices seechllig Yes
ome : ¢ .
integrated Bridge via Integrations SupI;ilecéham Emotional impact controls
devices integrations
Lack of Lack of capability Enable Yes
non-repudiation.  to detect incidents. logging.
. Review
Smart plug, Compromise . -
Vlélg‘/eiiizle smart LED, via vulnerable Vlélerl\iiaegle Supp}ykchaln Exfiltration of data se<t:ur11 ty ¢ Yes
smart thermostat devices T18KS controls o

the devices.

Physical perimeter: The example smart home environment does not have any smart
locks or any other smart devices that secure the physical perimeter; however, the physical
cable that runs from the ISP hub to the home router may get disconnected, either delib-
erately or accidently, which is a vulnerability. The threat materialisation would result in
disconnection of internet for the smart home impacting the remote connection monitoring
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of the smart home. An applicable mitigation would be to secure the cable with a protective
or something similar. Any vulnerability of weak passwords for SSIDs may lead to brute
force attacks. This may result in an impact with the malicious actor virtually living in
the smart home. The threat may be mitigated by the smart home owner by using strong
password for the SSID and also ensuring that the home router can hide the SSID [76].
The attack vector in this case is the access to the Bluetooth connections, which is an entry
point into the smart home environment. The vulnerability of a malicious actor connecting
to a Bluetooth connection can be mitigated by the smart home owner by ensuring that
unauthorised devices are not connected with a default pairing code [150].

Compromise via cloud: A vulnerability with any exposed assets in the smart plug cloud,
or smart LED cloud, or smart thermostat cloud would lead to unauthorised access by a
malicious actor to the device data stored in the cloud. Any smart thermostat consumption
data persisting in the cloud would result in an impact by allowing the malicious actor to
profile the consumption data to identify time frames for burglaries or stalking. This threat
cannot be addressed by the smart home owner as they do not have any control on ensuring
that cloud assets are not exposed to public network/internet. The only course of action that
a smart home owner can follow is to check the security rating, if available, for the smart
home devices before purchase.

Compromise via mobile applications and web applications: Vulnerabilities such as weak
credentials or vulnerabilities in the applications may provide unauthorised access to the
device settings, leading to turning on and off of devices and impacting emotional aspect
of the smart home owners. The unauthorised action may also end up causing damage
to the devices. The threat could be mitigated by ensuring mobile applications are built
with secure coding and the applications are tested. This threat cannot be addressed by the
smart home owner. Like the threat of compromise via cloud, the only course of action that
a smart home owner can follow is to check the security rating, if available, for the smart
home devices before purchase.

Compromise via home router: If the Internet Service Provider (ISP) of the example smart
home does not restrict access to port 7547, which is the port for ISP remote administration,
the unauthorised access could lead to smart home owner being locked out of the admin
panel, change SSID passwords, disable security features, install malware that may survive
reboots. The mitigations would be (a) to disconnect the router from the internet, (b) factory
reset it, (c) update firmware immediately, (d) change admin and SSID passwords, (e) disable
remote management, (f) check all connected devices for malware, OR g) replace the router
if it is old and not supported [108].

Compromise via integrations: Assuming the bridge is not configured to use a cellular
connection and does not have a public IP address, a malicious mobile application or the
malicious user who brute forced the Wi-Fi SSID may use the bridge to send malicious
commands to the smart plug and/or the smart LED and/or the smart thermostat. The
vulnerability of this attack chain could be mitigated by addressing the vulnerabilities in
other assets such as hiding the SSID. It could also be mitigated by the owner by checking
the security rating for the integration, if available before purchase.

Compromise via vulnerable devices: A compromised smart thermostat may send signals
to the malicious users for malicious profiling, resulting in burglaries or stalking of the smart
home owners. Logging and monitoring outbound connections and blocking malicious con-
nections by the smart home owner would mitigate this risk [151]. The threat of vulnerable
devices can also be mitigated by the smart home owner by checking the security rating for
the smart home devices, if available before purchase.

Compromise of devices with cellular connections: The example smart home does not have
any devices with cellular network, hence the threat is absent for the smart home. If the
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assumption made for the integration is incorrect and the bridge is available on a cellular
network, any vulnerabilities of the bridge would be visible on public networks/internet
and discoverable. The smart home owner can mitigate this vulnerability by ensuring that
the vulnerabilities on the bridge are scanned for beforehand and the findings are mitigated,
or by not making the bridge available on a cellular network.

3.1.2. Smart Home Without Cloud Access

Figure 13 depicts a smart home that is set up with smart devices but does not use
any remote connections or remote monitoring. A Bluetooth communication vector is used
without Wi-Fi [152]. It is important to note here that the devices would not be connected to
the cloud.

Smart Home with
Bluetooth Protocol
smart
home

—Bluetooth—»»>

¥

Smart Plug

-3 "
s T

Smart LED

Home Router

Smart Home
Owner

Q
£

Smart Home
User/Family/Friends

Smart Home
settings during set up

Smart
Thermostat

Smart Home
settings during set up

Figure 13. Smart home communication vectors with just Bluetooth.

The communication or the devices that run using Bluetooth are all internal to the
smart home environment. The assets include (a) smart plugs, (b) smart LEDs, (c) smart
thermostats, (d) home routers, and (e) mobile applications.

The smart home environment is threat modelled using P3CRID and the results are
summarised in Table 3.

Table 3. Threat model for smart home without cloud access.

Asset Attack ers e Applied by
Category Assets Threat Vectors Vulnerabilities Impact Mitigations Owners?
Unauthorised
Weak access to device, Use unique
configurations of Damage to verification code Yes
Near-field Smart plug, smart Compromise ical Bluetooth devices, with Bluetooth
activated LED, smart via physical Physma connections. Emotlonal connection.
devices thermostat access access impact
Lack of security None as home Use a protective
router is not used :
property of by smart home covering for the Yes

ethernet cable.

devices

ethernet cable.
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Table 3. Cont.
Asset Attack Tare e Applied by
Category Assets Threat Vectors Vulnerabilities Impact Mitigations Owners?
Damage to the
devices and to
Lack of smart home via Develop
ac (Zl' secure unauthorised applications with No
coding. access to security secure coding.
settings of
the devices.
nslr(iiliz f&ﬁ) Damage to the
application Compromise Ineffective 5(31‘13;1{?}3180?:3 xf?a Testing the
Application Smart LED via I authentication. unauthorised applications for No
enabled mobile/web applications—  Applications Lack of access to securit Ppl biliti
devices application mobile and security testing. " ¢ Y vulnerabilities
Smart thermostat web SEtngs o
mobile/web the devices.
application ; -
Dy Dot PTRRRS
to unpatched :I;ﬁacftshasme © applications
devices. ’ regularly.
Mf:clgs{,gs :se%lf:}:y Damage to the Applying MFA
P weak devices and to to web Yes
authentication. smart home. application.
Misconfigurations - L
Compromise with insecure ggﬁgg&gﬁzﬁd Closmg(g);?ssecure Yes
Router via router open ports. ’ P '
conne_)cted Home router Compromise Router -
devices via vulnerable Lack of security Unauthorised Checking the
devices features with . : : Yes
connections. security rating.
backdoors.
Smart plug, smart Compromise . . . Review security
V\él'g‘fircaekéle LED, smart via vulnerable Vlélél\iiaezle Supgl}i(cham Exﬁl;rlr;:;on of controls of Yes
thermostat devices 1SKS. ’ the devices.

Physical perimeter: This example smart home environment does not have any smart
locks or any other smart devices that secure the physical perimeter; however, the phys-
ical cable that runs from the ISP hub to the home router may get disconnected, either
deliberately or accidently. The Bluetooth connections are the second threat vector that
materialises the threat of physical perimeter. For a compromise to take place, the malicious
actor needs to be in the vicinity of the devices, typically within 30 feet. The attack surface in
this scenario may include thin walls between homes such as flats. The attack vector in this
case is the access to the Bluetooth connections, which is an entry point into the smart home
environment. The vulnerability of a malicious actor connecting to a Bluetooth connection
can be mitigated by the smart home owner by ensuring that unauthorised devices are not
connected with default pairing code [150].

Compromise via cloud: This threat is absent for the smart home as the devices are not
connected to any cloud.

Compromise via mobile applications and web applications: Vulnerabilities such as weak
credentials or vulnerabilities in the applications may provide unauthorised access to the
device settings, leading to devices being turned on and off, causing the emotional impacts
for the smart home owners. The unauthorised action may end up causing damage to the
devices. The threat could be mitigated by ensuring mobile applications are built with
secure coding and the applications are tested. This threat cannot be addressed by the smart
home owner. Like the threat of compromise via cloud, the only course of action that a smart
home owner can follow is to check the security rating for the smart home devices before
purchase, if available.

Compromise via home router: If the Internet Service Provider (ISP) of the example smart
home does not restrict access to port 7547, which is the port for ISP remote administration,
the unauthorised access could lead to smart home owner being locked out of the admin
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panel, change SSID passwords, disable security features, install malware that may survive
reboots. The mitigations would be (a) to disconnect the router from the internet, (b) factory
reset it, (c) update firmware immediately, (d) change admin and SSID passwords, (e) disable
remote management, (f) check all connected devices for malware, OR (g) replace the router
if it is old and not supported [108]. However, home routers are an attack vector for the
example smart home only if any of the smart devices manage to connect to the SSID and
exfiltrate data to a malicious cloud, because of supply chain risk. The point to be noted
here is that though the device itself is not connected to the router, the router is an attack
vector because of the device’s ability to connect to the router being an attack vector.

Compromise via integrations: This threat is absent for the smart home as integrations
and/or home automations are not present.

Compromise via vulnerable devices: Compromised devices could start scanning other
Bluetooth devices and do a reconnaissance [8]. Vulnerable smart devices manage to connect
to the SSID and exfiltrate data to a malicious cloud, because of supply chain risk. The
point to be noted here is that though the device itself is not connected to the router, the
router is an attack vector because of the device’s ability to connect to the router being an
attack vector.

Compromise of devices with cellular connections: The example smart home does not have
any devices with a cellular network, hence the threat is absent for the smart home.

4. Evaluating P3CRID
4.1. Evaluation of P3CRID

P3CRID was evaluated with the use of structured interviews (For readability reasons,
the questionnaire used for the Interviews is given in the Appendix A). The study took
place in the United Kingdom (UK), from November 2025 to December 2025. The study is
approved by the Ethics department of the University of Hertfordshire and the UH Ethics
Protocol Number is 1569 2025 Oct HSET. Participants of the evaluation of the threat model
methodology—P3CRID—were recruited from communities of security professionals such
as OWASP and ThreatModCon. We interviewed 12 people. The participants are cybersecu-
rity professionals and were chosen because they are either (a) security professionals who
work on threat modelling, (b) security professionals who work on threat assessments, or
(c) security professionals who support threat modelling and threat assessments.

With regard to the roles of the participants, they had varying experience, i.e., Deputy
Chief Technology Officer who also manages an SOC, Information Security Manager, Se-
nior Information Security Analyst, Cloud Security Engineer, Security Architect, Appli-
cation Security Architect, Senior Academic in Cybersecurity, Security Officer, Principal
Security Architect, Senior Principal Security Architect, Cybersecurity Expert, Director of
Security Projects.

The interviewees were taken through the P3CRID, we explained how the methodology
works, requested for comments which were noted and questions regarding evaluation
criteria were asked. Then, the interviewees were taken through a representative smart
home environment and were requested to be hypothetically present in the smart home
and to identify the threats from an owner’s perspective. They were taken through a threat
model developed using P3CRID to evaluate the practical application of P3CRID.

4.1.1. Evaluation Criteria

For the evaluation of P3CRID, we used structured interviews using evaluation criteria
proposed by NCSC [153]. The evaluation criteria cover the following requirements to
validate the acquired data from the interviews and the subsequent threat models built with
the methodology.
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Reql: Accuracy—The accuracy criterium evaluates if the threats, assets, attack vectors,
vulnerabilities, impact and mitigations applicable for smart home environment and are
correct. Incorrect data or missed data elements would lead to an incomplete methodology
and incomplete threat models.

Req2: Completeness—This criterium verifies the completeness of threats, assets, attack
vectors, vulnerabilities, impact and mitigations to ensure that the threat materialisation,
the impact and the mitigations flow together.

Req3: Uniqueness—verifies the uniqueness of the threats as any duplicated threats
may dilute the methodology and result in confusion while applying the methodology.

Req4: Consistency—The criterium consolidates the threats and mitigations to ensure
that the threats do not conflict with one an another and the mitigations do not conflict with
one an another. Conflicts between threats and between mitigations create confusion for
both threat model practitioners and for smart home owners.

Req5: Timeliness—verifies the applicability of the threats to the current prevailing
threat landscape. Any misalignment would lead to (a) addressing threats that were preva-
lent in the past and have since been addressed in smart home devices, or (b) addressing
theoretical threats of the future.

Req6: Validity—criterium verifies the required elements of a threat model method-
ology, such that the way a threat materialisation is identified, the impact of the threat
materialisation is understood and the mitigations are identified.

4.1.2. Evaluation Results

The evaluation results of P3CRID from structured interviews are summarised in

Table 4.

Table 4. Summary of P3CRID evaluation from structured interview.

g‘r’?tleli?(t:;m Participant Feedback Key Observations/Recommendations  Type of Feedback Action Taken
Threats, assets, attack vectors,
vulnerabilities, impacts, and No existing smart home threats -
Accuracy e : . . Positive None
mitigations in applicable to were missed.
smart home environments.
Methodology is practical and easy Positive None
to understand;
P3CRID does not omit any Com : is wi
A parative analysis with other threat ~ Area of
Completeness threats and thatits models would heip justify P3CRID improvement added to the paper
components flow logically.
More time may be required for Area of None
deeper review. improvement
o Mitigations are not unique, which is
Participants agreed that the expected since a single mitigation can ~ Positive None
Uni threats identified by P3CRID address multiple threats
niqueness . p :
are unique to the smart home — -
environment. Logging is missing from the list Area of added to the paper
of mitigations improvement
Mitigations intersect while threats Positive None
remain distinct;
Technically aware smart home owners Positive None
c Most participants confirmed could apply P3CRID effectively;
onsistenc i - .
Y &iﬁlti\;eea;ig&gft conflict Non-technical users may find the Area of Added as a limitation of
’ model challenging; improvement P3CRID to the paper
Alignment with resources such as A ¢ GitHub repository will
OWASP Top 10 for IoT would £rea o capture evolving
. s improvement T
improve usability. vulnerabilities.
Use language accessible to both Area of N
. . : one
Usability/ Helps smart home owners technical and non-technical users. improvement
sabili .
Practica%]Value aﬁsgsithe security of Privacy breaches were confirmed as N
their homes. being represented in P3CRID as an Positive None

impact category.
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Table 4. Cont.
E‘r,iatlel;?(t)lr?n Participant Feedback Key Observations/Recommendations  Type of Feedback Action Taken
Clarification was provided that threats
such as phishing and social Positive None
imeli Threats reflect the current engineering act as attack vectors.
Timeliness smart home threat landscape. o :
Phishing leads to compromise of
applications or cloud services. These Positive None
vectors are included in P3CRID.
Elements include assets, attack vectors,
Most participants agreed that vulnerabilities, threats, impacts, Positive None
Validity the methodology correctly - and mitigations.
identifies key threat modelling  {jge open-source vulnerability A ¢ GitHub repository will
elements. databases and further examining Area o capture evolving
N N improvement e,
egress information flows. vulnerabilities.

The responses received from the evaluation of P3CRID are summarised in Table A2.
For Accuracy, all participants responded with an affirmation. They all confirmed that
the threats, assets, attack vectors, vulnerabilities, impact and mitigations of P3CRID are
applicable for smart home environments and none of the currently existing threats for
smart homes have been missed.

For Completeness, in general the participants agreed that P3CRID did not miss any
threats and all the identified elements of P3CRID flowed together. Specific responses in-
clude (a) it is a good methodology and is practical for a technical person. The naming of the
threats reflects the prevalent threats and is easy to understand, (b) including a comparative
analysis with other threat model methodologies would help the reader understand why
P3CRID should be used, which was incorporated into the paper, and (c) need more time to
review P3CRID.

For Uniqueness, in general the participants agreed that P3CRID did not miss any
threats and are unique for the environment. The mitigations are not unique, but that is
expected as one particular mitigation may address more than one threats.

For Consistency, most participants responded by saying that threats did not conflict
with one another. Specific responses include (a) the mitigations intersect but the threats
are unique, which is true as evidenced in the example application of P3CRID use cases,
(b) technology-aware smart home owners would be able to assess the security of their
homes with P3CRID in an informed way, however technology-unaware home users may
find it challenging to use the model. This is from the point of view that not enough smart
home owners are engaged in threat assessments for smart homes. However, P3CRID would
help a motivated smart home owner, and (c) the threat model and the mitigations need to
be simplified and align to other resources for vulnerabilities, such as OWASP top 10 risks
for IoT. This feedback was considered and a GitHub repository will be created to capture
the dynamic nature of the vulnerabilities for smart home devices.

Most participants agreed that the methodology helps and assists the smart home
owners in assessing the security of their homes. Two participants advised us to use
language that would help smart home owners, with and without technical expertise. When
the interviewees were asked about inclusion of privacy, all participants agreed that privacy
breach was included in P3CRID as an impact.

For Timeliness, all the participants agreed that the threats are applicable to current
prevailing landscape for the smart home environment. A specific question was around
the inclusion of threats such as phishing. We explained that threats such as phishing
and social engineering are attack vectors which lead to materialisation of threats namely
(a) compromise of applications, both mobile and web, and (b) compromise via cloud. The
attack vectors are included in P3CRID.
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For Validity most participants agreed that the methodology identified the required
fields for threat modelling which include assets, attack vectors, vulnerabilities, threats,
impact and mitigations. The ingress and egress information flows did not miss any obvious
ones, though edge cases may exist. Recommendations include (a) usage of open-source
vulnerability databases for smart home devices to look for materialisation of attacks,
especially the databases that include devices that missed patching. This feedback was
considered and a GitHub repository will be created to capture the dynamic nature of the
vulnerabilities for smart home devices. Another suggestion was to (b) look closely at egress
flows, which was included in mitigations.

As general feedback, most participants agreed that P3CRID and the resultant threat
model got the message across well. One participant asked about the type of output that
would be produced. To address this, this research has developed a summarised threat
model for smart home environment using P3CRID, that lists mitigations for the threats and
is publicised on GitHub.

The results of the evaluation are summarised below:

(a) P3CRID is a threat model methodology that addresses the unique requirements
and threats for a smart home environment, as seen from a smart home owner’s perspective.

(b) P3CRID includes the current, prevalent threats for smart homes as well as captures
the dynamic nature of vulnerabilities with open-source vulnerability databases.

(c) The identified threats in P3CRID methodology are unique and do not repeat when
applied to smart home environments.

(d) P3CRID has practical applicability which is demonstrated in the example applica-
tions of the methodology with use cases.

5. Discussion and Limitations

Smart home environments are owned and operated by end users, and therefore
the consequences of security compromise are experienced directly by the owners and
occupants. Although smart device manufacturers implement a range of built-in security
controls, a substantial portion of operational security still depends on configuration and
maintenance by the owner. This challenge is compounded by the fact that smart home
owners vary significantly in technical capability. As demonstrated in this paper, owners
have limited ability to mitigate threats that materialise through cloud services, mobile and
web applications, vulnerable device components, or cellularly connected devices, beyond
performing a security review prior to purchase or deployment.

The expected users of P3CRID are (a) technology-aware smart home owners and
(b) smart home device manufacturers. We also anticipate that P3CRID is useful to (a) smart
home owners who are less technology-aware but use and operate interactive devices such
as home automations and voice assistants, and (b) policy makers/regulatory bodies for
smart home devices.

Carrying out security reviews for smart home devices is currently an activity that
involves information acquisition from sources such as the manufacturer’s website, open-
source vulnerability disclosure databases, search engines. This puts a cognitive burden on
the smart home owners to search for the required security information and the information
obtained may not clearly reveal missing or inadequate security controls that are critical
to secure operation. One possible way to reduce this challenge is through clear and
more meaningful security markings that demonstrate the security controls of the devices.
However, past research has demonstrated that smart devices that have markings that
demonstrate presence of security controls can be compromised [8]. The Cyber Resilience
Act (CRA) [154] has provided a mechanism for marking the devices with the designated
logo by the manufacturers who have demonstrated design and implementation of security
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controls. To understand the security controls implemented for the smart devices, an owner
must read the specifications on the CRA manual, which adds additional burden, and may
not be a relatable task for the owners. Marking the devices with security controls included
in the devices and the security controls implemented during the build of the device will
help an owner to make a conscious decision in the device selection process. This gap is a
consideration for future work.

This situation differs somewhat for threats involving physical access, integrations, and
home routers. Physical access may be compromised through weak credentials, such as
insecure SSID or Bluetooth configurations, and these risks require appropriate mitigation
by the owner. However, in the case of devices that provide physical security functions,
such as smart locks, the owner still has limited control over the security protections built
into the device and is largely restricted to assessing the device’s security posture through
pre-purchase or pre-deployment security review.

Home routers are used in most homes in the UK, which results in smart homes being
at risk of compromises via home routers. The spring report of 2025 from Ofcom shows that
at least 86% of homes in UK are connected to a home router [155]. Threats related to routers
need mitigations by smart home owners, including assessing the device’s security posture
through pre-purchase or pre-deployment security review.

The situation is slightly different for integrations. Increased adoption of integrations
as demonstrated by [156-158], are accompanied by various security and privacy threats.
Based on the attack vectors and the mitigations that need applied, better control can be
exercised by smart home owners over mitigations for integrations. We see two types of
owners here: (a) owners implementing integrations using MQTT or using programmes
from GitHub or the vendor which are implemented predominantly by those who have the
necessary technical skills [159], and (b) integrations such as voice assistants that are used
by both technology-aware and technology-unaware owners [159], which do not require the
same level of technical skills. With increasing functionality and inter-device communication
offered by integrations, better control needs exercised by smart home owners on the shared
and integrated details, such as (a) credit cards details, (b) emails and calendars, (c) physical
addresses, and (d) details of other smart home devices.

Because of the dynamic nature of smart home environments, the identified mitigations
may require further customization as the threat landscape evolves. Emerging developments
likely to influence future risk include (a) introduction of network protocol for interconnec-
tion between smart homes, (b) increasing use of cellular smart home devices, (c) guests
bringing in devices with obsolete technologies such as Windows 7 or 8, (d) integration
with medical devices and smart home devices [160], (e) integration with energy grids [161],
and (f) smart home devices enabled for inter-device communication by default. Collec-
tively, these developments may introduce new attack paths and dependencies, thereby
necessitating periodic review of P3CRID and adaptation of mitigation strategies.

As we have discussed in Section 4, P3CRID was evaluated with the use of structured
interviews with cybersecurity industry experts. While the evaluation is expert-based,
primarily qualitative and not generalizable, the evaluation results of P3CRID highlighted
an important practical concern, namely that many smart home owners are not actively
engaged in assessing the threats affecting their environments. To address differences in
user perspectives, limited technical capability, and the overlap between technology-aware
and technology-unaware usage scenarios, we incorporated zero-trust policies into the
mitigations for the following threats, (a) compromise via physical access, (b) compromise
via home router, (c) compromise via integrations, and d) compromise via mobile and web
applications, which are made available on GitHub (https://github.com/Shruti-s-kulkarni/
smart-home-mitigations-P3CRID).
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The authors of [4] have discussed and elaborated on how zero-trust five-step process
can be applied for smart home environments. Building on that work, this paper addresses
one of the gaps they identified by developing zero-trust policies to support the application
of preventive controls by the smart home owners. The aim is to provide guidance to smart
home owners on using preventive controls to address the threats for the functionality of
the smart home devices the owners choose to use.

As highlighted by one of the interviewees, the language of P3CRID and the re-
sulting mitigations are better understood by smart home owners who have the nec-
essary technical expertise, but not so much who lack expertise. The gap for future
research project consideration is identification of a forum to publicise the zero-trust
policies and mitigations to support technology-unaware users to help understand the
threats and why security matters. Education and awareness for smart home owners
are discussed by [46,50]. As a part of this paper, we have created a GitHub (https:
/ / github.com/Shruti-s-kulkarni/smart-home-mitigations-P3CRID) repository to publicise
zero-trust policies and the mitigations. Publicising this repository can be taken forward by
authorities [162], universities and by organisations that are influential in the smart home
environment space.

6. Conclusions

Securing smart home environments with multiple categories of assets is not a straight-
forward activity. It is a complex one involving security controls offered and built by the
manufacturers into the smart home devices, the smart home owners” approach towards
security of the devices and the resulting settings that are configured on the devices, integra-
tions and the accompanying applications.

With complexities and varying technical skillsets of the owners, industry needs to
reduce the cognitive burden on the owners such that owners can operate smart homes
without having to concern themselves about threats such as malicious purchases via prompt
injections, exfiltration of data via malicious smart device or a missed security control on
an MQTT server. To address these situations, the smart home owner needs to understand
threats applicable to their smart homes. The threat modelling methodology P3CRID,
introduced in this paper, specifically targets smart home environments. The methodology
is a structured, domain-specific one for this environment that can be applied by smart
home owners to identify the assets that they have and the threats that are applicable to
them. P3CRID assists a smart home owner in identifying the devices in the environment
and in identifying the applicable mitigations for their devices.

However, P3CRID needs to be shared with smart home owners, not just for the
currently available mitigations but also to understand the limitations of P3CRID. The
sharing of using zero-trust policies aims to support addressing future threat landscape,
such that access to devices is controlled and is tailored to requirements that a smart home
owner has. Zero-trust policies guide the owners to select settings on a smart device to
address unauthorised access.

Finally, the research can be extended to make the process even more simple for the
owners by (a) marking smart devices with security markings that are understood by the
owners, and (b) sharing the available list of zero-trust policies and mitigations mapped to
asset categories, which the owners can access and apply to address the threats applicable
to them.
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Appendix A

Questionnaire used with the interviews

What is your job title?

Does the threat model methodology include the threats that are applicable to a smart
home environment?

Are the threats proposed by the methodology, unique?

Do the mitigations for the threats conflict with one another?

Are the threats applicable to the current prevailing threat landscape for smart
home environment?

Does the method include the required elements for a threat model methodology
including but not limited to threats, vulnerabilities and mitigations?

Does the methodology capture the smart home environment in completeness including
but not limited to devices or device categories, ingress and egress information flows,
threat boundaries?

Does the methodology enable a smart home owner to assess security of their
smart homes?

Do you have any other points or feedback for the threat model methodology?

Table A1 summarises threats, mitigations, risk treatment and the implementor of

the mitigations.

Table Al. A snapshot summary of treatment of threats and risks.

Design and Implementation

Configuration of

Threats Mitigations Risk Treatment of Mitigations Mitigations
Strong authentication with . Near-field activation design
2 R Mitigate . Smart home owner
near-field activations. and maintenance team
Select smart devices after
reviewing security controls Mitigate None Smart home owner
; such as smart locks.
P—Compromise o -
Physic al% erimeter Secure ethernet cable. Mitigate None Smart home owner
devices Malicious profiling. Transfer Supplier/manufacturer None
Security awareness to avoid Mitigate None Smart home owner
downgrade of security.
Securlty. awareness to verify Mitigate None Smart home owner
authenticity of service people.
— Select smart devices that have
C—Comp romise via good rating about security of Mitigate and transfer Manufacturer Smart home owner
cloud environment .
the cloud component, if any.
C—Compromise via Strong authentication on web
mobile devices and applications and mobile Mitigate and transfer Manufacturer Smart home owner
mobile applications applications.
C—Compromise via Strong authentication on web
cellular devices (only applications and mobile Mitigate and transfer =~ Manufacturer Smart home owner
mobile data connection)  applications.
Review access control rules on .
router. Mitigate None Smart home owner
R—Compromise via Close unwanted ports on the e
home routers router. Mitigate None Smart home owner
Monitor egress traffic. Mitigate None Smart home owner
Patch devices. Mitigate and transfer Manufacturer Smart home owner
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Table Al. Cont.

Threats Mitigations Risk Treatment Design and Implementation Configuration of
of Mitigations Mitigations
Using a PIN where credit card Mitigate and transfer Manufacturer Smart home owner

details are used.

Securing devices from
command injections such as Mitigate None Smart home owner
on voice assistant.

I—Compromise via Addressing caution before
integrations integrating smart home
devices such as voice Mitigate None Smart home owner

assistants with work related
emails and calendars and even
personal emails and calendars.

Reviewing code before using

applications from GitHub. Mitigate None Smart home owner
D—vulnerable devices Monitor egress traffic. Mitigate None Smart home owner
and adapters (hardware,
firmware, bridges)
Supply chain . -,
compromise Patch devices. Mitigate and transfer =~ Manufacturer Smart home owner
Avoid using smart .
None - Avoid Owner Smart home owner
home devices.
All Accept rlsk of using smart Accept Owner Smart home owner
home devices.
Table A2. maps vulnerabilities to threats related to integrations which use zero-trust
policy to identify the mitigation method for the threat.
Table A2. Attack vector: integrations.
Vulnerabilities Threats Zero-Trust Policy Mitigations to be Applied a
Smart Home Owner
Compromise via vulnerabilities in Authentication befor Before using the code, review the
Lack of secure coding integrations downloaded from uhentication betore code downloaded from
> oo authorization . O
public repositories. public repositories
Compromise via vulnerabilities in Authentication bef Before using the code, review the
Lack of secure coding integrations downloaded uinentication betore code downloaded from
authorization . L
from vendors. public repositories

Compromise via servers such as
Mosquitto visible on
public network.

Security misconfiguration/
weak configuration

Verified source and destination of ~ Check and confirm if any of the
the network connection servers are visible on internet

Check documentation of the
Verified source and destination of  integration to confirm if any APIs
the network connection allow access to servers/home

assistants over public network

Compromise via APIs that allow
access to servers/home assistants
over public network.

Lack of security testing
and lack of security features

Check documentation of the
integration to confirm it has
authentication for users

Lateral movement and
Lack of security processes compromise via lack of
authentication on the integration.

Authentication before
authorization

Check documentation of the
integration to confirm the
credentials are not stored in
clear text

Lateral movement and
Lack of security processes compromise via credentials stored  Hashed credentials
in clear text.

Exfiltration of data via connection

to an incorrect endpoint (for

example connection to malicious  Verify destination endpoint
slack channel in place of personal

slack channel).

Verify the endpoint before
sending data

Security misconfiguration/
weak configuration

Lateral movement and
compromise via credentials stored
in clear text and/or via lack of
authentication on the integration.

Log and review the logs to detect

Lack of security processes P
unusual activities

Comprehensive visibility

Table A3 maps vulnerabilities to threats related to integrations which uses zero-trust
policy to identify the mitigation method for the threat.
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Table A3. Attack vector: physical access.

Mitigations to be Applied a

Vulnerabilities Threats Zero-Trust Policy Smart Home Owner

The Ethernet cable gets damaged = The ethernet cable gets damaged
accidently or deliberately accidently or deliberately.

Least Privilege Policy by
restricting access to the cable to
unauthorised people.

Secure the cable in a covering that
is tamper resistant.

Lack of security awareness

(a) security markings on devices
Comprehensive visibility. and (b) education and awareness
about security controls.

Downgrading of security controls
due to owner’s lack of knowledge.

Malicious actors locating Education and awareness about
Lack of security awareness vulnerable people in smart home  Comprehensive visibility. asking for identification before
environments. letting people in.
. : Authentication before
Lack of security awareness Weak SSID credentials. authorization. Set strong passwords for the SSID.

All resource authentications and
authorisations are dynamic and

Lack of security awareness Visibility of SSID. strictly enforced before access Hide SSID.
is allowed.
All resource authentications and
Lack of security awareness Bluetooth connections. :E;?g;lse:flgiigrﬁ eC}Z?ea;réI;:;ld Use a verification PIN.
is allowed.
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