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 A B S T R A C T

Context: Violations of human values in software can lead to user dissatisfaction, economic harm, and loss 
of trust. Existing software engineering research has focused on detecting such violations through manual 
labeling or automated classification, without explaining the mechanisms through which they occur. This lack 
of explanation makes reported violations difficult to verify and offers limited guidance for addressing them.
Objectives: This study introduces a human-in-the-loop method that explains potential violations of human 
values in software artifacts—value concerns—by articulating the conditions under which they may arise.
Methods: The proposed human-in-the-loop method integrates the automated reasoning capabilities of a large 
language model (ChatGPT) with human assessment to identify and articulate value concerns in software 
artifacts. We evaluate the method through a case study of 1200 Android and iOS APIs, assessing its ability to 
produce traceable accounts of potential value violations.
Results: The results show that ChatGPT’s inferences about value concerns are reasonably accurate but 
incomplete. Errors arise from unfounded explanations and overextended reasoning, while the persuasive 
presentation of LLM outputs can make these errors difficult to recognize. The human-in-the-loop method 
mitigates these issues through human review.
Conclusion: Our findings support the use of LLMs as reasoning partners that, when combined with human 
oversight, can effectively explain value concerns in software artifacts.
. Introduction

Violations of human values in software result in user dissatisfaction 
nd socioeconomic repercussions [1–3]. Notable examples include the 
.S. Senate’s hearing on child safety negligence by major social media 
latforms [4] and the removal of Australia’s CovidSafe app over privacy 
oncerns [5]. However, tracing values in software is challenging due 
o their subjective and context-dependent nature [1,3,6]. Values serve 
s motivations behind choices, making them difficult to trace without 
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adequate reasoning. Performing such reasoning at scale demands au-
tomation. Current efforts to identify human values and their violations 
in software either rely on laborious manual labeling of artifacts, which 
does not scale [3,6–8], or use classification approaches [9–13] that 
fail to explain their findings – as to how and why values are at risk 
– thus limiting transparency and verifiability. The absence of such 
explanations also makes it difficult to trace and mitigate violations of 
human values.
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Fig. 1. Schwartz’s basic model of human values [25,26].
Large Language Models (LLMs) such as ChatGPT, on the other hand, 
offer a promising avenue to address these challenges by enabling auto-
mated inference with contextual explanation, offering insights into how 
values may be expressed or violated [14,15]. The generative strength of 
LLMs has proven effective for eliciting insights from software artifacts, 
including requirements elicitation [16–18]. The contributions of this 
paper, therefore, are as follows.

(i) Methodological contribution. We propose a human-in-the-loop 
method [19–21] (Fig.  2) that pairs automated reasoning capabilities 
of LLMs with human oversight to infer conditions that may lead 
to violations of human values, referred to as value concerns. Unlike 
existing classification (labeling) approaches [6,10–13], our method 
generates explanatory accounts that show how and why values are 
at risk. Our aim is not to merely detect violations, but to support 
transparent reasoning by explaining their mechanisms. Evaluation thus 
centers on the quality of explanations, instead of predictive accuracy 
metrics [16,22–24].

(ii) Empirical contribution. We apply the proposed method to a case 
study of 1200 Android and iOS APIs. This provides empirical evidence 
about the kinds of value concerns that can be inferred from mobile 
API documentation, the accuracy of LLM-inferred explanations, and 
their limitations. Our analysis aims to answer the following research 
questions:

RQ1: How effectively can an LLM (ChatGPT) infer value concerns?
RQ2: What types of value concerns can an LLM (ChatGPT) infer?

ChatGPT is initially tasked with inferring value concerns in the 
documentation of 1200 Android and iOS APIs. These concerns are 
evaluated through a dialogue-based interactive assessment process con-
ducted by a panel of human evaluators who review ChatGPT’s expla-
nations, request clarifications, and debate its reasoning. To enhance 
reliability, a supplementary analysis establishes ground truth examples 
by removing ChatGPT’s persuasive influence. These examples, along-
side Schwartz’s theory of human values [27], are fed back into ChatGPT 
to reassess the endorsed findings. The value concerns confirmed by 
this process are subsequently rated by evaluators. Finally, the validated 
concerns are categorized based on their underlying mechanisms.
2 
Our findings show that ChatGPT’s inferences about value concerns 
are fairly accurate but incomplete, with inaccuracies arising from un-
founded explanations, extended reasoning, and persuasive effects of the 
language model. Our human-in-the-loop method mitigates these issues 
through inference-assessment cycles. We conclude that LLMs should be 
viewed as explanatory tools and reasoning partners, guided by human 
oversight, providing insights into mechanisms of value violations rather 
than functioning as classifiers.

2. Background and related work

Values are defined as guiding principles of what people consider 
important [28]. Among the theories characterizing human values [29,
30], Schwartz’s theory [27] has been widely used and empirically 
validated across several disciplines [31] including software engineer-
ing [3,13,32–34]. While Schwartz’s theory [26,27] presents values as a 
continuum of motivations (Fig.  1), it acknowledges the theory’s flexi-
bility to study values in discrete categories for practical purposes [27]; 
several studies of human values in software use Schwartz’s theory as a 
taxonomy to identify value-related content [2,3,6,10,32,33].

The abstract, context-dependent, and implicit nature of human val-
ues [35,36] makes them challenging to define and detect in software 
artifacts [1,37] without adequate reasoning. This limits the effective-
ness of existing classifiers used in software engineering, which can 
only specify the presence or absence of value violations or align-
ments [9–13], without providing reasons. Such classifiers fail to explain 
the rationale behind value violations (alignments) due to the lack of 
reasoning; understanding how values are expressed in software requires 
scalable reasoning, which is beyond the scope of existing classifiers and 
tedious and error-prone manual analysis [3,6–8].

Table  1 provides a qualitative comparison between prior approaches 
that reveal value-related content in software artifacts and our pro-
posed human-in-the-loop method. The comparison considers automated 
elicitation, human oversight, context-awareness, coverage of values, 
explainability, scalability, and reproducibility. Manual approaches rely 
entirely on human interpretation, which goes beyond oversight. While 
this enables context-awareness, it largely limits scalability and repro-
ducibility. Keyword-based/NLP approaches, on the other hand, can 
support scalable and more reproducible analysis of value concerns, 
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Table 1
Comparison of approaches that identify value-related content in software artifacts.
 Approach Papers Automated Oversight Context-aware Broad-coverage Explainable Scalable Reproducible 
 Manual-broad-coverage [2,3,6–8,38–40] No Yes Yes Yes No No No  
 Manual-limited-coverage [41,42] No Yes Yes No No No No  
 Keyword-based/NLP-
broad-coverage

[9,10,13,43] Yes Limited Limited Yes No Yes Yes  

 Keyword-based/NLP-
limited-coverage

[11,12,44–51] Yes Limited Limited No No Yes Yes  

 Human-in-the-loop This work Yes Yes Yes Yes Yes Limited Limited  
Automated: whether the elicitation of value-related content is performed automatically.
Oversight: whether humans review, validate, or refine the outputs produced by the approach.
Context-aware: whether the meaning and complexity of value-related content are considered, rather than isolated terms.
Broad-coverage: whether a broad range of values is covered by the approach, rather than a limited set.
Explainable: whether reasoning with traceable rationales is provided for the findings.
Scalable: whether the elicitation of value-related concerns can be performed at scale.
Reproducible: whether applying the approach to the same artifacts is likely to produce consistent outputs.
but they generally act as classifiers, reporting labels with limited 
context-awareness. As summarized in Table  1, all manual and keyword-
based/NLP approaches fail to provide traceable rationales for their 
detected value concerns, limiting traceability.

Our human-in-the-loop method addresses this gap by producing 
value concerns comprising rationales directly linked to the API doc-
umentation, allowing the outputs to be inspected and verified through 
human oversight. Its reproducibility, however, remains limited, mainly 
due to the stochastic nature of LLM-based reasoning, producing varia-
tion across runs. The method thus does not guarantee that all possible 
value concerns will be elicited in the same way each time. The need 
for human oversight also limits scalability.

Recent research highlights the potential of Large Language Mod-
els (LLMs) in a wide range of software engineering tasks, including 
automated comment generation [52], code comprehension and refine-
ment [53], software testing [54], and program repair [55]. LLMs have 
also been used to automate GitHub issue labeling [56] and support 
human values such as security and privacy by enhancing cyber threat 
detection [57], facilitating security assertions [58], and identifying 
vulnerability patterns [59]. Their scalability is evident in analyzing 
privacy policies [60], summarizing sentiment in app reviews [61], and 
uncovering emotional causes in GitHub discussions [62]. LLMs have 
also been optimized for energy efficiency in support of environmental 
goals [63]. Their generative capacity has proven effective in eliciting 
novel features from app reviews [16] and in broader requirements 
elicitation [17]. Despite these advances, LLMs remain underutilized for 
reasoning about the broader range of values in software. Limited work 
in this direction includes value-inspired user story generation using 
ChatGPT [18].

However, LLM reasoning is constrained by inherent limitations, 
such as hallucinations – or more precisely, confabulations [64–66] – 
and biases stemming from training data, model architecture, and policy 
decisions [67,68]. Hallucination in LLMs can involve generated content 
that diverges from the user input, contradicts previously generated 
context, or misaligns with established world knowledge [69]. It can 
therefore affect not only factual outputs, but also the reliability of 
model-generated reasoning, because plausible yet incorrect informa-
tion remains an unresolved problem in LLMs [70]. This matters for 
the present study as explanations generated by an LLM may appear 
coherent while still requiring verification against the source artifact. 
This position is consistent with work showing that explicit verification 
steps, where a model drafts an answer, generates verification questions, 
answers them independently, and revises the response, can reduce 
hallucinations across several tasks [70].

LLM outputs can also reflect social and representational biases 
that affect interpretation and decision-making. Studies show that LLMs 
exhibit social identity biases, including ingroup solidarity and outgroup 
hostility [71]; that LLMs can pass explicit social-bias tests while still 
3 
forming biased associations [72]; and that LLM-based resume eval-
uation can produce gender- and race-linked score differences across 
randomized candidate profiles [73]. Therefore, the explanations gen-
erated by LLMs in this study are treated as candidate interpretations 
rather than independent evidence; they are checked against the source 
artifacts and evaluated by human experts.

Moreover, research in explainable AI indicates that traditional per-
formance metrics, such as the F1-score, are often inadequate or mis-
leading for assessing explainable AI models [22–24]. These limita-
tions highlight the need for human involvement to enhance contextual 
relevance and ensure quality explanations through oversight.

3. Study design

We illustrate our proposed human-in-the-loop method on documen-
tation of mobile APIs (Android and iOS) as they describe how apps 
access sensitive user data (e.g., location, health) [74,75] and embed 
constraints and assumptions that shape software behavior [76,77], 
making them ideal for inference of value concerns.

3.1. Collecting and preparing API documentation

The study began with collecting 3000 standard and third-party An-
droid and iOS APIs from the Android API Reference, Apple Developer 
Documentation, and third-party repositories sourced from GitHub. We 
removed APIs with insufficient documentation, resulting in a subset of 
2535 APIs: 596 standard and 1420 third-party Android APIs, as well 
as 148 standard and 371 third-party iOS APIs. A Python script was 
used to extract documentation from their URLs. When documentation 
exceeded the input token limitation of gpt-4 (approximately 8000 to-
kens per transaction, including both prompt and response), we applied 
LexRankSummarizer, an extractive summarization method based on the 
LexRank algorithm [78], chosen for its simplicity and faithfulness to 
source content [78]. On average, 98.7% of the original content was 
preserved.

3.2. Specifying API themes and sampling APIs

To better understand value concerns across different API function-
alities, we categorized the APIs under 10 themes (Fig.  9). Since the 
API topics were defined by publishers, we did not need to discover 
latent topics; instead, ChatGPT (gpt-4) was prompted to group the 1545 
publisher-defined topics into the themes. Each theme was described 
with examples to ensure explainability [79]. A human evaluator (co-
author) reviewed the themes and adjusted descriptions when needed. 
ChatGPT was then prompted to assign each API to the most relevant 
theme. Evaluators reexamined the accuracy of these assignments, as 
detailed in Section 3.4. Stratified sampling was used to select 1200 APIs 
across all themes.
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Fig. 2. The proposed human-in-the-loop method combines LLM inference with human oversight. Supplementary analysis established ground truth by mitigating 
ChatGPT’s persuasive effects (Experiment I) and evaluating inferences with and without value definitions and examples (Experiment II).
3.3. Automated inference of value concerns

We prompted the gpt-4 API to infer value concerns using the fol-
lowing (summarized) prompt:

 Context; Please follow the instructions listed below.

1. Consider the definition of mobile app user.
2. Consider Schwartz’s taxonomy of human values.
3. Consider the API documentation.
4. Detect and explain up to three of the most relevant value vio-

lations, choosing justifications that meet the criteria of factuality, 
plausibility, and specificity.

5. The analysis must be focused on how the API violates the values of 
the mobile app users, not developers.

6. Here are some examples: formatted examples. (Table  A.1)

 The API relies on color visualizations to provide feedback. It infringes upon 
equality (Universalism) by neglecting the needs of users with visual impairments.

When prompted to identify value violations, ChatGPT often ex-
plained indirect violations of values through chains of cause-and-effect 
reasoning that linked these violations to their underlying conditions. 
These explanations rarely justified an imminent violation; they de-
scribed conditions that could lead to violations (value concerns). To 
reflect this, we focused the prompt on identifying violations, knowing 
it actually revealed value concerns. The prompt was iteratively refined 
4 
to improve accuracy. Initial responses revealed unfounded justifications 
for violations, prompting adjustments to emphasize the three criteria of
Factuality, Plausibility, and Specificity in LLM explanations. Factuality 
required traceability to API documentation; plausibility emphasized 
likely and significant concerns; and specificity focused on sufficient 
details specific to the context. The LLM was tasked to infer the most 
relevant violations (concerns) that met these criteria, per API. This 
also helped streamline human evaluations. The search for violations 
was framed from the app users’ perspective. Despite these refinements, 
the responses still included convincing yet unfounded explanations, 
necessitating focused evaluation.

3.4. Interactive assessment of value concerns

The value concerns inferred by ChatGPT were evaluated by seven 
evaluators with degrees in software engineering or related fields and 
experience in software development. They were trained in Schwartz’s 
model by reviewing key works [26,27] and examining example con-
cerns from prompt refinement. Evaluation focused on alignment with 
Schwartz’s theory and the quality of ChatGPT’s explanations, assessed 
by the three criteria factuality, plausibility, and specificity, used for 
inferring value concerns (Section 3.3). A user-centric perspective was 
maintained, prioritizing end-user values. Evaluation began with read-
ing the associated API documentation and reviewing ChatGPT’s justi-
fication to check if it met the assessment criteria (Fig.  3). Evaluators 
marked their agreement as  Agreed-Justified; otherwise, they requested 
clarification, triggering a clarification prompt.
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Fig. 3. The interactive assessment process.

 You were given the inference prompt to infer value violations; you 
inferred value; value item; justification. I am not convinced; 
please clarify. (Table  A.2)

The evaluator marked  Agreed-Clarified when they agreed with 
ChatGPT’s clarification;  Undecided was used when they could neither 
agree nor disagree. In cases of disagreement, the evaluator triggered 
the debate prompt, providing their reason.

 Using the clarification prompt, you inferred value; value 
item; justification. I was not convinced, so you provided
clarification. I disagree: reason. (Table  A.3)

The debates led to three outcomes: (i) the evaluator agreed with 
ChatGPT, flagged  Agreed-Reconciled, (ii) ChatGPT withdrew its nomi-
nated value concern, flagged  Retracted, or (iii) disagreement persisted, 
flagged  Disagreed. About 82% of the findings were endorsed following 
clarifications and debates. Evaluators also reviewed ChatGPT’s theme 
assignments for APIs with potential value violations, adjusting themes 
for nearly 5% of them.

3.5. Supplementary analysis

Following the interactive assessment of value concerns, we iden-
tified cases where ChatGPT used extended reasoning that was hard 
to trace in the API documentation and persuaded evaluators. To ad-
dress this, we conducted a supplementary analysis (Fig.  2) with two 
experiments.

3.5.1. Experiment I
To mitigate ChatGPT’s persuasive effects, ground truth was estab-

lished through human inference without referencing LLM explanations. 
Applying this across 42 Android and iOS APIs from the original 1200 
5 
was tedious. A full analysis required two coders to independently 
infer concerns across 42 APIs for all 10 selected values, totaling at 
least 840 reasoning units. To manage this, we generated a Candidate 
List of potentially violated values per API based on the interactive 
assessment (Section 3.4), excluding ChatGPT’s explanations. This list 
guided two raters, who also considered concerns beyond the candi-
date list when appropriate. Trained on Schwartz’s refined model [27], 
the raters independently reviewed the API documents to infer con-
cerns. Disagreements were reconciled via mediation using their expla-
nations. Cohen’s Kappa was 0.71 (pre-reconciliation), and 21 mutually 
agreed concerns were endorsed as ground truth with rater explanations. 
ChatGPT showed a precision of 68% and recall of 52%, reflecting 
a fair but incomplete ability to detect valid concerns.  Consistent 
with [14], ChatGPT demonstrated a fairly accurate but incomplete 
ability to identify value concerns.

3.5.2. Experiment II
We aimed to enhance the accuracy of ChatGPT’s inferences by 

(a) enriching the prompt with explicit definitions of values and (b) 
providing ground truth examples to the language model. To evaluate 
the effectiveness of this approach, an experiment was conducted using 
33 sampled Android and iOS APIs, a subset of the 1200 APIs (Fig. 
2). Schwartz’s conceptual definitions of values [27] and 21 ground 
truth examples from Experiment I (Section 3.5.1) were included in the 
prompt described in Section 3.3. The values listed in the prompt were 
defined using the latest definitions of values from [27].

 Context; Please follow the instructions listed below.

1. Consider the following concern about value x.
2. Consider Schwartz’s definition of value x.
3. Consider the API documentation.
4. Check if this concern offers a valid (factual, plausible, and specific) 

explanation for a violation of value x.
5. The analysis must be focused on how the API violates the values of 

the mobile app users, not developers.
6. Ground truth examples from Experiment I. (Table  A.4)

ChatGPT reassessed the previously inferred value concerns using the 
value definitions and examples and labeled them as ‘Valid’ or ‘Invalid’. 
Two independent raters also reviewed the API documents, labeling 
concerns as ‘Valid’ or ‘Invalid’, achieving a Cohen’s Kappa of 0.80 (prior 
to reconciliation to full agreement). Precision improved when value 
definitions and examples were included, reaching 70% compared to 
62% without, indicating reduced false positives. Recall was similar 
between the two configurations, at 53% with value definitions and 
examples and 50% without.  Providing value definitions and exam-
ples improved ChatGPT’s precision and slightly enhanced its ability to 
identify more concerns.

3.6. ChatGPT’s reassessment of value concerns

Experiment II of the supplementary analysis (Section 3.5.2) showed 
that value definitions and ground truth examples improved the ac-
curacy of inferring value concerns. Building on this and the LLMs’ 
ability to evaluate machine-generated text [80,81] and engage in self-
criticism [82,83], we automatically reassessed the 364 value concerns 
endorsed in the interactive assessment (Section 3.4). Using the prompt 
from Experiment II, with value definitions [27] and ground truth ex-
amples, ChatGPT applied the same evaluation criteria from interactive 
assessment (factuality, plausibility, and specificity) to reassess value 
concerns, confirming 309 cases.
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Fig. 4. Evaluator opinions on ChatGPT-inferred value concerns.

3.7. Rating and categorizing value concerns

To evaluate the accuracy of the 309 value concerns confirmed by 
ChatGPT’s reassessment (Section 3.6), they were rated by four of the 
original seven evaluators (Rater I) from the interactive assessment 
(Section 3.4), and two independent evaluators (Rater II), also co-
authors, not involved in the initial assessment. To ensure objectivity, 
Rater I did not rate concerns they had previously endorsed. Each 
concern was independently reviewed by both raters using the same 
criteria from the interactive assessment and rated as Valid or Invalid. 
Disagreements were resolved through mediator-facilitated discussions. 
Inter-rater reliability was measured post-reconciliation, yielding a Co-
hen’s Kappa of 0.86, validating 229 value concerns across 136 APIs. 
Ratings also confirmed a precision of 74% for ChatGPT’s reassessment 
(Section 3.6). Discussions revealed cases where software security con-
cerns were incorrectly linked to human security without sufficient 
evidence; raters labeled these as Software Security. ChatGPT was also 
tasked with categorizing endorsed value concerns by their violation 
mechanisms based on justifications. An independent evaluator, not part 
of earlier assessments, reviewed all assignments and reassigned 21%.

4. Findings

4.1. RQ1: How effectively can an LLM (ChatGPT) infer value concerns?

4.1.1. Insights from interactive assessment
We sought evaluator opinions on the value concerns inferred by 

ChatGPT using the process described in Section 3.4. In 82.37% of 
the cases, evaluators endorsed ChatGPT’s findings (Fig.  4), by provid-
ing their opinion as a form of agreement based on ChatGPT’s initial 
justifications (  Agreed-Justified), clarifications (  Agreed-Clarified), or 
following a debate (  Agreed-Reconciled).

Nearly 44% of the agreements were achieved through clarifications 
and the debates between the language model and the evaluators; 
ChatGPT retracted (  Retracted) 1.32% of the value concerns following 
the debates. The disagreements persisted in 2.43% of the cases (  Dis-
agreed) while the evaluators remained  Undecided about 13.9% of the 
concerns revealed by ChatGPT, suggesting the need for investigation.  
Evaluators and ChatGPT changed their understanding of value concerns 
through dialogue.

Our analysis (Fig.  5) revealed lower evaluator agreement on Chat-
GPT’s inferences regarding social and altruistic values such as Uni-
versalism (Protecting the Environment), Tradition (Respect for Tra-
dition), Benevolence (Helpful, Mature Love, Forgiving), and the per-
sonally focused value of Hedonism (Enjoying Life). The most signif-
icant shifts toward  Agreed-Clarified and  Agreed-Reconciled were 
observed for Universalism and Achievement, with ChatGPT revising 
its stance (  Retracted) primarily for Tradition (Detachment). The high-
est evaluator uncertainty was seen for Benevolence (Mature Love, 
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Fig. 5. Distribution (%) of opinions on ChatGPT-inferred value concerns; 
precision indicated by combined agreement.

Fig. 6. Reassessment of value concerns: 10% of the concerns found invalid, 
though they were previously labeled Agreed-Clarified.

Forgiving), followed by Hedonism (Enjoying Life, Self-Indulgent), re-
flecting ambiguity around these values. The high ratio of  Agreed-
Clarified and  Agreed-Reconciled across all values highlights the im-
portance of Human-LLM dialogue. Evaluators notably aligned with 
ChatGPT (  Agreed-Reconciled) post-debates on the value items Curious 
(Self-Direction) and Moderation (Tradition).  The residual disagree-
ments (  Disagreed) involved ChatGPT hallucinations [64], where it 
gave convincing but unfounded justifications, and extended reasoning 
that loosely linked causes and effects to suggest violations. Table  2 lists 
examples of problematic value concerns inferred by ChatGPT through 
hallucination and extended reasoning.

4.1.2. Insights from rating value concerns
The 364 value concerns endorsed through the interactive assess-

ment (Section 3.4) were reassessed by ChatGPT using ground truth 
examples from the supplementary analysis (Section 3.5) and value 
definitions [27], as explained in Section 3.6. 309 cases were confirmed 
and subsequently rated by human evaluators (Section 3.7), showing 
substantial inter-rater agreement (Cohen’s Kappa: 0.86). This validated 
229 concerns (Precision = 74%) across 136 APIs, with 57% linked to 
multiple concerns.

 The fact that many concerns endorsed in the interactive assess-
ment and confirmed by ChatGPT were rated ‘Invalid’ or ‘Undecided’ 
(Fig.  6) underscores: (a) value subjectivity, (b) LLMs’ persuasive im-
pact [64], and (c) the role of rating in exposing unfounded justifi-
cations. An intriguing observation was that ChatGPT’s reassessment 
achieved notably higher precision for value concerns initially labeled as 
 Agreed-Justified during the interactive assessment (78%) compared to 
those labeled as  Agreed-Clarified (68%) and  Agreed-Reconciled (68%). 
Moreover, the nearly identical precision values for value concerns 
previously labeled as  Agreed-Clarified and  Agreed-Reconciled suggest 
that engaging in debates with ChatGPT has not resulted in greater 
accuracy compared to simply requesting clarifications.  These trends 
suggest follow-up discussions increased evaluator susceptibility to LLM 
persuasion, underscoring the need for safeguards.

As Fig.  7 shows, the precision of reassessed value concerns var-
ied across different values, with the highest precision observed for 
Power. The precision of inferences for the personally-focused value 
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Table 2
Examples of ChatGPT hallucination and extended reasoning in residual disagreements.
 Source evidence ChatGPT reasoning Hallucination & extended reasoning  
 The API documentation concerns the class
javax.security.auth.login.LoginExcep-
tion: ‘‘This is the basic login exception’’. It contains 
no data management, personal data processing, user 
data disclosure, data sharing, privacy risk, or 
reputation-related functionality.

ChatGPT claims: ‘‘The documentation describes the 
feature ‘manage user data’ that exposes users’ personal 
data’’. The clarification repeats and expands this invented 
premise: the ‘‘manage user data’’ feature ‘‘allows the app 
to access or share the personal data of the App User’’, 
and mishandling such data could disclose private 
information to third parties and tarnish the user’s 
Public Image .

The source gives no basis for ‘‘manage user data’’, ‘‘exposes 
users’ personal data’’, ‘‘access or share’’, ‘‘disclose private 
information to third parties’’, or ‘‘public image’’. The 
hallucinated premise is the invented data-management 
capability. ChatGPT then extends this fabricated premise into 
a broader value concern: login exception documentation →
invented user-data management feature → assumed 
personal-data exposure → assumed third-party disclosure and 
reputation harm → Public Image  concern.

 

 The documentation describes Async Http Client as a 
Java library for asynchronous HTTP requests. It 
supports asynchronous requests, WebSocket, 
connection pooling, proxy support, TLS, redirects, 
request filters, and response filters. It does not 
mention environmental harm, energy use, waste, 
carbon impact, sustainability features, or 
anti-environmental behavior.

ChatGPT claims that because the documentation does not 
mention any feature supporting environmental 
preservation, this ‘‘represents a violation’’ of 
Protecting the Environment . The clarification further 
claims that the absence of environmental functionality 
runs counter to this value because technology ‘‘can, and 
should’’ consider environmental impact or offer 
eco-friendly functions.

The source gives no basis for treating a missing 
sustainability feature as evidence of environmental harm or 
disregard for environmental protection. The hallucinated 
premise is that the documentation’s silence about 
sustainability indicates a value violation. ChatGPT then 
extends this unsupported premise into a broader concern: 
documentation lacks environmental feature → API does not 
support sustainability → disregard for environmental 
protection → Protecting the Environment  concern.

 

 The documentation describes ShogibanKit as a Swift 
framework for Shogi, or Japanese Chess. It says Shogi 
has complex rules and that the framework lets 
developers implement Shogi rules, validate moves, 
manage game state, and create a simple UI. It does 
not state that users need Japanese-language 
knowledge.

ChatGPT claims the API ‘‘targets Shogi players or 
individuals who understand the Shogi game rules and the 
Japanese language’’. The clarification adds that the API 
mandates ‘‘language skills (Japanese)’’ and ‘‘specific 
knowledge boundaries (Shogi)’’, which limit user 
engagement, challenge inclusivity in digital gaming, and 
disregard Respect for (diverse gaming) Traditions .

The unsupported premise is the Japanese-language 
requirement. The source says the framework supports Shogi; 
it does not say users must know Japanese. ChatGPT then 
extends this unsupported premise into a broader value claim: 
Shogi-specific library → assumed Japanese-language 
requirement → assumed exclusion of non-Japanese users →
assumed disregard for diverse gaming traditions →
Respect-for-Tradition  concern.

 

Fig. 7. Distribution (%) of ratings for the reassessed value concerns. ‘‘Invalid 
(Agreed-Justified)’’ denotes invalid concerns previously endorsed as Agreed-
Justified. Precision is indicated by combined agreement.

of Hedonism improved compared to the findings from the interactive 
assessment (Fig.  5), while the socially focused concerns related to 
Benevolence and Tradition maintained the lowest precision, consistent 
with the interactive assessment results. Discussions among the raters 
uncovered instances where concerns about security were erroneously 
attributed to user health or family security. In some cases, the value 
concerns included extended reasoning weakly linked to security. In 
other instances, the justifications described legitimate software security 
concerns but were mistakenly linked to health or family security. The 
raters evaluated the former as Invalid and reclassified the latter as Valid 
instances of ‘‘Software Security’’ concerns.

4.2. RQ2: What types of value concerns can an LLM (ChatGPT) infer?

This section addresses research question RQ2 based on the value 
concerns inferred by ChatGPT. It is important to note that these con-
cerns are inferred from the official API documentation, but they do not 
necessarily reflect the actual real-world behavior of the APIs.

4.2.1. Distribution of value concerns
Fig.  8 shows the distribution of 229 value concerns inferred by 

ChatGPT across 136 mobile APIs and confirmed by human evaluations 
as discussed in Section 4.1.2. The most common value concern corre-
sponds to Self-Direction, which accounts for 31.45% of the concerns. 
Self-Direction is (potentially) threatened mainly through undermining 
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user privacy. This is closely followed by Security concerns (24.02%), 
which occur primarily through conditions that may breach software 
security. Concerns related to Achievement (13.97%) are primarily as-
sociated with the conditions in the APIs that might negatively impact 
users’ intelligence and success, while Power concerns (11.8%) are 
typically linked to affecting users’ public image. Stimulation concerns 
(6.11%) are found mainly in the API features that undermine users’ 
sense of adventure (Daring).

We further observed that concerns associated with Universalism 
(3.5%), Conformity (3.06%), Tradition (2.62%), Hedonism (2.18%), 
and Benevolence (1.31%) represent a smaller share. Universalism is po-
tentially impacted mainly through conditions that can threaten equal-
ity, while Conformity is at risk due to APIs that could undermine users’ 
self-discipline. Tradition concerns are linked to undermining respect for 
traditions and acceptance of one’s portion in life. Hedonism concerns 
stem from the potential to undermine self-indulgent behaviors, and 
Benevolence concerns arise when certain conditions in the APIs could 
negatively influence users’ helpfulness toward others. ChatGPT did not 
infer any concerns regarding social power (Power), devoutness (Tra-
dition), spiritual life (Benevolence), or broadmindedness, unity with 
nature, inner harmony, and wisdom as expressions of Universalism.

4.2.2. Value concerns across API themes
Section 3.2 described the categorization of Android and iOS APIs un-

der several themes according to their primary functions. Our analysis of 
value concerns across API themes (Fig.  9) revealed patterns, indicating 
where violations of values are more or less likely to occur.

Security-related concerns, primarily software security, dominate 
several themes, reflecting frequent threats to user safety. Self-Direction 
(privacy-related) concerns are also pervasive, especially in Connectivity 
& Networking, Data Management & Analysis, and Wearable & IoT, 
highlighting risks to user autonomy and data control. Power concerns 
appear prominently in Wearable & IoT and Testing & Debugging APIs. 
For example, Wearable & IoT documentation notes risks to users’ public 
image, while Testing & Debugging APIs expose user behavior, as in: 
 The API documentation mentions that the DebugPanel feature provides 

access to a significant level of information, which might compromise user 
control over sensitive data. Achievement concerns emerge in Connectiv-
ity & Networking and Development Essentials, signaling barriers to user 
success or effective goal pursuit. In contrast, values like Universalism 
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Fig. 8. Distribution (%) of validated value concerns.
Fig. 9. Distribution (%) of value concerns across themes.

and Tradition face minimal threat, with no concerns in themes like 
User Interface Design and Wearable & IoT. Wearable & IoT also raises 
Power concerns linked to recognition and influence, while Testing & 
Debugging APIs show overlapping Power and Achievement concerns. 
Stimulation is marginally threatened in Gaming & VR, Developer Pro-
ductivity, and Multimedia & Content. Benevolence is mostly affected by 
Gaming & VR, mainly relating to helpfulness.  The analysis highlights 
recurring risks to software security, autonomy, success, recognition, 
and creativity across themes.

4.2.3. Value concern mechanisms and themes
We used ChatGPT with human oversight to categorize value con-

cerns based on their underlying mechanisms (Section 3.7). This led to 
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113 mechanisms, which were then (manually) grouped into 10 higher-
level themes. The top 5 most prevalent themes covering a wide range of 
value concerns are listed in Table  3. The most prevalent theme, ‘‘data 
collection, sharing, and reuse reduce control over personal informa-
tion’’, shows that control over personal data is the dominant pattern 
through which API features affect human values. The mechanisms 
under this theme affect self-direction (privacy), security, power, con-
formity, and stimulation, showing how data handling can impact users’ 
autonomy, protection, public image, and sense of control. Similarly, 
the theme concerning weak safeguards and unreliable execution shows 
how technical fragility may translate into security, financial, health, 
and operational harms. Another frequent theme relates to rigid APIs 
that constrain customization, user choice, and independent action. The 
theme comprises mechanisms that show how user values are impacted 
when they cannot adapt the mobile API features to their own goals. 
The theme related to limited feedback, intelligence, or feature support 
also shows how insufficient API support can undermine achievement, 
learning, creativity, and successful use.

Crosscutting concerns. Consistent with research in social sciences [84–
86], the language model infers mechanisms of privacy violations that 
extend beyond self-direction to security and conformity. Based on 
ChatGPT, Misuse of Personal Data impacts both self-direction and 
security by affecting privacy and reciprocation of favors. Similarly, 
Unauthorized Location Tracking and Unauthorized Media Capture are 
linked to both self-direction and conformity through consent violations 
and lack of transparency. ChatGPT also explains that Health Data 
Misuse involves self-direction and security, as misuse of health-related 
data may affect both privacy and health. The language model uncovers 
that financial concerns extend beyond security. ChatGPT’s inferences 
show that Financial Data Risk involves security and power, linking 
software security and health to wealth and authority, when unprotected 
transactions risk financial harm.  ChatGPT’s inferences show similar 
mechanisms affect multiple values.

Concerns about more-explored values. ChatGPT’s inferences show that 
privacy-related concerns often affect self-direction, with Privacy Data 
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Table 3
The top 5 most prevalent themes of value concerns and their mechanisms. Each theme summarizes related mechanisms and reports the values impacted by those 
mechanisms. The mechanisms and their links to different values are provided as part of the replication package.
 Theme (count) Description Mechanisms  
 Theme 1: Data collection, sharing, 
and reuse reduce control over 
personal information (82 concerns).

API mechanisms that collect, store, share, expose, 
synchronize, or reuse user data in ways that may affect 
privacy, consent, public image, security, or control over 
personal information. → The mechanisms corresponding to 
this theme impact self-direction, security, power, 
conformity, and stimulation.

Privacy Data Handling Concern; Misuse of Personal Data; Privacy 
Breach through Data Leakage; Invasion of Privacy; Data Access 
Without Consent; Health Data Misuse; Data Leakage; Data Use 
Without Consent; Privacy Intrusion via Data Collection; Privacy 
Breach through Data Synchronization; Lack of Transparency and 
Consent in Data Usage; Anxiety from Inadequate Data Control; 
Mishandling Data; Sensitive Data Storage; User Data Collection 
Overreach; Privacy Breach Inducing User Stress; Unintended Sensitive 
Data Harvesting; Inadequate Data Control.

 

 Theme 2: Weak safeguards and 
unreliable execution create security, 
financial, and operational harms (30 
concerns).

API mechanisms where weak protection, unstable 
execution, insecure communication, or poor risk 
management may affect software security, financial safety, 
reliability, health, or operations. → The mechanisms 
corresponding to this theme impact security, power, 
achievement, self-direction, conformity, and stimulation.

Software Security Concern; Financial Data Risk; App Stability Risk; 
Other Security Concern; Software Performance Reduction; Risk of 
Data Tampering; Lock Screen Security Oversight; Security Affecting 
Operations; Cryptographic Vulnerability Impact on Mental Health; 
Insecure Network Communication; Performance Degradation by 
Intensive Operations; Unclear Protection Measures; Risk Management 
Failure; Network Dependency Risk.

 

 Theme 3: Rigid APIs constrain 
customization, user choice, and 
independent action (25 concerns).

API mechanisms that restrict configuration, enforce defaults 
or dependencies, limit playback or interaction control, 
reduce user choice, or prevent users from adapting systems 
to their own goals. → The mechanisms corresponding to 
this theme impact self-direction, achievement, benevolence, 
conformity, security, and stimulation.

Constraint on User Customizability; Restriction on User Autonomy; 
Autonomy Constraint in Digital Interfaces; Dependency Creation; 
Compulsory Update Enforcement; User Autonomy Limitation; 
Restrictive Playback Control; Excessive Configuration Complexity; 
Privacy Invasion and Compromised Autonomy; Rigid API Design 
Limiting User Autonomy; Write Access Limitations; Enforced 
Dependency on External Services; Remote Configuration Alteration; 
Unilateral Decision-Making in User Interactions; Restrictive User 
Interaction.

 

 Theme 4: Limited feedback, 
intelligence, or feature support 
hinders success and growth (24 
concerns).

API mechanisms that provide insufficient progress 
indicators, weak success metrics, limited intelligent 
functionality, poor feature support, or reduced 
opportunities for creativity, learning, and achievement. →
The mechanisms corresponding to this theme impact 
achievement, self-direction, and stimulation.

Lack of Incremental Success Indicators; Insufficient Support for 
Success Metrics; Innovative Limitation; Insufficient Intelligent 
Functionality; Deprecated Functionality Impacting Success; Intellectual 
Growth Limitation; Limitation of User Creativity; Failure in Intelligent 
Data Interpretation; Inadequate Support for Development; Lack of 
Engaging Content; Restricted Creative Potential; Incomplete Feature 
Set; Obstacles to User Success; Inadequate Intelligent User Interaction.

 

 Theme 5: Location, media, and 
biometric access expose users to 
surveillance and identity risks (17 
concerns).

API mechanisms that access location, camera, biometric, 
screenshot, communication, or media data in ways that 
may expose users to surveillance, identity risks, social 
exposure, or unequal protection. → The mechanisms 
corresponding to this theme impact self-direction, security, 
conformity, power, stimulation, and universalism.

Unauthorized Location Tracking; Biometric Data Misuse; 
Unauthorized Media Capture; Unauthorized Biometric Data Use; 
Unauthorized Camera Access; Misuse of Personal Communication; 
Location Monitoring Concern; Geolocation Information Leakage; 
Unauthorized Screenshot Detection; Biometric and Security Inequality; 
Social Media Exposure Risk.

 

Handling Concern and Misuse of Personal Data. Other concerns include 
Restriction on User Autonomy, Constraint on User Customizability, 
and Unauthorized Location Tracking:  The API documentation describes 
the use of location tracking features that automatically collect and store 
user coordinates without explicit consent.  These concerns reveal how 
API features can limit autonomy, stressing the need for transparent, 
user-centered design. Software Security Concern is the most frequent 
security-related mechanism (3.49%), reflecting general threats to soft-
ware security. Other concerns involving security include Invasion of 
Privacy, App Stability Risk, Financial Data Risk, and Ignoring User Ben-
efit for Corporate Gain:  The API provides a feature for cross-promoting 
apps but lacks transparency regarding how user data is used in the promotion 
process.

Concerns about less-explored values. Some values are less explored 
than others; their violations may be less visible due to a limited 
understanding of how they manifest in software. ChatGPT’s inferences 
reveal multiple mechanisms of concern related to universalism, such 
as Data Usage Inequality:  The API enables data detection from natural 
language in a string ... users who do not articulate dates in English may 
receive lower service quality. The language model also links the mech-
anism Environmental Impact Neglect to undermining environmental 
protection (universalism):  The API details high-energy consumption due 
to inefficient real-time content processing, leading to negative environmental 
consequences. Value concerns under Experience Inequality are explained 
through arguments such as  The API relies on color visualizations for 
feedback, disadvantaging colorblind or visually impaired users.  These 
cases illustrate how APIs can impact universalism, underscoring the 
need for inclusive considerations. ChatGPT’s reasoning also inferred 
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mechanisms of concern affecting benevolence. These include Psycho-
logical Harm via Augmented Reality Misuse:  ...allowing real-time facial 
modification without user awareness, potentially causing psychological dis-
tress. This also shows that harmful uses of API features can affect 
benevolence by undermining helpful and respectful interactions.  
These findings illustrate the need for user-centric design to ensure 
responsible digital interactions.

5. Discussion

Beyond labeling. Classification approaches [9–13] predict value vi-
olations by assigning labels but lack reasoning, limiting transparency 
and shifting the burden of interpretation to human analysts. In contrast, 
our human-in-the-loop method uses LLMs like ChatGPT to infer value 
concerns – conditions that may lead to violations – and explain their 
mechanisms. This makes the rationale explicit, enabling more trans-
parent and verifiable analysis. Our results show that this approach is 
both feasible and effective: over 82% of ChatGPT-inferred concerns 
were endorsed after clarification and discussion, revealing the model’s 
capacity to generate traceable, meaningful explanations. This aligns 
with Schwartz’s view of values as a continuum [27], and reframing 
LLMs as explanatory tools – rather than opaque classifiers – allows for 
harnessing their generative strengths to support transparent reasoning 
about values, exploring the unseen [16].

Toward explanation-centered evaluation. Our findings suggest that the 
inference-evaluation cycle plays a critical role in enhancing explana-
tion quality by filtering out value concerns with weak justifications. 
This reinforces critiques in the literature [22–24] that conventional 
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metrics like F1-score fall short in capturing the complexity of reason-
ing. To move forward, evaluation must consider criteria that measure 
the quality of reasoning. The fact that some endorsed concerns were 
later rated invalid or undecided highlights the limits of surface-level 
validation and the necessity of depth, traceability, and human deliber-
ation. Our human-in-the-loop method evaluates value concerns using 
three criteria: factuality (evidence-based traceability), plausibility, and 
specificity.

The power and peril of reasoning. Using LLMs for explanatory in-
ference reveals both potential and risk. Our study identified three 
intertwined challenges: hallucinations [64], extended reasoning, and 
persuasive effects on evaluators. Hallucinations arose when ChatGPT 
produced confident yet ungrounded justifications, inserting speculative 
or false details that misled evaluators with plausible but unverifi-
able claims. Extended reasoning showed the model’s tendency to infer 
violations through tenuous causal chains. While such reasoning can 
mirror how values act as implicit motivations, it risks conflating real 
and hypothetical threats – e.g., treating camera access as a privacy 
concern without actual data leakage. More concerning was ChatGPT’s 
rhetorical fluency: when initial justifications failed, clarifications often 
reframed rather than corrected issues, subtly steering judgment through 
coherence over factuality. This led to endorsements of concerns later 
rated invalid, revealing how persuasive phrasing exploits cognitive 
bias. Even structured debates did not consistently outperform simple 
clarifications, showing that more dialogue does not guarantee better 
accuracy. These observations blur the boundary between explanation 
and persuasion and underscore the need for safeguards. Our multi-stage 
evaluation mitigated these effects, but developing stronger evaluation 
standards remains essential.

Patterns, blind spots, and subjectivity. Our large-scale analysis of 
mobile APIs surfaces patterns and blind spots in how software risks 
human values. Validated concerns are dominated by Self-Direction 
and Security, with recurring threats to privacy and software safety. 
Achievement and Power also emerge, tied to autonomy, user success, 
and image. In contrast, Universalism, Tradition, Hedonism, and Benev-
olence are underrepresented, often surfacing through more diffuse 
sociotechnical pathways – such as accessibility, environmental impact, 
or psychological strain – that tend to be deprioritized in technical 
decision-making. Crosscutting concerns are frequent: privacy breaches 
affect not only Self-Direction, but also Security, Power, and Conformity, 
illustrating that value threats rarely exist in isolation. Despite rigorous 
staging – ground truth creation, multi-rater assessments, and mediation 
–ambiguities persist, reflecting the subjective nature of values.

6. Cross-model analysis of robustness with role-conditioning

Our study relies on the value concerns inferred by gpt-4 and as-
sessed by human evaluators (authors). This raises two concerns about 
the robustness of the analysis: (i) whether the assessment of value 
concerns using different LLMs produces stable ratings, and (ii) whether 
the concerns receive comparable ratings when assessed explicitly from 
a developer perspective. To address these concerns, we conducted a 
cross-model analysis using six popular models with reasoning capabili-
ties, role-conditioned [87,88] as mobile app developers, to check if the 
ratings remain stable across different LLMs.

6.1. Settings

The models used in the analysis include the proprietary models o3, 
gpt-4o, and gpt-5 as well as the open-weight (local) models deepseek-
r1:8b, gemma4:e4b, and gpt-oss:20b. The choice of these models was 
motivated by their reasoning capabilities, making them better suited 
to applying our evaluation protocol (Table  4) to assess the rationales 
behind value concerns.

Each model was assigned the role of an experienced mobile app 
developer with practical experience in designing, building, testing, 
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Table 4
The evaluation protocol (criteria and scales) used for assessing value concerns 
in the cross-model robustness check.
 Factuality (Evidence-based)
Verified Directly refers to the API; no interpretation of evidence is needed.
Supported Is traceable to the API, with minor interpretation of evidence.
Partial Is traceable to the API, with some interpretation of evidence.
Doubtful Is traceable to the API, with significant interpretation of evidence.
Unfounded Is not traceable to the API.
 Plausibility (Likelihood)
Certain Is plausible, without reasonable doubt.
Likely Is plausible, with minor doubt.
Possible Is plausible, with some doubt.
Unlikely Is plausible, with significant doubt.
Implausible Is implausible.
 Specificity (Level of Detail)
Specific Is well-defined with concrete details; fully actionable.
Detailed Is described with sufficient detail; actionable.
General Is described with basic details; partially actionable.
Broad Is ambiguous, lacking specifics; hardly actionable.
Vague Is highly ambiguous, with minimal details; impractical.

debugging, maintaining, and releasing Android and iOS applications. 
The role also included familiarity with Schwartz’s theory of human 
values [89]. Our use of role-conditioning is grounded in prior work on 
LLM-based evaluation and role-conditioned simulation [87,88,90,91]. 
LLMs have been used as scalable judges of open-ended outputs, al-
though their judgments can reflect model-specific biases and therefore 
require careful interpretation [90]. Studies of role-conditioned and 
simulated agents show that LLM responses can reflect the assigned 
roles [87,88], but caution has been given against treating simulated 
perspectives as equivalent to human participation [91].

The role-conditioned models were prompted to rate the factuality, 
plausibility, and specificity of all 229 value concerns – previously 
validated – based on the evaluation protocol of Table  4. The gpt-4-
inferred justifications and clarifications of the value concerns and the 
API documentation content were provided in the prompts.

 You are an experienced mobile app developer acting as an independent 
rater: role description. Please follow the instructions listed below.

1. Consider value item under value from Schwartz’s model.
2. Consider the API documentation.
3. Consider the value concern.
4. Review the concern based on the API documentation and the 

logic provided for the concern.
5. Evaluate the concern’s factuality, plausibility, and 

specificity using the rating scale (Table  4).
6. Select the most suitable rating label per criterion. (Table  A.5)

The proprietary models were executed using OpenAI’s API (default 
settings). The open-weight models were executed locally on an M2 
chipset (macOS) with 32 GB of RAM. It took around 17 h to complete. 
Among the proprietary models, gpt-4o was the fastest at around 11 min, 
followed by o3 (61 min) and gpt-5 (127 min) — Fig.  10. Among the 
locally executed open-weight models, gpt-oss:20b was the fastest at 
around 142 min, followed by deepseek-r1:8b (250 min); gemma4:e4b 
was the slowest, taking over 7 h to complete all prompts.

6.2. Analysis of variations

Table  5 lists the Average Deviation Index (ADI) [92–94] between 
each pair of models (raters) as well as the median-centered ADI among 
all. ADI is adopted as the measure of inter-rater agreement since 
factuality, plausibility, and specificity are ordinal ratings, in which the 
size of disagreement matters. A one-level difference, such as Supported
versus Partial, is less substantial than a wider difference, such as Verified
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Table 5
Average deviation index (ADI) between role-conditioned LLMs, rating as developers. ADI values indicate how many rating levels apart the raters were, on 
average, on the five-point scale (Table  4); lower values indicate closer agreement (less variation).
 Rater I Rater II Factuality Plausibility Specificity Mean 
 o3 gpt-5 0.46 0.37 0.41 0.41  
 o3 gpt-4o 0.61 0.59 0.55 0.58  
 o3 gpt-oss:20b 0.78 0.55 0.89 0.74  
 o3 gemma4:e4b 1.44 0.90 0.99 1.11  
 o3 deepseek-r1:8b 0.97 0.94 1.07 1.00  
 gpt-5 gpt-4o 0.65 0.62 0.55 0.60  
 gpt-5 gpt-oss:20b 0.79 0.54 0.86 0.73  
 gpt-5 gemma4:e4b 1.41 0.80 0.91 1.04  
 gpt-5 deepseek-r1:8b 0.98 0.93 1.04 0.98  
 gpt-4o gpt-oss:20b 0.87 0.71 1.10 0.90  
 gpt-4o gemma4:e4b 1.38 0.81 1.22 1.14  
 gpt-4o deepseek-r1:8b 0.96 0.96 1.31 1.07  
 gpt-oss:20b gemma4:e4b 1.60 0.96 0.48 1.01  
 gpt-oss:20b deepseek-r1:8b 1.24 1.03 0.38 0.88  
 gemma4:e4b deepseek-r1:8b 1.32 0.91 0.32 0.85  
 Median-centered ADI among all models (raters): o3, gpt-4o, 
gpt-5, deepseek-r1:8b, gemma4:e4b, and gpt-oss:20b

0.63 0.47 0.54 0.55  
Fig. 10. Prompt execution time (seconds) for role-conditioned LLMs.

versus Unfounded. This follows the logic of scaled disagreement for 
ordinal ratings [95]. ADI directly expresses the average number of 
rating levels separating the raters, making it interpretable as a rating 
distance.

Overall variations. Table  5 shows the average median-centered ADI 
value of 0.55 across all six models, indicating a variation of less than 
one rating level on average, across all rating criteria. This shows moder-
ate cross-model stability, indicating that the evaluation protocol (Table 
4) can be applied across multiple role-conditioned model architectures 
without producing sharply divergent results. This is also supported by 
the pairwise comparisons; the mean ADI ranges from 0.41 to 1.14, 
meaning that the ratings differ by around one rating level or less on 
average.

Criterion-level variations. Based on the median-centered ADIs, the mod-
els exhibit the greatest variation in their ratings of factuality (0.63), 
followed by specificity (0.54) and plausibility (0.47). The pairwise ADI 
values for factuality range from 0.46 to 1.60, with the largest distance 
observed for gpt-oss vs. gemma4. Several pairs involving gemma4 
also show a higher level of disagreement over factuality. This pattern 
indicates that factuality is especially sensitive to how strictly a model 
(rater) interprets the evidential link between a concern and the API 
documentation. Some models appear to require more direct evidence 
before assigning higher factuality levels, whereas others appear more 
willing to accept interpreted evidence. The LLM ratings of specificity 
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(0.32 ≤ 𝐴𝐷𝐼 ≤ 1.31) and plausibility (0.37 ≤ 𝐴𝐷𝐼 ≤ 1.03) are more 
stable than factuality but still vary across models (Table  5).
Model sensitivity. Since the analysis uses multiple LLMs (raters), it 
is important to determine whether the robustness claim reflects a 
stable pattern across models or is disproportionately shaped by one 
rater. To examine this, we recomputed the mean pairwise ADI after 
excluding one model at a time and averaging the remaining pairwise 
ADI values. As shown in Table  6, the mean ADI is 0.87 when all six 
models are included and remains between 0.79 and 0.93 after each 
model is excluded. This narrow range indicates that the ratings show 
bounded cross-model variation (disagreement) rather than being driven 
by one outlying rater. The contribution of gemma4 to the variations in 
factuality, however, is more significant than that of other models; its 
exclusion reduces the mean ADI of factuality from 1.03 to 0.83.
Rating tendencies. To identify the rating tendencies across all models, 
the rating labels were mapped to a five-point numerical scale, where 
stronger ratings receive higher scores: Verified, Certain, Specific = 5 
and Unfounded, Implausible, Vague = 1. We then calculated, for each 
model, the average score across all concerns for each criterion. The 
mean of these average scores was computed for each model to specify 
its overall rating tendency: o3 (3.02), gpt-5 (3.06), gpt-4o (3.02), 
deepseek-r1 (3.84), gemma4 (3.83), and gpt-oss (3.12). The results 
show that the overall rating tendencies remain close to the middle of 
the five-point scale, supporting the interpretation that the observed 
variation is bounded: the models do not produce sharply divergent 
rating patterns, but they do apply the scale with different thresholds.

 Our analysis shows comparable ratings across the role-
conditioned models; the results exhibit moderate cross-model sta-
bility with bounded variation. The role-conditioned LLMs, however, 
cannot substitute for developer participation.

7. Limitations & threats to validity

Indirect links or hallucinations? ChatGPT’s explanations for inferred 
value concerns were affected by extended reasoning that, while weakly 
supported by API documentation, did not clearly constitute hallucina-
tion [64]. These explanations, essential for interpreting implied vio-
lations, were sometimes difficult to follow and occasionally appeared 
confabulatory. Conversely, some hallucinations resembled extended 
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Table 6
Sensitivity analysis after excluding one model at a time; mean ADIs are reported across all remaining pairs. Lower values indicate closer agreement.
 Excluded model Pairs remaining Factuality Plausibility Specificity Mean 
 None (all six) 15 1.03 0.77 0.81 0.87  
 o3 10 1.12 0.83 0.82 0.92  
 gpt-5 10 1.12 0.84 0.83 0.93  
 gpt-4o 10 1.10 0.79 0.74 0.88  
 gpt-oss:20b 10 1.02 0.78 0.84 0.88  
 gemma4:e4b 10 0.83 0.72 0.82 0.79  
 deepseek-r1:8b 10 1.00 0.68 0.80 0.83  
reasoning, misleading evaluators. This may impact the construct va-
lidity of the study, as such inaccuracies may limit the reliability of 
inferred concerns. To address this, we used a hybrid evaluation process 
with trained evaluators who clarified findings through dialogue, along-
side ChatGPT’s reassessment using ground truth examples and value 
definitions. A final rating phase helped mitigate residual hallucina-
tions. Future work may develop more advanced methods for detecting 
unfounded justifications [64].

Limited ground truth. Ground truth was established through hu-
man evaluation of value concerns, excluding ChatGPT’s persuasive 
effects. To avoid the burden of assessing 10 values with 59 compo-
nents (totaling 4956 reasoning chains), we used a candidate list of 
potential violations from ChatGPT findings (excluding explanations). 
This focused rater attention while allowing additional concerns, but 
may have led to overlooked cases, threatening construct validity. The 
ground truth, 21 concerns from 42 APIs, was based on a small subset, 
limiting external validity. Domain experts and practitioners can refine 
our findings to build a more comprehensive ground truth.

LLMs’ stochastic behavior: threat or opportunity? ChatGPT’s value 
inferences can vary across identical prompts due to its stochastic nature 
and the subjective, implicit character of human values [35,36,96]. 
While this limits generalizability and external validity, it also enables 
the discovery of diverse value perspectives, as randomness in genera-
tion can surface alternative interpretations or overlooked connections, 
revealing the unseen [16].

Single-model focus. This study centers on ChatGPT for inferring and 
explaining value concerns. While evaluating other LLMs could yield 
further insights, the robustness of our method relies on in-depth human 
evaluation – dialogue, clarification, and debates (Section 3.4). Extend-
ing this process to multiple models would pose major practical and 
methodological challenges, particularly in maintaining consistency and 
depth. Though this may limit external validity, our goal is to validate 
a systematic human-in-the-loop method, regardless of the language 
model used.

Domain focus: mobile API documentation. This study applies our 
human-in-the-loop method to mobile API documentation (Android and 
iOS). While this domain focus may limit the external validity and 
generalizability of findings to other software artifacts, it enables a 
rigorous test of our methodology in a context where user values are 
most directly impacted. The method itself is domain-agnostic and can 
be adapted to other contexts, and we encourage future studies to extend 
this approach to a broader range of software domains.

8. Conclusions and future work

This study presents a human-in-the-loop method for automated 
inference of conditions that may lead to violations of human values in 
software, referred to as value concerns. By combining LLM reasoning 
with human evaluation, our method provides traceable explanations 
of value concerns that go beyond a simple classification of these con-
cerns. Applied to the documentation of 1200 Android and iOS APIs, 
the method demonstrates that ChatGPT can generate meaningful and 
verifiable accounts of how values may be at risk. Cycles of inference-
assessment, utilizing human oversight, mitigate inherent challenges, 
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such as LLM hallucination, extended reasoning, and persuasive effects 
of LLMs.

 Our findings suggest that LLMs are most effective when po-
sitioned as reasoning partners, guided by human oversight, to 
uncover the mechanisms behind value violations rather than func-
tioning as classifiers that merely label their presence. Our analysis 
of mobile APIs reveals that Self-Direction and Security are the domi-
nant value concerns. Crosscutting concerns such as privacy breaches 
span multiple values, and despite rigorous validation, ambiguities 
persist, highlighting the subjective interpretation of values.

Future work will extend and validate our method across diverse 
software domains and a broader range of software artifacts, such as bug 
reports and commit messages. We also plan to study practitioners’ and 
users’ perspectives on the mechanisms of value violations inferred by 
ChatGPT to strengthen their practical relevance, enabling the design of 
countermeasures to mitigate value violations in software. Insights from 
diverse stakeholders can be leveraged to enhance the quality of LLM 
reasoning and reduce interpretation bias.
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Appendix A. Prompts used in the study

The following tables list the prompts used in the study.



D. Mougouei et al. Information and Software Technology 199 (2026) 108254 
Table A.1
The Inference Prompt used for inferring value concerns from API documentation (Section 3.3).
 Step Description  
 (1) Consider the study context: the task is to analyze the documentation of a mobile API and infer, meaning detect and explain, violations of human values 

based solely on evidence in the documentation and from the user’s perspective.
 

 (2) Consider the definition of a mobile app user as the end user of the mobile application, not the developer. The analysis must focus exclusively on how 
the API affects app users.

 

 (3) Consider Schwartz’s taxonomy of human values, including the following values, value items, and short forms:
• Self-Direction (v1): Independent (v1.1), Freedom (v1.2), Curiosity (v1.3), Creativity (v1.4), Choosing Own Goals (v1.5), Privacy (v1.6), Self-Respect 
(v1.7). 
...

 

 (4) Consider the API documentation: [documentation].  
 (5) Infer and explain up to three of the most relevant value violations, choosing those with the strongest, most directly evidenced justifications that meet the 

following criteria:
• factuality: the justification is solely based on explicit evidence in the API documentation. 
• plausibility: the justification reports a significant and likely violation. 
• specificity: the justification reports sufficient details specific to the context.

 

 (6) The analysis must be focused on how the API violates the values of mobile app users, not developers.  
 (7) Consider the example output: [formatted_examples].  
 (8) Output the results as a CSV using semicolons as delimiters, with the format: Value; Value Item; Justification.  
Table A.2
The prompt used for clarifying inferred value concerns from API documentation (Section 3.4).
 Step Description  
 (1)–(3) Same as Steps 1–3 of the Inference Prompt.  
 (4) Consider the API documentation: [documentation].  
 (5) Consider the previously inferred value violation: [value; value item; justification]. This violation was inferred using the following criteria:

• factuality: the justification is solely based on explicit evidence found in the API documentation. 
• plausibility: the justification reports a significant and likely violation. 
• specificity: the justification reports sufficient details specific to the context.

 

 (6) Clarify the justification because the user is not convinced by the previously inferred violation.  
 (7) Only return the clarification with no additional content.  
Table A.3
The prompt used for debating ChatGPT about the inferred value concerns (Section 3.4).
 Step Description  
 (1)–(3) Same as Steps 1–3 of the Inference Prompt.  
 (4) Consider the API documentation: [documentation].  
 (5) Consider the previously inferred value violation: [value; value item; justification]. This violation was inferred using the following criteria:

• factuality: the justification is solely based on explicit evidence in the API documentation. 
• plausibility: the justification reports a significant and likely violation. 
• specificity: the justification reports sufficient details specific to the context.

 

 (6) Consider the clarification previously provided for the inferred violation: [clarification].  
 (7) Consider that the user is still not convinced and has provided the following reason for disagreement: [reason].  
 (8) Return the response to the disagreement with no additional content.  
Table A.4
The prompt used for validating the inferred value concerns (Section 3.5.2).
 Step Description  
 (1) Same as Step 1 of the Inference Prompt.  
 (2) Consider the following value concern about value [value]: [concern].  
 (3) Consider Schwartz’s definition of value [value]: [value_definition].  
 (4) Consider the API documentation: [documentation].  
 (5) Evaluate the validity of the inferred value concern. A valid concern must meet all of the following criteria:

• factuality: the concern is based solely on explicit evidence in the API documentation. 
• plausibility: the concern reports a significant and likely violation. 
• specificity: the concern reports sufficient details specific to the context.

 

 (6) Focus the analysis on how the API violates the values of mobile app users, not developers.  
 (7) Consider the examples of valid concerns: [ground_truth_examples].  
 (8) Return valid or invalid with no additional content.  
13 
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Table A.5
The prompt used for the cross-model robustness analysis with role-conditioning (Section 6).
 Step Description  
 (1) You are an experienced mobile app developer acting as an independent expert rater. You have practical experience designing, building, testing, 

debugging, maintaining, and releasing mobile applications for Android and iOS. You understand common app development issues, including usability 
problems, performance issues, crashes, data handling failures, permission and privacy risks, notification issues, accessibility barriers, security weaknesses, 
. . . You are also familiar with Schwartz’s theory of human values.

 

 (2) Consider the value item [value_item] under value [value] from Schwartz’s model of human values.  
 (3) Consider the mobile app user and its definition: [app_user].  
 (4) Consider the following API documentation: [documentation].  
 (5) Consider the following concern about a violation of [value] and its corresponding value item [value_item]: [concern].  
 (6) Review the concern’s logic based on the API documentation.  
 (7) Evaluate the concern using the criterion [criterion] and its rating scale: [rating_scale].  
 (8) Return exactly one rating label from the rating scale for the criterion.  
Data availability

https://figshare.com/s/db6a26280df6bb64649a.
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