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Abstract

Hyperchaotic systems have been widely used in the field of commu-
nication and information security to generate random numbers due
to their super-long sequences, pseudo-randomness, and unpredictabil-
ity. However, chaotic systems still have certain periodicity and security
risks. To improve the reliability of chaotic random sequences, in this
paper, a new method of generating chaotic random sequences based
on random bilateral projection is proposed. Through random bilat-
eral projection algorithm, the matrix formed by chaotic sequences is
decomposed into a noiseless low-rank matrix, sparse matrix, and noise
matrix, and the noise matrix is retained as a random sequence, which
can effectively remove the regular factors to improve the randomness
of the generated sequence. To verify the effectiveness of the proposed
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sequence generation method, we apply it to the compressive ghost imag-
ing encryption system, and through simulation verified that compared
with the existing algorithms, the proposed random sequence genera-
tion method has better efficiency and randomness, and can improve
the security and efficiency of the compressive ghost imaging system.

Keywords: bilateral random projection, hyperchaotic, image encryption,
compressive ghost imaging

1 Introduction

Random number is the core of modern cryptography. A random and
unpredictable random number is the security guarantee of modern secure
communication[1]. The generation of random numbers has been one of the
most popular research topics in recent years[2]. According to different entropy
sources, random numbers can be divided into physical random numbers and
pseudorandom numbers. The physical random number is generated by the nat-
ural unpredictability of random processes such as coin toss, dice roll, electronic
noise, and photon noise, but the noise value of the physical random num-
ber generation method is too small and difficult to extract, cannot meet the
requirements of the current communication system for long random sequence.
Common pseudorandom number generation methods include linear feedback
shift register [3, 4], Mason rotation algorithm [5], cellular automata [6], linear
congruence generator [7], etc. In the process of pseudo-random number gener-
ation, a random number sequence with a balanced distribution of ’0’ and ’1’
can be generated by adjusting the algorithm parameters, which has the advan-
tages of a high generation rate and easy access. The security of pseudo-random
numbers depends on the complexity of the algorithm. With the improvement
of computer computing ability, they are vulnerable to violent attacks and are
cracked [8, 9]. Therefore, how to find a pseudo-random number generation algo-
rithm with fast generation speed, high complexity, and not easy to be attacked
has become the focus of pseudo-random number research.

Chaotic systems, due to their complex dynamic characteristics, inher-
ent randomness, long-term unpredictability, and sensitivity to initial values
[10, 11], have become widely used in cryptography, resulting in the emer-
gence of a new research field known as chaotic cryptography [12, 13]. In
particular, chaotic systems have become a common method for generating
pseudorandom sequences. Chaotic systems can be divided into one-dimensional
chaotic systems(ODCS) and high-dimensional hyperchaotic systems(HDHS).
One-dimensional chaotic system is represented by one-dimensional logic map
[14, 15], Sine map [16], tent map [17], and Hénon Map [18], etc. A lot of
new ODCSs are generated from the above chaotic map. Hu et al. intro-
duced a coupled chaotic system based on unit transformation [19], which can
combine any two one-dimensional chaotic maps together to generate a new
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one-dimensional chaotic map with better performance. Zhou et al. proposed
a new one-dimensional chaotic system by combining two existing seed maps.
This results in larger chaotic ranges and better chaotic behavior [20].

One-dimensional chaotic system shows satisfactory chaotic behavior, but
it is vulnerable to brute force attack due to its characteristics of fewer system
parameters and simple chaotic orbit. HDHS has longer chaotic sequences and
more complex chaotic behaviors and trajectories [21, 22]. Therefore, many
stream cipher algorithms based on HDHS have been proposed[23–26]. Ghebleh
et al have proposed a stream cipher algorithm based on the three-dimensional
Arnold’s cat map[27]. This algorithm has the ability to overcome sensitivity
attacks. Chen et al have expanded the baker map to three dimensions, which
is used to speed up the image encryption process[28]. Hua et al [29] propose
a two-dimensional (2D) modular Chaotification system (2D-MCS) to improve
the chaos complexity of any 2D chaotic map. [30] presented a stream cipher
based on a two-dimensional coupled map lattice, in which the piecewise logistic
map was used as the local chaotic map.

Researchers have proposed using memristor and neural networks to produce
hyperchaotic systems, obtaining complex dynamic behaviors and providing
new ideas for the construction of hyperchaotic systems[31–33]. Lai et al
designed a Multiscroll Memristive Hopfield Neural Network yield multi double-
scroll attractors[34]. Lin et al proposed designing multi-structure chaotic
attractors in memristive neural networks[35].

However, chaotic systems realized on digital devices are subject to dynamic
degradation. Although the generated chaotic orbit appears random, chaos is
not entirely disordered[36, 37]. Once the chaotic sequence reaches a certain
length, it becomes repetitive and predictable. As a result, the degradation
of chaos-based stream ciphers can give rise to significant security risks[38].
Researchers in cryptography and chaotic systems have been exploring ways to
eliminate repetition and achieve true randomness in chaotic sequences.

Bilateral random projection technology [39] is based on low-rank approxi-
mation, which decomposes the degenerate image matrix into low-rank matrix,
sparse matrix, and noise matrix through image decomposition technology,
where the low-rank matrix contains the regular information of the image,
so it is widely used in image denoising. The noise matrix decomposes from
the degenerate image matrix removes the regular information and has more
randomness. Through bilateral random projection technology and a chaotic
system, a new method to obtain natural random noise can be constructed.

Based on the above analysis, this paper proposes a random sequence gener-
ation method based on bilateral random projection and HDHS. This method
can effectively eliminate the regular information in the sequence, resulting in
a genuinely random generated sequence. To verify the validity of the random
sequence, we applied the generated random sequence to compressive sensing
ghost image encryption system and achieved good encryption results.

The main contributions of this paper are as follows:



Springer Nature 2021 LATEX template

4 Article Title

First, a method for generating random sequences using bilateral random
projection technology and chaos systems is proposed. The random sequence
generated by this method is closer to a true random sequence than that
generated by a simple chaotic system.

Second, a more e�cient compressive ghost imaging encryption architecture
is proposed, which has higher execution e�ciency and con�dentiality.

The paper is organized as follows: in section 2, we briey introduce the basic
techniques of bilateral random projection technology, the employed chaotic
system, and compressive ghost imaging technology; In section 3, a random
sequence generated method based on bilateral random projection and chaotic
system is proposed and veri�ed; In section 4, we apply the proposed random
sequence to the compressive ghost imaging encryption system, and carry out
experimental veri�cation and comparison; Finally, we conclude the paper.

(a) (b) (c)

Fig. 1 : Classical H�enon Maps under a=1.4 and b 2 (� 0:5; 0:5), Bifurcation
graphs(a), (b) and trajectory graphs(c).

2 The Preliminary Knowledge

2.1 Improved H�enon Map

Classical H�enon map is a widely used discrete-time dynamic system that can
produce chaotic phenomena. It is mathematically de�ned as

(
xn +1 = 1 � ax2

n + yn

yn +1 = bxn
: (1)

When the parameter values are taken asa = 1 :4 and b = 0 :3 respectively, the
chaotic system shows chaotic behavior. Whena and b take other di�erent val-
ues, the system can behave as a chaotic phenomenon, paroxysmal phenomenon,
or converge to the periodic point, as shown in Fig. 1. The behavior charac-
teristics of the system under di�erent parameters can be seen from the track
diagram.

However, from the mathematical equations, bifurcation diagrams, and tra-
jectories, it can be seen that H�enon map has many remarkable characteristics.
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First, their chaotic range is very narrow, the chaotic behavior is restricted to a
speci�c range of parameters. As the number of parameters increases, the phase
planes become less compact, leading their output values to diverge to in�nity
with the evolution of the system. Second, the scope of their confusion is discon-
tinuous or even isolated. A small change in system parameters may transfer the
parameters to the non-chaotic range. In addition, their output distribution is
incomplete. Their trajectories can only access a small area on the phase plane
and have obvious patterns. These characteristics may have negative impacts
on some applications based on chaotic systems. Therefore, overcoming these
shortcomings of the existing chaotic map can promote the application based
on chaos. To solve the above problems, Hua et al. proposed a two-dimensional
modular chaos system (2D-MCS) to improve the chaos complexity of any two-
dimensional chaotic map[29]. Modular operation is a bounded operation, which
can convert any input value into the range [0, N). Therefore, 2D-MCS can
signi�cantly improve the chaotic complexity of the existing two-dimensional
chaotic map expand the chaotic range, and overcome the weaknesses of the
existing two-dimensional chaotic map. H�enon's 2D-MCS can be expressed as

(
xn +1 = (1 � âx2

n + yn ) mod N

yn +1 = b̂xn mod N
: (2)

(a) (b) (c)

Fig. 2 : Classical Zeraoulia-Sprott maps under a=3.8 andb 2 (� 1:5; 1:5),
Bifurcation graph (a), (b) and trajectory graph.

2.2 Improved Zeraoulia-Sprott Map

Zeraoulia-Sprott map designed by Zeraoulia and Sprott is a simple two-
dimensional chaotic map, that can be denoted as Eq. (3), wherea and b are its
system parameters. As shown in Fig. 2, Zeraoulia-Sprott map has a rational
fraction when a = 3 :8 and b = 0 :6, it shows classical chaotic behavior.

8
<

:

xn +1 =
� axn

1 + y2
n

yn +1 = xn + byn

: (3)
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